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NEW QUESTION 1
- (Topic 4)
Which access control feature does MAB provide?

A. user access based on IP address

B. allows devices to bypass authenticate*

C. network access based on the physical address of a device
D. simultaneous user and device authentication

Answer: C

NEW QUESTION 2
- (Topic 4)

SW1l% show etherchannel summary

Flage: D = down P - bundled in port-channel
I - stand-alene » - suspended

- Hot-standdby (LACP only)

Layerd 8 - Layerd
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Reler to the exhibit The EtherChannel between SW1 and SW2 is not operational. Which a coon will resolve the issue?

A. Configure channel-group 1 mode active on GVO and G1 1 of SW2.
B. Configure twitchport trunk encapsulation dotlqg on SW1 and SW2.
C. Configure channel-group 1 mode active on GI'O and GM of SW1 .
D. Configure switchport mode dynamic desirable on SW1 and SW2

Answer: C

NEW QUESTION 3
- (Topic 4)
Which activity requires access to Cisco DNA Center CLI?

A. provisioning a wireless LAN controller

B. creating a configuration template

C. upgrading the Cisco DNA Center software
D. graceful shutdown of Cisco DNA Center

Answer: D

NEW QUESTION 4
- (Topic 4)
Refer to the exhibit.
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Router#show running-config | include aaa

aaa new-model

aaa authentication login default group tacacs+
aaa authorization exec default group tacacs+
aaa session-id common

Which configuration enables fallback to local authentication and authorization when no TACACS+ server is available?

A. Router(config)# aaa authentication login default local Router(config)# aaa authorization exec default local
B. Router(config)# aaa authentication login default group tacacs+ local Router(config)# aaa authorization exec default group tacacs+ local
C. Router(config)# aaa fallback local

D. Router(config)# aaa authentication login FALLBACK local Router(config)# aaa authorization exec FALLBACK local

Answer: B

NEW QUESTION 5

- (Topic 4)

By default, which virtual MAC address does HSRP group 30 use?

A. 00:05:0c:07:ac:30
B. 00:00:0c:07:ac:l1e
C. 05:0c:5e:ac:07:30
D. 00:42:18:14:05:1e

Answer: B

NEW QUESTION 6

- (Topic 4)

A customer has 20 stores located throughout a city. Each store has a single Cisco access point managed by a central WLC. The customer wants to gather
analysis for users in each store. Which technique supports these requirements?

A. angle of arrival
B. hyperlocation
C. trilateration

D. presence

Answer: B

NEW QUESTION 7

- (Topic 4)

Which tunnel type al'ows clients to perform a seamless Layer 3 roam between a Cisco AireOS WLC and a Cisco 10S XE WLC?

A. Ethernet over IP

B. IPsec
C. Mobility
D. VPN

Answer: A

NEW QUESTION 8

- (Topic 4)

Relet lo Ibe exhibit.
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Wide Area Network

Serial0/0.1

Gi0/0

Gidf1

Ri

track 26 interface Serial0d/0.1 line-protocal
interface GigabitEthernet 0/0

ip address 10.10.10.2 235.255.235.0

standby 100 ip 10.10.10.1

standdyy 100 priority 103

standby 100 preeapt

standdy 100 track 26

B2

interface GigabitEthermet0/0

ip address 10.10.10.3 255.255.235.0
standby 100 ip 10.10.10.1

Serial0/0,

]

An ertgineer must modify the existing configuration so that R2 can take over as the primary router when serial interface 0/0.1 on R1 goes down. Whtch command

must the engineer apply”

A. R2W standby 100 track 26 decrement 10

B. R2# standby 100 preempt

C. R2# track 26 interface SerialWO.1 line-protocol
D. R2# standby 100 priority 100

Answer: A

NEW QUESTION 9
- (Topic 4)

An engineer must configure router R1 to validate user logins via RADIUS and fall back to the local user database if the RADIUS server is not available. Which

configuration must be applied?

A. aaa authorization exec default radius local
B. aaa authorization exec default radius

C. aaa authentication exec default radius local
D. aaa authentication exec default radius

Answer: C

NEW QUESTION 10
DRAG DROP - (Topic 4)

Drag and drop the characteristics from the left onto the switching architectures on the right.

Process Switchi
1t optimizes the switching process to handle langer i
packet volumes.
It is referred to as "software switching."
The general-purpose CPU s in charge of packet
switching.
Cisca Express Forwarding

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

[ packet volumes.

The general-purpose CPU is in charge of packet i
switching.

NEW QUESTION 10
- (Topic 4)

Process Switching

It optimizes the switching process to handle larger
packet volumes.

The general-purpose CPU is in charge of packet
switching.

Cisca Express Forwarding

L

I
| It is referred to as "software switching.” i

What is a benefit of Cisco TrustSec in a multilayered LAN network design?

A. Policy or ACLS are nor required.

B. There is no requirements to run IEEE 802.1X when TrustSec is enabled on a switch port.
C. Applications flows between hosts on the LAN to remote destinations can be encrypted.

D. Policy can be applied on a hop-by-hop basis.

Answer: C

NEW QUESTION 14
- (Topic 4)

S 18 show etherchannel summary
Flags: D - down
| - stand—alone 3 -
H - Hot-standby (LACP only)
R - Layer3 S-Layer2
U-inuse

M - not in use, miimum bnks not met
U - unsuitabie for bunding

P . bundled in port-channel

f - fadled to allocate aggregator

w - wailing 1o be aggregated

d - defaull port
Number of channel—groups in use 1
Number of aggregators 1
Group Pori—channel Profocol Ports

- L -
1 Pol (SD) . Fad/1 (D) FadR2 (D)
S1# show run | begin interface port-channel S2% show run | begin nterface port-channel
nterface Port—channell interface Port—channell
' | .

|

interface FastEthernetd/ interface FastEthernet0N
switchport mode trunk switchporn mode trunk
channel-group 1 mode on channel-group 1 mode deswable
I i
interface FastEthernetd/2 interface F astEthernet02
svitchport mode trunk switchport mode trunk
channel-group 1 mode on channel-group 1 mode deswabie
I '
<Qutput omitted> «Qutput omitted>»

Refer to the exhibit. Traffic is not passing between SW1 and SW2. Which action fixes the issue?

A. Configure LACP mode on S1 to passive.
B. Configure switch port mode to ISL on S2.
C. Configure PAgP mode on S1 to desirable.
D. Configure LACP mode on S1 to active.

Answer: C
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NEW QUESTION 19
DRAG DROP - (Topic 4)

Drag and drop the characteristics from the left onto the deployment model on the right.

[Coud
SVES o Capital costs
provides full control of senstwe dats
fast deployment of new senaces
Dn-Premaes

improves service avadlability by supporting multiple WAN
connectivily oplicns

A. Mastered
B. Not Mastered

Answer: A
Explanation:

CLOUD1 and 30ON-PREMISES2 and 4

NEW QUESTION 21
- (Topic 4)

interface GigabitEthernet1
ip address 10.10.10.1 255.255.255.0
[

éccess-lisl 10 permit 10.10.10.1
[

monitor session 10 type erspan-source

source interface Gi1
destination

erspan-id 10

ip address 192.168.1.1
I

Refer to the exhibit. Which command filters the ERSPAN session packets only to interface GigabitEthernet1?

A. source ip 10.10.10.1

B. source interface gigabitethernetl ip 10.10.10.1
C. filter access-group 10

D. destination ip 10.10.10.1

Answer: C

NEW QUESTION 24
DRAG DROP - (Topic 4)

Drag and drop the characteristics from the left onto the orchestration tools that they describe on the right.

declarative il
uses Ruby
uses Python SaltStack
procedural
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Chief
declarative
uses Ruby
|
Lroes ALY | procedural l
' uses Python BaltStack
|
l uses Pythan ]|
| |
procedural
declarative ‘

NEW QUESTION 27

- (Topic 4)

An engineer is connected to a Cisco router through a Telnet session. Which command must be issued to view the logging messages from the current session as
soon as they are generated by the router?

A. logging buffer

B. service timestamps log uptime
C. logging host

D. terminal monitor

Answer: D

NEW QUESTION 31
- (Topic 4)
How is a data modelling language used?

A. To enable data to be easily structured, grouped, validated, and replicated.

B. To represent finite and well-defined network elements that cannot be changed.
C. To model the flows of unstructured data within the infrastructure

D. To provide human readability to scripting languages

Answer: A

NEW QUESTION 34
- (Topic 4)
Where in Cisco DNA Center is documentation of each API call, organized by its functional area?

A. Developer Toolkit

B. platform management
C. platform bundles

D. Runtime Dashboard

Answer: A

Explanation:
https://developer.cisco.com/docs/dna-center/#lapi-quick-start/cisco-dna-center-platform-api-overview

NEW QUESTION 35

- (Topic 4)

An engineer must construct an access list tot a Cisco Catalyst 9800 Series WLC that will - edirect wireless guest users to a splash page that is hosted on a Cisco
ISE server. The Cisco ISE servers are hosted at 10.9.11.141 and 10.1.11.141. Which access list meets the requirements?

A)

ip access-list extended ACL_WEBAUTH_REDIRECT
70 permit ip any host 10.9.11.141

80 permit ip any host 10.1.11.141

500 permit tcp any any eq www

600 permit tcp any any eq 443

700 permit tcp any any eq 8443

800 deny udp any any eq domain

B)
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ip access-list extended ACL_WEBAUTH_REDIRECT
70 permit ip any host 10.9.11.141

80 permit ip any host 10.1.11.141
500 deny tcp any any eq www
600 deny tcp any any eq 443
700 deny tcp any any eq 8443
800 deny udp any any eq domain
901 deny ip any any

C)

ip access-list extended ACL_ WEBAUTH_REDIRECT
70 deny ip any host 10.9.11.141

80 deny ip any host 10.1.11.141

200 permit tcp any any eq www

600 permit tcp any any eq 443

700 permit tcp any any eq 8443

800 deny wudp any any eq domain

D)

ip access-list extended ACL WEBAUTH_REDIRECT

50 deny ip host 10.9.11.141 any
60 deny ip any host 10.9.11.141
70 deny Ip host 10.1.11.141 any
80 deny ip any host 10.1.11.141
500 permit tcp any any eq www
600 permit tcp any any eq 443
700 permit tcp any any eq 80

A. Option
B. Option
C. Option
D. Option

Answer: D

Explanation:

Option D is the correct access list to redirect wireless guest users to a splash page that is hosted on a Cisco ISE server. The configuration steps are as follows12:
? Define an extended access list that permits TCP traffic from any source to the Cisco ISE servers on port 80 (HTTP) and port 443 (HTTPS). In this case, the
access list is named ACL_WEBAUTH_REDIRECT and it allows any host to connect to the IP addresses 10.9.11.141 and 10.1.11.141 on port 80 and port

443: ip access-list extended ACL_WEBAUTH_REDIRECT and permit tcp any host 10.9.11.141 eq 80, permit tcp any host 10.9.11.141 eq 443, permit tcp any host
10.1.11.141 eq 80, permit tcp any host 10.1.11.141 eq 443.

? Apply the access list to the guest WLAN using the ip access-group command. This command filters the traffic on the interface based on the access list. In this
case, the access list ACL_WEBAUTH_REDIRECT is applied to the guest WLAN interface in the inbound direction, which means that only the traffic that matches
the access list can enter the interface: interface wlan-guest and ip access-group ACL_WEBAUTH_REDIRECT in.

Option A is incorrect because it does not permit TCP traffic to the Cisco ISE servers on port 80, which is required for HTTP redirection. Without this, the guest
users will not be able to see the splash page on their web browsers12.

Option B is incorrect because it does not permit TCP traffic to the Cisco ISE servers on port 443, which is required for HTTPS redirection. Without this, the guest
users will not be able to see the splash page on their web browsers if they use HTTPS12.

Option C is incorrect because it permits TCP traffic from any source to any destination on port 80 and port 443, which is too broad and may allow unwanted traffic
to enter the guest WLAN interface. This may compromise the security and performance of the guest network12. References: 1: Configuring Web Authentication, 2:
ISE and Catalyst 9800 Series Integration Guide

NEW QUESTION 37
- (Topic 4)
Which collection contains the resources to obtain a list of fabric nodes through the vManage API?

A. device management
B. administration

C. device inventory

D. monitoring

Answer: C
Explanation:
The collection that contains the resources to obtain a list of fabric nodes through the vManage API is the device inventory collection. This collection can be

accessed through the Cisco Encor Documents and provides resources such as the Fabric Visualization, Device List, and Fabric Node Inventory APls. These APIs
can be used to obtain information about the fabric nodes, such as the device inventory, status, and version.

NEW QUESTION 39
- (Topic 4)
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Refer to the exhibit. Cisco I0S routers R1 and R2 are interconnected using interface Gi0/0. Which configuration allows R1 and R2 to form an OSPF neighborship

on interface Gi0/0?

R2(config)#router ospf 1
R2(config-router)#passive-interface Gi0/0

R2(config)#interface Gi0/0
R2(config-if#ip ospf cost 1

R1(config)#router ospf 1
R1(config-router)#no passive-interface Gio/0

R1(config)#router ospf 1
R1(config-ify#network 172.20.0.0 0.0.0.255 area 1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 42

- (Topic 4)

Where is the wireless LAN controller located in a mobility express deployment?
A. There is no wireless LAN controller in the network.

B. The wireless LAN controller is embedded into the access point.

C. The wireless LAN controller exists in the cloud.

D. The wireless LAN controller exists in a server that is dedicated for this purpose.
Answer: B

NEW QUESTION 47
- (Topic 4)
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R1#show ip bgp summary
BGP router identifier 1.1.1.1, local AS number 65001
BGP table version is 1, main routing table version 1

Neighbor \ AS MsgRcvd MsgSent TbiVer InQ OutQ Up/Down State/PfxRed
192.168.12.2 4 65002 0 O 1 0 000:00:15 Idle

R1#show ip interface brief | include 192.168.12

FastEthernet0/0 192.168.12.1 YES NVRAM up up

R2#show ip bgp summary
BGP router identifier 2.2.2.2, local AS number 65002
BGP table version is 1, main routing table version 1

Neighbor \ AS MsgRcvd MsgSent TbiVer InQ OutQ Up/Down State/PfxRed
192.168.12.1 4 65001 0 O 1 0 000:01:00 Idle (Admin)

R2#show ip interface brief | include 192.168.12

Ethernet0/0 192.168.12.2 YES NVRAM up up

R2#ping 192.168.12.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.1, timeout is 2 seconds:

;;;;;

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Refer to the exhibit. R1 and R2 are directly connected, but the BGP session does not establish. Which action must be taken to build an eBGP session?

A. Configure ip route 1.1.1.1 0.0.0.0 192.168.12.1 on R2.

B. Configure neighbor 192.168.12.1 activate under R2 BGP process.

C. Configure neighbor 2.2.2.2 remote-as 65002 under R1 BGP process.
D. Configure no neighbor 192.168.12.1 shutdown under R2 BGP process.

Answer: D

NEW QUESTION 48
- (Topic 4)
When using BFD in a network design, which consideration must be made?

A. BFD is used with first hop routing protocols to provide subsecond convergence.
B. BFD is more CPU-intensive than using reduced hold timers with routing protocols.
C. BFD is used with dynamic routing protocols to provide subsecond convergence.
D. BFD is used with NSF and graceful to provide subsecond convergence.

Answer: C
NEW QUESTION 49

- (Topic 1)
Refer to exhibit.

SWi1 SW2 SW3

VLANSs 50 and 60 exist on the trunk links between all switches All access ports on SW3 are

configured for VLAN 50 and SW1 is the VTP server Which command ensures that SW3 receives frames only from VLAN 50?

A. SW1 (config)#vtp pruning

B. SW3(config)#vtp mode transparent
C. SW2(config)=vtp pruning

D. SW1 (config >»vtp mode transparent

Answer: A

Explanation:

SWa3 does not have VLAN 60 so it should not receive traffic for this VLAN (sent from SW2).
Therefore we should configure VTP Pruning on SW3 so that SW2 does not forward VLAN 60 traffic
to SW3. Also notice that we need to configure pruning on SW1 (the VTP Server), not SW2.

NEW QUESTION 53
- (Topic 1)
What is used to perform OoS packet classification?

A. the Options field in the Layer 3 header
B. the Type field in the Layer 2 frame
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C. the Flags field in the Layer 3 header
D. the TOS field in the Layer 3 header

Answer: D
Explanation:

Type of service, when we talk about PACKET, means layer 3

NEW QUESTION 54
- (Topic 1)

Which method should an engineer use to deal with a long-standing contention issue between any two VMs on the same host?

A. Adjust the resource reservation limits
B. Live migrate the VM to another host
C. Reset the VM

D. Reset the host

Answer: A

NEW QUESTION 55
- (Topic 1)
What is the function of a VTEP in VXLAN?

A. provide the routing underlay and overlay for VXLAN headers

B. dynamically discover the location of end hosts in a VXLAN fabric

C. encapsulate and de-encapsulate traffic into and out of the VXLAN fabric
D. statically point to end host locations of the VXLAN fabric

Answer: C

NEW QUESTION 59
- (Topic 2)

An engineer must export the contents of the devices object in JSON format. Which statement must be used?

A. json.repr(Devices)

B. json.dumps(Devices)
C. json.prints(Devices)
D. json.loads(Devices)

Answer: B

NEW QUESTION 62
DRAG DROP - (Topic 2)

Drag and drop the characteristics from the left onto the orchestration tools that they describe on the right.

usas o pull mesdel m
uses playbooks
declarative

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
- EE__EEE e E
uses & pull medel . P e e
{ uscs playbooks
______________ |
i oo " procedural 1
procedural i
P T O T % il 5 i | o i e
declarative
_______________ | declarative I
i

NEW QUESTION 64
DRAG DROP - (Topic 2)
Drag and drop the characteristics from the left onto the routing protocols they describe on the right

Dual Diffusing Update algorithm

metrics ate bandwidth, delay, relability, load, and MTU

DSPF
Dijikira algorithm
A. Mastered
B. Not Mastered
Answer: A
Explanation:
cost-based metnc
metrics are bandwidth, delay, refability, load, and MTU
I | — —  — | —  — —  — | — — — | — — | —
Dual Diffusing be algarith
_________UF_t _g__m________ Dual Diffusing Update algorithm
metrics are bandwidth, delay, relability, load, and MTL I OSPE
1
cost-based metnc
Dijiktra algorithm

NEW QUESTION 68
- (Topic 2)
Why is an AP joining a different WLC than the one specified through option 43?

A. The WLC is running a different software version.

B. The APl is joining a primed WLC

C. The AP multicast traffic unable to reach the WLC through Layer 3.

D. The APs broadcast traffic is unable to reach the WLC through Layer 2.

Answer: B

NEW QUESTION 70
- (Topic 2)
Refer to the exhibit.
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209165202 132/30

133

GO

209 165 202 128/30 120 —
GO/3 Intemet -
ISP B

10,101 1,024

10101110024

Internet Protocol Version 4, Sec: 209.165.202.130, Dst: 209.165.202.134
Generic Routing Encapsulation (IP)

Internet Protocol Version 4, Src: 10.111.111.1, Dst: 10.111.111.2
Internet Control Message Protocol

172.16.1. /24

GO0 134

1

‘GM

172.16.1.10/24

Frame 24: 138 bytes on wire (1184 bits), 138 bytes captured (1184 bits) on interface @
Ethernet II, Src: 50:00:00:01:00:81 (50:00:00:01:00:01), Dst: 50:00:00:02:00:01 (50:00:00:02:00:01)

A GRE tunnel has been created between HO and BR routers. What is the tunnel IP on the HQ router?

A.10.111.111.1
B.10.111.111.2
C. 209.165.202.130
D. 209.165.202.134

Answer: A

NEW QUESTION 73
- (Topic 2)

<rpc-reply> [0, 1] required
<ok> [0, 1] required
<data> [0, 1] required
<rpc-error> [0, 1] required
<error-type> [0, 1] required
<error-tag> [0, 1] required
<efrror-severnty> [0. 1) required
<error-app-tag> [0, 1) required
<error-path> [0, 1] required
<efrror-message> [0, 1) required
<error-info> [0, 1] required
<bad-attribute> [0, 1] required
<bad-element> [0, 1] required
<ok-element> [0, 1] required
<err-element> [0, 1] required
<noop-element> [0, 1] required
<bad-namespace> [0, 1) required
<session-id> [0, 1] required

Refer to the exhibit. Which command is required to verify NETCONF capability reply messages?

A. show netconf | section rpc-reply

B. show netconf rpc-reply

C. show netconf xml rpc-reply

D. show netconf schema | section rpc-reply

Answer: D

NEW QUESTION 74
- (Topic 2)

Which access point mode allows a supported AP to function like a WLAN client would, associating and identifying client connectivity issues?

A. client mode

B. SE-connect mode
C. sensor mode

D. sniffer mode
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Answer: C

Explanation:

As these wireless networks grow especially in remote facilities where IT professionals may not always be onsite, it becomes even more important to be able to
quickly identify and resolve potential connectivity issuesideally before the users complain or notice connectivity degradation. To address these issues we have
created Cisco’s Wireless Service Assurance and a new AP mode called “sensor’mode. Cisco’s Wireless Service Assurance platform has three components,
namely, Wireless PerformanceAnalytics, Real-time Client Troubleshooting, and Proactive Health Assessment. Using a supported AP ordedicated sensor the
device can actually function much like a WLAN client would associating andidentifying client connectivity issues within the network in real time without requiring an
IT or technician to beon site.

Reference:
https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/dam/en/us/td/docs/wireless/controller/technotes/8-5/b_Cisco_Aironet_Sensor_Deployment_
Guide.html.xml

NEW QUESTION 78

- (Topic 2)

Refer to the exhibit.

vlan 222
remote-span

!

vlan 223
remote-span

!

monitor session source interface FastBthernet(/1 tx
source interface FastEthernet0/2 rx
source interface port-channel 5

destination remote vlan 222

monitor session
monitor session
monitor session
1

el el

What is the result when a technician adds the monitor session 1 destination remote vlan 223 command1?

A. The RSPAN VLAN is replaced by VLAN 223.
B. RSPAN traffic is sent to VLANs 222 and 223
C. An error is flagged for configuring two destinations.
D. RSPAN traffic is split between VLANs 222 and 223.

Answer: A

NEW QUESTION 83
- (Topic 2)
When is the Design workflow used In Cisco DNA Center?

A. in a greenfield deployment, with no existing infrastructure

B. in a greenfield or brownfield deployment, to wipe out existing data

C. in a brownfield deployment, to modify configuration of existing devices in the network
D. in a brownfield deployment, to provision and onboard new network devices

Answer: A

Explanation:

The Design area is where you create the structure and framework of your network, including the physical topology, network settings, and device type profiles that
you can apply to devices throughout your network. Use the Design workflow if you do not already have an existing infrastructure. If you have an existing
infrastructure, use the Discovery feature.

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-
center/2-1-2/user_guide/b_cisco_dna _center_ug 2 1 2/b cisco_dna_center ug_2 1 1 chapter_011 O0.html

Reference: https://synoptek.com/insights/it-blogs/greenfield-vs-brownfield-software- development/“Greenfield development refers to developing a system for a
totally new environment and requires development from a clean slate — no legacy code around. It is an approach used when you’re starting fresh and with no
restrictions or dependencies.”

NEW QUESTION 87

- (Topic 2)

An engineer is implementing a Cisco MPLS TE tunnel to improve the streaming experience for the clients of a video-on-demand server. Which action must the
engineer perform to configure extended discovery to support the MPLS LDP session between the headend and tailend routers?

A. Configure the interface bandwidth to handle TCP and UDP traffic between the LDP peers
B. Configure a Cisco MPLS TE tunnel on both ends of the session

C. Configure an access list on the interface to permit TCP and UDP traffic

D. Configure a targeted neighbor session.

Answer: B

NEW QUESTION 92
- (Topic 2)
Refer to the exhibit.
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18sh ip bgp
AGP table version is 2, loocal router ID is 13.13.13.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 -
internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-
IFilter,

x best-external, a additional-path, ¢ RlIB-compressed,
Origin codes: i - IGP, e - EGP, 7 - incomplete
PKI validation codes: V valid, I invalid, N Not found

Network Next
op Matrie LocPrf Weight Path
# 172.16.1.0/24 13.13.13.3 0
200 300 &
"> 12.12.12.2 0
200 300 &

An engineers reaching network 172 16 10 0/24 via the R1-R2-R4 path. Which configuration forces the traffic to take a path of R1-R3-R4?

A)

R1(configi#route-map RM_AS_PATH_PREPEND

R1(config-route-map)#set as-path prepend 200 200

R1(config-route-map }2exit

R1{config#router bgp 100

R1(config-routerjzneighbor 12.12.12.2 route-map RM_AS_PATH_PREPEND in
R1(config-router)#end

R1i#clear ip bgp 12.12.12.2 soft in

B)

R1(config)&router bgp 100
R1(config-router)#neighbor 13.13.13.3 weight 1
R1(config-router)#end

C)

R2(config)}#¥route-map RM_MED permit 10
R2(config-route-map)#set metric 1

R2(config-route-map J#exit

R2(config #router bgp 200

R2(config-routerj#neighbor 12.12.12.1 route-map RM_MED out
R2(config-router)#end

R2#clear ip bgp 12.12.12.1 soft out

D)

'R1(config)#route-map RM_LOCAL_PREF permit 10
R1(config-route-map)#set local-preference 101
R1(config-route-map )#exit
R1(config)#router bgp 100
R1(config-router#neighbor 13.13.13.3 route-map RM_LOCAL_PREF in
R1(config-router)¥end
R1#clear ip bgp 13.13.13.3 soft in

A. Option A
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B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 94
- (Topic 2)
Which threat defence mechanism, when deployed at the network perimeter, protects against zero-day attacks?

A. intrusion prevention
B. stateful inspection
C. sandbox

D. SSL decryption

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/products/collateral/security/amp-appliances/datasheet-c78-733182.html“File analysis and sandboxing: Secure Malware
Analytics’ highly secure environment helps you execute, analyze, and test malware behavior to discover previously unknown ZERO-DAY threats. The integration
of Secure Malware Analytics’ sandboxing technology into Malware Defense results in more dynamic analysis checked against a larger set of behavioral indicators.

NEW QUESTION 97
- (Topic 2)
What is required for a virtual machine to run?

A. a Type 1 hypervisor and a host operating system
B. a hypervisor and physical server hardware

C. only a Type 1 hypervisor

D. only a Type 2 hypervisor

Answer: B

NEW QUESTION 101
- (Topic 2)
Which element enables communication between guest VMs within a virtualized environment?

A. hypervisor
B. vSwitch

C. virtual router
D. pNIC

Answer: B

NEW QUESTION 105
DRAG DROP - (Topic 2)

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

PIM-DM supports only source trees — that is, (S,G) entries—and cannot be used to build a shared distribution tree.

NEW QUESTION 109
DRAG DROP - (Topic 2)

Drag and drop the descriptions from the left onto the routing protocol they describe on the right.

SPF
summarnes ¢an be craatad anywhere in the [GP wpokogy
uses areas 1o sagment a network

summanes can be creatad in spechc parts of the IGP topokogy EIGRP
A. Mastered
B. Not Mastered
Answer: A
Explanation:

__________________________

summanes ¢an be created anywhere in the IGP topology

uSSs aneas to segment a Network

sumimanes can be created anywhera in the [GP topology

USSS Arsas 10 sagment & network

summanes can be created n specfic parts of the 1GP topology

NEW QUESTION 111
- (Topic 2)
How is a data modeling language used?

| summanes can be created in specific parts of the IGP topology |
i |

A. To enable data lo be easily structured, grouped, validated, and replicated
B. To represent finite and well-defined network elements that cannot be changed
C. To model the flows of unstructured data within the infrastructure

D. To provide human readability to scripting languages
Answer: A
NEW QUESTION 116

- (Topic 2)
Refer to the exhibit.

10.819: %TCP-6-BADAUTH: No MDS5 digest from 10.1.65.2(179) to 10.1.65.1(59608) tableid - 0
10.847: %BGP-5-ADJCHANGE: neighbor 10.33.1.1 Up

12.831; %TCP-6-BADAUTH: No MDS digest from 10.1.65.2(179) to 10.1.65,1(58608) tableid - 0
12.839: % TCP-6-BADAUTH: No MDS digest from 10.1,65.2(179) to 10.1.65. 1(59608) tableid - 0
22271 %TCP-6-BADAUTH: Mo MDS5 digest frem 10.1.85.2(81827) to 10.1.65.1(179) tableid - O
24.259: %TCP-8-BADAUTH: No MD5 digest from 10.1.65.2(61827) to 10.1.65.1(178) lableid - 0
26.187: % TCP-6-BADAUTH: No MDS digest from 10.1.65.2(179) to 10.1.65.1(312686) tableid - 0

An engineer attempts to establish BGP peering between router CORP and two ISP routers. What is the root cause for the failure between CORP and ISP#27?

A. Router ISP#2 is configured to use SHA-1 authentication.
B. There is a password mismatch between router CORP and router ISP#2.
C. Router CORP is configured with an extended access control list.
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D. MD5 authorization is configured incorrectly on router ISP#2.

Answer: B

NEW QUESTION 121
- (Topic 2)

= £0/0 £0/0 pe LAN .
s .w

E0/1 172.16.0.1

P

wrl definition hotel
address -family ipA
exit-address-Taml by

wirf definition bank
address -fasily ipw
exit-address-Tamily

interface CThernetQ/0
wrf formarding bank
ip address 172.16.0.4 255.255.0.0

interface Ctharnerl/l
wrf forwarding hotel
ip address 172.1.0.5 255.255.0.0

router oipl 42 vl bark
router-id 1.1.1.1
metwork 172.16.0.0 0.0.255.255 area 0

router ospf 4) wrf hotel
router-id 3.3.3.3
netwerk 172.16.0.0 0.0, 75%.2%% area 0

Rl:
wirl definition bhank
|
address -family 1pwd
enit-address-Tami ly

Refer to the exhibit. Which configuration must be applied to R1 to enable R1 to reach the server at 172.16.0.1?

interface EthernetO0
vrf forwarding hotel
ip address 172.16.0.7 25625500

router ospf 44 vrf Hotel
network 172.16.0.0 0.0,.25656.255 area 0

interface EthernetO
ip address 172.16.0.7 266.266.0.0

router ospf 44 vrf hotel
network 172.16.0.0 266 26§00

interface EthernetO0
ip address 172.16.0.7 26§.266.0.0

router ospf 44 vif bank
network 172.16.0.0 266§ 25500

interface EthernetO0
vrf forwarding bank
ip address 172.16.0.7 266 25600

router ospf 44 vif bank
network 172.16.0.0 0.0.255.255 area 0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 124
- (Topic 2)
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172.16.0.2 WEB SERVER

192.168.0.5

Refer to the exhibit. PC-1 must access the web server on port 8080. To allow this traffic, which statement must be added to an access control list that is applied on

SW?2 port GO/0 in the inbound direction?

A. permit host 172.16.0.2 host 192.168.0.5 eq 8080
B. permit host 192.168.0.5 host 172.16.0.2 eq 8080
C. permit host 192.168.0.5 eq 8080 host 172.16.0.2
D. permit host 192.168.0.5 it 8080 host 172.16.0.2
Answer: C

Explanation:

The inbound direction of GO/0 of SW2 only filter traffic from Web Server to PC-1 so the source IP address and port is of the Web Server.

NEW QUESTION 127
- (Topic 2)
Which protocol infers that a YANG data model is being used?

A. SNMP

B. NX-API

C. REST

D. RESTCONF

Answer: D

Explanation:
YANG (Yet another Next Generation) is a data modeling language for the definition
of data sent over network management protocols such as the NETCONF and RESTCONF.

NEW QUESTION 129
- (Topic 2)
Refer to the exhibit.
Switch1# show interfaces trunk
| Output omitted for brevity
Port Mode Encapsulation Status Native

Gi1/0/20 auto 802.1q trunking 10

Port Vians aliowed on trunk
Gi1/0/20 1-4094

Switchl# show interfaces trunk

| Output omitted for brevity

Port Mode Encapsulation Status Native
Gi1/0/20 auto 802.1q trunking 10

Port Vians aliowed on trunk
GI11/0/20 1-4094

The trunk does not work over the back-to-back link between Switchl interface Gigl/0/20 and Switch2 interface Gig1/0/20. Which configuration fixes the problem?

A)
Switch1(config #interface gig1/0/20
Switch1(config-if}2switchport mode dynamic auto
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B)

Switch2(config)#interface gig1/0/20
SwitchZ2(config-if)zswitchport mode dynamic desirable
C)

Switch1(config)#interface gig1/0/20
Switch1(config-if)#switchport trunk native vian 1
Switch2(config)#interface gig1/0/20
Switch2(config-if)#switchport trunk native vian 1

D)

Switch2(config)#interface gig1/0/20
Switch2(config-if)#switchport mode dynamic auto

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 132

DRAG DRORP - (Topic 2)
Drag and drop the characteristics from the left onto the deployment models on the right.

Cloud
long implementation timeframe
on-demand self-service TeRrm—
offers complex customization
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Cloud
Bgimplemenidtiontinelrame:. =0 | BT T o e i
————————————————— [ on-demand seif-service i
Y f
on-demand self-service S r—

I long implementation timeframe

offers complex customization

[
‘ offers complex customization

NEW QUESTION 137

- (Topic 2)

An engineer must create an EEM applet that sends a syslog message in the event a change happens in the network due to trouble with an OSPF process. Which
action should the engineer use?

event manager applet LogMessage
event routing network 172.30.197.0/24 type all
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A. action 1 syslog msg "OSPF ROUTING ERROR"
B. action 1 syslog send "OSPF ROUTING ERROR"
C. action 1 syslog pattern "OSPF ROUTING ERROR"
D. action 1syslog write "OSPF ROUTING ERROR"

Answer: C

NEW QUESTION 139
- (Topic 2)
What is a characteristic of Cisco DNA Northbound APIs?

A. They simplify the management of network infrastructure devices.
B. They enable automation of network infrastructure based on intent.
C. They utilize RESTCONF.

D. They utilize multivendor support APIs.

Answer: C
NEW QUESTION 140

DRAG DROP - (Topic 2)
Drag and drop the descriptions from the left onto the QoS components they describe on the right.

apglied on kraffic to convey information toa

dovmstream device shaping
distinguishes treffic types marking
process used to buffer traffic that exceeds a predefined rate trist

permits traffic to pass through the device while retaining o
DECPICOS values chassification

A. Mastered
B. Not Mastered

Answer: A

Explanation:

| apgplied on traffic to convey information toa ' |

il b I process used to buffer traffic that exceeds a predefined rate

P e eww e ey e een  es e s ey e

applied on traffic to convey information toa
I distinguishes traffic types dovwnstream device

| permits traffic to pass through the device while retaining
| process used to buffer traffic that exceeds a predefined rate DSCE/COS values

| permits traffic to pass through the device while retaining [ |
DECE/COE values distinguishes traffic bypes

I—————————————————————————J' I

NEW QUESTION 141
- (Topic 2)
Refer to the exhibit.

>>> netconf data["GigabitEthernet"][0])["enabled”]
u'false’

>>> netconf data["GigabitEthemet”][1]["enabled"]
u'true’

>>> netconf_data["GigabitEthemet"])[2]["enabled”]
u'false’

>>> netconf_data["GigabitEthernet”)[0)["description®]
u'my description’

Which Python code snippet prints the descriptions of disabled interfaces only?
A)
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for interface in netconf_data["GigabitEthernet”]
if interface["disabled"] I= "true'
print(interface["description”])

B)

for interface in netconf_data["GigabitEthernet”]:
print(interface["enabled”])
print(interface["description™])
C)
for interface in netconf_data["GigabitEthernet"]:
if interface["enabled"] I= 'false".
print(interface| "description”])

D)

for interface in netconf_data["GigabitEthernet”].
if interface["enabled”] 1= "true"
print(interface["description”])

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 142
- (Topic 2)
Which two GRE features are configured to prevent fragmentation? (Choose two.)

A. TCP MSS

B. PMTUD

C. DF bit Clear

D. MTU ignore

E. IP MTU

F. TCP window size

Answer: AE

Explanation:

The ip tcp adjust-mss only affects TCP streams. Other kinds of IP traffic - UDP. SCTP. DCCP ICMP. ESP. AH, to name just a few -
wion't be influenced by the ip tep adjust-mss command, and so their datagrams must be fragmented at the IP layer. That's why it is
necessary w0 properly configure the ip miu command 1o let the router know how large the fragments of non-TCP-carrying IP packets

can be

NEW QUESTION 146
- (Topic 2)
What do Cisco DNA southbound APIs provide?

A. Interface between the controller and the network devices
B. NETCONF API interface for orchestration communication
C. RESful APl interface for orchestrator communication

D. Interface between the controller and the consumer

Answer: A

Explanation:
The Southbound API is used to communicate with network devices.
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SDN Applications

I Northbound API
Controllers
I Southbound API

' Network Elements

NEW QUESTION 150
- (Topic 2)
Refer to the exhibit_.

Hello due in 00:00:07
Supports Link=local Signaling (LLS)
Cisco NSF helper support enabled
IETF NSF helper support enabled
Index 1/2/2, floocd gueue length O
Mext Ux0(0)/0x0(0)/0x0(0)
Last flood scan length is O, maximum is 0
Last flood scan time is 1 msec, maximum is 1 msec
Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

An engineer configures OSPF and wants to verify the configuration Which configuration is applied to this device?
A)

R1(config)#router ospf 1
R1(config-router)#network 192.168.50.0 0.0.0.255 area 0

B)

R1(config):router ospf 1
R1(config-router)¥network 0.0.0.0 0.0.0.0 area 0
R1(config-router)#no passive-interface Gi0/1

C)

‘R1(config)%interface Gi0/1
R1(config-if)#ip ospf enable
R1(config-if)#ip ospf network broadcast
R1(config-if)¥no shutdown

D)

R1(config)}#interface Gi0/1

R1(config-if)¥ip ospf 1 area 0

R1(config-ify¥no shutdown

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: C

NEW QUESTION 154

- (Topic 2)

Which HHTP status code is the correct response for a request with an incorrect password
applied to a REST API session?

A. HTTP Status Code 200
B. HTTP Status Code 302
C. HTTP Status Code 401
D. HTTP Status Code: 504

Answer: C

Explanation:

A 401 error response indicates that the client tried to operate on a protected resource without
providing the proper authorization. It may have provided the wrong credentials or none at all.

Note: answer 'HTTP Status Code 200" 4xx code indicates a “client error” while a 5xx code indicates
a “server error”.

Reference: https://restfulapi.net/http-status-codes/

NEW QUESTION 159

DRAG DRORP - (Topic 2)

An engineer creates the configuration below. Drag and drop the authentication methods from the left into the order of priority on the right. Not all options are used.
Rigshrun|iaaa

aaa new-model

aaa authentication login default group ACE group AAA_RADIUS local-case

aaa session-id common

R1#

A8A servers of A84_RADIUS group

[ local configured usemame n non-Case-sensitve format

lacal configured usemame N Case-senstive format

BAA servers of ACE group

tacacs servers of group ACE

If no method works, then deny login

A. Mastered
B. Not Mastered

Answer: A

Explanation:

priority 1. AAA servers of ACE group

priority 2: AAA servers of AAA_RADIUS group

priority 3: local configured username in case-sensitive format priority 4: If no method works, then deny login

NEW QUESTION 162

- (Topic 2)

A network monitoring system uses SNMP polling to record the statistics of router interfaces The SNMP queries work as expected until an engineer installs a new
interface and reloads the router After this action, all SNMP queries for the router fail What is the cause of this issue?

A. The SNMP community is configured incorrectly

B. The SNMP interface index changed after reboot.

C. The SNMP server traps are disabled for the interface index
D. The SNMP server traps are disabled for the link state.

Answer: B

NEW QUESTION 165
- (Topic 2)
Refer to the exhibit.
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Ballas#show lp route sspf
LABLASIT is seboetted, 1 subnets

o 3:3.5:0 [Mlesappel] wia 192.168.4.3, M:D2:18, FastEthernetd/B
L 0 IA 190, 188,007 [118/145555 ) vin 192.168.4.3, B:dd: M, FpstEtherneti/i
o OFFF Arwa 1 0 LA 192068, 1.0v34 (110/60000] wvin 191.0168.4.), M4 09, FastEthernetds/o
D IA 192.168.7. 0024 1100/00000) wia 191.168.4.3, M:84:29, FastEthernstid/d
0 DA D92.08A. 3.0 (RRD/AA00R) wvia 192.188.4.0; M:ad:Td, FPastErherneldid
*  Dallane

OSPF hrwa O

Which command when applied to the Atlanta router reduces type 3 LSA flooding into the backbone area and summarizes the inter-area routes on the Dallas
router?

A. Atlanta(config-route)#area 0 range 192.168.0.0 255.255.248.0
B. Atlanta(config-route)#area 0 range 192.168.0.0 255.255.252.0
C. Atlanta(config-route)#area 1 range 192.168.0.0 255.255.252.0
D. Atlanta(config-route)#area 1 range 192.168.0.0 255.255.248.0

Answer: C

NEW QUESTION 170
- (Topic 2)
What NTP Stratum level is a server that is connected directly to an authoritative time source?

A. Stratum O
B. Stratum 1
C. Stratum 14
D. Stratum 15

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/routers/asr920/configuration/guide/bsm/16-6-1/b-bsm-xe-16-6-1-asr920/bsm-timecalendar- set.html

NEW QUESTION 173
- (Topic 2)
Which two items are found in YANG data models? (Choose two.)

A. HTTP return codes
B. rpc statements

C. JSON schema

D. container statements
E. XML schema

Answer: CE

NEW QUESTION 175
- (Topic 2)
Refer to the exhibit.

ogging buffered discriminator Disc1

ogging monitor discriminator Disc1
ogging host 10.1.55.237 discriminator Disc1

A network engineer is enabling logging to a local buffer, to the terminal and to a syslog server for all debugging level logs filtered by facility code 7. Which
command is needed to complete this configuration snippet?

A. logging buffered debugging

B. logging discriminator Discl severity includes 7

C. logging buffered discriminator Discl debugging

D. logging discriminator Discl severity includes 7 facility includes fac7
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Answer: B

NEW QUESTION 176

DRAG DROP - (Topic 2)

Drag and drop the snippets onto the blanks within the code to construct a script that configures BGP according to the topology. Not all options are used, and some
options may be used twice.

dun.rj.' -I;-:n—‘_:hﬂ:m—:-llu:-mjh—ﬂ.j-' mines wrn (el parsss ol ne netoont base:l. 0>
chative mmlass hitp://cisce. conne/yang /Cince-108-XE-native” mmlns ics-bgpe*hetp: //ecisce. con/neyang/Cisce-108-XE-bap~>
Lroutiers

<hos g
1m1l‘:fm'bﬂ-: id»

<hed By lghbeey

4::-:::1&- | | </ion-bgp: id>
L3 = | “a8F o T - T
</ bon-bap: neighbors I—Iﬂ; . e
<hon-bap  address - fami ly> = 4
cioe-bapne-vel» Clent 5P
<ion-bgp: ipvd> B te e 12 1P 162 168 1.1

Lo -bgp: af-nane=enican t</ Los -byp - name> AS BS001 BGP AS 85000
<o -l Lpvd -uBlcadty
<ion-bap ned
<o b o/ boa-agp: Ld
Chos=lagp: ol Lonrinbound</ ion -bgp: soft-recond igurations
</ Lon-bgp  neighbors
i iae-bagp: Lpvd-unl cantx
£ ion-bap:ipvis
<f ban-bap: ne-vel>
o/ hon-bip addrean-familys
</hon-bap:bap>
o peutery
o/ natives
< eonfige

| 19218811 | [19218812] | es000 | | es001 | | Chem | | 152 |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

u-nﬁ.' -h-:n—‘lﬂ:hﬂtm—:-h-l:-mnt]h—ﬂ.j-' Emlnes s (el parsss mmlne e toont base:l 0>
“native mmlnss hetp://cisco. con/ne/yang/Cisce-[0S-XE-native” mminslos-bape htep://cisce . con/ne/ yang /Ciscs-108-XE-bqp~>
arsudiers
< b ~Bgp | bgp ISP
<hon=bap i il £ ol b dd>
i -bayp  na gt
<ios=bgp:ids | 192 18311 I <f Lon-tagp: bd>
Cloe - by resote 58> BEOOY F:mw:m-u:
<f ben-bgp: neighbar>

<ion-byp sddress - family> = —
Chou-bapne-vels Chaet 5P
<hoa-bgp: Apvis 1S 18a 12 IR 182,188 1.1
“hon-byp: af-nameunican t</ Los -byp el - names AS BE001 BGP AS &5000]
<ios-bgp: ipvl-unicasts
<ion-bgp : nei »
iom-bagp: G5001 | <flos-bgp:ids
Chon=bagp: penrinbound</ ion bap: soft-recont igurations

</ hos-bgp  neighbors
<f baa-bagp: Lpvl -unflcast>
<l ian-bap:igels
«f hon=bgp : ne-vrils
o/ hon=byp address-familys
</iou-bgp byp>
o/ peutars
</ natives
<feonfigs

Tis21e811| [e2me812] [ o000 | [ o001 | | ciem | T 8 ]

NEW QUESTION 181
- (Topic 2)
Refer to the exhibit.
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A. The tunnel line protocol goes down when the keepalive counter reaches 6
B. The keepalives are sent every 5 seconds and 3 retries
C. The keepalives are sent every 3 seconds and 5 retries
D. The tunnel line protocol goes down when the keepalive counter reaches 5

Answer: B

NEW QUESTION 185
- (Topic 2)
What is the process for moving a virtual machine from one host machine to another with no downtime?

A. high availability

B. disaster recovery
C. live migration

D. multisite replication

Answer: C

NEW QUESTION 188
- (Topic 2)
By default, which virtual MAC address does HSRP group 16 use?

A. c0:41:43:64:13:10
B. 00:00:0c 07:ac:10
C. 00:05:5¢:07:0c:16
D. 05:00:0c:07:ac:16

Answer: B
Explanation:

The last two-digit hex value in the MAC address presents the HSRP group number. In this case 16 in decimal is 10 in hexadecimal

NEW QUESTION 191

- (Topic 2)

Which technology uses network traffic telemetry, contextual information, and file reputation to provide insight into cyber threats?
A. threat defense

B. security services

C. security intelligence

D. segmentation

Answer: C

NEW QUESTION 193

- (Topic 2)
Refer to the Exhibit.
R1 R2
key chain ciscoll ey chaln ciscolll
oy 1 ey 1
key=string CiscolZal key=atring ciscellil
Ecnernetd/0 - Group 10 Ecnernetd/ o - Group 10
Btate is Active Scate is Active
3 state changes, last state change 00102149 17 state changes, last state change 00:02:17
Vizcual IP address i3 192.168.0.1 Vircual IP addzexs 18 192.168.0.1
Rotive virtual MAC address is 0000.0c07.acOa Active virtual MAC address 1s 0000.0c207.acOa
Lecal vwirtual MAC addresa s O «0elT.as0a (¥l default) Lecal svirtual MAC address 28 O000.0c07.acla (vl defauls

g; hold time 30 sec
it iR £.720 sece

key=chain "ciacoll3®

Erandby zo

Prlozity 28%

3

An engineer is installing a new pair of routers in a redundant configuration. When checking on the standby status of each router the engineer notices that the
routers are not
functioning as expected. Which action will resolve the configuration error?

Group name is

A. configure matching hold and delay timers
B. configure matching key-strings

C. configure matching priority values

D. configure unique virtual IP addresses

Answer: B

Explanation:

From the output exhibit, we notice that the key-string of R1 is Cisco123! (letter C is in capital) while that of R2 is cisco123!. This causes a mismatch in the
authentication so we have to fix their key-strings.

key-string [encryption-type] text-string: Configures the text string for the key. The text- string argument is alphanumeric, case-sensitive, and supports special
characters. Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_N
X-OS_Security_Configuration_Guide/b_Cisco_Nexus_9000_ Series NX-

OS_Security_Configuration_Guide_chapter_01111.pdf
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NEW QUESTION 195
- (Topic 1)

A customer has several small branches and wants to deploy a WI-FI solution with local management using CAPWAP. Which deployment model meets this

requirement?

A. Autonomous

B. Mobility Express

C. SD-Access wireless
D. Local mode

Answer: B

NEW QUESTION 197
- (Topic 1)

K

Lordon Hew'Yor
ﬂ-!p ———————— qp-g

London{configimniedace range fall -2
London{config-of-range swichp runk encapsulation dol1g
London{config-if-range switchp mode trunk

L ondon{config-f-range Echannel-group 1 mode actve

L oo ¢ onfig-if -rainge e

L i

NewYork@ihos etherchannel joseary

Flagi: D - down P - In port-channel
I » stand-alorne % Supended
H - Hot-itandby [LALP oaly)
R - Layer) 5 Layerd
U - in use f - Falled to allocate agpregator
U - umiuitadle for bundling
w - walting to be aggregated

d - default port
Nustber of channel-groups Im use: 1
Nusber of aggregators: 1

Group Port-channgl Protocol Porti

L ] L ] * L]
1 Pol(%D) PagP Fa@/L(1) Fa/2(D)
Mana e

HesYorkfthoe etherchamne] port:chanme]
Channel-group listing:
Group: 1
Port-channels In the group:

Port-channel: Pol

Age of the Port-chasnel o (@ 00 : Tide: 2R

Logical slot/port & /1 Husber of ports = B
GL = PeDOOOGiy Hat St aadly port = Aull
Port state = Port-channel |

Protocol = PAGP

Port Security = Disabled

Refer to the exhibit. Communication between London and New York is down. Which command set must be applied to the NewYork switch to resolve the issue?

A)

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1.2

NewYork(config-if)j#channel-group 1 mode negotiate

NewYork(config-ifj#end
NewYork#

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifyj#channel-group 1 mode on

NewYork(config-ifj#end

NewYork#

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifj¥channel-group 1 mode auto
NewYork(config-ifj#end

NewYork#

D)
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NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2

NewYork(config-ifj#channel-group 1 mode passive
NewYork(config-ifj#end
NewYork#

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 200
- (Topic 1)
How is MSDP used to interconnect multiple PIM-SM domains?

A. MSDP depends on BGP or multiprotocol BGP for mterdomam operation

B. MSDP SA request messages are used to request a list of active sources for a specific group
C. SDP allows a rendezvous point to dynamically discover active sources outside of its domain
D. MSDP messages are used to advertise active sources in a domain

Answer: A

NEW QUESTION 201

- (Topic 1)

Which technology provides a secure communication channel for all traffic at Layer 2 of the
OSI model?

A. MACsec

B. IPsec

C.SSL

D. Cisco Trustsec

Answer: A

Explanation:
MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using out-ofband
methods for encryption keying. The MACsec Key Agreement (MKA) Protocol provides the

NEW QUESTION 202

- (Topic 1)

Which two operational models enable an AP to scan one or more wireless channels for rouge access points and at the same time provide wireless services to
clients? (Choose two.)

A. Rouge detector
B. Sniffer

C. FlexConnect
D. Local

E. Monitor

Answer: DE

NEW QUESTION 206
- (Topic 1)
In cisco SD_WAN, which protocol is used to measure link quality?

A. OMP
B. BFD
C. RSVP
D. IPsec

Answer: B
Explanation:

The BFD (Bidirectional Forwarding Detection) is a protocol that detects link failures as part of the Cisco SD-WAN (Viptela) high availability solution, is enabled by
default on all vEdge routers, and you cannot disable it.

NEW QUESTION 210
- (Topic 1)
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Which method of account authentication does OAuth 2.0 within REST APIs?

A. username/role combination
B. access tokens

C. cookie authentication

D. basic signature workflow

Answer: B

Explanation:

The most common implementations of OAuth (OAuth 2.0) use one or both of these tokens:

+ access token: sent like an API key, it allows the application to access a user’s data; optionally, access tokens can expire.

+ refresh token: optionally part of an OAuth flow, refresh tokens retrieve a new access token if they have expired. OAuth2 combines Authentication and
Authorization to allow more sophisticated scope and validity control.

NEW QUESTION 214
- (Topic 1)
What is a benefit of data modeling languages like YANG?

A. They enable programmers to change or write their own application within the device operating system.
B. They create more secure and efficient SNMP OIDs.

C. They make the CLI simpler and more efficient.

D. They provide a standardized data structure, which results in configuration scalability and consistency.

Answer: D

Explanation:
Yet Another Next Generation (YANG) is a language which is only used to describe data models (structure). It is not XML or JSON.

NEW QUESTION 219

- (Topic 1)

Which JSON syntax is valid?
A)

("switch”™ "name” "dist1” “interfaces”™ [[gig1”. "qig?2”, "gig3"])

B)
['swalch’. (‘'name’. ‘dist?’, 'mnterfaces | gig1’, ‘992, ggd )
C)
Cswitch™. (" name”. "dist1”, "interfaces™. ['gig1", "9g2", "gg3'1})
D)

(Mswitch/™ {"name/": “dist1”, interfaces/™ ["gig1”, “gig2”, “gig3")}

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

This JSON can be written as follows:
{

'switch": { 'name’: 'dist1’,

'interfaces": ['gig1’, 'gig2’, 'gig3’]

}

}

NEW QUESTION 220
- (Topic 1)
Which features does Cisco EDR use to provide threat detection and response protection?

A. containment, threat intelligence, and machine learning
B. firewalling and intrusion prevention

C. container-based agents

D. cloud analysis and endpoint firewall controls

Answer: B

NEW QUESTION 222
- (Topic 1)
What does Call Admission Control require the client to send in order to reserve the bandwidth?
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A. SIP flow information

B. Wi-Fi multimedia

C. traffic specification

D. VolP media session awareness

Answer: C

NEW QUESTION 224
DRAG DROP - (Topic 1)

Drag and drop the threat defense solutions from the left onto their descriptions on the right.

Umbrelia provades mabwarg protecbon on endpoints
AMP4E provides [PS/IDS capabilities
FTD performs secunty analybics by collecting network flows
Steaithwatch protacts against email threat vector
ESA provides DNS protection
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Umbrelia LMPSE
{ AMPSE FTD
I_ ___________ T
FTD Stazithwatch
Stealthwatch ESa
ESa Umbrela

NEW QUESTION 227
- (Topic 1)

An engineer configures HSRP group 37. The configuration does not modify the default virtual MAC address. Which virtual MAC address does the group use?

A. C0:00:00:25:00:00
B. 00:00:0c:07:ac:37
C. C0:39:83:25:258:5
D. 00:00:0c:07:ac:25

Answer: D

NEW QUESTION 232
- (Topic 1)
Refer to the exhibit.
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Which HTTP JSON response does the python code output give?

A. NameError: name ‘json' is not defined
B. KeyError 'kickstart_ver_str'

C.7.61

D. 7.0(3)17(4)

Answer: D

NEW QUESTION 236
- (Topic 1)
When configuration WPA2 Enterprise on a WLAN, which additional security component configuration is required?

A. NTP server
B. PKI server
C. RADIUS server
D. TACACS server

Answer: C

NEW QUESTION 241
- (Topic 1)
Which two network problems Indicate a need to implement QoS in a campus network? (Choose two.)

A. port flapping

B. excess jitter

C. misrouted network packets
D. duplicate IP addresses

E. bandwidth-related packet loss

Answer: BE

NEW QUESTION 242
- (Topic 1)
Which algorithms are used to secure REST API from brute attacks and minimize the impact?

A. SHA-512 and SHA-384

B. MD5 algorithm-128 and SHA-384
C. SHA-1, SHA-256, and SHA-512
D. PBKDF2, BCrypt, and SCrypt

Answer: D

Explanation:
One of the best practices to secure REST APIs is using password hash.

Passwords must always be hashed to protect the system (or minimize the damage) even if it is compromised in some hacking attempts. There are many such

hashing algorithms which can prove really effective for password security e.g. PBKDF2, bcrypt and scrypt algorithms.

Other ways to secure REST APIs are: Always use HTTPS, Never expose information on URLs

(Usernames, passwords, session tokens, and API keys should not appear in the URL), Adding Timestamp in Request, Using OAuth, Input Parameter Validation.

Reference: https://restfulapi.net/security-essentials/

NEW QUESTION 245
DRAG DROP - (Topic 1)
Drag and drop the characteristics from the left onto the protocols they apply to on the right?
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[
usen Dijoowa’s Shortest Peth Free sigontm
umen Ooffumec Lipciste Algor e m
ume Danche i, deley, relabdty | ) e for routing metr e
37
U A SN (OO
A. Mastered
B. Not Mastered
Answer: A
Explanation:
S S
| usen Difoowra’s Shortest Peth Frst sigonthm ] -
______________ s Dijstra’s Thortest Path P sigerthm
- : R ————
I_ SO Uiy A il U A0 SCEION DROCeE
“—_— -— _— _— — _— _— - — — — —_— -— -q-
uses bandie B, deley, relabity ard e for routing mette | e
S E I ue Dff e Upciste Aoy Bvm |
t uses barcheich, deley, relabidy . s load for routrg met e

NEW QUESTION 248
- (Topic 1)

Which protocol does REST API rely on to secure the communication channel?

A. TCP

B. HTTPS
C. SSH
D. HTTP

Answer: B

Explanation:

The REST API accepts and returns HTTP (not enabled by default) or HTTPS messages that contain JavaScript Object Notation (JSON) or Extensible Markup

Language (XML) documents. You

can use any programming language to generate the messages and the JSON or XML documents that
contain the APl methods or Managed Object (MO) descriptions.

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-

x/rest_cfg/2_1 x/b_Cisco_APIC_REST_API_Configuration_Guide/b_Cisco_APIC_REST__ API_Config

uration_Guide_chapter_01.html

NEW QUESTION 250
- (Topic 1)
When is an external antenna used inside a building?

A. only when using Mobility Express

B. when it provides the required coverage
C. only when using 2 4 GHz

D. only when using 5 GHz

Answer: B
NEW QUESTION 251
- (Topic 1)

Which data is properly formatted with JISON?
A)
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"name”; "Peter”,

-age-: 02511

"likesJson": true,

"characteristics”™: ["small®,“strong*, 18]

"name”: "Peter”,

-age-: -25-.

“likesJson®: true,

“characteristics™: ["small®,"strong”,"18"),

*name”:"Peter”

-aw.: I2 5-

“ikesJson":true
*characteristics":["small*,"strong"*, 18]

*name®: Peter,

*age": 25,

“likesJson”: true,

"characteristics®: [“small® “strong","18%),

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 252

- (Topic 1)

An engineer must provide wireless converge in a square office. The engineer has only one AP and believes that it should be placed it in the middle of the room.
Which antenna type should the engineer use?

A. directional

B. polarized

C. Yagi

D. omnidirectional
Answer: D

NEW QUESTION 256
- (Topic 1)
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What is a fact about Cisco EAP-FAST?

A. It does not require a RADIUS server certificate.
B. It requires a client certificate.

C. Itis an IETF standard.

D. It operates in transparent mode.

Answer: A

NEW QUESTION 258
- (Topic 1)
What is the purpose of the LISP routing and addressing architecture?

A. It creates two entries for each network node, one for Its identity and another for its location on the network.
B. It allows LISP to be applied as a network visualization overlay though encapsulation.

C. It allows multiple Instances of a routing table to co-exist within the same router.

D. It creates head-end replication used to deliver broadcast and multicast frames to the entire network.

Answer: A

NEW QUESTION 262
- (Topic 1)
Which characteristic distinguishes Ansible from Chef?

A. Ansible lacs redundancy support for the master serve
B. Chef runs two masters in an active/active mode.

C. Ansible uses Ruby to manage configuration

D. Chef uses YAML to manage configurations.

E. Ansible pushes the configuration to the clien

F. Chef client pulls the configuration from the server.

G. The Ansible server can run on Linux, Unix or Window
H. The Chef server must run on Linux or Unix.

Answer: C

NEW QUESTION 263
- (Topic 1)
What is a characteristic of a virtual machine?

A. It must be aware of other virtual machines, in order to allocate physical resources for them
B. It is deployable without a hypervisor to host it

C. It must run the same operating system as its host

D. It relies on hypervisors to allocate computing resources for it

Answer: D
NEW QUESTION 264

- (Topic 1)
Refer to the exhibit.

OSEF Process 18 1
Area 0

2222/32

QsRk Procass 1D 1
Asea O

1.11.1/32

Gie/ae Gia/a

| & |
10.0.0.0 /24

R1 R2
fotas 2 Router B2

router ospf 1
i router-id 2.2.2.2
network 2.2.2.2 ©.9.0.0 area @
network 16.0.8.8 .9.9,255 area @

router ospf 1

router-id 1.1.1
network 1.1.1.1 8.0.8.8 area @

network 16.6.0.0 ©.8.08.255 area @

A network engineer is configuring OSPF between router R1 and router R2. The engineer must ensure that a DR/BDR election does not occur on the Gigabit

Ethernet interfaces in area 0. Which configuration set accomplishes this goal?
A)
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& R1(config-if)interface Gi0/0
R1(config-if)ip ospf network point-to-point

R2 Hinterface Gi0/0
mﬁﬁﬁﬁﬁ%ﬂp ospf network point-to-point

3
R Cont fip osp network broadeast
¥ g&mﬁm“m broadcast
ﬁliiﬁ"nﬁﬁgiﬁm;“ﬁﬂmw all out
giiﬂ%:g:::;fc;gwwﬁlur all out
: R1(config-flinterface Gio/o
R1(config-fip ospf priority 1
R {cones hp oupt prioviy

Broadcast and Non-Broadcast networks elect DR/BDR while Point-topoint/ multipoint do not elect DR/BDR. Therefore we have to set the two Gi0/0 interfaces to
point-to-point or point-to-multipoint network to ensure that a DR/BDR election does not occur.

NEW QUESTION 265
- (Topic 1)
Refer to the exhibit.

with manager connect(host=192 168 0.1, port=22,
username="admin’, password="password1’, hostkey verify=True,
device_params={name’'nexus’)) as m

What does the snippet of code achieve?

A. It creates a temporary connection to a Cisco Nexus device and retrieves a token to be used for API calls.
B. It opens a tunnel and encapsulates the login information, if the host key is correct.

C. It opens an ncclient connection to a Cisco Nexus device and maintains it for the duration of the context.
D. It creates an SSH connection using the SSH key that is stored, and the password is ignored.

Answer: C
Explanation:

ncclient is a Python library that facilitates client-side scripting and application development around the NETCONF protocol.
The above Python snippet uses the ncclient to connect and establish a NETCONF session to a Nexus device (which is also a NETCONF server).
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NEW QUESTION 266
- (Topic 1)
Refer to the exhibit.

Gi1/0 Gi11 Gi1/0 Gi1n

3 2 A 2
192.168.12.0/24 192.168.23.0/24

264

192.168.1.0/124 192.168.3.0/24
.1

» Frame 7: 106 bytes on wire (B4B bites), 106 bytes captured (848 bits) on interface @
*» Ethernet II, Src: Vmware_Be:02:44 (00:50:56:8e:02:44), Dst: Ciscolnc_8b:36:dl (00:id:al:8b:36:d1)
~ Internet Protocol Version 4, |Src: 192.168.1.1, Dst: 192.168.3.1
100 .... = Version: 4
sres 0101 = Header Length: 20 bytes
¥ Differentiated Services Field: oxd@d (DSCP: CS0, ECN: Not-ECT)
Total Length: 52
Identification: @x03cT (967)
» Flags: o

Fragment offset: @
-
Protocol: ICMP (1)
> Header checksum: @xO03D0 [validation disabled]
Source: 192.168.1.1
Destination: 192.168.3.1

[Source GeolP: Unkrown ]

Destination GeolP: Unknown
« fnternet Control Message Protocol
Type: E (Echo (ping) request)

Code: ©
Checksum: @xf783 [correct]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (Ox010@)
Sequence mumber (BE): 123 (@xddTb)
Sequence number (LE): 314BB (@x7b0a)
» [No response seen )
» Data (64 bytes)

Which troubleshooting a routing issue, an engineer issues a ping from S1 to S2. When two actions from the initial value of the TTL? (Choose two.)

A. The packet reaches R3, and the TTL expires
B. R2 replies with a TTL exceeded message
C. R3 replies with a TTL exceeded message.
D. The packet reaches R2 and the TTL expires
E. R1 replies with a TTL exceeded message
F. The packet reaches R1 and the TTL expires.

Answer: AD

Explanation:
Source MAC in the capture is VMWare, MAC is Cisco. Routers first check the TTL before any further process, subtract 1 at R1. Send to R2, subtract and you
have ZERO. Discard packet and reply with ICMP Time Exceeded message from that point, don't even bother checking the Route table for further processing.

NEW QUESTION 267
- (Topic 1)
Refer to the exhibit.

433 new-model
aaa authentication login default local-case enable
aaa authentication login ADMIN local-case
username CCNFP secret StringP@sswird!
line 0 4

login authentication ADMIN

An engineer must create a configuration that executes the show run command and then terminates the session when user CCNP legs in. Which configuration
change is required?

A. Add the access-class keyword to the username command

B. Add the access-class keyword to the aaa authentication command
C. Add the autocommand keyword to the username command

D. Add the autocommand keyword to the aaa authentication command
Answer: C

Explanation:

The autocommand causes the specified command to be issued automatically after the user logs in. When the command is complete, the session is terminated.
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Because the command can be any length and can contain embedded spaces, commands using the autocommand keyword must be the last option on the line. In
this specific question, we have to enter this line username CCNP autocommand show running-config.

NEW QUESTION 271
- (Topic 1)
Which two threats does AMP4E have the ability to block? (Choose two.)

A. DDoS

B. ransomware

C. Microsoft Word macro attack
D. SQL injection

E. email phishing

Answer: BC

Explanation:
https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008-00-cisco-amp-for-endpoints-wp-v2a.pdf

NEW QUESTION 273

- (Topic 1)

Which command set configures RSPAN to capture outgoing traffic from VLAN 3 on interface GigabitEthernet 0/3 while ignoring other VLAN traffic on the same
interface?

A)

Prdppe odartiding
SEf ag u g o g R i
] I. i = » 5
1A' ABRBA 3. 1% L

w A

- t:r-ﬂ‘?r'd-i-n' 4 !

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 278
- (Topic 1)

Ridshow standby
TascEtharnatl/0 - Group 50
State is Active
i state changes, last ptate change 00:04:02
Virtual IF scdress i 10.10.1.1
Active virtual MAC address 19 0000.0c07.acd2 (MAC In Dee)
Local wirtual MAC address 1 0000.0c07.ac32 (vl defasulrs)
Hello cima 3 sec, hold time 10 sec
Mext hellc sent in 1.504 secs
Freespricon enabled, delay zelcad 90 secs
Active router is local
Standby router is unknown
Priority 200 (configured 200)
Track interface FascEchernetl/0 state Up decrement 20
Group name is “"harp-Tal/0-30" (defaulct)
R2Ie
SIP-4-DUPADDR: Duplicate address 10.10.1.1 on FascEthernetl/0, sourced by 0000.0c07.ac2t
R2e

Refer to the exhibit. An engineer configures a new HSRP group. While reviewing the HSRP status, the engineer sees the logging message generated on R2.
Which is the cause of the message?

A. The same virtual IP address has been configured for two HSRP groups
B. The HSRP configuration has caused a spanning-tree loop

C. The HSRP configuration has caused a routing loop

D. A PC is on the network using the IP address 10.10.1.1

Answer: A
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NEW QUESTION 282
- (Topic 1)
What is a benefit of a virtual machine when compared with a physical server?

A. Multiple virtual servers can be deployed on the same physical server without having to buy additional hardware.
B. Virtual machines increase server processing performance.

C. The CPU and RAM resources on a virtual machine cannot be affected by other virtual machines.

D. Deploying a virtual machine is technically less complex than deploying a physical server.

Answer: A

NEW QUESTION 285
- (Topic 1)

Switch2#

01:25:08: %PHM-4-ERR_DISABLE: channel-misconfig error detected on
Fa0/23, putting Fa0/23 in err-disable

state

01:25:08: %“PHM-4-ERR_DISABLE: channel-miscontig error detected on
Fa0/24, putting Fa0/24 in err-disable

state

Switch2y

Switchldshow etherchamnel summary
'output omitted

Group Port-chamnel Protocol Ports

1 Po2(5SD) LAP Fal/0/23(D)

Switch2fshow etherchannel summary
foutput omitted
Group Port-chamnel Protocol Ports

1 Pol(SD) - Fa0/23(D) Fa0/24(D)

Refer to the exhibit. An engineer is configuring an EtherChannel between Switchl and Switch2 and notices the console message on switch2. Based on the output,

which action resolves this issue?

A. Configure less member ports on Switch2.

B. Configure the same port channel interface number on both switches
C. Configure the same EtherChannel protocol on both switches

D. Configure more member ports on Switchl.

Answer: C

Explanation:

In this case, we are using your EtherChannel without a negotiation protocol on Switch2. As a result, if the opposite switch is not also configured for EtherChannel
operation on the respective ports, there is a danger of a switching loop. The EtherChannel Misconfiguration Guard tries to prevent that loop from occuring by

disabling all the ports bundled in the EtherChannel.

NEW QUESTION 288
- (Topic 1)

Under which network conditions is an outbound QoS policy that is applied on a router WAN interface most beneficial?

A. under interface saturation condition

B. under network convergence condition

C. under all network condition

D. under traffic classification and marking conditions.

Answer: A

NEW QUESTION 289
- (Topic 1)
An engineer measures the Wi-Fi coverage at a customer site. The RSSI values are recorded as follows:
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Which two statements does the engineer use to explain these values to the customer? (Choose two)

A. The signal strength at location C is too weak to support web surfing

B. Location D has the strongest RF signal strength

C. The RF signal strength at location B is 50% weaker than location A

D. The signal strength at location B is 10 dB better than location C

E. The RF signal strength at location C is 10 times stronger than location B

Answer: CE

NEW QUESTION 293
- (Topic 1)
“HTTP/1.1 204 content” is returned when cur —| —x delete command is issued. Which situation has occurred?

A. The object could not be located at the URI path.

B. The command succeeded in deleting the object

C. The object was located at the URI, but it could not be deleted.
D. The URI was invalid

Answer: B
Explanation:

HTTP Status 204 (No Content) indicates that the server has successfully fulfilled the request and that there is no content to send in the response payload body.

NEW QUESTION 297
- (Topic 4)

VLAN 10 WLAN 30 VLAN 10 VLAN 20

Refer to the exhibit. Which two commands ensure that DSW1 becomes root bridge for VLAN 10? (Choose two)

A. DSW1(config)#spanning-tree vlan 10 priority 4096 Most Voted
B. DSW1(config)#spanning-tree vlan 10 priority root

C. DSW2(config)#spanning-tree vlan 10 priority 61440 Most Voted
D. DSW1(config)#spanning-tree vlan 10 port-priority O

E. DSW2(config)#spanning-tree vlan 20 priority O

Answer: CD

Explanation:

Ref: Scaling Networks v6 Companion Guide
“STP

Extended System ID

Bridge Priority

The bridge priority is a customizable value that can be used to influence which switch becomes the root bridge. The switch with the lowest priority, which implies
the lowest BID, becomes the root bridge because a lower priority value takes precedence.
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The default priority value for all Cisco switches is the decimal value 32768. The range is 0 to 61440, in increments of 4096. Therefore, valid priority values are 0,
4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960, 45056, 49152, 53248, 57344, and 61440. A bridge priority of 0 takes precedence over all

other bridge priorities. All other values are rejected.

NEW QUESTION 298
- (Topic 4)
What is one characteristic of Cisco DNA Center and vManage northbound APIs?

A. They push configuration changes down to devices.
B. They implement the RESTCONF protocol.

C. They exchange XML-formatted content.

D. They implement the NETCONF protocol.

Answer: B

NEW QUESTION 300
- (Topic 4)
Which configuration protects the password for the VTY lines against over-the-shoulder attacks?

A. username admin secret 7 6j809j23kpp43883500N7%e$
B. service password-encryption

C. line vty 04 password $25$FpM7182!

D. line vty 0 15password $25$FpM71f82!

Answer: B

NEW QUESTION 302
- (Topic 4)
Which two methods are used by an AP that is typing to discover a wireless LAN controller? (Choose two.)

A. Cisco Discovery Protocol neighbour

B. broadcasting on the local subnet

C. DNS lookup cisco-DNA-PRIMARY .localdomain
D. DHCP Option 43

E. querying other APs

Answer: BD

NEW QUESTION 306
- (Topic 4)
Why would a small or mid-size business choose a cloud solution over an on-premises solution?

A. Cloud provides higher data security than on-premises.

B. Cloud provides more control over the implementation process than on-premises.
C. Cloud provides greater ability for customization than on-premises.

D. Cloud provides lower upfront cost than on-premises.

Answer: C

NEW QUESTION 309
- (Topic 4)
What does the statement print(format(0.8, '.0%") display?

A. 80%
B. 8%

C. .08%
D. 8.8%

Answer: B

NEW QUESTION 313

- (Topic 4)

In which way are EIGRP and OSPF similar?

A. They both support unequal-cost load balancing

B. They both support MD5 authentication for routing updates.

C. They nave similar CPU usage, scalability, and network convergence times.
D. They both support autosummarization

Answer: C

NEW QUESTION 317
- (Topic 4)
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209 185 201 1/27

L+

intearface Ethernatd/0

Ap addreas 10.1.1.10 295.2588 .355.0
ip nat inaside

intarface Seriall/0
ip address N9.18%.080.1 M8, 0. 0%, 1M
ip nat outside

ip nat pool Busi 29.185.291.1 29,185 . 291.7 netmask 255 288 288 2%2
ip nat inaide source list 1 poel Busi

access=1ist 1 permit 10.1.1.0 ©0.90.0.253

Rif show ip nat statistics

Total active translations: 1 (0 static, | dynamic: 0 axtendsd)
Outsides intesrfaces

seriald/0

Inside interfaces

Etharnatd/ 0O

Nites: 119 Missesn: 1

Expired translations O

Dynamic mappings

== [nealide Source

sccess-11st 1 pool Busi refcount 1

poel fred: netmash 2535 235 253 253

SLAFt O 188 JEl.) end 29 a8 .3

trype genazic, total asddresses I, allocated 1 (5304), misses 0

Refer to the exhibit. A network engineer configures NAT on R1 and enters me show command to verity me configuration What toes the output confirm?

A. The first pocket triggered NAT to add an entry to the NAT table

B.R1lis
C.ATel
D.Rla

Answer

configured with NAT overload parameters.
net session from 160.1.1.1 to 10.1.1.10 has been initiated.
configured win PAT overload parameters

A

NEW QUESTION 320

- (Topic

4)

Which Cisco WLC feature allows a wireless device to perform a Layer 3 roam between two separate controllers without changing the client IP address?

A. mobil
B. mobil

elP
ity tunnel

C. LWAPP tunnel

D. GRE

Answer

tunnel

‘B

NEW QUESTION 322

- (Topic

Which QoS queuing method transmits packets out of the interface in the order the packets arrive?

4)

A. custom
B. weighted- fair

C. FIFO

D. priority

Answer

:C

NEW QUESTION 325

- (Topic

4)

Which two functions is an edge node responsible for? (Choose two.)

A. provides multiple entry and exit points for fabric traffic
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B. provides the default exit point for fabric traffic

C. provides the default entry point for fabric traffic

D. provides a host database that maps endpoint IDs to a current location
E. authenticates endpoints

Answer: AD

NEW QUESTION 330

- (Topic 4)

A customer deploys a new wireless network to perform location-based services using Cisco DNA Spaces The customer has a single WLC located on-premises in a
secure data center. The security team does not want to expose the WLC to the public Internet. Which solution allows the customer to securely send RSSI updates
to Cisco DNA Spaces?

A. Implement Cisco Mobility Services Engine

B. Replace the WLC with a cloud-based controller.
C. Perform tethering with Cisco DNA Center.

D. Deploy a Cisco DNA Spaces connector as a VM.

Answer: D

NEW QUESTION 334
- (Topic 4)
What is a characteristics of Cisco SD-WAN?

A. operates over DTLS/TLS authenticated and secured tunnels
B. requires manual secure tunnel configuration

C. uses unique per-device feature templates

D. uses control connections between routers

Answer: A

NEW QUESTION 338
- (Topic 4)
Which signal strength and noise values meet the minimum SNR for voice networks?

A. signal strength -67 dBm, noise 91 dBm
B. signal strength -69 dBm, noise 94 dBm
C. signal strength -68 dBm, noise 89 dBm
D. signal strength -66 dBm, noise 90 dBm

Answer: A

NEW QUESTION 343
- (Topic 4)

Branch 1

Central Site

100.1.0/24 g
WAN
10000724
Branch 2 | 3 2
=3 FTP  Web
10020724 Server Server

10.0.101.0./24

Refer to the exhibit Which two commands are required on route» R1 to block FTP and allow all other traffic from the Branch 2 network’ (Choose two)
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access-list 101 deny tcp 10.0.2.0 0.0.0.255 host 10.0.101.3 eq fip-data
access-list 101 permit ip any any

access-list 101 deny tep 10.0.2.00.
access-list 101 deny tep 10.0.2.0 0.
access-list 101 permit ip any any

interface GigabitEthernet(/0
ip address 10.0.0.1 255.255.285.252

ip access-group 101 out

_ interface GigabitEthernet0/0
ip address 10.0.101.1 2565.255.255.252
Iip access-group 101 in

0.255 host 10.0.101.3 eq fip
.0.265 host 10.0.101.3 eq ftp-data

(=N =]

access-list 101 deny tcp 10.0.2.0 0.0.0.255 host 10.0.101.3 eq fip
access-list 101 permit ip any any

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: BC

NEW QUESTION 347
- (Topic 4)

Routerf#sh access-list
Extended IP access list 100

10 permit tcp any any eq telnet
Extended IP access list 101

10 permit tcp any any eq 22

Refer to the exhibit. Which configuration set implements Control plane Policing for SSH and Telnet?

Router(config)#class-map match-all class-control
Router(config-cmap)#match access-group 100
Router(config-cmap)#match access-group 101
Router(config)#policy-map CoPP

Router(config-pmap#class class-control
Router(config-pmap-c)#police 1000000 conform-action transmit
Router(config)#control-plane

Router(config-cp)#service-policy output CoPP

Router(config)#class-map type inspect match-all
Router(config-cmap)#match access-group 100
Router(config-cmap #match access-group 101
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Router(config)y#class-map class-telnet
Router(config-cmap)#match access-group 100
Router(configy#class-map class-ssh
Router(config-crap)#match access-group 101
Router(config)#policy-map CoPP

Router(config-pmap)#class class-telnet-ssh
Router(config-pmap-c)#police 1000000 conform-action transmit
Router(config)#control-plane

Router(config-cp)#service-policy input CoPP

'» Router(config)#class-map match-any class-control
Router(config-cmap)#match access-group 100
Router(config-cmap)#match access-group 101
Router(config)#policy-map CoPP

Router(config-pmap)#class class-control
Router(config-pmap-c)#police 1000000 conform-action transmit
Router(config)#control-plane  *
Router(config-cp)#service-policy inﬁlt CoPP

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 352
- (Topic 4)

Request URL: hitps //www cisco.comVliibs/granite/csiiioken json
Request Method. GET

Status Code: 403

Remote Address: 23 207 65 173 443

Referrer Polcy: stnct-ongin-when-cross-ongin

Refer to the exhibit. Why was the response code generated?

A. The resource was unreachable

B. Access was denied based on the user permissions.
C. The resource 15 no longer available on the server.

D. There Is a conflict in the current stale of the resource.

Answer: B

NEW QUESTION 357
- (Topic 4)
Refer to the exhibit.
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{ RECOT O
Tracing the route to 172.16.1.2
172.16.250.4.730

1 172.16.250.1 2 msac

172.16.250.5 5 maoeo

172.16.250.1 2 msec

2 172.16.250.1 2 msac

FTP Web 172.16.250.5 5 msec

PC1 . S 172.16.250.1 2 msec
172 16,400 124 17216.1.0.24 3 172.16.1.2 6 msec 5 msec 5 msec

R2# show ip routs
Codas: C - connected, 8 - static, I - IGRP, R - RIP, M - mobila, B - BGP
D - EICRP, EX - EICRP extornal, © - OSPF, IA - OSPF inter areoa
N1l = OSPF NSSA external type 1, NZ - OSPF NSSA axtarnal type 2
El - OSPF axtarnal type 1, E2 - OSPF extarnal typa 2, E - EGP
i - I5-1I8, L1 - 1I5-I8 level-l, 12 - IS-1I5 level-2, * - candidate dafault
U = par-usar static route, o - ODR
Gateway of last resort is not set
4 172.16.0.0/16 is directly connected, Loopback®
172.16.0.0/16 iz variably subnetted, 2 subnets, 2 masks
€ 172.16.40.0/24 is directly connectod, Gigabit Ethernat 0/1
o 172.16.1.0/24 [110/7445) wvia 172.16.250.1, 00:39:08, Gigabit Ethernat 0/0
[110/7445] wia 172.16.250.5, 00:39:08, Gigabit Etharnat 0/4

Clients are reporting an issue with the voice traffic from the branch site to the central site. What is the cause of this issue?

A. The voice traffic is using the link with less available bandwidth.

B. There is a routing loop on the network.

C. Traffic is load-balancing over both links, causing packets to arrive out of order.
D. There is a high delay on the WAN links.

Answer: C

Explanation:

Traffic is load-balancing over both links, causing packets to arrive out of order. This can cause voice quality issues, such as jitter and delay. To avoid this problem,
voice traffic should be sent over a single path, using a routing protocol that supports unequal-cost load balancing, such as EIGRP. The source of this answer is the

Cisco ENCOR v1.1 course, module 4, lesson 4.3: Implementing EIGRP.

NEW QUESTION 360
- (Topic 4)

ip access-list extended 191

180 deny ip any any

|

event manager applet Block_Users
action 1.8 cli command “enable™

action 2.0 cli command “configure terminal”

action 3.2 cli command "interface GigabitEthernetl”
action 4.8 cli command "ip access-group 101 in”
action 5.0 cli command “ip access-group 101 out”

Refer to the exhibit. An engineer builds an EEM script to apply an access list. Which statement must be added to complete the script?

A. event none

B. action 2.1 cli command "ip action 3.1 ell command 101"
C. action 6.0 ell command "ip access-list extended 101"
D. action 6.0 cli command "ip access-list extended 101"

Answer: A

NEW QUESTION 363
- (Topic 4)
Refer lo the exhibit.
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interface Ethernetd/ 0

ipaddress 10.1.1.1 255.255.255.252

ip natoutside

interface Ethernetd/0

ipasdaress 10.10.10.1 255.255.255.9

ip netinside

ip nat inside source static 10.10.10.10 190.0.3.19

Which address type is 10.10.10.10 configured for?

A. inside global
B. outside local
C. outside global
D. inside local

Answer: D

NEW QUESTION 368
- (Topic 4)

Which configuration filters out DOT1X messages in the format shown below from being sent toward Syslog server 10.15.20.337?

A)
logging discriminator DOTIX facility drops DOTIX
logging host 10.15.20.3) discriminator DOTIX
B)
logging discnminator DOT1X msg-body drops DOTX
logging host 10.15.20.33 discriminator DOTX
&)
logging discriminator DOTIX mnemonics includes DOTX
logging host 10.15.20.3) discnminator DOT1X
D)

discriminator DOTIX mnemonics includes DOTIX
logging host 10.15.20.33 discriminator DOTX

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 373
- (Topic 4)
Refer to the exhibit.
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Add a new network

MNetwork namss

A ME Intermad

Secunty lyp=

?II"'.‘:' *l"i'fil' i .',.'. <

FAP mwthod

Frotected AP [PEAP)

Authenticaton method

C onned! avtomaticaly

Save

bl H-"Il,\-‘-.xr.!-llal:-,l".i ASL AP

D Connect even I this network 5 not broadcast ng

Cancel

A company has an internal wireless network with a hidden SSID and RADIUS-based client authentication for increased security. An employee attempts to
manually add the company network to a laptop, but the laptop does not attempt to connect to the network. The regulatory domains of the access points and the

laptop are identical. Which action resolves this issue?

A. Ensure that the "Connect even if this network is not broadcasting” option is selected.

B. Limit the enabled wireless channels on the laptop to the maximum channel range that is supported by the access points.
C. Change the security type to WPA2-Personal AES.

D. Use the empty string as the hidden SSID network name.

Answer: A

NEW QUESTION 376
- (Topic 4)

In a wireless network environment, what is calculated using the numerical values of the transmitter power level, cable loss, and antenna gain?

A. RSSI
B. dBI

C. SNR
D. EIRP

Answer: B

NEW QUESTION 378
- (Topic 4)

By default, which virtual MAC address does HSRP group 15 use?

A. 05:5e:ac:07:0c:0f
B. c0:42:34:03:73:0f
C. 00:00:0c:07:ac:0f
D. 05:af:1c:0f:ac:15

Answer: C

Explanation:

interface Ethernet0/0.100 encapsulation dot1Q 100

ip address 10.0.111.1 255.255.255.0

standby 15 ip 10.0.111.254
|

cisco(config-subif)#do s stand Ethernet0/0.100 - Group 15

State is Speak

Virtual IP address is 10.0.111.254 Active virtual MAC address is unknown
Local virtual MAC address is 0000.0c07.acOf (v1 default) Hello time 3 sec, hold time 10 sec

Next hello sent in 1.200 secs Preemption disabled

Active router is unknown Standby router is unknown

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full 350-401 dumps in VCE and PDF From SurePassExam
| |SurePass

https://lwww.surepassexam.com/350-401-exam-dumps.html (747 New Questions)

NEW QUESTION 381
- (Topic 4)
In Cisco DNA Center, what is the integration API?

. southbound consumer-facing RESTful AP

. which enables network discovery and configuration management

. westbound interface, which allows the exchange of data to be used by ITS
. IPAM and reporting

mTmoO >

Answer: B

NEW QUESTION 386
- (Topic 4)

Refer to the exhibit.
R |

count = 8

while count > 4 :
print (count)
count -= 1]

What is output by this code?

8765
.-4-5-6 -7
.-1-2-3-4
.4567

o0 w>

Answer: A

NEW QUESTION 387
- (Topic 4)
Refer to the exhibit.

o=

=get-Config amins="um ielf params xmins nelconf base 1.0™>
«GOUNCE>
<[Unning
=/source>
<filbigr=
<native xmins="http fasco comnsyang/Cisco-10S-XE -native™>
<jp>
<access-hsts
<gafended xmins="hip Icrsco cominsyang/ Ciscod0S-XE-acr>
<name>ip</namea:=»
<lgadended
</aCcess-hst>
<p>
< Tiatnag >
=filler=
</get-config>

for moc in pll
1= mdispaichi{el fromstnngirpc)
d1= xmitockct parse(r 1 xmi){ipc-replydata ) natve pTaccess-kst[exdended [ access-ist-seq-rue’

with manager connect(host=10.1.1.1, port=830, usemame=cisco, password=cisco. imeout=20, hostkey_venfy=False)as m

What is achieved by the XML code?

. an interface between the controller and the network devices, which enables network discovery and configuration management
. horthbound consumer-facing RESTful API, which enables network discovery and configuration management

A. It reads the access list sequence numbers from the output of the show ip access-list extended flp command into a dictionary list.

B. It displays the output of the show ip access-list extended flp command on the terminal screen

C. It displays the access list sequence numbers from the output of the show Ip access-list extended flp command on the terminal screen

D. It reads the output of the show ip access-list extended flp command into a dictionary list.
Answer: A

NEW QUESTION 391

- (Topic 4)

Which JSON script is properly formatted?
A)
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"Session":{

"title™:"Writing 201",
I!gradelr:ll11 I'II
"location":"Maine",

{
“river": [
{
"name":"Mississippi",
"state":"Louisiana",
"ranking":"13"

}
]
}

C)
"paint":[
{
"type":"indoor",
"color":"white",
"sheen":"satin"
H
D)

“file™:

[

"name":"File_4616,
"location":"User_files",
"bytes":"13070",

]

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Option A is the properly formatted JSON script. JSON (JavaScript Object Notation) is a standard text-based format for representing structured data based on
JavaScript object syntax. It is commonly used for transmitting data in web applications (e.g., sending some data from the server to the client, so it can be displayed
on a web page, or vice versa). The JSON syntax rules are as follows12:

? Data is in name/value pairs, separated by commas. A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a value:
"name": "value".

? Curly braces hold objects. An object can contain multiple name/value pairs: {"name": "value", "name": "value", ...}.

? Square brackets hold arrays. An array can contain multiple values, separated by commas: ["value”, "value", ...].

? Values can be strings (in double quotes), numbers, booleans (true or false), null, objects, or arrays.

Option A follows these rules and is a valid JSON script. It defines an object with four name/value pairs: "name", "age", "hobbies", and "address". The value of
"name" is a string, the value of "age" is a number, the value of "hobbies" is an array of strings, and the value of "address" is another object with two name/value
pairs: "city" and "country”. The object is enclosed in curly braces and the name/value pairs are separated by commas.

Option B is not a valid JSON script because it uses single quotes instead of double quotes for the field names and string values. JSON requires double quotes for
strings12.

Option C is not a valid JSON script because it does not use commas to separate the name/value pairs. JSON requires commas to separate the data elements
within an object or an array12.

Option D is not a valid JSON script because it uses a semicolon instead of a colon to separate the field name and the value. JSON requires a colon to separate the
name and the value in a name/value pairl2. References: 1. JSON Introduction, 2: JSON Syntax

NEW QUESTION 394
- (Topic 4)
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What is an advantage of utilizing data models in a multivendor environment?

A. lowering CPU load incurred to managed devices

B. improving communication security with binary encoded protocols

C. facilitating a unified approach to configuration and management

D. removing the distinction between configuration and runtime state data

Answer: C

NEW QUESTION 397
- (Topic 4)
In which two ways does the routing protocol OSPF differ from EIGRP? (Choose two.)

A. OSPF supports an unlimited number of hop

B. EIGRP supports a maximum of 255 hops.

C. OSPF provides shorter convergence time than EIGRP.
D. OSPF is distance vector protoco

E. EIGRP is a link-state protocol.

F. OSPF supports only equal-cost load balancin

G. EIGRP supports unequal-cost load balancing.

H. OSPF supports unequal-cost load balancin

I. EIGRP supports only equal-cost load balancing.

Answer: AD

NEW QUESTION 398
- (Topic 4)
By default, which virtual MAC address does HSRP group 12 use?

A. 00 5e0c:07:ac:12
B. 05:44:33:83.:68.6¢
C. 00:00:0c:07:ac:0c
D. 00:05:5e:00:0c:12

Answer: C

NEW QUESTION 402

- (Topic 4)

A customer has a pair of Cisco 5520 WLCs set up in an SSO cluster to manage all APs. Guest traffic is anchored to a Cisco 3504 WLC located in a DMZ. Which
action is needed to ensure that the EolP tunnel remains in an UP state in the event of failover on the SSO cluster?

A. Configure back-to-back connectivity on the RP ports.

B. Enable default gateway reachability check.

C. Use the same mobility domain on all WLCs.

D. Use the mobility MAC when the mobility peer is configured.

Answer: B

NEW QUESTION 404
- (Topic 4)
Which element is unique to a Type 2 hypervisor?

A. memory
B. VM OS
C. host OS
D. host hardware

Answer: C

NEW QUESTION 406
- (Topic 4)
Which two methods are used to assign security group tags to the user in a Cisco Trust Sec architecture? (Choose two )

A. modular QoS

B. policy routing

C. web authentication
D. DHCP

E. IEEE 802.1x

Answer: CE

NEW QUESTION 411
DRAG DROP - (Topic 4)
Drag and drop the code snippets from the bottom onto the blanks in the script to convert a Python object into a JSON string. Not all options are used.
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import json

data = {
"measurement®™: “"cefcFRUPowerOperStatus”™,
"maxDataPointa™: 45,
"alert™: "True",
"errorDescription™: MNone,

obj = json. |[J.[ |[| )

print (obj)

"devicea™: [{"model™: "Cisco 4331 ISR"}, {({"model®™: "Ciace 3500 5"}]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
obj = json.JSONEnNcoder().encode(data)

NEW QUESTION 413
- (Topic 4)
How do stratum levels relate to the distance from a time source?

A. Stratum 1 devices are connected directly to an authoritative time source.
B. Stratum 15 devices are connected directly to an authoritative time source
C. Stratum 0 devices are connected directly to an authoritative time source.
D. Stratum 15 devices are an authoritative time source.

Answer: C

NEW QUESTION 418
- (Topic 4)
What is one characteristic of VXLAN?

A. It supports a maximum of 4096 VLANS.
B. It supports multitenant segments.
C. It uses STP to prevent loops in the underlay network.

D. It uses the Layer 2 header to transfer packets through the network underlay.

Answer: B

NEW QUESTION 422
- (Topic 4)
When is GLBP preferred over HSRP?

A. When encrypted helm are required between gateways h a single group.

B. When the traffic load needs to be shared between multiple gateways using a single virtual IP.

C. When the gateway routers are a mix of Cisco and non-Cisco routers

D. When clients need the gateway MAC address lo Be the same between multiple gateways

Answer: B

NEW QUESTION 427
- (Topic 4)

An engineer must configure Interface and sensor monitoring on a router. The NMS server is located in a trusted zone with IP address 10.15.2.19. Communication
between the router and the NMS server must be encrypted and password-protected using the most secure algorithms. Access must be allowed only for the NMS

server and with the minimum permission levels needed. Which configuration must the engineer apply?

A)
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Ip access-list standard nms
permit 10.15.2.19 255.255.255.255

snmp-server view ro cisco included
snmp-server view ro ifEntry included

snmp-server group nms v3 priv read ro access nms
snmp-server user user1 nms v3 auth 3des Password1 pri aes 192 Password123

B)

ip access-list standard nms
permit 10.15.2.19 0.0.0.0

snmp-server view rw iso included
snmp-server view rw ifEntry included

snmp-server group nms v3 auth write rw access nms
snmp-server user user1 nms v3 auth des Password1 pri des Password123
C)

ip access-list extended nms
permit 1 host 10.15.2.19 any

snmp-server view ro internet included
snmp-server view ro ifEntry included

snmp-server group nms v3 priv notify ro access nms
snmp-server user user! nms v3 encrypted auth md5 Password1 pri 3des Password123

D)

ip access-list standard nms
permit 10.15.2.19 0.0.0.0

snmp-server view ro iso included

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

Option A is the correct configuration to apply interface and sensor monitoring on a router with the given requirements. This option uses SNMPv3, which is the
most secure version of SNMP that supports encryption and authentication. The configuration steps are as follows12:

? Create an access list named nms that permits only the NMS server with IP address 10.15.2.19 to access the router: ip access-list standard nms and permit
10.15.2.19 0.0.0.0.

? Create a view named rw that includes all the SNMP objects: snmp-server view rw included.

? Create a group named nms that uses SNMPv3 with privacy (encryption) and authentication, and assigns the view rw and the access list nms to the group: snmp-
server group nms v3 priv read rw access nms.

? Create a user named nms that belongs to the group nms and uses DES for authentication and AES for encryption, with the passwords despass and aespass
respectively: snmp-server user nms nms v3 auth des despass priv aes 192 aespass.

Option B is incorrect because it does not use encryption for SNMP communication, which is required by the question. The noauth keyword in the snmp-server
group command means that no authentication or encryption is used, which makes the SNMP packets vulnerable to eavesdropping and tamperingl.

Option C is incorrect because it does not use the most secure algorithms for SNMP communication, which is required by the question. The md5 and des keywords
in the snmp-server user command mean that MD5 and DES are used for authentication and encryption respectively, which are considered weak and outdated
algorithms. AES and SHA are recommended insteadl.

Option D is incorrect because it does not restrict the access to the NMS server only, which is required by the question. The snmp-server community command
creates a community string that acts as a password for SNMP access, but it does not specify an access list to limit the source IP addresses that can use the
community string. Therefore, any device that knows the community string can access the router via SNMP1. References: 1: Configuring SNMPv3, 2: SNMP
Configuration Guide, Cisco I0S XE Gibraltar 16.12.x

NEW QUESTION 431
- (Topic 4)
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Refer to the exhibit. Which command allows hosts that are connected to FastEthernet0/2 to access the Internet?

A. ip nat inside source list 10 interface FastEthernet0/1 overload

B. ip nat inside source list 10 interface FastEthernet0/2 overload

C. ip nat outside source list 10 interface FastEthernet0/2 overload
D. ip nat outside source static 209.165.200.225 10.10.10.0 overload

Answer: A

NEW QUESTION 433
- (Topic 4)

192.168.36.0/24
192.168.37.0/24
192.168.38.0/24
Area 2

G0/0/0

Router A Router B

Refer to the exhibit. Which configuration is required to summarize the Area 2 networks that are advertised to Area 0?

RouterB(config)# router ospf 1
RouterB(config-router)# network 192.168.38.0 255.255.252.0

RouterB(config)# router ospf 1
RouterB(config-router)# network 192.168.38.0 255.255.255.0

RouterB(config)# router ospf 1
RouterB(config-router)# area 2 range 192.168.36.0 255.255.252.0

RouterB(config)# router ospf 1
RouterB(config-router)# area 2 range 192.168.36.0 255.255.255.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 435

- (Topic 4)

Which tool is used in Cisco DNA Center to build generic configurations that are able to be applied on device with similar network settings?
A. Command Runner

B. Template Editor

C. Application Policies

D. Authentication Template

Answer: B
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NEW QUESTION 438

- (Topic 4)

Refer to the exhibit.

Rl#show policy-map control-plane
Control Plane

Service-policy input: CoPP

Class-map: telnet_copp (match-all)
33 packets, 1998 bytes
S5 minute offered rate @ bps, drop rate @ bps
Match: access-group l@e
police:
cir 8000 bps, bc 1580 bytes
conformed 33 packets, 1998 bytes; actions:
transmit
exceeded @ packets, @ bytes; actions:
drop
conformed @ bps, exceed @ bps

Class-map: class-default (match-any)
59 packets; 5516 bytes
5 minute offered rate @ bps, drop rate @ bps
Match: any
Ri#sh access-lists 100
Extended IP access list 100
18 deny tcp host 10.8.8.5 any eq 22 (13 matches)
28 permit tcp any any eq 22 (2 matches)
38 deny tcp host 18.8.8.5 any eq telnet (18 matches)
40 permit tcp any any eq telnet (31 matches)

Which result Is achieved by the CoPP configuration?

A. Traffic that matches entry 10 of ACL 100 is always allowed.

B. Class-default traffic is dropped.

C. Traffic that matches entry 10 of ACL 100 is always allowed with a limited CIR.
D. Traffic that matches entry 10 of ACL 100 is always dropped.

Answer: C

Explanation:

This is because the CoPP configuration shown in the exhibit applies a service policy to the control plane of the router, which is responsible for processing the
routing protocols, management protocols, and other control traffic. The service policy uses a class map that matches the access list 100, which permits the traffic
with the source IP address 10.1.1.1. The service policy also uses a policy map that sets the committed information rate (CIR) for the matched traffic to 64 kbps,
which means that the traffic is guaranteed to have a minimum bandwidth of 64 kbps. The policy map also sets the exceed action to drop, which means that any
traffic that exceeds the CIR will be dropped. Therefore, the traffic that matches entry 10 of ACL 100 is always allowed with a limited CIR, and any excess traffic is

dropped. The source of this answer is the Cisco ENCOR v1.1 course, module 6, lesson 6.3: Implementing QoS.

NEW QUESTION 439
DRAG DROP - (Topic 4)

Drag and drop the code snippets from the bottom onto the blanks in the Python script to convert a Python object into a JSON string. Not all options are used.

import

data = {
"measurement”: "freeMemory”,
"maxDataPointa™: 30,

"alert™: True,

"policy®™: "l.2.1"%,
"devices"™: [{"model®™: "Cisco 2921 ISR"™, "ipwv4™: '10.10.10.1"}]
}

model = data["devices"][0] ["model™]
json_string = (data)
print( )

model

json.loads

json

json string

json.dumps
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A. Mastered
B. Not Mastered

Answer: A
Explanation:

https://stackoverflow.com/questions/45834577/turn-python-object-into-json-output

NEW QUESTION 442
DRAG DROP - (Topic 4)
Drag and drop the characteristics from the left onto the switching mechanisms they describe on the right.

The farwarding table is created in advance.

The router processor is invalved with every forwarding decision.

All forwarding decisions are made in software,

All packets are switched using hardware,

A. Mastered
B. Not Mastered

Answer: A
Explanation:
I .-..---"“:’f? press Forwarding
Thfoma-ﬂhg table is created in advance. -
i e I
The router processor is involved with every forwarding decision, MMMMMIHM

All forwarding decisions are made in software,

P I Ty
4

The router processor s involved with every forwarding decision, H

B —— e ———

¥ ]
i - It

ol

All packets are switched using hardware. |

e o o o e e an mm am ar e e e me am e e o o

NEW QUESTION 447
- (Topic 4)
Refer to the exhibit.

et iy !.:-'ﬂl‘?. f:'; ;'_-'-,T'],-'g_ _. Y '.I.I

Iy ::_'_:-.____;ir_. ||1. :: rl.h'} L Ir.l ‘1 -

Ly Wn A ﬁ..
T'“"* :,'

)

I e ' i
54 LA
H -
133 ; i
g
l.
1 -r‘"|r'w1ﬂ ¢
*"""T"“"FP'.

-'i

Hosts PC1 PCZ and PC3 must access resources on Serve 1. An engineer conflgures NAT on Router R1 1le enable the communication and enters the show

command to verify operation Which IP address is used by the hosts when they communicate globally to Serverl?

A.155.1.1.1
B. randorm addresses in the 155.1.1.0/24 range
C. their own address in the 10.10.10.0/24 rance
D. 155.1.1.5
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Answer: A

NEW QUESTION 450
- (Topic 4)
What function does VXLAN perform in a Cisco SD-Access deployment?

A. data plane forwarding

B. control plane forwarding

C. systems management and orchestration
D. policy plane forwarding

Answer: A

Explanation:

This is because VXLAN is a network virtualization technology that encapsulates Layer 2 frames in UDP headers and allows them to be transported over Layer 3
networks. VXLAN is used in Cisco SD-Access to create virtual networks that span across multiple physical locations and devices. VXLAN performs the data plane

forwarding function, which is responsible for moving packets from one point to another based on the destination address. The source of this answer is the Cisco
ENCOR vl1.1 course, module 9, lesson 9.2: Implementing VXLAN.

NEW QUESTION 452

- (Topic 4)

Which method ensures the confidentiality ot data exchanged over a REST API?
A. Use the POST method instead of URL-encoded GET to pass parameters.

B. Encode sensitive data using Base64 encoding.

C. Deploy digest-based authentication to protect the access to the API.

D. Use TLS to secure the underlying HTTP session.

Answer: B

NEW QUESTION 454

- (Topic 4)
Refer to the exhibit.

event manager applet CONFIG BACKUP
action 1.0 cli command "enable”
action 3.0 cli command "end”

action 4.0 cli command “exit”

wrnite backup.tcl

set output [exec "copy run backup”]

set fd [open "flash:/backup.ixt” "w"]

puts $fd Soutput
close $fd

10s _config “file prompt quiet” "end”
copy flash:/backup.txt tftp://10.1.1.23/backup.ixt
ios config "no file prompt quiet™ "end”

file delete -force “flash:/backup.txt *

Which statement is needed to complete the EEM applet and use the Tel script to store the backup file?

A. action 2.0 cli command "write_backup.tcl tcl"

B. action 2.0 cli command "flash:write_backup.tcl"

C. action 2.0 cli command "write_backup.tcl"

D. action 2.0 cli command "telsh flash:write_backup.tcl"

Answer: B
Explanation:
This is because the EEM applet needs to specify the full path of the Tcl script that is stored in the flash memory of the device. The script name is write_backup.tcl

and it is used to backup the running configuration to a remote server. The source of this answer is the Cisco ENCOR v1.1 course, module 8, lesson 8.3:
Implementing Embedded Event Manager.
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NEW QUESTION 459
DRAG DROP - (Topic 4)
Drag and drop the characteristics from the left onto the deployment models on the right.

Cloud
Remote access must be arranged via third-party solutions | 1 - ‘
Remnobe acoess reguises an Inberned cormecthon only. | ‘
This model Bcest-affecthe. ™ = =0 | =
- Prammibsems
This mods is high-maénbenance and has high operating costs
J
A. Mastered
B. Not Mastered
Answer: A
Explanation:
T
Remole access musd be arranged via thisd-party solutions
e e e R R R R e e T et I Rsmobe aocess must be armrandged vin third-party solulions
I ee—
) 1 i f ; i I xf el w1
| Remote access reguires an [nternet cormsction only o This modal is cost-affective
[ ————————
]
| This rmodel & cost-sffectie —
| DorPremises
b s s e e i e = R e B R i It ;-
|.|_ —————————————————— | Rermole acoess requises an Internel conmecthon only \
|| This mode is high-malntenance and has high operating costs. 1 !
This mioded s high-maintenance and has high opemating costs,
|

NEW QUESTION 462

SIMULATION - (Topic 4)

Simulation 04

Configure OSPF on both routers according to the topology to achieve these goals:

Gumdlines Topokoay Tasks H1 R

OSPF Process 1D 1
Area(
LoD: Lo0:
1111 /32 2222 /32

] 1

EVO EQ/0
1 2

192.168.0.0 /24

i i S sl sl s s s ) s e i i s iy s Sl il s el s i it e
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Guidelines Topology Tasks
&

Configure OSPF on both routers according to the topology
to achieve these goals

1. Ensure that all networks are advertised between the
routers without using the “network” statement under the
“router ospf’ configuration section.

2. Configure a single command on both routers to ensure:
The DR/BDR election does not occur on the link
between the OSPF neighbors.

No extra OSPF host routes are generated.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Solution:

R1

Router ospf 1 Int loop0

Ip ospf 1 area O Int et0/0

Ip ospf 1 area 0

Ip ospf network point-to-point Copy run start
R2

Router ospf 1 Int loop0

Ip ospf 1 area O Int et0/0

Ip ospf 1 area 0

Ip ospf network point-to-point Copy run start
Verification:-
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NEW QUESTION 464
- (Topic 4)
Refer to the exhibit.
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i OEPY AREA B
Lol 1011 -l
tsfo L)
9 9.49.0/ 30
-"."“ "
e Lol 2.2.2.2
Rl#tracerouta
Frotocol [ip]:
Targat IP address: 3.3.3.3
Source address: 1.1.1.1
MNMumaric display [n]:
Timeout in seconds: [3]:

Proba ocount [3]:

Minimus Time to Live [1):

Maximum Timoa to Livae [30]:

Port WNumbar [33434]:

Looss , Striot, Record, Timestasp , Verbose [none] :
Number of hops [9]:

Loose, Strict, Record, Timsstasp, Verbose [RV]:
Type ascaps soguanos \l: abort.

Record

Continued ---3> "

Tracing the routes to 3.3.3.3

1 10.99.69.2 36 msec
Recelived packet has options
Total optlion bytas = 40, padded length=40
Record route:
{10.99.65.1) <#>
(0.0.0.0)
{0.0.0.0)
End of list

===-putput omitted---

2 10.99.69.6 A
Rsceived packet has options
Total option bytes = 40, padded length=40

Record route:

(10.99.69.1)
(10.99.69.5) <*>»
(0.0.0.0)
(0.0.0.0)

End of list

A
-==--output omitted---

The traceroute fails from R1 to R3. What is the cause of the failure?

A. The loopback on R3 Is in a shutdown stale.

B. An ACL applied Inbound on loopbackO of R2 Is dropping the traffi
C. An ACL applied Inbound on fa0/1 of R3 is dropping the traffic.

D. Redistribution of connected routes into OSPF is not configured.

Answer: C
NEW QUESTION 465

- (Topic 4)
Refer to the exhibit.
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Which HTTP request produced the REST API response that was returned by Cisco DNA Center?

A. fetch /network-device?macAddress=ac:4a:56:6¢:7¢:00
B. POST/network-device?macAddress=ac:4a:56:6c:7c:00
C. GET/network-device?macAddress=ac:4a:56:6¢:7c:00
Answer: C

Explanation:

This is because the REST API response shows the details of a network device with the specified MAC address. The GET method is used to retrieve information
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from the Cisco DNA Center server. The network-device resource is used to access the network device inventory. The macAddress parameter is used to filter the
results by the MAC address of the device. The source of this answer is the Cisco ENCOR v1.1 course, module 8, lesson 8.4: Implementing REST API.

NEW QUESTION 467
- (Topic 4)
Which function is performed by vSmart in the Cisco SD-WAN architecture?

A. distribution of IPsec keys

B. Redistribution between OMP and other routing protocols
C. facilitation of NAT detection and traversal

D. execution of localized policies

Answer: B

NEW QUESTION 470

- (Topic 4)

Which of the following attacks becomes more effective because of global leakages of users' passwords?
A. Dictionary

B. Brute-force

C. Phishing

D. Deauthentication

Answer: A

Explanation:

This is because a dictionary attack is a type of password cracking attack that uses a list of common or previously leaked passwords to guess the credentials of a
user. A dictionary attack becomes more effective because of global leakages of users’ passwords, as the attacker can use the leaked passwords as a source for
the dictionary. The source of this answer is the Cisco ENCOR v1.1 course, module 2, lesson 2.3: Implementing Wireless Security.

NEW QUESTION 471
- (Topic 4)

Refer to the exhibit Remote users cannot access the Internet but can upload files to the storage server Which configuration must be applied to allow Internet
access?

 (config)# access-list MAIL_AUTH extended permit tep any any eq www
(config)# asa authentication listener hitp inside redirect e

CiScoasa(config)® access-list MAIL_AUTH extended permit tcp any any eq hit
config)® aaa authentication listener http inside port 43 (il e

§lmeh

C)

COAsA(coNnlig)® access-list HTTP_AUTH extended permit udp any any eq h
_..w“mmmhmhwwummuw it

D)
ClSconsa(confiy)® access-list MAIL_AUTH extended permit udp any any eq h
Clscoasa(config)® asa authentication listener http outside “m“ﬂnr iy i

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
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NEW QUESTION 476
- (Topic 4)

Which LISP component decapsulates messages and forwards them to the map server responsible for the egress tunnel routers?

A. Ingress Tunnel Router
B. Map Resolver

C. Proxy ETR

D. Router Locator

Answer: B

NEW QUESTION 477
- (Topic 4)

>

192.168.1.0/24
192.1GA.2.0/24

172.16.1.0/14
172.16.2.0/24

__ 3333 H-’]]

nr

G 1

Refer to the exhibit. Which two configurations enable R1 and R2 to advertise routes into OSPF? (Choose two)

A)

R2

router ospf 0

network 172.16.1.0 255.255.255.0 area 0
network 172.16.2.0 2552552550 area 0

B)

R2

router ospf 0

network 172.16.1.0 0.0.0.255 area 0
network 172.16.2.0 255.255.255.0 area 0

&)

R1

router ospf 0

network 192.168.1.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

D)

R2

router ospf o

network 172.16.1.0 0.0.0.255 area 0
network 172.16.2.0 0.0.0.255 area 0

E)

R

router ospf 0

network 192.168.1.0 255.255.255.0 area 0
network 192.168.2.0 255.255.255.0 area 0

A. Option A
B. Option B
C. Option C
D. Option DE) Option E

Answer: CD
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NEW QUESTION 481
- (Topic 4)
What is a characteristic of a Type 2 hypervisor?

A. It eliminates the need for an underlying operating system.

B. Its main task is to manage hardware resources between different operating systems
C. Problems in the base operating system can affect the entire system.

D. It is completely independent of the operating system
Answer: C
NEW QUESTION 483

- (Topic 4)
Refer to the exhibit.

= U 1;-_\-1

E therC uarres

2l show ip interface brief | include Pert
Il show stherchannel »usmasry

Current configuration : 142
v definition STAFr

interface GigabitEchernecl
vif forwvarding STArr
noe ip address
negotiacion auto
no mop enabled
ne mop sysid
end

Dytes

An engineer must assign an IP address of 192.168.1.1/24 to the GigabitEtherenetl interface. Which two commands must be added to the existing configuration to

accomplish this task? (Choose two.)

A. Router(config-vrf)#ip address 192.168.1.1 255.255.255.0
B. Router(config-vrf)#address-family ipv4
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C. Router(config-if)#address-family ipv4
D. Router(config-vrf)#address-family ipv6
E. Router(config-if)#ip address 192.168.1.1 255.255.255.0

Answer: BE

NEW QUESTION 488
DRAG DROP - (Topic 4)

Drag and drop the characteristics from the left onto the switching architectures on the right.

proprietary switching mechanism
supports the centralized and distributed modes
of operation e .
Cisco Express Forwanding
low switching performance &
A. Mastered
B. Not Mastered
Answer: A
Explanation:
I ______________ . -E.IIH-_.E.
proprietary switching mechanism
| O ol S S FR T SN W low switching performance 5
supports the centralized and distributed modes [
of operation S =
| Kisco Express Forwarding
l low switching performance B propeietary switching mechanism
|
e e e e
| supports the centralized and distributed modes |
of operation I
NEW QUESTION 492
- (Topic 4)
Rrchow p ol resgiborn B 2Eshow i ool FrsQhod

Areshow @ ospd irtertace Tastl el 11
FsiEihernet 17 i up, e proloCol i up
inbemaed Addreas 192 188 0 5700 Area O
Process D 1. Router 1D 10.0.0 5, Nebwork Type BROADCAST, Cost 1
Tranueni Delay i 1 sec. Stale DR, Prority 1
Demgnated Router (10) 10 00 5 intertece sddress 197 188 0%
Mo Bachup Sesgnated router on Bus nataork
Timar interval corfigursd, el 10 Daad 40 Wt 40 Retransmd 5
oab-eayng ot L0
Hello due n 00 00 OO
Sepports Link-docal Signaing (LLS)
Cnco NEF haipar puppon snabied
IETF MSF niipdd SUDDON Snabisg
nattirs 207 M) uassue lesngth 0
Meod Gl leiidy
Lt Bood s bt i O massmom = O
Last food scan W S 0 Meec Mmadmum 5 0 mied
Haightor Count s 0. Adgacant resghbsr count is 0
Paerkiy o O remagibegeni s |
Flpeng 102 168 0 8 &-bil wte 1300

Type escape sequence bo abord
Sendng 5, 1500-byie ICMP Echod b 152 184 04 tmeout in I teconds
Packat sant with T DF b st

i
Success rale in 100 peroend (5% round-ng mvavgeas = 1014 e

P ip orepf ndariace fastE el 171
FastEmerne! 11 & up, e profddl i up
Irternat Acdress Vo2 1600 &9 Aea 0
Process 1D 1, Rouler ID 100 0 3, Nefwork Type BROADCAST, Cost 1
Tinndmil Delay & 1 3. Slile DR, Prignty 1
Designaied Powber (107 1000, inleriace address 162 160 04
He backup Sesgnated router on Bes natwonk
Timsge irdervaly configured Mado 10 Dead 40 Wal 40 Retransmd §
maond 40
Halks due im 0D 00 D8
Supports Link-ocal Sonaing (LLS)
Cridd NSF helped tuppor enabled
1ETF NSF heipet Jupport snatesd
Inage 203 So0d quaus engh O
M DOy 0 D)
Last Bood stal endth B8 0 marmen s O
Lazt food coan brme = O mtec, maamum g 0 meec
Heghtor Court i 0 Ag@cent reghtor cournt 15 0
Sappress hedlcs Tor O nesghbor s )
Repang 192 158 0 % @bt e 1500

Type edCade seguende 1o BbOM

Senarg 5, VS00-tryte )OMP Echos i 192 1880 5 bmeoul 5 1 seoonds
Packot sond wih tha DF b cal

LU

Succeas rabe i 100 percent (%5) round:tNp Mg = 811520 m

Refer to the exhibit.

Why does the OSPF neighborship fail between the two interfaces?

A. The IP subnet mask is not the same.

B. There is a mismatch in the OSPF interface network type.
C. The OSPF timers are different.

D. The MTU is nor the same.

Answer: A
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NEW QUESTION 494

- (Topic 4)

Refer to the exhibit. )

10.1;2.0/24 10.2.2.0/24

| hostname IDC1

| interface GigabitEthernetd/ 100

!ip 19.1.1.2 255.255.255.8

| ip nat inside Server
DB |}

| interface GigabitEthernetd/1
ip address 10.50.250.1 255,155,255,
Iip nat ocutside
!
| ip nat inside source static 19.1.2.180 interface
| GigabitEthernet 8/1

The server in DC2 is expecting traffic from the database in DC1 to use the source network of 10.50.250.0/24. The server sends the initial request. The inside
global IP is configured for 10.50.250.1. What is the result of this configuration?

A. Only the server can initiate communication.

B. The server and the database cannot communicate.

C. The server and the database can initiate communication.
D. Only the database can initiate communication

Answer: C

NEW QUESTION 498
- (Topic 2)
What does the Cisco DNA Center use to enable the delivery of applications through a network and to yield analytics for innovation?

A. process adapters
B. Command Runner
C. intent-based APIs
D. domain adapters

Answer: C

Explanation:

The Cisco DNA Center open platform for intent-based networking provides 360- degree extensibility across multiple components, including:

+ Intent-based APIs leverage the controller to enable business and IT applications to deliver intent to the network and to reap network analytics and insights for IT
and business innovation. These enable APIs that allow Cisco DNA Center to receive input from a variety of sources, both internal to IT and from line-of-business
applications, related to application policy, provisioning, software image management, and assurance.

Reference: https://www.cisco.com/c/en/us/products/collateral/cloud-systemsmanagement/dna-center/nb-06-dna-cent-plat-sol-over-cte-en.html

NEW QUESTION 500
- (Topic 2)
What occurs when a high bandwidth multicast stream is sent over an MVPN using Cisco hardware?

A. The traffic uses the default MDT to transmit the data only if it isa (S,G) multicast route entry

B. A data MDT is created to if it is a (*, G) multicast route entries

C. A data and default MDT are created to flood the multicast stream out of all PIM-SM neighbors.

D. A data MDT is created to allow for the best transmission through the core for (S, G) multicast route entries.

Answer: D

NEW QUESTION 501

- (Topic 2)

An engineer must create a new SSID on a Cisco 9800 wireless LAN controller. The client has asked to use a pre-shared key for authentication Which profile must
the engineer edit to achieve this requirement?

A.RF

B. Policy
C. WLAN
D. Flex

Answer: B
Explanation:

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116880-config-wpa2-psk-00.html

NEW QUESTION 504
- (Topic 2)
What is the function of cisco DNA center in a cisco SD-access deployment?

A. It is responsible for routing decisions inside the fabric
B. It is responsible for the design, management, deployment, provisioning and assurance of the fabric network devices.
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C. It possesses information about all endpoints, nodes and external networks related to the fabric
D. It provides integration and automation for all nonfabric nodes and their fabric counterparts.

Answer: B
NEW QUESTION 505

- (Topic 2)
Refer to the exhibit.

sonitor session 1 source vliam 10 - 12 rx
monitor session 1 destination intarface gigabitetharnatl/l

An engineer must configure a SPAN session. What is the effect of the configuration?

A. Traffic sent on VLANs 10, 11, and 12 is copied and sent to interface g0/1.
B. Traffic sent on VLANs 10 and 12 only is copied and sent to interface gO0/1.
C. Traffic received on VLANs 10, 11, and 12 is copied and sent to Interface gO/1.
D. Traffic received on VLANs 10 and 12 only is copied and sent to interface gO/1.

Answer: C

NEW QUESTION 510
- (Topic 2)
Which OSPF networks types are compatible and allow communication through the two peering devices?

A. broadcast to nonbroadcast

B. point-to-multipoint to nonbroadcast
C. broadcast to point-to-point

D. point-to-multipoint to broadcast

Answer: A

Explanation:

The following different OSPF types are compatible with each other:
+ Broadcast and Non-Broadcast (adjust hello/dead timers)

+ Point-to-Point and Point-to-Multipoint (adjust hello/dead timers)

Broadcast and Non-Broadcast networks elect DR/BDR so they are compatible. Point- topoint/multipoint do not elect DR/BDR so they are compatible.

NEW QUESTION 512
- (Topic 2)
Refer to the exhibit.

10.0.32.0/24
10.0.33.0/24
10.0.34.0/24
10.0.35.0/24

10.0.36.0/24
10.0.37.0/24
10.0.38.0/24
10.0.39.0/24

An engineer must permit traffic from these networks and block all other traffic An informational log message should be triggered when traffic enters from these

prefixes Which access list must be used?

A. access-list acl_subnets permit ip 10.0.32.0 0 0.0.255 log

B. access-list acl_subnets permit ip 10.0.32.0 0.0.7.255 log

C. access-list acl_subnets permit ip 10.0.32.0 0.0.7.255 access-list acl_subnets deny ip any log
D. access-list acl_subnets permit ip 10.0.32.0 255.255.248.0 log

Answer: B

NEW QUESTION 514
- (Topic 2)

An engineer is configuring local web authentication on a WLAN. The engineer chooses the Authentication radio button under the Layer 3 Security options for Web

Policy. Which device presents the web authentication for the WLAN?

A. ISE server
B. local WLC
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C. RADIUS server
D. anchor WLC

Answer: B

Explanation:

“The next step is to configure the WLC for the Internal web authentication. Internal web authentication is the defaultweb authentication type on WLCs.”
In step 4 of the link above, we will configure Security as described in this question. Therefore we can deduce thisconfiguration is for Internal web authentication.
This paragraph was taken from the link https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/69340-web-auth-config.html#c5 :

NEW QUESTION 517
- (Topic 2)

Which Python code snippet must be added to the script to save the returned configuration as a JSON-formatted file?

import json
Imporn requests

Creds = (Cadmin”™, “S:418190047S5Pix™)
Headers = { “Contentl-Type” : “application/yang-data+json”™,
“Acceptl” : “applcation/yang-data+json™ )

BaseURL = hups.//cperestcont/'data™
URL = BaseURL = “/Cisco-40S-XE-native/interface/GigabitEtherenat™

Responseé = requests.getiuURL, auth = Creds, headers = Headers, verity = Falsa)

A)

with open("ifaces.json™, "w") as OutFile:
OutFile.write(Response)

B)

with open(“ifaces.json™, "wW") as OutFile:
OutFile.write(Response.text)

C)

with open(“ifaces. json"”, "wW") as OutFile:
JSONResponse = json.loads(Response.text)
OutFile.write(JSONResponse)

D)

with open("ifaces_ json”, "w") as OutFile:
OutFile.write(Response.json())

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 520

- (Topic 2)
Refer to the exhibit.

10.0.0.0 /30
Int Serial 0/1
1 d___,.r-f’ Int Serial 0/1
2
2 | Int Giga 0/0 Int Giga 0/0
File Metwork
Servetr Management — i a—
Server Workstations
10.0.1.0 /24 10.0.2.0 /124

An engineer must configure and validate a CoPP policy that allows the network management server to monitor router R1 via SNMP while protecting the control

plane. Which two commands or command sets must be used? (Choose two.)
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+ show policy-map control-plane
show quality-of-service-profile

access-list 150 permit udp 10.0.1.4 0.0.0.0 host 10.0.1.2 eq snmp

class-map match-all CoPP-management
match access-group 150

policy-map CoPP-policy
class CoPP-management
police 8000 conform-action transmit exceed-action transmit
violate-action transmit

control-plane
Service-policy input CoPP-policy

show ip interface brief

show ip interface brief

+ access-list 150 permit udp 10.0.1.4 0.0.0.0 host 10.0.1.2 eq snmp
access-list 150 permit udp 10.0.1.4 0.0.0.0 eq snmp host 10.0.1.2

class-map match-all CoPP-management
match access-group 150

policy-map CoPP-puolicy
class CoPP-management
police 8000 conform-action transmit exceed-action transmit
violate-action drop

control-plane

Service-policy input CoPP-policy

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E
F. Option F

Answer: AF

NEW QUESTION 525
DRAG DROP - (Topic 2)

An engineer is working with the Cisco DNA Center API Drag and drop the methods from the left onto the actions that they are used for on the right.

GET remove an element using the &4P1
POST update an slement

DELETE axtract information from the API
PUT create an element

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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|
[
GET d DELETE :.|
I POST ; PUT
|
| DELETE ‘ GET
[l
e e e
; PUT POST

NEW QUESTION 530
- (Topic 2)
What is a VPN in a Cisco SD-WAN deployment?

A. common exchange point between two different services

B. attribute to identify a set of services offered in specific places in the SD-WAN fabric

C. virtualized environment that provides traffic isolation and segmentation in the SD-WAN fabric
D. virtual channel used to carry control plane information

Answer: C
NEW QUESTION 535

- (Topic 2)
Refer to the exhibit.

=

AP(config)# aaa group server radius rad auth
AP (config-sg-radius)# server 10.0.0.3 auth-port 1645 acct-port 1646
AP(config)# aaa new-model I
AP(config)# aaa authentication login eap methods group rad auth

AP (config)# radius-server host 10.0.0.3 auth-port 1645 acct-port 1646 key
labap1200

AP(config)# interface dotllradio 0 |
AP(config-if)# ssid labapl200
AP(config-if-ssid)# encryption mode wep mandatory

""""I"""".f R B il

A company requires that all wireless users authenticate using dynamic key generation. Which configuration must be applied?

A. AP(config-if-ssid)# authentication open wep wep_methods
B. AP(config-if-ssid)# authentication dynamic wep wep_methods
C. AP(config-if-ssid)# authentication dynamic open wep_dynamic
D. AP(config-if-ssid)# authentication open eap eap_methods

Answer: D

NEW QUESTION 536

- (Topic 2)

A network administrator is implementing a routing configuration change and enables routing debugs to track routing behavior during the change. The logging
output on the terminal is interrupting the command typing process. Which two actions can the network administrator take to minimize the possibility of typing
commands incorrectly? (Choose two.)

A. Configure the logging synchronous global configuration command

B. Configure the logging delimiter feature

C. Configure the logging synchronous command under the vty

D. Press the TAB key to reprint the command in a new line

E. increase the number of lines on the screen using the terminal length command

Answer: CD
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NEW QUESTION 541
- (Topic 2)
What are two benefits of implementing a Cisco SD-WAN architecture? (Choose two)

A. It provides resilient and effective traffic flow using MPLS.

B. It improves endpoint protection by integrating embedded and cloud security features.
C. It allows configuration of application-aware policies with real time enforcement.

D. It simplifies endpoint provisioning through standalone router management

E. It enforces a sing|

F. scalabl

G. hub-and-spoke topology.

Answer: CD
Explanation:

The top SD-WAN benefits are:

+ Increased bandwidth at a lower cost

+ Centralized management across branch networks

+ Full visibility into the network

+ Providing organizations with more connection type options and vendor selection when building a network.

Reference: https://www.sdxcentral.com/networking/sd-wan/definitions/sd-wan-technology/

-> We can provision endpoints (vEdges) through a centralized router vManage -> Answer D is correct.

Answer A is not correct as we can use different kind of connections on SD-WAN: MPLS,

LTE, 4G, xDSL, Internet connections...

Application-Aware Routing policy is configured in vManage as a centralized data policy that maps the service- side application(s) to specific SLA requirements.
The centralized policies provisioned in vSmart controller is pushed to relevant WAN Edge devices for enforcement. The defined policy consists of match- action
pairs, where the match statement defines the application-list or the type of traffic to match, and the action statement defines the SLA action the WAN Edge devices
must enforce for the specified traffic.

Reference: https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan- application-awarerouting-deploy-guide.html

NEW QUESTION 545

- (Topic 4)

A company recently decided to use RESTCONF instead of NETCONF and many of their NETCONF scripts contain the operation
<edit-config>(operation="create”).Which RESTCONF operation must be used to replace these statements?

A. POST

B. GET

C. PUT

D. CREATE

Answer: A

NEW QUESTION 549
- (Topic 4)
Why would an architect use an OSPF virtual link?

A. to allow a stub area to transit another stub area

B. to connect two networks that have overlapping private IP address space

C. to merge two existing Area Os through a nonbackbone

D. to connect a nonbackbone area to Area 0 through another nonbackbone area

Answer: D

Explanation:

A virtual link is a logical connection between two OSPF routers that belong to different areas but share a common border with a transit area. A virtual link allows
an OSPF router to participate in the backbone area (Area 0) even if it is not physically connected to it. This way, the OSPF network can maintain connectivity and
routing consistency across all areas. A virtual link is configured between the OSPF router IDs of the two routers that need to be connected to the backbone
areal23.

Option A is incorrect because a stub area is an area that does not receive external routes from other autonomous systems or other OSPF areas. A stub area can
only transit traffic to and from the backbone area, and it cannot be used as a transit area for a virtual link12. Option B is incorrect because a virtual link does not
change the IP address space of the networks that it connects. A virtual link is transparent to the IP layer and only affects the OSPF routing protocol. To connect
two networks that have overlapping private IP address space, other solutions such as NAT or VPN are required12.

Option C is incorrect because a virtual link cannot merge two existing Area 0s through a nonbackbone area. A virtual link can only extend an existing Area 0
through a nonbackbone area. If there are two separate Area 0s in an OSPF network, they cannot be merged by a virtual link, and the network is considered to be
partitioned. A partitioned network can cause routing loops and inconsistencies, and it should be

avoidedl2. References: 1: Configure OSPF Connection in a Virtual Link

Environment, 2: How to configure OSPF Virtual Link, 3: Understand OSPF Areas and Virtual Links

NEW QUESTION 552
- (Topic 4)
How do cloud deployments compare to on-premises deployments?

A. Cloud deployments provide a better user experience across world regions, whereas on- premises deployments depend upon region-specific conditions
B. Cloud deployments are inherently unsecur

C. whereas a secure architecture is mandatory for on-premises deployments.

D. Cloud deployments mandate a secure architecture, whereas on-premises deployments are inherently unsecure.

E. Cloud deployments must include automation infrastructure, whereas on-premises deployments often lack the ability for automation.

Answer: B
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NEW QUESTION 554
- (Topic 4)

Int Giga 0/0
: Iint Giga O/1

Internet

17216.1.0 /24

Int Giga V2

Refer to the exhibit. An engineer must allow the FTP traffic from users on 172.16.1.0 /24 to 172.16.2.0 /24 and block all other traffic. Which configuration must be

applied?
A)

R1(config)® access-list 120 deny any any

R1(config)¥ access-list 120 permit tcp 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255 21
R1(config#interface giga 0/0

R1(config-if)=ip access-group 120 out

B)

R1(config)# access-list 120 permit tcp 172.16.1.0 0.0.0.255 21 172.16.2.0 0.0.0.255
R1{config#interface giga 0/2

R1(config-if#ip access-group 120 in

C)

'R1({config® access-list 120 permit tep 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255 20
R1(config® access-list 120 permit tep 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255 21
R1(config Finterface giga 0/2
R1(config-if=ip access-group 120 in
D)

R1(config)# access-list 120 permit tcp 172.16.1.0 0.0.0.255 21 172.16.2.0 0.0.0.255
R1(conhg)® access-list 120 permit udp 172.16.1.0 0.0.0.255 21 172.16.2.0 0.0.0.255
R1(config¥interface giga 0/2
R1(conha-if¥¥ip access-aroup 120 out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 557
- (Topic 4)
Refer to the exhibit.
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R1#show access-list 100
Extended IP access list 100

10 deny ip any any
20 permit ip 192.168.0.0 0.0.255.255 any
30 permit ip any 192.168.0.0 0.0.255.255

Extended access-list 100 is configured on interface GigabitEthernet 0/0 in an inbound direction, but it does not have the expected behavior of allowing only packets
to or from 192.168.0.0/16. Which command set properly configures the access list?

A. R1(config)#no access-list 100 seq 10 R1(config)#access-list 100 seq 40 deny ip any any
B. R1(config)#ip access-list extended 100 R1(config-ext-nacl)#no 10

C. R1(config)#no access-list 100 deny ip any any

D. R1(config)#ip access-list extended 100 R1(config-ext-nacl)#5 permit to any any

Answer: A

NEW QUESTION 558
SIMULATION - (Topic 4)
Simulation 01

BGP connectivity exists between Headquarters and both remote sites; however, Remote Site 1 cannot communicate with Remote Site 2. Configure BGP according
to the topology to
goals:

* 1. Configure R1 and R3 under the BGP process to provide reachability between Remote Site 1 and Remote Site 2. No configuration changes are permitted on

R2.

* 2. Ensure that the /32 networks at Remote Site 1 and Remote Site 2 can ping each other.

Guidelnes  Topology Tasks

BGP connectivity exists between Headquarters and both remote
sites: however, Remote Site 1 cannot communicate with Remote
Site 2. Configure BGP according to the topology to achiave thase

goals

1. Configure R1 and R3 under the BGP process to provide
reachability between Remole Site 1 and Remote Site 2. No
configuration changes are permitted on RZ

2. Ensure thal the /32 networks at Remole Site 1 and Remote

Site £ can ping each other,

Guidelings Topaldgy Tasks
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A. Mastered
B. Not Mastered

Answer: A
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Explanation:

See the solution below in Explanation:

- Solution:

On R1:

R1(config)#router bgp 123

R1(config-router)#address-family ipv4

R1(config-router-af)#neighbor 10.0.0.2 allowas-in

On R3:

R3(config)#router bgp 123

R3(config-router)# address-family ipv4

R3(config-router-af)#neighbor 192.168.1.2 allowas-in

VERIFICATION:

R3#sh ip route bgp

Gateway of last resort is not set 1.0.0.0/32 is subnetted, 1 subnets

B 1.1.1.1[20/0] via 192.168.1.2, 00:01:17 2.0.0.0/32 is subnetted, 1 subnets
B 2.2.2.2 [20/0] via 192.168.1.2, 00:05:06 10.0.0.0/24 is subnetted, 1 subnets
B 10.0.0.0 [20/0] via 192.168.1.2, 00:01:17

Test Ping from R3 to R1:

R3#ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

R3#ping 1.1.1.1 source lo0 Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds: Packet sent with a source address of 3.3.3.3

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/1/1 ms

NEW QUESTION 561
- (Topic 4)
Which mobility role is assigned to a client in the client table of the new controller after a Layer 3 roam?

A. anchor

B. foreign

C. mobility

D. transparent

Answer: D

NEW QUESTION 566
- (Topic 4)
In a Cisco SD-Access environment, which function is performed by the border node?

A. Connect uteri and devices to the fabric domain.

B. Group endpoints into IP pools.

C. Provide reachability information to fabric endpoints.
D. Provide connectivity to traditional layer 3 networks.

Answer: D
NEW QUESTION 569

FILL IN THE BLANK - (Topic 4)
Drag and drop the automation characteristics from the left onto the corresponding tools on the right.

Jnsibie
all lunctions & performed over S5H T
Ruby synlax in configuration Mk
YAML configuration kanguge
L
baind on Python m

A. Mastered
B. Not Mastered

Answer: A

Explanation:

<map><m x1="15" x2="342" y1="18" y2="60" ss="0" a="0" /><m x1="20" x2="343" y1="76" y2="111" ss="0" a="0" /><m x1="19" x2="336" y1="129" y2="169"
SS:"Oll a:lloll /><m Xl:"22" X2:"338" yl:"186ll y2:I|223|l Ss:lloll a.:IIOII /><m Xl:"368" X2:"682" y1:I|42ll y2:||74|| SS:"l" a:lloll /><m X1:ll362|l X2:"681" yl:ll88ll

y2="124" ss="1" a="0"
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/><m x1="366" x2="687" y1="130" y2="167" ss="1" a="0" /><m x1="366" x2="682"

y1="216" y2="251" ss="1" a="0" /><c start="1" stop="3" /><c start="0" stop="0" /><c start="2" stop="1" /><c start="3" stop="2" /></map>
Chef

Ruby syntax in configuration files Ansible

all functions are performed over ssh YAML configuration language Based on Python

NEW QUESTION 571
- (Topic 4)
In a campus network design, what ate two benefits of using BFD tor failure detection? (Choose two.)

A. BFD provides path failure detection in less than a second.

B. BFD is an efficient way to reduce memory and CPU usage.

C. BFD provides fault tolerance by enabling multiple routers to appear as a single virtual router.
D. BFD speeds up routing convergence time.

E. BFD enables network peers to continue forwarding packets in the event of a restart.

Answer: AB

NEW QUESTION 576
SIMULATION - (Topic 4)
Simulation 05

Guidelines Topology Tasks R1 R2 R3

Gl G{. Q OSPF Process 1D 1
Area D
1.1.1.1 /32 2.2.2.2 /32 3.3.3.3!32
&
EQ/O EDJO EO/1 EO/1
. | ol ol 3
10.0.0.0 /24 192.168.0.0 /24
Guidelines Topology Tasks

Configure OSPF on all three routers according to the topology to
achieve these goals: Y

1. Configure OSPF without using the "network” statement under
the “router ospf” configuration section.

2. Ensure that all networks are advertised between the routers

3. Configure a single command under each Ethernet interface to
prevent OSPF neighbors from participating in a DR/BDR

election and ensure that no extra host routes are generated.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

R1
enable Config t Int loop0
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Ip ospf 1 area 0

Int et0/0

Ip ospflarea0

Ip ospf network point-to-point
copy run start

R2

Enable

Config t

Int loopO

Ip ospf 1 area 0

Int et0/0

Ip ospf 1 area 0

Ip ospf network point-to-point
Int et0/1

Ip ospf 1 area 0

Ip ospf network point-to-point
copy run start

R3

Enable Config t Int loop0

Ip ospf 1 area 0

Int et0/1

Ip ospf 1 area 0

Ip ospf network point-to-point
copy run start

Verification:-

NEW QUESTION 578
- (Topic 4)

An engineer is configuring RADIUS-Based Authentication with EAP. MS-CHAPV2 is configured on a client device. Which outer method protocol must be configured

on the ISE to support this authentication type?

A. EAP-TLS
B. EAP-FAST
C. LDAP

D. PEAP

Answer: D

NEW QUESTION 582

- (Topic 4)

How do OSPF and EIGKP compare?

A. OSPF and EIGRP us®© the same administrative distance.
B. Both OSPF and EIGRP use the concept of areas.

C. EIGRP shows an known routes, and OSPF shows successor and feasible successor routes.
D. EIGRP shows successor and feasible successor routes, and OSPF shows all known routes.

Answer: D

NEW QUESTION 586
- (Topic 4)
What is a command-line tool for consuming REST APIs?

A. Postman

B. CURL

C. Firefox

D. Python requests

Answer: B

NEW QUESTION 591

- (Topic 4)

What is the function of vBond in a Cisco SD-WAN deployment?
A. initiating connections with SD-WAN routers automatically

B. pushing of configuration toward SD-WAN routers
C. onboarding of SD-WAN routers into the SD-WAN overlay
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D. gathering telemetry data from SD-WAN routers

Answer: C

NEW QUESTION 593
- (Topic 4)
An engineer is describing QoS to a client. Which two facts apply to traffic policing? (Choose two.)

A. Policing adapts to network congestion by queuing excess traffic

B. Policing should be performed as close to the destination as possible
C. Policing drops traffic that exceeds the defined rate

D. Policing typically delays the traffic, rather than drops it

E. Policing should be performed as close to the source as possible

Answer: CE

NEW QUESTION 597
- (Topic 3)

<interface>
<Loopback>
<name>100</name>
<enabled>true</enabled>
</Loopback>
</interface>

Refer to the exhibit. What is achieved by this code?
A. It unshuts the loopback interface

B. It renames the loopback interface

C. It deletes the loopback interface

D. It displays the loopback interface

Answer: D

NEW QUESTION 599
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