Certshared now are offering 100% pass ensure SC-300 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/SC-300/ (192 Q&AS)

Guaranteed success with Our exam guides

o=

Microsoft
Exam Questions SC-300

Microsoft Identity and Access Administrator

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
rJ CEHSharEd https://www.certshared.com/exam/SC-300/ (192 Q&AS)

NEW QUESTION 1
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 2
- (Exam Topic 1)
You need to configure the detection of multi-staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add Azure Sentinel data connectors.

D. Add an Azure Sentinel playbook.

Answer: A

NEW QUESTION 3

- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent seftings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

éonﬂguré C|GL-er App-S"ecuri‘Ery-palic:-iles.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

NEW QUESTION 4
- (Exam Topic 2)
You need to locate licenses to the A. Datum users. The solution must need the technical requirements. Which type of object should you create?

A. A Dynamo User security group
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B. An OU
C. A distribution group
D. An administrative unit

Answer: D

NEW QUESTION 5

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identifies were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

The users must irst: | |Provide comont for any app 1o access The data of Contosa:

Aaqister tor muln-factor authentcaton (AF A
Aol e o sell-womnice pasowonrd resel (SEPH).

You must conligure: LA sign-m nsk pobicy
A uter ek pohcy
An Azure AD Password Protection pobcy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

The users misst st 1o ace s e data of Contoso.
[ Fegister for mult-factor authentication: (MFAL I

You mueit conbigurne;

& user nek pobdy
An Azurne AD Password Protection pohicy

NEW QUESTION 6
- (Exam Topic 2)
You need to meet the planned changes and technical requirements for Appl. What should you implement?

A. a policy set in Microsoft Endpoint Manager

B. an app configuratifon policy in Microsoft Endpoint Manager
C. an app registration in Azure AD

D. Azure AD Application Proxy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

NEW QUESTION 7
- (Exam Topic 2)
You need to meet the planned changes for the User administrator role. What should you do?

A. Create an access review.

B. Modify Role settings

C. Create an administrator unit.
D. Modify Active Assignments.

Answer: B

Explanation:

Role Setting details is where you need to be: Role setting details - User Administrator Privileged Identity Management | Azure AD roles

Default Setting State

Require justification on activation Yes Require ticket information on activation No On activation, require Azure MFA Yes Require approval to activate No
Approvers None

NEW QUESTION 8
- (Exam Topic 3)
You need to implement the planned changes for Packagel. Which users can create and manage the access review?

A. User3 only
B. User4 only
C. User5 only
D. User3 and User4
E. User3 and Userb5
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F. User4and User5

Answer: E

NEW QUESTION 9
- (Exam Topic 3)

You need to modify the settings of the User administrator role to meet the technical requirements. Which two actions should you perform for the role? Each correct

answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Select Require justification on activation

B. Set all assignments to Active

C. Set all assignments to Eligible
D. Modify the Expire eligible assignments after setting.
E. Select Require ticket information on activation.

Answer: AB

NEW QUESTION 10
- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain services (AD DS) domain that syncs with an Azure AD tenant. The AD DS domain contains the
organizational units (OUs) shown in the following table.

Name Description
ou1l Syncs with Azure AD
ou2 Does NOT sync with Azure AD

You need to create a break-glass account named BreakGlass.
Where should you create BreakGlass, and which role should you assign to BreakGlass? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Location: v
Azure AD
ouU1l
ouz2
Role:
Billing Administrator
Global Administrator
Owner
Privileged Role Administrator
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Location: v
Azure AD
oOu1l
ouz2
Role:
EiIIinE Administrator

Global Administrator

Owner

Privileged Role Administrator

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure SC-300 dumps!
D CEr‘tShErEd https://www.certshared.com/exam/SC-300/ (192 Q&AS)

NEW QUESTION 10
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. An administrator deletes Userl.

You need to identity the following:
« How many days after the account of Userl is deleted can you restore the account?
» Which is the least privileged role that can be used to restore Userl?

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Number of days: w

Role

Liser administrator
Metwork administrator
Helpdesk administrator

Domain name a: yinistrator

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
MNumber of days: v
d oS
130
a0
180 i
Role:

Helpdesk administrator

NEW QUESTION 13
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.

A corporate security policy states the following:
> Domain controllers must never communicate directly to the internet.

> Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

il

| Domain controller (PDC emulator)
T AMmamn . ture master)

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start

NEW QUESTION 18

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory
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domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN

connections.
What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 22
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role,

Review name * Admin review

Description (O

Start date * 12/18/2020 A
Frequency | Monthly v |
Duratiﬂn {in d-a}IrS} :5-‘: ————_—:——-—-*:} 14

End () f Endby  Occurrences )

' |
Users
Scope (®) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers | (Preview) Manager e |

(Preview) Fallback reviewers (1)

hMegan Bowen

v ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You set Reviewers to Member (self).
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 26

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
« Applications: Appl. App?, App3
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e Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

 Enabled for users to sign in: Yes

» User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 31

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user namedUser1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Security Operator role Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 36

- (Exam Topic 4)

You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.

* A device named Devicel

» Users named Userl, User2, User3, User4, and User5

* Five groups named Groupl, Group2, Group3, Ciroup4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1. User3, Group2, Groupd
Group2 Security Dynamic User User2
Group3 Security Dynamic Device Device1
Group4 Microsoft 365 Assigned Group5
Group5 Microsoft 365 Assigned Users
How many licenses are used if you assign the Microsoft Office 365 Enterprise E5 license to Groupl?
A.2
B.3
C.4
Answer: B
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 38

- (Exam Topic 4)

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to Microsoft 365 services.
Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings
C. Update-MsolfederatedDomain

D. Set-MsolDomain

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup
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NEW QUESTION 43

- (Exam Topic 4)

You have an Azure AD tenant

You configure User consent settings to allow users to provide consent to apps from verified publishers. You need to ensure that the users can only provide consent
to apps that require low impact permissions. What should you do?

A. Create an access package.

B. Configure permission classifications.

C. Create an enterprise application collection.
D. Create an access review.

Answer: B

NEW QUESTION 45

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report
the fraud attempt using the Microsoft Authenticator app or through their phone.

The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 46
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following objects:

> A device named Devicel
> Users named Userl, User2, User3, User4, and User5
> Groups named Groupl, Group2, Group3, Group4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1, Userd, Group2. Group3
Group? Security Dynamic User User?2
Group3 Security Dynamic Device Devicel
Group4 Microsoft 365 Assigned Userd
Group5 Microsoft 365 Dynamic User Users

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only

B. Groupl, Group2, Group3, Group4, and Group5
C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 48

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past. For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B
NEW QUESTION 49
- (Exam Topic 4)

You have a Microsoft 365 tenant.
You need to identify users who have leaked credentials. The solution must meet the following requirements.
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* Identity sign-Ins by users who ate suspected of having leaked credentials.

* Rag the sign-ins as a high risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

To classify leaked credentials as high-risk, use: hd
Azure Active Directory (Azure AD) ldentity Frotection

Azure Active Directary (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (SSPR)

To trigger remediation, use: v
Client apps not using Modern authentication
Dewvice state

Sign-in risk

User location

User nsk

To mitigate the nsk, select: v
Apply app enforced restrictions

Block access

Grant access but require app protection policy
Grant access but require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 53

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * | Admin review

Description (0

Start date * 12/18/2020 B8
Frequency Monthly » |
Duraﬁnn {IIH ﬂﬂ}fﬂ G, ——————————-ﬂ 14
End ) Z:_. Mever End by Occurrences .-
Mumber of times
End date U7 2021 =
Lisers
Scope (®) Everyone
Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers (Preview) Manager S

(Preview) Fallback reviewers (O
Megan Bowen

v Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.

Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 56
- (Exam Topic 4)
You need to support the planned changes and meet the technical requirements for MFA.

Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Feature: | Ml

An authentication \rH:Th-'.-rJ policy

A Condimional Access policy

An MEA registration policy

The Multi-Factor Authentication Server settings

Grace period. |

dl

14 days !

28 days

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

Feature: i - |

An authentication method policy

— o o o o o =

| A Londitional Access policy

The Multi-Factor Authentication Server settings

Grace period l v |

14 days E

28 days

NEW QUESTION 60

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Account
lockout settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 62

- (Exam Topic 4)

You have an Azure AD tenant that contains the users shown in the following table.
Name ] User risk level

Jser] Low

— — — — -4

Jsere | Mecdium
'I_':.t:'.r_:: — ]‘1""

A -

You have the Azure AD ldentity Protection policies shown in the following table.

| Type Users User risk Sign-in risk Controls |
Liser nsk Al Low and above nconfigured | Block access ,

o i’ | . . T | — . T——
Sign-in nsk Al Unconhgured High Block access

| policy users :

You review the Risky users report and the Risky sign-ins report and perform actions for each user as shown in the following table.

User Action
User 1 Confirm user compromised
|-'..=:r: * ;_.'“‘" rm < .T”-._]-q 1__,3*{'-
Lser3 ! Desmuss user nsk

lser T Confirm user ¢ DMPI mised

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements
User1 can sign in by using mudbi-factor authentication (MFA),
Liser2 can sign in by using mulb-factor authenticabon (MFA),
User3 can sign in from an anonymous IP address
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements

Uiser! can sign in by using mud ti-factor authentication (MFA).

User2 can sign in by using mult-factor authentication (MFA)

User3 can sign in from an anonymous IP address

NEW QUESTION 67
- (Exam Topic 4)

Yoo

Yes

No

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest 1o whether users still need 10 be in a role

Review name *

Description

Start date *

Frequency WA ot
Duﬂ“lﬂr'l lin dﬂ:"i‘i e — — — — — i— — -ﬂ
tnd «o» o
Lisers
Scope @ Everyone
Fayigw role membearship (permanant and ehigible)
Revigwers
Reviewers Preview! Manao
(Preview] Fallback réviéwers
I. 151
W | ( L,
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You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You add each manager as a fallback reviewer. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 72

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address
C. atypical travel

D. leaked credentials

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 73
- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and the conditional access policies shown in the following table.

Name Status Conditional access requirement
CAPolicyl | On Users connect from a trusted IP address.
CAPolicy2 | On Users’ devices are marked as compliant.
CAPolicy3 | Report-only | The sign-in risk of users is low.

You need to evaluate which policies will be applied Userl when Userl attempts to sign-in from various IP addresses.
Which feature should you use?

A. Access reviews

B. Identity Secure Score

C. The What If tool

D. the Microsoft 365 network connectivity test tool

Answer: C

NEW QUESTION 74

- (Exam Topic 4)

A user named Userl receives an error message when attempting to access the Microsoft Defender for Cloud Apps portal.
You need to identify the cause of the error. The solution must minimize administrative effort. What should you use?

A. Log Analytics

B. sign-in logs

C. audit logs

D. provisioning logs

Answer: B

NEW QUESTION 77
- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following

conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool

B. sign-ins logs in Azure AD

C. access reviews in Azure AD

D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A
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NEW QUESTION 79

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

The users have the devices shown in the following table. You create the following two Conditional Access policies:

* Name: CAPolicyl

» Assignments

0 Users or workload identities: Group 1

0 Cloud apps or actions: Office 365 SharePoint Online o Conditions

Filter for devices: Exclude filtered devices from the policy Rule syntax: device.displayName -starts With "Device*"

0 Access controls Grant: Block access

Session: 0 controls selected o Enable policy: On

* Name: CAPolicy?2

 Assignments

0 Users or workload identities: Group2

o Cloud apps or actions: Office 365 SharePoint Online o Conditions: 0 conditions selected

* Access controls

o Grant: Grant access

Require multifactor authentication o Session:

0 controls selected

 Enable policy: On

All users confirm that they can successfully authenticate using MFA.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
User? can access Sitel from Device!
\User? can access Sitel from Device?

fram Device

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 82

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription. You need to perform the following tasks:

« Identify the locations and IP addresses used by Azure AD users to sign in

* Review the Azure AD security settings and identify improvement recommendations.

* Identify changes to Azure AD users or service principle.

What should you use for each task? To answer, drag the appropriate resources to the correct requirements. Each resource may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

Resources Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Resources Answer Area

R -

_____________
e T MR R A
A —

NEW QUESTION 85
- (Exam Topic 4)
You have an Azure subscription that contains an Azure SQL database named db1.

You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.
You need to provide Appl with Access to dbl. The solution must meet the following requirements:

* Credentials must only be available to Appl.

* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D
NEW QUESTION 90

- (Exam Topic 4)
You have an Azure AD tenant contains the users shown in the following table.

! Name Role

Privileged Authentication Administrator
r - =

slobal Admunistrator

In Azure AD Privileged Identity Management (PIM), you configure the Global Administrator role as shown in the following exhibit.

'}L'iilllg

Assignment

Setting

User 1 is eligible for the Global Administrator role.

For each of the following statements, select Yes if the statement is true. Otherwise,
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Answer Area

Statements Yes No
et Arure i Fact hanticaton (NEA ate tl |
L i e
€ I ¢ all alliva equests 1or the Global Adminstrator role
£l | &1 = e P I f a b Th
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No

LEr s AN lear< can &t the Globka Admirustrator roke sssionment

NEW QUESTION 94

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Microsoft Azure app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 95

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. security questions

C. voice

D. an app password

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 98

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.
B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
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C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.
D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A
NEW QUESTION 99

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise E5
Group1 Security group Microsoft Office 365 Enterprise ES
Group2 Microsoft 365 group None
Group3 Mail-enabled secunity group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 102

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory (Azure AD) are configured as
shown in the exhibit. (Click the Exhibit tab.)

Guest user access

Guest user access restrictions (Preview)

Learn more
(O Guest users have the same access as members (most inclusive)

@ Guest users have limited access to properties and memberships of directory objects

() Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (O

Yes Mo

Members can invite (0
f ke

Yes Mo

Guests can invite )
" Ve QD

Email One-Time Passcode for guests (0

Leam more

'l'- i T
L Yes Mo

Enable guest self-service sign up via user flows (Preview) (O

=

Learn mone

Collaboration restrictions
(®) Allow invitations to be sent to any domain (most inclusive)
O Ceny invitations to the specified domains

O Allow invitations only to the spacified domains (most restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.
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Name Email Description
User1 User1@contoso.com A guest user in fabrikam.com
A user who has never accessed

User2 User2@outiook.com resources in fabrikam.com
User3 User3@fabrkam.com A user in fabrikam.com
Which users will be emailed a passcode?
A. User2 only
B. Userl only

C. Userl and User2 only
D. Userl, User2, and User3

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

NEW QUESTION 103

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Google Workspace app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 107

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Condltlonal Access olicy exhibit. (C|ICk the Conditional Access policy tab.)

IR -::||L‘1I

it

| "1 T

: :W._mmuumum
am!hlllilmllllnlﬂ}p

.‘ ighinrii g

i Ui iIHIIIIIIl|||| [
sl

!liJililii!Ti:Iliillil ihi5d

"I!II! !lil”llIII M

L .'_ g

nmquniﬁ thlkmll

L

I.. ” | '.ll ||'||,| i l.lli
I.I "Il..-ll; |'I i !

You view the User administrator role settings as shown in the Role settlng details exhibit. (Click the Role setting detalls tab.)
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For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 112

- (Exam Topic 4)

Your network contains an on-prernises Active Directory Domain Services (AD DS) domain that syncs with Azure AD and contains the users shown in the following
table.
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[_] CertShared

Organizational unit (OV) |

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.

* Microsolt Azure Actve Dwrectony Connect

Domain and OU filtering
| Refresh Domaire

CONlosS0.00Mm

Sync aill gommaens ana O

* Sync selelted domans and OUs

. contoLso.com
Builin
Comiulens
Domam C ontrolhkarcs
FOIRRgnSeCLUr
nfrastructure
ostandround »
Mansged Sernce Accounts

. e | .

L2
Frogram Data

13
lyFrnopat

LT

v Lisers

Previous

Arure AD Connect s conhigured as shown in the followng exhibit

soft Azure Ac

wrectory Connect

Ready to configure

Crnge you chick Install we wall do the following
- e
& Confgure SunCOMZATION wenaois on the oo DLt
| 4 |
= ingtall Microsoft Azure AD Connect Authentication Agent for Pass- Through suthenticaticn
COenil Pl

* Enabde Fast-through authartsation

& Conhgurs Source Anchor Atthbute

Lo o Corfigure sk 20830outicok onmicroso®com - AAD Conmector
F& ALl SIGH * Conhgure contoss com Connactor
ST | Itegin ® [sable Password hash synchmmzabon
enlifpng v » Enable Password writeback
taeiF = Enable Azure AD Export Delebon Threshold (500]
i N of | Start the synchronization process when configuration comphetes

Enable stageng mode: Whan salatted pynchronization wall Rot axport any data to AD or Azure AL

Prisviowus

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
L £l n L L :"'IIII [ JI I'.'-. '."'. .":.‘: I E Il ) i
f Userl accesses Microson -;--:r-ar.-_:e Unhing, ke will be authenticated by an on-premises
Coman Controer
af .|-f " 1'.' erift Share mt O = a 3¢ 3 membear
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes No

f Userl accesses Microsoft Exchange Online, he will be authenticatec by an on-premises

domain controller

erd can be added 10 a Microsolt SharePoin

NEW QUESTION 117

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named Appl.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzADUser cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.
D. Create a guest user account in contoso.com.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal

NEW QUESTION 121

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps. You need to group related apps into categories in the My Apps
portal.

What should you create?

A. tags

B. collections

C. naming policies
D. dynamic groups

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-portal-2dae6b8a

NEW QUESTION 126

- (Exam Topic 4)

You have an Azure AD tenant

You open the risk detections report.

Which risk detection type is classified as a user risk?
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A. password spray

B. anonymous IP address

C. unfamiliar sign-in properties
D. Azure AD threat intelligence

Answer: A

NEW QUESTION 128

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a web app named Appl. Guest users are regularly granted access to Appl.

You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize
administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access
C. a guest access review

D. a Conditional Access policy

Answer: C

NEW QUESTION 131
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains a group named Groupl as shown in the Groupl exhibit. (Click the Groupl tab.)

e

Yo CI

Objectld

You create an enterprise application named Appl as shown in the Appl Properties exhibit. (Click the Appl Properties tab.)

e i = R 1 — A e e o it e e R e R
Jasnpoard LONMNOSoAZUreAL! ~ Enlerprise applications -~ App

'|' App1| Properties

Got fesdbac
B O
[} Deployment Plan Enabled for users to sign-in? No
A Diagnose and solve problems
App1
Manage
Homepage URL hitps:fapp1.m365x629615.onmicrosoft com/

r|| -
Fropertigs

Logo

J Chwnérs E P

® = ol s
e Users and groups P o E

2 Single sign-or User access URL hitps:imyapps.microsoft comisignin/App1/08d58d6-d29d—-40de—b0d...
“ Application 10 09df58d6—d28d—40de-b0d0-321fdc63cBE5
f" A ] )
s Object ID 03709d22~7e61-4007-a2a0-04dbdff269cd v
Security
Terms of Service Url Publisher did not provide this information
& Conditional Access
Privacy Staterment Url ( Publisher did not provida this information
mission
@ Token encryption Reply URL hitps:lfeontoso.com/App1/lagon
Activity User assignment required? Yas Mo

D Sign-ins Visible to users? Yes “

You configure self-service for Appl as shown in the Appl Self-service exhibit. (Click the Appl Self-service
tab.)
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Dashoboard ~ ContosoAzureAD > Enterprise applications > App1

App1 | Self-service

| S R = [ R 1 "
Enterprise applicatio

B overdew

I]] Dephayment Plan

Manage

Y ¢ iy

| Fropermies

ab Cwmers

&« FRoles and administrators (Pre
&k Users and groups

D] Single sign-on

o Proviseaning

B Applcation proxy
€ Self-service
Securnty

& Conditional Access

A, Permissions

14

Allorwr users 1o reguest access to this
apphcation? (1)

To which group should assigned users be
added? (1)

Require approval before granting access
to this application?

Who is allowed to approve access to this
apphcation? (o

To which role should users be assigned in

this application? * (L

Yes Mo

Select Group
Group1

Select approvers

.1

users selected

Default Access

Select approvers

User

User{{@m365x5296 15 onmicrosoft com

Selected

User2

Lser2@m3t5xt 29615 onmicrasoft com

User3
User3@m365x6 29615, onmicrosofl. com

Userd

Userdimm3boxt2961 5 onmicrosolt com

Selected approvers
Liser!

User l@m365x5.29615 enmicrosofl. com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

Yes

The members of Group3 can access App1
without first being approved by User1.

After you configure self-service for App1,

the owner of Group1 is User1.

App1 appears in the Microsoft Office 365
app launcher of User4.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
No No Yes

O

O

No

[ Pe—

a) When you assign a group to an application, only users in the group will have access. The assignment does not cascade to nested groups.
b) Tested in lab, existing owners will be replaced. Also direct assignment (resource owner) is path of least privilege. (replicated in test)

c) Application setting 'visible to users' is set to No, then no users see this application on their My Apps portal and O365 launcher.

Reference

a) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

b) maybe

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-manage-groups
¢) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-properties#visible-to-users

NEW QUESTION 135
- (Exam Topic 4)

Your on-premises network contains an Active Directory domain that uses Azure AD Connect to sync with an Azure AD tenant. You need to configure Azure AD
Connect to meet the following requirements:

* User sign-ins to Azure AD must be authenticated by an Active Directory domain controller.

« Active Directory domain users must be able to use Azure AD self-service password reset (SSPR). What should you use for each requirement? To answer, select
the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Amswer Area
Authentication by the doman controller:  Federation wath Active Directory Federation Servces (AD FS) g
Federation with Active Directory Federation Services (AD F3)
Pass-through authenbcabion
Password hash synchronizabon
SSPR: | Password hash synchronization v|
Device wnteback
Group witeback
Password hash synchronization
Password wnteback
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Authenticaton by the doman controller.  Federation wath Active Directory Federation Semaces (AD FS) 4

|Federation wath Active Directory Federaton Senvices (AD FS)
Pass-through authentication
Password hash synchronization

SSPR: | Passward hash synchromization hd

Device wnteback
Group witeback

Password hash synchronzation
Password wnteback

NEW QUESTION 138

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl.

You need to ensure that Userl can create new catalogs and add resources to the catalogs they own. What should you do?

A. From the Roles and administrators blade, modify the Service support administrator role.

B. From the identity Governance blade, modify the Entittlement management settings.

C. From the Identity Governance blade, modify the roles and administrators for the General catalog
D. From the Roles and administrators blade, modify the Groups administrator role.

Answer: B

NEW QUESTION 143

- (Exam Topic 4)

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following

requirements:

* Users that are assigned Rolel can create or delete instances of Azure Container Apps.

* Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Role1: v
MicrosoftApp
Microsoft Compute
| Microsoft Management
Microsoft.Security
Role2: e

MicrosoftApp

Microsoft. Compute
Microsoft. Network
Mi-:mscnﬁ.Secuﬂt}_f
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 144

Role1: A
ITMicrosoft Compute
! Microsoft. Management
Microsoft.Security
Rolel: x

Microsoft.App
Microsoft Network_
L.‘;‘I_Emsoﬁ Secunty |

— =

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.
Name Role
Userl Security administrator
User2 Privileged authentication administrator
User3 Service support administrator

User2 reports that he can only configure multi-factor authenticating (MFA) to use the Microsoft Authenticator app.
You need to ensure that User2 can configure alternate MFA methods.
Which configuration is required, and which user should perform the configuration? To answer, select the appropriate options in the answer area.

Answer Area

Configuration:

User:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable access reviews.
Enable Azure AD Privileged Identity Management (PIM).
Modify security defaults.

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
User2 and User3 only
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Answer Area

Configuration:

User:

NEW QUESTION 145

v

Enable access reviews. |
Enable Azure AD Privileged Identity Management (PIM).
Modify security defaults.

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only
User2 and User3 only

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Member of administrative unit
Userl ALY
User2 | AU
User3 AU1
Userd A2
User> | Not 2 member of an administrative unit

The users are assigned the roles shown in the following table.

User Role Role scope

Userl | Password Administrator Organization
UserZ Global Reacer Orgamization
User3 | None Not applicable
Userd Password Administrator AU
UserS | None Not applicable

For which users can Userl and User4 reset passwords? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Guaranteed success with Our exam guides
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User2 and User3 only
User3 and User5 only
Users, User3, and UserS only
User3d, Userd and User5 only
Userd User3, User4, and Userb

Userd: | User3 onb bt

User2 and User3 only
User3 and User5 only
User1, Userd. and User3 only
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Answer Area

L .--irl'll;' Oniy
User3 and User5 only
Userd, User3, and User5 only
Userd, Userd and User> only

User2, User3, Userd, and UserS

z oG oeer3 only
User3 and User5 only

User1, User2, and User3 only

NEW QUESTION 150

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. For the tenant. Users can register applications Is set to No.

A user named Adminl must deploy a new cloud app named Appl.

You need to ensure that Adminl can register Appl in Azure AD. The solution must use the principle of least privilege.
Which role should you assign to Admin1?

A. Application developer in Azure AD

B. App Configuration Data Owner for Subscription1
C. Managed Application Contributor for Subscriptionl
D. Cloud application administrator in Azure AD

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

NEW QUESTION 155

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the solution
NOTE: Each correct selection is worth one point.

A. email address
B. redirection URL
C. username

D. shared key

E. password

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

NEW QUESTION 157

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 160

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.
What should you include in the conditional access policies to filter out legacy authentication attempts?
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A. a cloud apps or actions condition
B. a user risk condition

C. a client apps condition

D. a sign-in risk condition

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 163

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that contains a user named Userl. Userl is eligible for the Application administrator role.
Userl needs to configure a new connector group for an application proxy. What should you to activate the role for Userl1?

A. the Microsoft Defender for Cloud Apps portal
B. the Microsoft 365 admin center

C. the Azure Active Directory admin center

D. the Microsoft 365 Defender portal

Answer: C

NEW QUESTION 166

- (Exam Topic 4)

You have a Microsoft 365 tenant.

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user. The users register the
applications in Azure Active Directory (Azure AD).

You need to receive an alert if a registered application gains read and write access to the users’ email. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Tool to use: v
Azure AD ldentity Protection
Identity Governance

Microsoft Cloud App Secunty
Microsoft Endpoint Manager

Policy type to create: v
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION 168

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You need to configure the users as shown in the following
table.

User Configuration
User1 e User administrator role
» Device Administrators role
Identity Governance Administrator
role
Records Management role
Quarantine Administrator role group
Endpoint Secunty Manager role
Intune Role Administrator role

User2

User3

Which portal should you use to configure each user? To answer, drag the appropriate portals to the correct users. Each portal may be used once, more than once,
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or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Portals Answer Area

.,ﬁzure Active le&ttqw admin center
Exchange admin t_:Enler | Usert:
Microsoft 365 compliance center | User2:
Microsoft Endpoint Manager admin center: User3

SharePoint admin center

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 170
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The

solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.

You may need to drag the split bar between panes or scroll to view content
NOTE: Each correct selection is worth one point.

Roles Answer Area

Global administrator
' Global reader
Reports reader
' Security operator
- Security reader

User administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Roles Answer Area

PSS

(g i HEE NN W W W W

I Secunty operator ;

N .S

1| Security reader
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NEW QUESTION 173

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named App1l.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzureADMSiInvitation cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.

D. Implement Azure AD Connect.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-users-portal https://docs.microsoft.com/en-
us/powershell/module/azuread/new-azureadmsinvitation?view=azureadps-2.0

NEW QUESTION 174

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named User1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the SharePoint Administrator role to
Userl

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 178

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 183

- (Exam Topic 4)

You create a new Microsoft 365 E5 tenant.

You need to ensure that when users connect to the Microsoft 365 portal from an anonymous IP address, they are prompted to use multi-factor authentication
(MFA).

What should you configure?

A. a sign-in risk policy
B. a user risk policy
C. an MFA registration policy

Answer: A

NEW QUESTION 187

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to be notified if a user downloads more than 50
files in one minute from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. session policy

B. anomaly detection policy
C. activity policy

D. file policy

Answer: C
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NEW QUESTION 189

- (Exam Topic 4)

You have an Azure Active Directory Premium P2 tenant. You create a Log Analytics workspace.

You need to ensure that you can view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Set-AzureADTenantDetail cmdlet.

B. Create an Azure AD workbook.

C. Modify the Diagnostics settings for Azure AD.

D. Run the Get-AzureADAuditDirectoryLogs cmdlet.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/howto-integrate-activity-logs-with-lo

NEW QUESTION 190

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account You deploy an Azure subscription and enable
Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 195

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 199

- (Exam Topic 4)

You have an Azure subscription that contains the following virtual machine Name: VM1
Azure region: East US

System-assigned managed identity: Disabled

You create the managed identities shown in the following table.

Name Location
Managedl | East US
Managed2 | East US
Managed3 | West US

You perform the following actions:

« Assign Managedl to VML1.

* Create a resource group named RGL1 in the West US region.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

You can assign Managed2 to V1.
You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

You can assign Managed2 to V1.

You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1. D

NEW QUESTION 200

- (Exam Topic 4)

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant

From the Microsoft 365 admin center, add the domain @
name @

©

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DMNS zone.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 202
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.
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Name | Member of

Multi-factor authentication (MFA)

LUser! | Group [Dhsabled
*

Liserd Laroups enfgrced

You have the locations shown in the following table.

Location] | 10.10.00/16 20,93

Name J Private address space | Public NAT address space

i Fimme 3 iG7 1 AR Al 1921717 I
Locations 92168 LLYE 300170024

The tenant contains a named location that Das the following configurations:

* Name: locationl
» Mark as trusted location: Enabled
* IPv4 range: 10.10.0.0/16

MFA has a trusted iPad dress range of 193.17.17.0/24.
You have a Conditional Access policy that has the following settings:

* Name: CAPolicyl
» Assignments

0 Users or workload identities: Group 1 o Cloud apps or actions: All cloud apps

* Conditions

* Locations All trusted locations
» Access controls

o Gant

» Grant access: Require multi-factor authentication

© Session: 0 controls selected
* Enable policy: On

For each of the following statements select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
1l e et | the "anant 1.' m ¥ acds F :_‘
I:'rli
fA 1 I”" TEnant '.I 1 3L f .._1|
'_':‘lli
L il o the Tanant from - yrirrase Tl 0
1.|._-.-_'.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
LS ik e L 1:. 1 | apes r :'... I
1FA i
A 1L the tenant from 1P agdre Bé
‘_.:‘l.1 -
¥ il ':'. iy ® froen - '.I':"'.--" Lol : |
L] I"_-I'L L

NEW QUESTION 203

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. Users connect to the internet by using a hardware firewall at your
company. The users authenticate to the

firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

Answer: A
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NEW QUESTION 206
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