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NEW QUESTION 1
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and iOS only

B. Windows 10 and Android only
C. Windows 10, Android, and iOS
D. Windows 10 only

Answer: A
NEW QUESTION 2

HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

You can use information barriers with Microsoft Exchange. O ¥

You can use information barriers with Microsoft SharePoint. O O

You can use information barriers with Microsoft Teams. o O
A. Mastered

B. Not Mastered

Answer: A

Explanation:
Statements Yes No
You can use information barners with Microsoft Exchange. L) |_ _]

You can use information barriers with Microsoft SharePoint. 1O ) o

You can use information barriers with Microsoft Teams.

NEW QUESTION 3
Which compliance feature should you use to identify documents that are employee resumes?

A. pre-trained classifiers
B. Content explorer

C. Activity explorer

D. eDiscovery

Answer: A

NEW QUESTION 4

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
You can create custom roles in Azure Active Directory (Azure AD). O O
Global administrator is a role in Azure Active Directory (Azure AD). O O
An Azure Active Directory (Azure AD) user can be assigned only onerole. © O
A. Mastered

B. Not Mastered

Answer: A
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Explanation:

Box 1: Yes

Azure AD supports custom roles.

Box 2: Yes

Global Administrator has access to all administrative features in Azure Active Directory. Box 3: No

NEW QUESTION 5

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
Azure DDo5 Protection Standard can be used to protect

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users
resource Qroups.
virtual networks.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Azure DDo5 Protection Standard can be used to protect

Azure Active Directory (Azure AD) applications.

Azure Active Directory (Azure AD) users
resource qroups.
Firtual networks. |

NEW QUESTION 6
Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?

A. Windows 10 and newer only

B. Windows 10 and newer and Android only

C. Windows 10 and newer and macQOS only

D. Windows 10 and newer, Android, and macOS

Answer: C

NEW QUESTION 7
HOTSPOT
Select the answer that correctly completes the sentence.

In Azure Sentinel, you can automate common tasks by using
deep investigation tools.

hunting search-and-query tools.

playbooks.
workbooks.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
In Azure Sentinel, you can automate common tasks by using
deep investigation tools.

hunting search-and-query tools.

iplaybooks.
workbooks.

NEW QUESTION 8

You plan to move resources to the cloud.

You are evaluating the use of Infrastructure as a service (laaS),

Platform as a service (PaaS), and Software as a service (SaaS) cloud models.

You plan to manage only the data, user accounts, and user devices for a cloud-based app. Which cloud model will you use?

A. laaS
B. SaaS
C. PaaS

Answer: B
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NEW QUESTION 9

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

You can use the insider risk management solution to detect
phishing scams.

You can access the insider risk management solution from
the Microsoft 365 compliance center.

You can use the insider risk management solution to detect
data leaks by unhappy employees.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Phishing scams are external threats.

Box 2: Yes

Insider risk management is a compliance solution in Microsoft 365.
Box 3: Yes

Insider risk management helps minimize internal risks from users. These include:
? Leaks of sensitive data and data spillage

? Confidentiality violations

? Intellectual property (IP) theft

? Fraud

? Insider trading

? Regulatory compliance violations

NEW QUESTION 10
You have an Azure subscription that contains multiple resources.
You need to assess compliance and enforce standards for the existing resources. What should you use?

A. the Anomaly Detector service
B. Microsoft Sentinel

C. Azure Blueprints

D. Azure Policy

Answer: D

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Sensitivity labels can be used to encrypt documents. O O
Sensitivity labels can add headers and footers to documents. O @)
Sensitivity labels can apply watermarks to emails. O O
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Box 1: Yes
You can use sensitivity labels to provide protection settings that include encryption of emails and documents to prevent unauthorized people from accessing this
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data.
Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers to documents that have the label applied.

Box 3: NO

https://docs.microsoft.com/en-us/information-protection/deploy-use/configure-policy-

markings

NEW QUESTION 13

What are two capabilities of Microsoft Defender for Endpoint? Each correct selection presents a complete solution.

NOTE: Each correct selection is worth one point.

A. automated investigation and remediation

B. transport encryption
C. shadow IT detection
D. attack surface reduction

Answer: AD

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft- defender-endpoint? view=0365-worldwide

NEW QUESTION 17
DRAG DROP

Match the Microsoft 365 insider risk management workflow step to the appropriate task.

To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Steps

Action

Investigate

Triage

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Steps
e

| Action

e e e e

NEW QUESTION 22
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer Area

Answer Area

i li
| Triage )

NOTE: Each correct selection is worth one point.

Answer Area

Statements

Review and filter alerts

Create cases in the Case dashboard

Send a reminder of corporate policies to users

Review and filter alerts

Create cases in the Case dashboard

Send a reminder of corporate policies to users

Azure Active Directory (Azure AD) Identity Protection can add users to
groups based on the users'’ risk level.

Azure Active Directory (Azure AD) Identity Protection can detect whether

user credentials were leaked to the public.

Azure Active Directory (Azure AD) Identity Protection can be used to
invoke Multi-Factor Authentication based on a user's risk level.

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

Box 1: No

Box 2: Yes

Leaked Credentials indicates that the user's valid credentials have been leaked.

Box 3: Yes

Multi-Factor Authentication can be required based on conditions, one of which is user risk.

NEW QUESTION 24
You plan to implement a security strategy and place multiple layers of defense throughout a network infrastructure.
Which security methodology does this represent?

A. threat modeling

B. identity as the security perimeter
C. defense in depth

D. the shared responsibility model

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/learn/modules/secure-network-connectivity-azure/2-what-is-defense-in-depth

NEW QUESTION 28

DRAG DROP

Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Services Answer Area

Azure Bastion Provides Network Address Translation (MAT) services

Azure Firewall
Provides secure and seamless Remote Desktop
Metwork secunty group (NSG) connectivity to Azure virtual machines
Provides traffic filtering that can be applied 10 specific
network interfades on a virtual nebwork
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Azure Firewall

Azure Firewall provide Source Network Address Translation and Destination Network Address Translation.

Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly from the Azure portal over TLS.
Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network.

NEW QUESTION 29

DRAG DROP

Match the Microsoft Defender for Office 365 feature to the correct description.

To answer, drag the appropriate feature from the column on the left to its description on the right. Each feature may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Features Answer Area
Threat Explorer Feature Prowides intelligence on prevailing cybersecurity issues
Threat Trackers
Feature Prowvides real-time reports 1o sdentify and analyze recent threats
Anti-phishing protection
Feature Detects impersonation atlemgpts

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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(Frovides real-time reporis to entfy and analyze recent threats

Features Answer Area

T PUPTE IS —

| -T“i'a'_hp_‘mfr - : Anti-phishing protection  yProvides intelligence on prevailing cybersecurity issues
[ Threat Trackers | -

e | | Threat Explorer

PE_Em e me wm ome omm wm wwom L

| Anti-phishing protection | ;

e . ol | Threat Trackers

NEW QUESTION 32
HOTSPOT
Select the answer that correctly completes the sentence.

When users sign in to the Azure portal, they are first

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When users sign in to the Azure portal, they are first

NEW QUESTION 37
HOTSPOT

Detects impersonation attempts

assigned permissions.
authenticated.
authorized.

resolved.

assigned permissions.

authorized.
resolved.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Azure AD ldentity Prolection generates sk detections once a user i authenticated,
Agure AD Identity Protecthon assigns a risk level of Low, Medium, or High to each risk event
A user nsk in Azure AD identity Protection represents the probability that a gnen identity or
account is compromised
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Angwer Arca
Statements Yes No

Azure AD ldentity Prolection génarates sk delections ance a user i authenticatied, 130

Agure AD Identity Protection assigns a risk level of Low, Medium, or High to each rigk event

A user nsk in Arure AD identity Protection represents the probability that & gnen identity or 'L_ i

account is compromised

NEW QUESTION 38

— =
I |

Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit

B. Compliance Manager
C. Content Search

D. Alerts

Answer: C

Explanation:

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full SC-900 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://www.surepassexam.com/SC-900-exam-dumps.html (150 New Questions)

The Content Search tool in the Security & Compliance Center can be used to quickly find email in Exchange mailboxes, documents in SharePoint sites and
OneDrive locations, and instant messaging conversations in Skype for Business.

The first step is to starting using the Content Search tool to choose content locations to search and configure a keyword query to search for specific items.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-for-content?view=0365- worldwide

NEW QUESTION 41

DRAG DROP

Match the types of compliance score actions to the appropriate tasks.

To answer. drag the appropriate action type from the column on the left to its task on the right. Each type may be used once. more than once, or not at all.
NOTE: Each correct match is worth one point.

Compliance score action Argwer Area

Lomectne Acihon Lise encrypbion 10 probect data it nest

Detective
AR ACTEly MOonilod SyFiems 1O identily mmeguilbntes 1Nat meg it repnesent nsks
Preveniatne

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Compliance score action Angwer Area

58 SNENYPhONn 1O protedt data at rest
______________________

___________ Actvely monitod systems (0 identify mmegulantses RSt might represent risks

NEW QUESTION 46
HOTSPOT
Select the answer that correctly completes the sentence.

« is the process of identifying whether a signed-in user can access a specific resource.
Authentication
Authorization
Federation
Single sign-on (550)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text
Description automatically generated

NEW QUESTION 49
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Azure Defender can detect vulnerabilities and threats for Azure Storage, 8] 2
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O O
AZure Security Center can evaluate the security of workloads deployed to AZure or on- 'S o
premises,
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Azure Defender provides security alerts and advanced threat protection for virtual machines, SQL databases, containers, web applications, your network, your
storage, and more

Box 2: Yes

Cloud security posture management (CSPM) is available for free to all Azure users.
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Box 3: Yes
Azure Security Center is a unified infrastructure security management system that strengthens the security posture of your data centers, and provides advanced
threat protection across your hybrid workloads in the cloud - whether they're in Azure or not - as well as on premises.

NEW QUESTION 50
What should you use to ensure that the members of an Azure Active Directory group use
multi-factor authentication (MFA) when they sign in?

A. Azure Active Directory (Azure AD) Identity Protection

B. a conditional access policy

C. Azure role-based access control (Azure RBAC)

D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: B

Explanation:
The recommended way to enable and use Azure AD Multi-Factor Authentication is with Conditional Access policies. Conditional Access lets you create and define
policies that react to sign-in events and that request additional actions before a user is granted access to an application or service.

NEW QUESTION 55
Which three authentication methods does Windows Hello for Business support? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one paint.

A. fingerprint

B. facial recognition
C.PIN

D. email verification
E. security question

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-how-it-works-authentication

NEW QUESTION 57

In the Microsoft Cloud Adoption Framework for Azure, which two phases are addressed before the Ready phase? Each correct answer presents a complete
solution.

NOTE: Each correct selection is worth one point.

A. Plan

B. Manage

C. Adopt

D. Govern

E. Define Strategy

Answer: AE

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/cloud-adoption-framework/overview
NEW QUESTION 58

Which Microsoft 365 feature can you use to restrict communication and the sharing of information between members of two departments at your organization?
A. sensitivity label policies

B. Customer Lockbox

C. information Barriers

D. Privileged Access Management (PAM)

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/information-barriers

NEW QUESTION 60

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point
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Statements Yes No
Security defaults require an Azure Active Directory (Azure AD) Premium license,

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication O
(MFA).

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes Ne
Security defaults require an Azure Active Directory (Azure AD) Premium license, 1O |

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user. ) 10

When Security defaults are enabled, all administrators must use multi-factor authentication 10| O
(MFA). -

NEW QUESTION 64
HOTSPOT
Select the answer that correctly completes the sentence.

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Microsoft Defender for Cloud

Microsoft Sentinel

Microsoft Defender for Cloud Apps can use conditional access policies

to control sessions in real time,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
er for Cloud

Microsoft Defender for Cloud Apps can use conditional access policies

to control sessions in real time.

NEW QUESTION 69

HOTSPOT

Select the answer that correctly completes the sentence.

Applications registered in Azure Active Directory (Azure AD) are associated automatically to a -
guest account.
managed identity.
service principal.
user account.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

When you register an application through the Azure portal, an application object and service principal are automatically created in your home directory or tenant.

NEW QUESTION 70
HOTSPOT
Select the answer that correctly completes the sentence.
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When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
multi-factor authentication (MFA)

will be enabled for all Azure AD users.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

When you enable security defaults in Azure Active Directory (Azure AD),

W

Azure AD Identity Protection
Azure AD Privileged Identity Management (PIM)
Imulti-factor authentication (MFA) |

will be enabled for all Azure AD users.

NEW QUESTION 75

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. O O
Transparency is a key privacy principle of Microsoft. Q Q
Shared responsibility is a key privacy principle of Microsoft. © Q
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. :_D_'. @
Transparency is a key privacy principle of Microsoft. ECE | Q
Shared responsibility is a key privacy principle of Microsoft. O Yo

B —

NEW QUESTION 78
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area
| Templates M 7| track compliance with groupings of controls from a specific regulation or requirement
Assessments
Improvement actions
Solutions
Templates
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

| Templates & ¥ | track compliance with groupings of controls from a specific regulation or requirement

Assessments
|'1'|p| owament actions

Solutions

NEW QUESTION 82
What are three uses of Microsoft Cloud App Security? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. to discover and control the use of shadow IT

B. to provide secure connections to Azure virtual machines

C. to protect sensitive information hosted anywhere in the cloud

D. to provide pass-through authentication to on-premises applications

E. to prevent data leaks to noncompliant apps and limit access to regulated data

Answer: ACE
Explanation:

Reference:
https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps

NEW QUESTION 84
Which two Azure resources can a network security group (NSG) be associated with? Each correct answer presents a complete solution. NOTE: Each correct
selection is worth one point.

A. a network interface

B. an Azure App Service web app
C. avirtual network

D. a virtual network subnet

E. a resource group

Answer: AD
Explanation:

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network. A network security group contains
security rules that allow or deny inbound network traffic to, or outbound network traffic from, several types of Azure resources.

NEW QUESTION 85

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
« 5 a cloud-based selution that leverages on-premises Active Directory signals

Micresoft Cloud App Security to identify, detect, and investigate advanced threats.
Micrasoft Defender for Endpoint
Microsoft Detender for ldentity
mMicrasoft Defender for Office 365

A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Area

« 5 acloud-based solution that leverages on-premises Active Directory signals
Microsoft Cloud App Security to identify, detect, and investigate advanced threats.
Micrgsoft Defender for Endpoint
iMicrosoft Deferder for ldentity !
Microsoft Defender Tor Office 385

NEW QUESTION 90

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes Mo

Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage.
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions.

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure
Or on-premises.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No
Microsoft Defender for Cloud can detect vulnerabilities and threats for Azure Storage. 1 0

Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. 10

Microsoft Defender for Cloud can evaluate the security of workloads deployed to Azure | O |
OF On-premises.

NEW QUESTION 93
What can you use to provide threat detection for Azure SQL Managed Instance?

A. Microsoft Secure Score

B. application security groups
C. Microsoft Defender for Cloud
D. Azure Bastion

Answer: C
NEW QUESTION 98

HOTSPOT
Select the answer that correctly completes the sentence.

Microsoft Sentinel use Azure Logic Apps to automate and orchestrate responses to alerts.
analytic rules
hunting queries
playbooks
workbooks
A. Mastered

B. Not Mastered
Answer: A
Explanation:

playbooks
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 99
HOTSPOT
Select the answer that correctly completes the sentence.
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Answer Area

With Windows Hello for Business, a user's biomeetric data used for authentication

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, letter

Is stored on an external device,

is stored on a local device only.

15 stofed in Azure Active Directory (AZure AD)

s replicated o all the devices designated by the user.

Description automatically generated
Biometrics templates are stored locally on a device. Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for- business/hello-

overview

NEW QUESTION 104

Which two types of resources can be protected by using Azure Firewall? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Azure virtual machines

B. Azure Active Directory (Azure AD) users
C. Microsoft Exchange Online inboxes

D. Azure virtual networks

E. Microsoft SharePoint Online sites

Answer: AD

Explanation:

Firewall is really not directly protecting the Virtual Networks though DDOS would have been ideal for VNETS

NEW QUESTION 107
HOTSPOT

Select the answer that correctly completes the sentence.

Compliance score

¥ meatures a company's progress in compleung actions that help reduce risks

Microsoft Punview comphance portal reports

The Trust Center

- .
TUSE LAGCUMents

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Trust Center

Ti #
TSt LAOCuments

NEW QUESTION 108

¥ mMEextures 3 company s progress in compleung actions that help reduce risks

What can be created in Active Directory Domain Services (AD DS)?

A. line-of-business (106) applications that require modem authentication

B. mob devices
C. computer accounts

D. software as a service (SaaS) applications that require modem authentication

Answer: D

NEW QUESTION 111

Which three authentication methods can be used by Azure Multi-Factor Authentication (MFA)? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. phone call
B. text message (SMS)
C. email verification

D. Microsoft Authenticator app

E. security question

Answer: ABD
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NEW QUESTION 113
HOTSPOT
Select the answer that correctly completes the sentence.

An Azure resource can use a system-assigned to access Azure services,

Azure Active Directory (Azure AD) joined device
managed identity

service principal

user identity

A. Mastered
B. Not Mastered

Answer: A

Explanation:

An AZure resource can use 3 system-assigned to access AZure services,

service principal
user identity

NEW QUESTION 116
What can you use to scan email attachments and forward the attachments to recipients only if the attachments are free from malware?

A. Microsoft Defender for Office 365
B. Microsoft Defender Antivirus

C. Microsoft Defender for Identity

D. Microsoft Defender for Endpoint

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/servicedescriptions/office-365-advanced-threat-protection-service-description

NEW QUESTION 117

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No

Applying system updates increases an organization's secure score in Azure Security Center, 8 2
The secure score in Azure Security Center can evaluate resources across multiple Azure O 3
subscriptions.

Enabling multi-factor authentication (MFA) increases an organization’s secure score in Azure 0 0
Security Center.

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

System updates reduces security vulnerabilities, and provide a more stable environment for end users. Not applying updates leaves unpatched vulnerabilities and
results in environments that are susceptible to attacks.

Box 2: Yes

Box 3: Yes

If you only use a password to authenticate a user, it leaves an attack vector open. With MFA enabled, your accounts are more secure.

NEW QUESTION 120

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
Global administrators are exempt from conditional access policies O O
A conditional access policy can add users to Azure Active Directory (Azure AD) O O
roles
Conditional access policies can force the use of multi-factor authentication O O

(MFA) to access cloud apps

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
P e e P ‘_I
Global administrators are exempt from conditional access policies O O|
A conditional access policy can add users to Azure Active Directory (Azure AD) O ;‘“ ~ ‘I
roles il
Conditional access policies can force the use of multi-factor authentication l_C_) ' O
(MFA) to access cloud apps !

NEW QUESTION 123
You have an Azure subscription that contains a Log Analytics workspace. You need to onboard Microsoft Sentinel.
What should you do first?

A. Create a hunting query.

B. Correlate alerts into incidents.

C. Connect to your security sources.
D. Create a custom detection rule.

Answer: B

NEW QUESTION 125
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