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NEW QUESTION 1
A company is attempting to improve their BYOD policies and restrict access based on certain criteria. The company's subnets are organized by building. Which
attribute should be used in order to gain access based on location?

A. static group assignment
B. IP address
C. device registration status
D. MAC address

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_

NEW QUESTION 2
A Cisco ISE administrator must restrict specific endpoints from accessing the network while in closed mode. The requirement is to have Cisco ISE centrally store
the endpoints to restrict access from. What must be done to accomplish this task''

A. Add each MAC address manually to a blocklist identity group and create a policy denying access
B. Create a logical profile for each device's profile policy and block that via authorization policies.
C. Create a profiling policy for each endpoint with the cdpCacheDeviceld attribute.
D. Add each IP address to a policy denying access.

Answer: B

NEW QUESTION 3
A user changes the status of a device to stolen in the My Devices Portal of Cisco ISE. The device was originally onboarded in the BYOD wireless Portal without a
certificate. The device is found later, but the user cannot re-onboard the device because Cisco ISE assigned the device to the Blocklist endpoint identity group.
What must the user do in the My Devices Portal to resolve this issue?

A. Manually remove the device from the Blocklist endpoint identity group.
B. Change the device state from Stolen to Not Registered.
C. Change the BYOD registration attribute of the device to None.
D. Delete the device, and then re-add the device.

Answer: B

NEW QUESTION 4
Which RADIUS attribute is used to dynamically assign the Inactivity active timer for MAB users from the Cisco ISE node?

A. session timeout
B. idle timeout
C. radius-server timeout
D. termination-action

Answer: B

Explanation: 
When the inactivity timer is enabled, the switch monitors the activity from authenticated endpoints. When the inactivity timer expires, the switch removes the
authenticated session. The inactivity timer for MAB can be statically configured on the switch port, or it can be dynamically assigned using the RADIUS Idle-
Timeout attribute

NEW QUESTION 5
A user is attempting to register a BYOD device to the Cisco ISE deployment, but needs to use the onboarding policy to request a digital certificate and provision
the endpoint. What must be configured to accomplish this task?

A. A native supplicant provisioning policy to redirect them to the BYOD portal for onboarding
B. The Cisco AnyConnect provisioning policy to provision the endpoint for onboarding
C. The BYOD flow to ensure that the endpoint will be provisioned prior to registering
D. The posture provisioning policy to give the endpoint all necessary components prior to registering

Answer: A

NEW QUESTION 6
In a Cisco ISE split deployment model, which load is split between the nodes?

A. AAA
B. network admission
C. log collection
D. device admission

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/install_guide/b_ise_InstallationGuide26.pdf
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NEW QUESTION 7
Which protocol must be allowed for a BYOD device to access the BYOD portal?

A. HTTP
B. SMTP
C. HTTPS
D. SSH

Answer: C

NEW QUESTION 8
What is a requirement for Feed Service to work?

A. TCP port 3080 must be opened between Cisco ISE and the feed server
B. Cisco ISE has a base license.
C. Cisco ISE has access to an internal server to download feed update
D. Cisco ISE has Internet access to download feed update

Answer: C

NEW QUESTION 9
An administrator enables the profiling service for Cisco ISE to use for authorization policies while in closed mode. When the endpoints connect, they receive limited
access so that the profiling probes can gather information and Cisco ISE can assign the correct profiles. They are using the default values within Cisco ISE. but the
devices do not change their access due to the new profile. What is the problem'?

A. In closed mode, profiling does not work unless CDP is enabled.
B. The profiling probes are not able to collect enough information to change the device profile
C. The profiler feed is not downloading new information so the profiler is inactive
D. The default profiler configuration is set to No CoA for the reauthentication setting

Answer: D

NEW QUESTION 10
A security administrator is using Cisco ISE to create a BYOD onboarding solution for all employees who use personal devices on the corporate network. The
administrator generates a Certificate Signing Request and signs the request using an external Certificate Authority server. Which certificate usage option must be
selected when importing the certificate into ISE?

A. RADIUS
B. DLTS
C. Portal
D. Admin

Answer: C

NEW QUESTION 10
When creating a policy within Cisco ISE for network access control, the administrator wants to allow different access restrictions based upon the wireless SSID to
which the device is connecting. Which policy condition must be used in order to accomplish this?

A. Network Access NetworkDeviceName CONTAINS <SSID Name>
B. DEVICE Device Type CONTAINS <SSID Name>
C. Radius Called-Station-ID CONTAINS <SSID Name>
D. Airespace Airespace-Wlan-ld CONTAINS <SSID Name>

Answer: C

Explanation: 
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115734-ise-policies-ssid-00.h

NEW QUESTION 12
Which Cisco ISE deployment model is recommended for an enterprise that has over 50,000 concurrent active endpoints?

A. large deployment with fully distributed nodes running all personas
B. medium deployment with primary and secondary PAN/MnT/pxGrid nodes with shared PSNs
C. medium deployment with primary and secondary PAN/MnT/pxGrid nodes with dedicated PSNs
D. small deployment with one primary and one secondary node running all personas

Answer: C

NEW QUESTION 15
What is a difference between RADIUS and TACACS+?

A. RADIUS uses connection-oriented transport, and TACACS+ uses best-effort delivery.
B. RADIUS offers multiprotocol support, and TACACS+ supports only IP traffic.
C. RADIUS combines authentication and authorization functions, and TACACS+ separates them.
D. RADIUS supports command accounting, and TACACS+ does not.
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Answer: C

NEW QUESTION 17
An engineer is configuring Cisco ISE for guest services They would like to have any unregistered guests redirected to the guest portal for authentication then have
a CoA provide them with full access to the network that is segmented via firewalls Why is the given configuration failing to accomplish this goal?

A. The Guest Flow condition is not in the line that gives access to the quest portal
B. The Network_Access_Authentication_Passed condition will not work with guest services for portal access.
C. The Permit Access result is not set to restricted access in its policy line
D. The Guest Portal and Guest Access policy lines are in the wrong order

Answer: D

NEW QUESTION 21
An engineer is creating a new authorization policy to give the endpoints access to VLAN 310 upon successful authentication The administrator tests the 802.1X
authentication for the endpoint and sees that it is authenticating successfully What must be done to ensure that the endpoint is placed into the correct VLAN?

A. Configure the switchport access vlan 310 command on the switch port
B. Ensure that the security group is not preventing the endpoint from being in VLAN 310
C. Add VLAN 310 in the common tasks of the authorization profile
D. Ensure that the endpoint is using The correct policy set

Answer: C

NEW QUESTION 24
What does the dot1x system-auth-control command do?

A. causes a network access switch not to track 802.1x sessions
B. globally enables 802.1x
C. enables 802.1x on a network access device interface
D. causes a network access switch to track 802.1x sessions

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/XE3-8-0E/15-24E/configuration/guide/xe-380

NEW QUESTION 26
An administrator is configuring sponsored guest access using Cisco ISE Access must be restricted to the sponsor portal to ensure that only necessary employees
can issue sponsored accounts and employees must be classified to do so What must be done to accomplish this task?

A. Configure an identity-based access list in Cisco ISE to restrict the users allowed to login
B. Edit the sponsor portal to only accept members from the selected groups
C. Modify the sponsor groups assigned to reflect the desired user groups
D. Create an authorization rule using the Guest Flow condition to authorize the administrators

Answer: C

NEW QUESTION 28
Which Cisco ISE solution ensures endpoints have the latest version of antivirus updates installed before being allowed access to the corporate network?

A. Threat Services
B. Profiling Services
C. Provisioning Services
D. Posture Services

Answer: D

NEW QUESTION 30
An administrator is adding network devices for a new medical building into Cisco ISE. These devices must be in a network device group that is identifying them as
"Medical Switch" so that the policies can be made separately for the endpoints connecting through them. Which configuration item must be changed in the network
device within Cisco ISE to accomplish this goal?

A. Change the device type to Medical Switch.
B. Change the device profile to Medical Switch.
C. Change the model name to Medical Switch.
D. Change the device location to Medical Switch.

Answer: A

NEW QUESTION 33
An engineer needs to export a file in CSV format, encrypted with the password C1$c0438563935, and contains users currently configured in Cisco ISE. Drag and
drop the steps from the left into the sequence on the right to complete this task.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Graphical user interface, text, application Description automatically generated

NEW QUESTION 34
An ISE administrator must change the inactivity timer for MAB endpoints to terminate the authentication session whenever a switch port that is connected to an IP
phone does not detect packets from the device for 30 minutes. Which action must be taken to accomplish this task?

A. Add the authentication timer reauthenticate server command to the switchport.
B. Add the authentication timer inactivity 3600 command to the switchport.
C. Change the idle-timeout on the Radius server to 3600 seconds for IP Phone endpoints.
D. Configure the session-timeout to be 3600 seconds on Cisco ISE.

Answer: B

NEW QUESTION 35
An engineer deploys Cisco ISE and must configure Active Directory to then use information from Active Directory in an authorization policy. Which two components
must be configured, in addition to Active Directory groups, to achieve this goat? (Choose two )

A. Active Directory External Identity Sources
B. Library Condition for External Identit
C. External Groups
D. Identity Source Sequences
E. LDAP External Identity SourcesE Library Condition for Identity Group: User Identity Group

Answer: AB

NEW QUESTION 37
What service can be enabled on the Cisco ISE node to identity the types of devices connecting to a network?

A. MAB
B. profiling
C. posture
D. central web authentication

Answer: B

NEW QUESTION 38
A network engineer must enforce access control using special tags, without re-engineering the network design. Which feature should be configured to achieve this
in a scalable manner?

A. SGT
B. dACL
C. VLAN
D. RBAC

Answer: A

NEW QUESTION 43
An engineer needs to configure a Cisco ISE server to issue a CoA for endpoints already authenticated to access the network. The CoA option must be enforced on
a session, even if there are multiple active sessions on a port. What must be configured to accomplish this task?

A. the Reauth CoA option in the Cisco ISE system profiling settings enabled
B. an endpoint profiling policy with the No CoA option enabled
C. an endpoint profiling policy with the Port Bounce CoA option enabled
D. the Port Bounce CoA option in the Cisco ISE system profiling settings enabled
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Answer: A

NEW QUESTION 45
An engineer tests Cisco ISE posture services on the network and must configure the compliance module to automatically download and install on endpoints Which
action accomplishes this task for VPN users?

A. Create a Cisco AnyConnect configuration and Client Provisioning policy within Cisco ISE.
B. Configure the compliance module to be downloaded from within the posture policy.
C. Push the compliance module from Cisco FTD prior to attempting posture.
D. Use a compound posture condition to check for the compliance module and download if needed.

Answer: A

NEW QUESTION 48
A network administrator has just added a front desk receptionist account to the Cisco ISE Guest Service sponsor group. Using the Cisco ISE Guest Sponsor
Portal, which guest services can the receptionist provide?

A. Keep track of guest user activities
B. Configure authorization settings for guest users
C. Create and manage guest user accounts
D. Authenticate guest users to Cisco ISE

Answer: C

NEW QUESTION 52
An administrator made changes in Cisco ISE and needs to apply new permissions for endpoints that have already been authenticated by sending a CoA packet to
the network devices. Which IOS command must be configured on the devices to accomplish this goal?

A. aaa server radius dynamic-author
B. authentication command bounce-port
C. authentication command disable-port
D. aaa nas port extended

Answer: A

NEW QUESTION 55
Which two default guest portals are available with Cisco ISE? (Choose two.)

A. visitor
B. WIFI-access
C. self-registered
D. central web authentication
E. sponsored

Answer: CE

NEW QUESTION 56
Which two ports do network devices typically use for CoA? (Choose two)

A. 443
B. 19005
C. 8080
D. 3799
E. 1700

Answer: DE

NEW QUESTION 58
If a user reports a device lost or stolen, which portal should be used to prevent the device from accessing the network while still providing information about why
the device is blocked?

A. Client Provisioning
B. Guest
C. BYOD
D. Blacklist

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/BYOD_Desi The Blacklist identity group is system generated and
maintained by ISE to prevent access to lost or stolen devices. In this design guide, two authorization profiles are used to enforce the permissions for wireless and
wired devices within the Blacklist:

 Blackhole WiFi Access

 Blackhole Wired Access
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NEW QUESTION 61
An organization is implementing Cisco ISE posture services and must ensure that a host-based firewall is in place on every Windows and Mac computer that
attempts to access the network They have multiple vendors’ firewall applications for their devices, so the engineers creating the policies are unable to use a
specific application check in order to validate the posture for this What should be done to enable this type of posture check?

A. Use the file registry condition to ensure that the firewal is installed and running appropriately.
B. Use a compound condition to look for the Windows or Mac native firewall applications.
C. Enable the default rewall condition to check for any vendor rewall application.
D. Enable the default application condition to identify the applications installed and validade the rewall app.

Answer: C

Explanation: 
https://www.youtube.com/watch?v=6Kj8P8Hn7dY&t=109s&ab_channel=CiscoISE-IdentityServicesEngine

NEW QUESTION 66
Which portal is used to customize the settings for a user to log in and download the compliance module?

A. Client Profiling
B. Client Endpoint
C. Client Provisioning
D. Client Guest

Answer: C

NEW QUESTION 70
A network administrator is currently using Cisco ISE to authenticate devices and users via 802 1X There is now a need to also authorize devices and users using
EAP-TLS. Which two additional components must be configured in Cisco ISE to accomplish this'? (Choose two.)

A. Network Device Group
B. Serial Number attribute that maps to a CA Server
C. Common Name attribute that maps to an identity store
D. Certificate Authentication Profile
E. EAP Authorization Profile

Answer: CD

NEW QUESTION 73
A network engineer is configuring Cisco TrustSec and needs to ensure that the Security Group Tag is being transmitted between two devices Where in the Layer 2
frame should this be verified?

A. CMD filed
B. 802.1Q filed
C. Payload
D. 802.1 AE header

Answer: A

Explanation: 
https://www.cisco.com/c/dam/global/en_ca/assets/ciscoconnect/2014/pdfs/policy_defined_segmentation_with_tr (slide 25)

NEW QUESTION 77
Refer to the exhibit.

An organization recently implemented network device administration using Cisco ISE. Upon testing the ability to access all of the required devices, a user in the
Cisco ISE group IT Admins is attempting to login to a device in their organization's finance department but is unable to. What is the problem?

A. The IT training rule is taking precedence over the IT Admins rule.
B. The authorization conditions wrongly allow IT Admins group no access to finance devices.
C. The finance location is not a condition in the policy set.
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D. The authorization policy doesn't correctly grant them access to the finance devices.

Answer: D

NEW QUESTION 80
What are two requirements of generating a single signing in Cisco ISE by using a certificate provisioning portal, without generating a certificate request? (Choose
two )

A. Location the CSV file for the device MAC
B. Select the certificate template
C. Choose the hashing method
D. Enter the common name
E. Enter the IP address of the device

Answer: BD

Explanation: 
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200534-ISE-2-0-Certificate-Provi

NEW QUESTION 81
Which personas can a Cisco ISE node assume'?

A. policy service, gatekeeping, and monitoring
B. administration, policy service, and monitoring
C. administration, policy service, gatekeeping
D. administration, monitoring, and gatekeeping

Answer: B

Explanation: 
https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_dis_deploy.html
The persona or personas of a node determine the services provided by a node. An ISE node can assume any or all of the following personas: Administration,
Policy Service, and Monitoring. The menu options that are available through the administrative user interface are dependent on the role and personas that an ISE
node assumes. See Cisco ISE Nodes and Available Menu Options for more information.

NEW QUESTION 86
A new employee just connected their workstation to a Cisco IP phone. The network administrator wants to ensure that the Cisco IP phone remains online when the
user disconnects their Workstation from the corporate network Which CoA configuration meets this requirement?

A. Port Bounce
B. Reauth
C. NoCoA
D. Disconnect

Answer: C

Explanation: 
https://ciscocustomer.lookbookhq.com/iseguidedjourney/ISE-profiling-design 

NEW QUESTION 88
Which command displays all 802 1X/MAB sessions that are active on the switch ports of a Cisco Catalyst switch?

A. show authentication sessions output
B. Show authentication sessions
C. show authentication sessions interface Gi 1/0/x
D. show authentication sessions interface Gi1/0/x output

Answer: B

NEW QUESTION 93
What must be configured on the Cisco ISE authentication policy for unknown MAC addresses/identities for successful authentication?

A. pass
B. reject
C. drop
D. continue

Answer: D

Explanation: 
https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_id_stores.html

NEW QUESTION 96
An engineer is configuring 802.1X and wants it to be transparent from the users' point of view. The implementation should provide open authentication on the
switch ports while providing strong levels of security for non-authenticated devices. Which deployment mode should be used to achieve this?
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A. closed
B. low-impact
C. open
D. high-impact

Answer: B

Explanation: 
https://www.lookingpoint.com/blog/cisco-ise-wired-802.1x-deployment-monitormode#:~:text=Low%20im

NEW QUESTION 97
The IT manager wants to provide different levels of access to network devices when users authenticate using TACACS+. The company needs specific commands
to be allowed based on the Active Directory group membership of the different roles within the IT department. The solution must minimize the number of objects
created in Cisco ISE. What must be created to accomplish this task?

A. one shell profile and one command set
B. multiple shell profiles and one command set
C. one shell profile and multiple command sets
D. multiple shell profiles and multiple command sets

Answer: C

NEW QUESTION 102
In a standalone Cisco ISE deployment, which two personas are configured on a node? (Choose two )

A. publisher
B. administration
C. primary
D. policy service
E. subscriber

Answer: BD

Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20/b_ise_admin_guide

NEW QUESTION 104
What is needed to configure wireless guest access on the network?

A. endpoint already profiled in ISE
B. WEBAUTH ACL for redirection
C. valid user account in Active Directory
D. Captive Portal Bypass turned on

Answer: D

NEW QUESTION 105
What is the purpose of the ip http server command on a switch?

A. It enables the https server for users for web authentication
B. It enables MAB authentication on the switch
C. It enables the switch to redirect users for web authentication.
D. It enables dot1x authentication on the switch.

Answer: C

NEW QUESTION 106
MacOS users are complaining about having to read through wordy instructions when remediating their workstations to gam access to the network Which alternate
method should be used to tell users how to remediate?

A. URL link
B. message text
C. executable
D. file distribution

Answer: A

Explanation: 
https://www.sciencedirect.com/topics/computer-science/remediation-action

NEW QUESTION 109
Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on AireOS controller?

A. DHCP server
B. static IP tunneling
C. override Interface ACL
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D. AAA override

Answer: D

NEW QUESTION 114
What is the maximum number of PSN nodes supported in a medium-sized deployment?

A. three
B. five
C. two
D. eight

Answer: B

NEW QUESTION 116
An engineer is configuring TACACS+ within Cisco ISE for use with a non-Cisco network device. They need to send special attributes in the Access-Accept
response to ensure that the users are given the appropriate access. What must be configured to accomplish this'?

A. dACLs to enforce the various access policies for the users
B. custom access conditions for defining the different roles
C. shell profiles with custom attributes that define the various roles
D. TACACS+ command sets to provide appropriate access

Answer: C

NEW QUESTION 117
An engineer is using the low-impact mode for a phased deployment of Cisco ISE and is trying to connect to the network prior to authentication. Which access will
be denied in this?

A. HTTP
B. DNS
C. EAP
D. DHCP

Answer: A

NEW QUESTION 121
Refer to the exhibit.

An engineer is configuring a client but cannot authenticate to Cisco ISE During troubleshooting, the show authentication sessions command was issued to display
the authentication status of each port Which command gives additional information to help identify the problem with the authentication?

A. show authentication sessions
B. show authentication sessions Interface Gil/0/1 output
C. show authentication sessions interface Gi1/0/1 details
D. show authentication sessions output

Answer: C

NEW QUESTION 125
What is a difference between TACACS+ and RADIUS in regards to encryption?

A. TACACS+ encrypts only the password, whereas RADIUS encrypts the username and password.
B. TACACS+ encrypts the username and password, whereas RADIUS encrypts only the password.
C. TACACS+ encrypts the password, whereas RADIUS sends the entire packet in clear text.
D. TACACS+ encrypts the entire packet, whereas RADIUS encrypts only the password.

Answer: D

NEW QUESTION 129
A Cisco ISE administrator needs to ensure that guest endpoint registrations are only valid for 1 day. When testing the guest policy flow, the administrator sees that
the Cisco ISE does not delete the endpoint in the Guest Endpoints identity store after one day and allows access to the guest network after that period. Which
configuration is causing this problem?

A. The RADIUS policy set for guest access is set to allow repeated authentication of the same device.
B. The length of access is set to 7 days in the Guest Portal Settings.
C. The Endpoint Purge Policy is set to 30 days for guest devices.
D. The Guest Account Purge Policy is set to 15 days.

Answer: C

NEW QUESTION 132
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An administrator is configuring a switch port for use with 802 1X What must be done so that the port will allow voice and multiple data endpoints?

A. Configure the port with the authentication host-mode multi-auth command
B. Connect the data devices to the port, then attach the phone behind them.
C. Use the command authentication host-mode multi-domain on the port
D. Connect a hub to the switch port to allow multiple devices access after authentication

Answer: A

NEW QUESTION 137
Which default endpoint identity group does an endpoint that does not match any profile in Cisco ISE become a member of?

A. Endpoint
B. unknown
C. blacklist
D. white list
E. profiled

Answer: B

Explanation: 
If you do not have a matching profiling policy, you can assign an unknown profiling policy. The endpoint is therefore profiled as Unknown. The endpoint that does
not match any profile is grouped within the Unknown identity group. The endpoint profiled to the Unknown profile requires that you create a profile with an attribute
or a set of attributes collected for that endpoint.
https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_identities.html

NEW QUESTION 140
Which compliance status is set when a matching posture policy has been defined for that endpomt. but all the mandatory requirements during posture assessment
are not met?

A. unauthorized
B. untrusted
C. non-compliant
D. unknown

Answer: C

NEW QUESTION 145
What gives Cisco ISE an option to scan endpoints for vulnerabilities?

A. authorization policy
B. authentication policy
C. authentication profile
D. authorization profile

Answer: A

NEW QUESTION 150
An administrator adds a new network device to the Cisco ISE configuration to authenticate endpoints to the network. The RADIUS test fails after the administrator
configures all of the settings in Cisco ISE and adds the proper configurations to the switch. What is the issue"?

A. The endpoint profile is showing as "unknown."
B. The endpoint does not have the appropriate credentials for network access.
C. The shared secret is incorrect on the switch or on Cisco ISE.
D. The certificate on the switch is self-signed not a CA-provided certificate.

Answer: B

NEW QUESTION 154
An organization is adding nodes to their Cisco ISE deployment and has two nodes designated as primary and secondary PAN and MnT nodes. The organization
also has four PSNs An administrator is adding two more PSNs to this deployment but is having problems adding one of them What is the problem?

A. The new nodes must be set to primary prior to being added to the deployment
B. The current PAN is only able to track a max of four nodes
C. Only five PSNs are allowed to be in the Cisco ISE cube if configured this way.
D. One of the new nodes must be designated as a pxGrid node

Answer: C

NEW QUESTION 159
When planning for the deployment of Cisco ISE, an organization's security policy dictates that they must use network access authentication via RADIUS. It also
states that the deployment provide an adequate amount of security and visibility for the hosts on the network. Why should the engineer configure MAB in this
situation?

A. The Cisco switches only support MAB.
B. MAB provides the strongest form of authentication available.
C. The devices in the network do not have a supplicant.
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D. MAB provides user authentication.

Answer: C

NEW QUESTION 163
Which statement about configuring certificates for BYOD is true?

A. An Android endpoint uses EST, whereas other operating systems use SCEP for enrollment
B. The SAN field is populated with the end user name.
C. An endpoint certificate is mandatory for the Cisco ISE BYOD
D. The CN field is populated with the endpoint host name

Answer: C

NEW QUESTION 167
Which two external identity stores support EAP-TLS and PEAP-TLS? (Choose two.)

A. Active Directory
B. RADIUS Token
C. Internal Database
D. RSA SecurlD
E. LDAP

Answer: AE

NEW QUESTION 172
Drag the steps to configure a Cisco ISE node as a primary administration node from the left into the correct order on the night.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide
Step 1
Choose Administration > System > Deployment.
The Register button will be disabled initially. To enable this button, you must configure a Primary PAN.
Step 2
Check the check box next to the current node, and click Edit.
Step 3
Click Make Primary
to configure your Primary PAN.
Step 4
Enter data on the General Settings
Step 5
tab.
Click Save to save the node configuration.

NEW QUESTION 174
What is a valid status of an endpoint attribute during the device registration process?

A. block listed
B. pending
C. unknown
D. DenyAccess

Answer: B

NEW QUESTION 176
An engineer is configuring Cisco ISE to reprofile endpoints based only on new requests of INIT-REBOOT and SELECTING message types. Which probe should
be used to accomplish this task?
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A. MMAP
B. DNS
C. DHCP
D. RADIUS

Answer: C

NEW QUESTION 177
What is a characteristic of the UDP protocol?

A. UDP can detect when a server is down.
B. UDP offers best-effort delivery
C. UDP can detect when a server is slow
D. UDP offers information about a non-existent server

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/support/docs/security-vpn/remote-authentication-dial-user-service-radius/13838

NEW QUESTION 180
Which use case validates a change of authorization?

A. An authenticated, wired EAP-capable endpoint is discovered
B. An endpoint profiling policy is changed for authorization policy.
C. An endpoint that is disconnected from the network is discovered
D. Endpoints are created through device registration for the guests

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/security/ise/1-2/user_guide/ise_user_guide/ise_prof_pol.html

NEW QUESTION 184
An engineer is configuring Cisco ISE and needs to dynamically identify the network endpoints and ensure that endpoint access is protected. Which service should
be used to accomplish this task?

A. Profiling
B. Guest access
C. Client provisioning
D. Posture

Answer: A

NEW QUESTION 186
......
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