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NEW QUESTION 1
- (Exam Topic 3)

A newly installed spoke router is configured for DMVPN with the ip mtu 1400 command. Which configuration allows the spoke to use fragmentation with the

maximum negotiated TCP MTU over GRE?

A. ip tcp adjust-mss 1360crypto ipsec fragmentation after-encryption
B. ip tcp adjust-mtu 1360crypto ipsec fragmentation after-encryption
C. ip tcp adjust-mss 1360crypto ipsec fragmentation mtu-discovery
D. ip tcp adjust-mtu 1360crypto ipsec fragmentation mtu-discovery

Answer: A

Explanation:

https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troublesh

NEW QUESTION 2
- (Exam Topic 3)
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Refer to the exhibit An engineer configured NetFlow but cannot receive the flows from R1 Which two configurations resolve the issue? (Choose two )

A)

R1(config)#flow exporter FlowExporter1
R1(config-flow-exporter#destination 10.66.60.66

B)

R4(config #ip access-list extended DDOS
R4(conhig-ext-nacl )5 permit udp any host 10.66.66.66 eq 1090
©)

R3(config)=flow exporter FlowExporteri
R3(config-flow-exporterj=destination 10.66.66.66

D)

R3(config)#ip access-list extended DDOS
R3(config-ext-nacl)s5 permit udp any host 10.66.66.66 eq 1090
E)

R4(config =flow exporter FlowExporter1
R4(config-flow-exporterzdestination 10.66.66.66

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: BE

NEW QUESTION 3
- (Exam Topic 3)
Refer to the exhibit.
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Rl (config
El {confiqg

Flé#show ip route eigrp

q) #ip prefix-list EIGRP seq 10 deny 0.0.0.0/0 le 32
) #ip prefix-list EIGRP seq 20 permit 10.0.0.0/8

Fl(config) #router eigrp 10
Fl(config-router) #distribute-list prefix EIGRP in Ethernet0/0

A prefix list is created to filter routes inbound to an EIGRP process except for network 10 prefixes After the prefix list is applied no network 10 prefixes are visible in
the routing table from EIGRP. Which configuration resolves the issue?

A. ip prefix-list EIGRP seq 20 permit 10.0.0.0/8 ge 9.
B. ip prefix-list EIGRP seq 10 permit 0.0.0.0/0 le 32

C. ip prefix-list EIGRP seq 5 permit 10.0.0.0/8 ge 9 no ip prefix-list EIGRP seq 20 permit 10.0.0.0/8
D. ip prefix-list EIGRP seq 20 permit 10.0.0.0/8 ge 9 ip prefix-list EIGRP seq 10 permit 0.0.0.0/0 le 32

Answer: C

NEW QUESTION 4
- (Exam Topic 3)
Refer to the exhibit.
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(1) RS ()

Customer Edge

The Customer Edge router (AS 65500) wants to use ASC100 as the preferred ISP for all external routes.

Customer Edge
route-map SETLP

zet local-preference 111
!

router bgp 65500

neighbor 192,168.111.1 remote-as 100

neighbor 192.168.111.1 route-map SETLP out

neighbor 192, 168.112.2 remote-as 200

This configuration failed to send routes to AS 100 as the preferred path. Which set of configuration resolves the issue?

route-map SETLP
set local-preference 111
!

reuter bgp 65500

neighbor 152.168.111.1 remote-as 100
neighbor 192.168.111.1 route-map SETLP out

route-map SETLP
set lecal-preference 111
|

router bgp 65500

neighbor 182,168.111.1 remote-as 100
neighbor 192.168.111.1 route-map SETLP in

route-map SETFP

set as-path prepend 111 111
!

router bgp 65500

neighbor 192.168.111.1 remote-as 100
neighbor 182.168.111.1 route-map SETPP out

route-map SETPP

et az-path prepend 100 100

router bgp 65500

neighbor 192.168.111.1 remote-as 100
neighbar 192.168.111.1 route-map SETPP in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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NEW QUESTION 5
- (Exam Topic 3)

What must be configured by the network engineer to circumvent AS_PATH prevention mechanism in IP/VPN Hub and Spoke deployment scenarios?

A. Use allows in and as-override at all Pes.

B. Use allowas in and as-override at the PE-Hub.
C. Use Allowas-in the PE_Hub

D. Use as-override at the PE_Hub

Answer: D

NEW QUESTION 6
- (Exam Topic 3)

An engineer notices that R1 does not hold enough log messages to Identity the root cause during troubleshooting Which command resolves this issue?

A. #logging buffered 4096 critical

B. (config)#logging buffered 16000 informational
C. #logging buffered 16000 critical

D. (config)#logging buffered 4096 informational

Answer: B

NEW QUESTION 7
- (Exam Topic 3)

Acma com Group

RTG-1[confighip vrf CompanyA

RTG- 1jconfig-vrfl@ interface GigakitEthennet 0'0
RTG-1jconfig-i# ip wrf forwerding Company A
RTG-1|config-ife ip addreas 1729622 255255 2550

Refer to the exhibit. An engineer must configure a per VRF for TACACS+ for company A. Which configuration on RTG-1 accomplishes the task?

aaa new-model
aaa group server tacacs+ Tacacscluster

server-private 172.16.1.1 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/0

ip vrf forwarding CompanyA

aaa new-modal
Aaa group server tacacs+ Tacacscluster

server-private 172.16.1.3 port 49 key routing
ip tacacs source-interface GigabitEthernet 0/1

ip vrf forwarding CompanyA

aaa new-modal
aaa group server tacacs+ Tacacscluster

sarver-private 172.16.1.1 port 49 Key routing
ip tacacs source-interface GigabitEthernet 01

ip vrf CompanyA

aaa new-model
aaa group server tacacs+ Tacacscluster

server-private 172.16.1.3 port 49 key routing
ip tacacs source-interface GigabitEtherneat 0/0

ip vif CompanyA

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 8
- (Exam Topic 3)
Refer to the exhibit.
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summary-address 10100 25525500
|

The none area O routers in OSPF still receive more specific routes of 10.1.1.0.10.1.2.0.10.1.3.0 from area 1. Which action resolves the issue?

A. Configure route summarization on OSPF-enabled interfaces.

B. Summarize by using the summary-address 10.1.0.0 255.255.252.0 command.

C. Summarize by using the area range command on ABRs

D. Configure the summary-address 10.1.0.0 255.255.252.0 command under OSPF process.

Answer: C

NEW QUESTION 9
- (Exam Topic 3)

The network administrator must implement IPv6 in the network to allow only devices that not only have registered IP addresses but are also connecting from

assigned locations. Which security feature must be implemented?

A. IPv6 Snooping

B. IPv6 Destination Guard

C. IPv6 Prefix Guard

D. IPv6 Router Advertisement Guard

Answer: A

NEW QUESTION 10
- (Exam Topic 3)

Rifahow Lp Foute
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5] 172.16.25%0.0/20 (90/3072) wia 172.16.2.1, Ldd8hk, ClgabitEtharnabld/L

Rifsho ip route
Gateway of last rescct is not aet

R 172.16.0.0/18 [120/10] wia 192.168.1.1, 00:00:03, GigabitEthernatld/l
L92.168.1.0/24 is variably subsetbed, 2 subnets, 2 =ssks
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C 192 188.3.0/24 is directly connactad, Loopbackl

L 192 168.3.17/32 is directly connsctad, Loopbackl

Rlfshe sunning-config | begin couler aigep
router aigrp 100

retwcck 172.16,250.0 0.0.0.3
rediabribute ip

'

rouker ip

redisteibute aligep 100 matrie 10

network 192 . 168.1.0

ip forward-protocol nd
[
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=atch ip addeass 13
v
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Refer to the exhibit Users from the 192 168.2.0/24 network cannot connect to the 172.16 2 32/28 network Which configuration resolves the issue'?

A)
R4(config)®ip route 0.0.0.0 0.0.0.0 172.16.2.1

B)
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R1(config#route-map REDIST permit 10
R1(config-route-map #match ip address 15

R 1(config-route-map)* set metric 1000 10 255 1 1500
R1(config-route-map @exit

R1(configj® access-list 15 permit 192.168.2.0 0.0.255.255
C)

R1(config-router #router eigrp 100

R1(config-router #redistribute rip

R1(config-router f=default-metric 10000 100 255 100 1500
D)

R1(config Frouter eigrp 100
R1(config-router #network 192.168.0.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
NEW QUESTION 10

- (Exam Topic 3)
Refer to the exhibit.

A network administrator is troubleshooting OSPF adjacency issue by going through the console logs in the router, but due to an overwhelming log message stream
it is impossible to capture the problem Which two commands reduce console log messages to relevant OSPF neighbor problem details so that the issue can be

resolved? (Choose two)

A. debug condition interface

B. debug condition ip

C. debug condition ospf neighbor

D. debug condition session-id ADJCHG
E. debug condition all

Answer: AD

NEW QUESTION 12
- (Exam Topic 3)
What is an MPLS LDP targeted session?

A. session between neighbors that are connected no more than one hop away
B. LDP session established between LSRs by exchanging TCP hello packets
C. label distribution session between non-directly connected neighbors

D. LDP session established by exchanging multicast hello packets

Answer: C

NEW QUESTION 14
- (Exam Topic 3)

Refer to the exhibit Which action resolves the issue?
A. Configure host IP address in access-list 16

B. Configure SNMPv3 on the router

C. Configure SNMP authentication on the router

D. Configure a valid SNMP community string
Answer: D

NEW QUESTION 15
- (Exam Topic 3)
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Rl#show running-config | begin router eigrp RS#tracercute 172.16.3.1

network 172.16.250.0 0.0.0.235
redistribote ospf 1 metric 11111
i

router ospf 1

redistribute sigrp 100 subnets

network 192.168.250.0 0.0.0.255 area 0
'

ip forward-protocel nd

router eigrp 100 Type eacape sequence to abort
network 172 16.250.0 0.0.0.258% Tracing the route te 172.16.3.1
redistribute ospf 1 metric 11111 VRF info: (vrf in name/id, vrf out name/id)
' 1 192.168, 250, 9 66 maec
router ocspf 1 192.168.250. 6 € mseo
redistribute eigrp 100 subnets 152.168.250.9 § maec
network 192.168.250.0 0.0.0.255 area 0 2172.16.2%0.2 33 msec
172.16.250.14 BB msac
Ribshow runn | begin router eigrp 172.16.250.2 11 msec
reuter eigrp 100 LT |

192.168.230.4 f 30

172.16.2350.0 / M
172.16.3.0 / 30

192.168.5.0 /30

162.168.2%0.8 / 30

172.16.2%0.12 [ 30

Refer to the exhibit. An engineer Is troubleshooting a routing loop on the network to reach the 172.16.3.0/16 from the OSPF domain. Which configuration on router

R1 resolves the Issue?
A)

router ospf 1
redistribute eigrp 100 subnets route-map LOOPFILT

route-map LOOPFILT deny 10
match ip address 15

route-map LOOPFILT permit 20
I

access-list 15 permit 172.16.0.0 0.0.255.255
B)

router eigrp 100
redistribute ospf 1 metric 111 1 1 route-map LOOPFILT

route-map LOOPFILT deny 10

match ip address 15
i

;'oute-mup LOOPFILT permit 20
1

access-list 15 permit 172.16.0.0 0.0.255.255
C)

router ospf 1

redistribute eigrp 100 route-map LOOPFILT

!

route-map LOOPFILT deny 10

match ip address 15

!

access-list 15 permit 172.16.0.0 0.0.255.255
D)

router eigrp 100

redistribute ospf 1 metric 11 11 1 route-map LOOPFILT
!

route-map LOOPFILT deny 10

match ip address 15

!

access-list 15 permit 172.16.0.0 0.0.255.255
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 19

- (Exam Topic 3)
Refer to the exhibit.
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A network engineer finds that PC1 is accessing the hotel website to do the booking but fails to make payment. Which action resolves the issue?

A. Allow stub network 10.10.202.168/30 on router R3 OSPF.
B. Decrease the AD to 5 OSPF route 192.168.94.0 on R1.
C. Increase the AD to 200 of static route 192.168.94.0 on R3.
D. Configure a reverse route on R1 for PC1 172.16.1.0/24.

Answer: A

NEW QUESTION 24
- (Exam Topic 3)

What are the two prerequisites to enable BFD on Cisco routers? (Choose two)

A. A supported IP routing protocol must be configured on the participating routers.
B. OSPF Demand Circuit must run BFD on all participating routers.

C. ICMP must be allowed on all participating routers.

D. UDP port 1985 must be allowed on all participating routers.
E. Cisco Express Forwarding and IP Routing must be enabled on all participating routers.

Answer: CE

NEW QUESTION 28
- (Exam Topic 3)

frea 21 LY Aran Z2

Ajaa 0

RI{configl §f reuter oapf 1
Az iconfig=routec)}® area 21 wirpbtusl-link 23.3.3.3

Mijeanfigil poutsr capf 1

"Apr 4 90:23:34_215: YWOSFF-4-EEBRCY: FReceived imvalid packet:
migmatch area ID, from backbone area =ust be wirtuwal-link but not

found foom 192.168.125.5, FasktEthernetd/2
Rd{config-router] § area 21 wirtual-link 2.2.2 3
Rijeanfig-rautar] ) area 7] stub

Refer to the exhibit. A network engineer is troubleshooting a failed link between R2 and R3 No traffic loss is reported from router R5 to HQ Which command fixes

the separated backbone?

A. R2(config-router)#no area 21 stub

B. R2(config_router)#area 21 virtual-link 192.168.125.5
C. R3(config-router)#area 21 virtual-link 192.168.125.5
D. R3(config-router)#no area 21 stub

Answer: D

NEW QUESTION 33
- (Exam Topic 3)
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Rl (config) #interface GigabitEthernet 0/0
Rl (config-if) #ip address 10.10.10.10 255.255.255.252
Rl (config-if)#ospfv3 1 ipvd area 0

R2 (config) #interface GigabitEthernet 0/0

R2 (config-if)#ip address 10.10.10.11 255.255.255.252
R2 (config-if) #ospfv3 10 ipv4d area 0

R2 (config-if) #ospfv3 network broadcast

Refer to the exhibit An engineer is troubleshooting an OSPF adjacency issue between directly connected routers R1 and R2 Which configuration resolves the

issue?
A)

R1(config)#interface GigabitEthernet 0/0
R1(config-if)zospfv3 network broadcast
B)

R2(config#interface GigabitEthernet 0/0
R2(config-if)=ip address 10.10.10.9 255.255.255.252
C)

R1(config)#interface GigabitEthernet 0/0
R1(config-if)zospfvd 10 ipv4 area 0

D)

R2{config)#interface GigabitEthernet 0/0
R2(config-if)¥no ospfvl network broadcast

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 37
- (Exam Topic 3)

Routerhdshow snmp community
Community name: ILMI
Community Index: ILMI

Community SecurityName: ILMI

storage-type: read-only active

Community name: ccnp

Community Index: cocnp Community SecurityName: conp
storage-type: nonvolatile active access-list: 4

RouterA$show ip access-lists

Standard IP asccess list 4
10 permit 172.16.1.1]
0 permit 172.16.2.2
30 permit 172.16.3.3
Extended TP access list BRANCHES

10 permit ip 172.16.4.4 any (95 matches)
20 deny ip any any (395 matches)

Refer to the exhibit The SNMP server with IP address 172.16 4 4 cannot access host router A Which configuration command on router A resolves the issue?

A. snmp-server community ccnp

B. access-list 4 permit 172.16.4.0 0.0.0.3
C. access-list 4 permit host 172.16.4.4
D. snmp-server host 172.16.4.4 ccnp

Answer: D

NEW QUESTION 38
- (Exam Topic 3)
configuration on the hub router meets this requirement?
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A. interface TunnelOtunnel mode gre multipoint
B. interface TunnelO tunnel mode dvmrp

C. interface TunnelO tunnel mode ipsec ipv4

D. interface TunnelO tunnel mode ip

Answer: A

NEW QUESTION 43
- (Exam Topic 3)

A company Is redesigning WAN infrastructure so that all branch sites must communicate via the head office and the head office can directly communicate with
each site independently. The network engineer must configure the head office router by considering zero-touch technology when adding new sites in the same

WAN infrastructure. Which configuration must be applied to the head office router to meet this requirement?

interface Tunnell
tunnel mode ip
ip nhrp map multicast dynamic

interface Tunneld
tunnel mode dvmrp
ip nhrp redirect

interface Tunneld
tunnel mode ip
ip nhrp redirect

interface Tunneld
tunnel mode gre multipoint
ip nhrp map muiticast dynamic

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 46
- (Exam Topic 3)

Rl:
interface Loopbackl

ne ip address

ipvE address 100A:0:100C::1/64
ipvE snable

ipvé cspf 10 area 0

i
interface Loopbackd

no ip addrass

ipvt address J00A:0:400C::1/64
ipvE enable

ipvé cspf 10 area 0

I

intarface Sariall/ 0
noe ip addrasss
ipvt address ABOL:2011:7:100::/64 wui-6d
ipvt enable
ipvE crpl network polnt-to-point
ipvé cspf 10 area 0
ipvé rraffic-filter DENY TELMET Lod in
sorial restart-delay 0 ;
clock cate 64000
i
ipvé router oapf 10
routar-id 1.1.1.1
leg-adjacancy-changas
i
ipvé access-list DENY TELNET LO4

and
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R2:

intarface Locpback(

rno ip addresa
ipwé address 1001 :ABC:2011:7::1/64
ipvé anable
ipvé ospf 10 area 0

]

intarface Seriall/0

no ip addreas

ipwé address ARDL:2011:7:100::/64 eol-64
ipwh anable

ipvé ocapf natwork point-to-point
ipvék ospf 10 area 0

sarial restart-dalay 0

ipvé routsr ospf 10

router-id 2.2.2.2
log-adjacency-changas

and

saquance 20 dany tcp host 100:ABC:2011:7 host 400R:0:400C:: 1 sg telneat parmit ipvé any any
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Rl: R2:
intsrface Loopbackl intarface Loopback(
ne ip address no ip address
ipvE address 100A:0:100C::1/64 ipwé address 1001 :ABC:2011:7::1/64
ipwé anable ipvé anable
ipvé cspf 10 area 0 ipvé ospf 10 area 0
i i
interface Loopbackd intarface Seriall/0
ne ip addrass rno ip address
LPVE OEPL iy ACSE W LPYE OBPI N8CWOIE POLNT=LO-POLLL
1 ipvwh ocapf 10 area O
interface Sariall/0 sarial restart-dalay 0
no ip addrass 1
ipwé address ABDYL:2011:7: 10035 04 wal-64 ipwé rouktesr ompf 10
ipwé anable router-id 2.2.2.2
ipveé oEpf network polint-to-polint log-adjacancy-changan
ipvé ospf 10 arss 0 !
ipwt traffic-filter DENY TELMET Lod in and

sarial restart-delay C
clock rats G4000

L]

ipvé router capf 10
router-id 1.1.1.1
log-adjacency-changes
[

1pvE access-list DENY _TELNET Lo4
pequance 20 deny tep host 100:ABC:Z011:7 host 400A; 0 400C::1 aq telnat parmit ipwE Eey sy
il

ipvé access-list DENY TELMET LO4
saquance 20 dany tcp host 100:ABC:2011:7 host 400R:0:400C:: 1 sg telneat parmit ipvé any any
and

Refer to the exhibit. An engineer implemented an access list on R1 to allow anyone to Telnet except R2 Loopback0 to R1 Loopback4 How must sequence 20 be
replaced on the R1 access list to resolve the issue?

A. sequence 20 permit tcp host 1001 ABC:2011:7:: 1 host 400A:0:400C::1 eq telnet
B. sequence 20 deny tcp host 400A:0:400C::1 host 1001 :ABC:2011:7::1 eq telnet
C. sequence 20 deny tcp host 1001:ABC:2011:7::1 host 400A:0:400C::1 eq telnet
D. sequence 20 permit tcp host 400A:0:400C::1 host 1001ABC:2011:7::1 eq telnet

Answer: C
NEW QUESTION 51

- (Exam Topic 3)
Refer to the exhibit.

@ /1 : /1 FQ} o wi [ YA |
\ \Hj-.u.mu wain| \f:\/ 1011 1 l.!ﬂ.i:. \ \i‘l}/ J

4 L n
1 | sreadnt etended TEINET Wiieinet 101 1
Rameinet 1002 0.4 I.I.I‘:"'n'-'l'rﬂ.u.; rruap Corbech plane oot begs honl 10,0 7 4 ot SO0 5.1 eg feinet tryieg B 11 Cpen
T ; Conerl Plase Trpwg b1 10 <
Tryeg 10241 . Gpen it gl by hest 10,013 hout 0.2 1.4 eg teinet
PRI S ! Lger dgess bl ntion
L e, Vericatan i oo ol | | closs-mag match-ak TELSET - =
match ey provg rame TILNET - I
T Cla mag: TLLMET [malgh-all [ 1 s proug hame HHLNE Lemame
I 4
| Tp— [ padoety, 0 bsyhey | - (T ll_l-'n:' ath
BiE & mesut? pllered sate D000 Bga, diag rate D000 bin TEINET Paswwied
h s TEL! .
Matthe aCtew-prowg rame TELNET Ll
e pofice BO00 condorme-ation [inml epeid JC1on diog:
< Qurtpul Omitted: |

W LR e vty 04

Mylyp 1o AModem Roby AocD Aol Uses Wore Overrum s

*OIVTY M o0 oo
s 1 W0
Y B 0o o
§HTr 00 6o
b4TY ¢ 0 &%

An engineer implemented CoPP to limit Telnet traffic to protect the router CPU. It was noticed that the Telnet traffic did not pass through CoPP Which configuration
resolves the issue?

policy-map COPP
class TELNET :
police 8000 conform-aefion trinsmit oxceed-action transmit

licy-map COPP
class TELNET
pelice 8000 conform-action transmit exceed-action transmit viclate-action drop

ip access.list extended TELNET
poermit tcp host 10.2.2.1 host 10.2.2. 4 eq telnet
parmit tcp host 10.1.1.1 host 10.1.1.3 eq telnet

ip access-list extended TELNET
permit tcp host 10.2.2.4 host 10.2.2 1 eqg telnet
permit tep host 10.1.1.3 host 10.1.1.1 eq telnet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 53
- (Exam Topic 3)
Configure individual VRFs for each customer according to the topology to achieve these goals :

=.

Topology Dagram
- i
i 1 I ! [
I i 1 -':'
. pardosaiy
R1
R1 R2 SWH SW2 SW3a SWa
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R1 R2 SWH sSw2 SW3 SW4

R1 R SW1 SWW2 SWa3 SW4

R1 R2 SWH SW2 SV SWd
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R1 R2 SW1 swa2 sSWw3 W4

Ri1 R2 S swW2 sSwa SW4

R1 R2 SW1 swz2 SW3 SWd
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R1 R2 SW1 SW2 SW3 SW4

R1 R2 SWi1 Sw2 SW3 W4

R1 R2 SW1 SW2 SwW3 SW4
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Ri R2 SW1 SW2 SW3 SW4

R1 R2 SWH1 aW2 SWWa3 SW4

R1 R2 SWi1 SVW2 SWV3 1R )
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R F2 SWh SV S¥V3 SVvd

R R2 SWi1 SW2 SW3 SV
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R1 R2 SW1 SWwz SW3 SWW4

R1 R2 SWi1 sSwW2 SW3 SWe

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-410 dumps!
rJ CEI"tShEI,I"Ed https://www.certshared.com/exam/300-410/ (530 Q&AS)

R1 R SW1 SwW2 SWa SW4

R1 R2 SW1 SW2 SW2 SWd

Culdelines Topology Tasks

Configure individual WRFs for each customer according o

the topology to achieve these goals

1. VRF “cu-red"” has interfaces on routers R1 and R2
Both routars are preconfigured with 1P addressing
VRFs, and BGP. Do not use the BGP network
statement for advartisamant

2. VRF cu-greaen” has interfaces on routers R1 and R2

3. BGP on routar R populatas VRF routas hatwasn
router R1 and R2

4. BGP on router R2 populates VRF routes between
router R1 and R2

2. LAN to LAM 15 reachable betweaan 5W1 and SW3E for
YIRF “cu-resd amd beteeen SW2 and SWA for WIRF

cu-graan”. Al swiadheas are praconfigured

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Solution:

? Use cu-red under interfaces facing SW1 & SWa3:

On R1:

interface Ethernet0/0

ip vrf forwarding cu-red

ip address 192.168.1.254 255.255.255.0

Check reachability to SW1: R1#ping vrf cu-red 192.168.1.1 Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/favg/max = 1/1/1 ms

On R2:

interface Ethernet0/0

ip vrf forwarding cu-red

ip address 192.168.2.254 255.255.255.0

Check reachability to SW3: R2#ping vrf cu-red 192.168.2.1 Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

> Use vrf cu-green for SW2 & SW4:

On R1:

interface Ethernet0/1

ip vrf forwarding cu-green

ip address 192.168.20.254 255.255.255.0

Test reachability to SW2: R1#ping vrf cu-green 192.168.20.1 Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.22.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

On R2:

interface Ethernet0/1

ip vrf forwarding cu-green

ip address 192.168.22.254 255.255.255.0

Test reachability to SW4: R2#ping vrf cu-green 192.168.22.1 Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/1/1 ms

» OnR1:

interface Ethernet0/2.100 mpls ip

|

interface Ethernet0/2.200 mpls ip

!

Configure BGP:

router bgp 65000

neighbor 10.10.10.2 remote-as 65000

neighbor 10.10.20.2 remote-as 65000

!

address-family vpnv4 neighbor 10.10.10.2 activate
neighbor 10.10.20.2 activate exit-address-family

!

address-family ipv4 vrf cu-green redistribute connected
exit-address-family

!

address-family ipv4 vrf cu-red redistribute connected
exit-address-family

!

R1(config)#ip vrf cu-red

R1(config-vrf)#route-target both 65000:100

!

R1(config)#ip vrf cu-green

R1(config-vrf)#route-target both 65000:200

» OnR2:

interface Ethernet0/2.100

mpls ip

!

interface Ethernet0/2.200 mpls ip

!

router bgp 65000

neighbor 10.10.10.1 remote-as 65000

neighbor 10.10.20.1 remote-as 65000

!

address-family vpnv4 neighbor 10.10.10.1 activate
neighbor 10.10.20.1 activate exit-address-family

!

address-family ipv4 vrf cu-green redistribute connected
exit-address-family

!

address-family ipv4 vrf cu-red redistribute connected
exit-address-family R2(config)#ip vrf cu-red
R2(config-vrf)#route-target both 65000:100

!

R2(config)#ip vrf cu-green

R2(config-vrf)#route-target both 65000:200

2 Verification:

From SW1 to SW3: SW1#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/favg/max = 1/1/1 ms
But can’'t Reach SW2 or SW4 in VRF cu-green: SW1#ping 192.168.22.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.22.1, timeout is 2 seconds: U.U.U
Success rate is 0 percent (0/5)
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SW1l#ping 192.168.20.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds: U.U.U
Success rate is 0 percent (0/5)

Same Test for SW2: From SW2 to SW4: SW2#ping 192.168.20.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.20.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

But can't Reach SW3 or SW1 in VRF cu-red: SW2#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds: U.U.U
Success rate is 0 percent (0/5)

SW2#ping 192.168.2.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds: U.U.U
Success rate is 0 percent (0/5)

Both R1 & R2 has separate tables for VRFs cu-red and cu-green.

NEW QUESTION 55

- (Exam Topic 3)
A
LY
A WA
L Py LY
LaEpback
Fogiter AReh o iuil Sugip
Cxadpwedy of Lpnd eepars e ol 1ed
00083 s subreiied 1 subnets
O W0 0 [ SEED) via 200 155 201 2, 09 00 06, FasaEtheme il
== {Canbgeraion of Bpaderf =
(L0 ST LT R
ip BEpess 1009 0.7 208 29% 285 I8
interlate FaviE teraet) 0
ip address 209 065 201 2 235 IS5 255 252
intesfiate F 3l Saretl U
ip addresa 208 §85 200 235 355 145 3455 24
i
PO Eagrg 500
reheok 101000000
nehea DRSNS 20120000
=gy b Connedied via
[}
r '
» i [N
L ax o
]
raracTl I
Sorp M = I
i roule 1022 D IS 255 185 T55 109 1S 200 204

Refer to the exhibit. Not all connected and static routes of router B are received by router A even though EIGRP neighborship is established between the routers.

Which configuration resolves the issue?

A)
router eigrp 100
network 209,165.200.224 0.0.0.7
redistribute static metric 1000 1 255 1 1500
eigrp stub connected

B)

router eigrp 100
network 209.165.200.224 0.0.0.7

C)

router eigrp 100
network 209.165.200.224 0.0.0.31
redistribute static metric 1000 1 255 1 1500

D)
router eigrp 100
network 209.165.200.224 0.0.0.7

redistribute static metric 1000 1 255 1 1500
eigrp stub static

A. Option A
B. Option B
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C. Option C
D. Option D

Answer: D

NEW QUESTION 56
- (Exam Topic 3)

Ri#show ip sla statistics
IPSLAs Latest Operation Statistics
IPSLA opaeration id: 10
Type of operation: locmp-echo
Latest RTT: 24 milliseconds
Latast operation start time: *21:26:43.211 UTC Sat Sep 18 2021
Latest operation return code: OK
Number of successaes: 15
Number of faillures: 0

Operation time to live: Forever

IPSLA oparation id: 20
Type of operation: loemp-echo
Latest RTT: NoConnection/Busy/Timeout
Latest operation start time: *21:26:47.499 UTC Sat Sep 18 2021
Latest operation return code: Mo connection
Number of successes: 128
Number of failures: 459
Oparation tima to live: Forever

Central 407 168.10.1 10.10.10.2 10.10.10.9
nq‘l“p -# 10.004/3 H ) 10.10.10.4
L] ﬂn
oo 0.4,
p 3
& ot 5
[ =]
¥ =
10.10.10.1 %o, - ﬁ-lul.'p
'r".ir‘_‘ﬁ \Gg'
“ 10.0.0.16/30 H Regional
10.10.10.3 10.10.18.%

Refer to me exhibit Traffic from R3 to the central site does not use alternate paths when R3 cannot reach 10 10 10 2 Traffic on R3 destined to R4 takes an
alternate route via 10 10 10.6 when 10 10 10 4 is not accessible from R3 Which configuration switches traffic destined to 10 10 10 2 from R3 on the alternate
path”

A. R3(config)#ip route 192.168.10.1 255.255.265.255 10.10.10.2 track 20
B. R2(config)#ip route 10.10 10 3 255 255.255 255 10.0.0.6

C. R3(config)#track( 20 ip sla 20 reachability

D. R6(config)#ip route 10.10.10 3 255.255.255.255 10.0.0.30

Answer: A
NEW QUESTION 58

- (Exam Topic 3)
Refer to the exhibit.

Cisca DA Center DESIGN  POLICY  PROVISION ASSURANCE  PLATFORM ]
Dashboards - AP Down = Issue [nstance
P1 | AP "APD081.C424.3CE2" went down. Last Occured Jan 9, 2020 7:15 PM

Status: Open v
Filter

Priority = Issue Description AP Up Down Chart
Mete This AP APO0BL.C424.3CE2 is no longer Jan 8, 2020 715 prm Lo Jan 3, 2020 715 pro
Fabri connected to a WLE, This AP was previously
Fabri connected to the switch BLD2-FLR2- |
AP MCCESS and port GigabitCthernet1,/0/14 S00p 1/9 3:00a &0Ca %00a 13:00p 3:00p G00p
Mt & Down - - Mo Data

The AP status from Cisco DNA Center Assurance Dashboard shows some physical connectivity issues from access switch interface G1/0/14. Which command
generates the diagnostic data to resolve the physical connectivity issues?

A. test cable diagnostics tdr interface GigabitEthernet1/0/14

B. Check cable-diagnostics tdr interface GigabitEthernet1/0/14
C. show cable-diagnostics tdr interface GigabitEthernet1/0/14

D. Verify cable-diagnostics tdr interface GigabitEthernet1/0/14

Answer: A
Explanation:

The Time Domain Reflectometer (TDR) feature allows you to determine if a cable is OPEN or SHORT when it is at fault.
To start the TDR test, perform this task:
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Step 1 (Starts the TDR test): test cable-diagnostics tdr {interface {interface-number}}

Step 2 (Displays the TDR test counter information): show cable-diagnostics tdr {interface interface-number}
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/16-
11/configuration_guide/int_hw/b_1611 int and_hw_9600_cg/checking_port_status_and_connectivity pdf
Text, table Description automatically generated

TDR test started on mterface GilA0/14
A TDR test can take a fow seconds to mon on an inrerface
Lise “show cable-diagnostics tdr” wo read the TDE. resulrs.

Wait 10 seconds and then issue the command to show the cable diagnostics rasult;

TR Test last run an! Decemnsr 05 1R:2L0:53
Interfacs Speed Loczl pair Pair lsngth Esmots pair Pair status
GLLIA0S L - L0 Palx & 18 </~ 10 -meters Pair B docmal

Falr 5 1% /= L¥ meters Pair A Moimal

Baiz € 19 &/~ 10 meters Pairc [F Mormal

Exir 3 1% %/~ 13 meters Pair ¢ Mormal

motice that the resclie arz "Marmal® in the above example. Other resulls can be!
+ Qpen: Open ciroadit, Tais means that one (or more) pair has "no pin contact™,
F Short: Shart circuit,

+ lmpedanca Mismatchad: Bad cabla |

NEW QUESTION 63
- (Exam Topic 3)

HG
» I5P (config)# ip wrf EA
I8P (config-vef}# ip vef EB

Fiwd CoPF 100 FO

172 16 100 024
I15F(config-1£)# router ospf 100 vrf EA
18P (config-routec)§ net 172.16.100.0 0.0.0.255 area 0
15P (config-routec)d net 172.16.200,0 0.0.0.255 area 0
ISP (config-router) § axit

ISP (config-if)# routar ospE 200 vef EB

Branch | 18P (config-router)$§ nat 172.16.100.0 0.0,.0.255 area 0
I15F|config-router) § net 172.16.200.0 0.9.0.255 area 0
15F{config-router) § end

17206100 0 172 16 300 07

F{!m

CISPF 200 Fod

Refer to the exhibit. A network engineer is provisioning end-to-end traffic service for two different enterprise networks with these requirements
® The OSPF process must differ between customers on HQ and Branch office routers, and adjacencies should come up instantly.
» The enterprise networks are connected with overlapping networks between HO and a branch office Which configuration meets the requirements for a customer

site?

A)

ISP{config@int 130

ISP (contig-®)=ip vrf forwarding EA
ISP(config-f)¥description TO->EA2_Branch
ISP(config-f)=ip address 172.,16.200.2 255.255.255.0
ISP(config-f)®#no shut

B)

ISP{configisint 12/0

ISPconfig-#ip viT forwarding EA

ISP |config-fj=description TO->EA1_HQ
ISP(config-f)¥ip address 172.16.100.2 255.255.255.0
ISP{config-fjzno shut

C)

ISP{config-vri)#int 10/0

ISP{config-fi=p vrf forwarding EB
ISP|config-#=description TO>EB1_HQ
ISP(config-if)mip add 172.16.100.2 255.255.255.0
ISP{config-f=no shut

D)

ISP(config-f)=int 11/0

ISP{config-4#ip vrf forwarding EA
ISP(config-Nedescription TO>EA2_Branch
ISF|config-#=ip add 172.16.200.2 255.255.255.0
ISP{config-f)"no shul

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
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NEW QUESTION 66

- (Exam Topic 3)

Refer to the exhibit.

R2(configiintturs
[*Jun 23 00:42:06.179 %LINEPROTO-5-UPDOVYM. Line protocol on
Interface Tunnell, changed state to down

|R2{config-if)# ip address 192.168,12.2 265.256.255.0
|R2|config-if)# tunnel souree lo0

|R2{config-if)# tunnel destination 10.255.255.1

!'Jun 23004215845 %HLINEPROTO-5-LIPDOVYN; Line profocal on
[Interface Tunneld, changed stale to up

|R2{config-if)# router eigrp E
|R2|config-router)d address-family Ipvd autonomous-system 1
R2{config-router-af)# net 192,168.12.2 0.0.0.0

[*Jum 23 00:43:05.7 30 %DUAL-5-NERCHANGE: EIGRP-IFv4 1. Neighbor
(192 166,72, 1 (Tunneld) is up: new adjacency

[* Jun 23 00:43:05.993. %ADJ-5-FARENT. Midchain parent maintenancs
[for IP midchain out of Tunneld - loped chain attempting to stack

[*Jun 23 00:43:15.193 % TUN-5-RECURDOWHN: Tunnel] temporarily
|disabled due 1o recursive routing

[*Jun 23 00:43:15.193: %LINEPROTO-5-UPDOWN: Line protocol on
(Interface Tunnel0, changed stale to down

An administrator is configuring a GRE tunnel to establish an EIGRP neighbor to a remote router. The other tunnel endpoint is already configured. After applying the
configuration as shown, the tunnel started flapping. Which action resolves the issue?

A. Modify the network command to use the TunnelO interface netmask

B. Advertise the LoopbackO interface from R2 across the tunnel

C. Stop sending a route matching the tunnel destination across the tunnel

D. Readdress the IP network on the TunnelO on both routers using the /31 netmask

Answer: C
Explanation:

In this question we are advertising the tunnel IP address 192.168.12.2 to the other side. When other end receives the EIGRP advertisement, it realizes it can reach
the other side of the tunnel via EIGRP. In other words, it reaches the tunnel destination through the tunnel itself -> This causes “recursive
routing” error.

Note: In order to avoid this error, do not advertise the tunnel destination IP address on the tunnel interface to other side.
Good recursive routing reference: https://networklessons.com/cisco/ccie-routing-switching/gretunnel- recursive-routing-error

NEW QUESTION 67

- (Exam Topic 3)

A company is expanding business by opening 35 branches over the Internet. A network engineer must configure DMVPN at the branch routers to connect with the
hub router and allow NHRP to add spoke routers securely to the multicast NHRP mappings automatically Which configuration meets this requirement at the hub

router?
A}

interface Tunneld

Ip address 10.0.0.1 255 255 2550
'p nhrp authentication KEY 1
pnhrp nhs dynamic

ip nhrp network-id 10

tunnel mode mgre auto

B)

imterface Tunnell
Ip address 10.0.0 1 255 255 258 g
P nhrp authentication KEY 1
ip nhrp registration no-unigue
ip nhrp network-id 10
tunnel mode gre nmba

)

imMerface TunnelD
ip address 10.0.0.1 255 25% 258 o
ip nhrp authentication KEY1
ip nhrp map multicast dynamic
Ip nhrp network-id 10
tunnel mode gre multipoint

)

interface Tunneld

ip address 10.0.0.1 255 255 255 0
Ip nhrp authentication KEY1

ip nhrp map multicast 224 0.0.0
ip nhrp network-id 10
tunnel mode gre ipvd

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: C

Explanation:
The command “ip nhrp map multicast dynamic” allows NHRP to automatically add spoke routers to the multicast NHRP mappings.
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NEW QUESTION 68
- (Exam Topic 3)

AS 1000

o

(.10) (30

Internet Cloud

192.168.101.0v24 192.168.102.0/24

192.168.1.0/24 192.168.2.0/24

AS 64555

L9
R

Customer Edge

Refer lo Ihe exhibit. The Customer Edge rouler wants to use AS 100 as the preferred ISP for all external routes and ISP-2 as a backup.

Customer-Edge

route-map SETAS
set as-path prepend 111
!

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS in

After this configuration, all the backup routes have disappeared from the BGP table on the Customer Edge router. Which set of configurations resolves the issue

on the Customer Edge router?
A)

route-map SETAS

set as-path prepend 111
I

router bgp 64555
neighbor 192.168.2.2 remote-as 100
neighbor 192.168.1.1 remote-as 200
neighbor 192.168.1.1 route-map SETAS in
B)
route-map SETAS
set as-path prepend 200
i

router bgp 64555
neighbor 192.168.1.1 remote-as 100
neighbor 182.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS in
C)
route-map SETAS
set as-path prepend 200
|

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS out

D)

route-map SETAS
set as-path prepend 111
1

router bgp 64555

neighbor 192.168.1.1 remote-as 100
neighbor 192.168.2.2 remote-as 200
neighbor 192.168.2.2 route-map SETAS out

A. Option A
B. Option B
C. Option C
D. Option D
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Answer: C

NEW QUESTION 69
- (Exam Topic 3)
Refer to the exhibit.

ip prefix-list DMZ-STATIC seq 5 permit 10.1.1.0/24
!
route-map DMZ permit 10
match ip addresss prefix-list DMZ-STATIC
I
router ospf 1
network 0.0.0.0 0.0.0.0 area 0

redistribute static route-map DMZ
I

ip route 10.1.1.0 255.255.255.0 10.20.20.1

The static route is not present in the routing table of an adjacent OSPF neighbor router. Which action resolves the issue?

A. Configure the next hop of 10.20.20.1 in the prefix list DMZ-STATIC

B. Configure the next-hop interface at the end of the static router for it to get redistributed
C. Configure a permit 20 statement to the route map to redistribute the static route

D. Configure the subnets keyword in the redistribution command

Answer: D

NEW QUESTION 71
- (Exam Topic 3)

10.255.235.1/32 10.255.235.3/32

-

Y 172 SOTR
i&’ 10.0.12.0124 ‘I’ 10,0.23.0/24 ‘:’:y

PEl# show run | sec router bgp

router bgp 65000

log—neighbor-—chang
iR | ] &lw) . .'..':'.."':'.' e Ce-as "'.. LI

neighbor 10.255.255.3 update-source Loopback(

I.'.' L m= I

El#é dsbug ip top transastions

Elf desbug ip Lomp

Refer to the exhibit. The administrator is troubleshooting a BGP peering between PE1 and PES3 that is unable to establish Which action resolves the issue?

A. P2 must have a route to PE3 to establish a BGP session to PE1

B. Disable sending ICMP unreachables on P2 to allow PEL1 to establish a session with PE3

C. Ensure that the PE3 loopback address is used as a source for BGP peering to PE1

D. Remove the traffic filtering rules on P2 blocking the BGP communication between PE1 and PE3

Answer: C

NEW QUESTION 75

- (Exam Topic 3)

A customer requested a GRE tunnel through the provider network between two customer sites using loopback to hide internal networks. Which configuration on R2
establishes the tunnel with R1?

A. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1400R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 192.168.20.1 R2(config-if)# tunnel destination 192.168.10.1

B. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1400R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 10.10.2.2R2(config-if)# tunnel destination 10.10.1.1

C. R2(config)# interface Tunnel 1R2(config-if)# ip address 172.20.1.2 255.255.255.0 R2(config-if)# ip mtu 1500R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 192.168.20.1 R2(config-if)# tunnel destination 10.10.1.1

D. R2(config)# interface Tunnel 1R2(config-if}# ip address 172.20.1.2 255.255.255.0 R2(config-if)}# ip mtu 1500R2(config-if)# ip tcp adjust-mss 1360 R2(config-if)#
tunnel source 10.10.2.2 R2(config-if)# tunnel destination 10.10.1.1

Answer: D

NEW QUESTION 78
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- (Exam Topic 3)
Which two solutions are used to overcome a flapping link that causes a frequent label binding exchange between MPLS routers? (Choose two)

A. Create link dampening on links to protect the session.
B. Increase input queue on links to protect the session.
C. Create targeted hellos to protect the session.

D. Increase a hold-timer to protect the session.

E. Increase a session delay to protect the session.

Answer: AC

Explanation:

To avoid having to rebuild the LDP session altogether, you can protect it. When the LDP session between two directly connected LSRs is protected, a targeted
LDP session is built between the two LSRs. When the directly connected link does go down between the two LSRs, the targeted LDP session is kept up as long as
an alternative path exists between the two LSRs.

For the protection to work, you need to enable it on both the LSRs. If this is not possible, you can enable it on one LSR, and the other LSR can accept the targeted
LDP Hellos by configuring the command mpls Idp discovery targeted-hello accept.

Reference: https://www.ccexpert.us/mpls-network/mpls-ldp-session-protection.html Or from the reference

at https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2019/pdf/5eU6DfQV/TECMPL-3201.pdf

Troubleshooting LDP Issues

Problem:

I. When a link flaps (for a short time),

... Solution:

+ When LDP session supported by link hello is setup, create a targeted hello to protect the session.

NEW QUESTION 80
- (Exam Topic 3)
What are the two reasons for RD and VPNv4 addresses in an MPLS Layer 3 VPN? (Choose two.)

A. RD is prepended to each prefix to make routes unique.

B. VPN RT communities are used to identify customer unigue routes.

C. When the PE redistributes customer routes into MP-BGP, they must be unique.
D. They are on a CE device to use for static configuration.

E. They are used for a BGP session with the CE device.

Answer: AC

NEW QUESTION 82
- (Exam Topic 3)
Which IPv6 feature enables a device to reject traffic when it is originated from an address that is not stored in the device binding table?

A. IPv6 Snooping

B. IPv6 Source Guard
C. IPv6 DAD Proxy
D. IPv6 RA Guard

Answer: B
Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-3s/ip6f-xe-3s-book/ip6-src-guar

NEW QUESTION 85
- (Exam Topic 3)
Refer to the exhibit.

Contiguration Quiput

233 nEw-model

B4 Qroup Server tacacs+ admik

Server name admin

|

ip lacacs source-inledace GgabdEthamell

daa authentication login admin group (acacs+ lcal enabie
AA3 Se55000-1d common

|

aCacs server admin

address ip 1011156

key T OVIS0F1GSEVCOTOZD

|
lime iy O 4

login authentication admin

Pebug Output:
Oct 22 1238 57 587 AAABIND(OOO0001A) Bing i

¢ 12 .38 97 387, RAARLITHENLOGIN (0000001 A) FICK method kst "admin
Ot 22 1238 57 587 ARAJAUTHE NENABLE(DOODD01A) Processing request action LOGIN
Oct 22 123857 587 ARASALTHENENABLE(OOOO001A) Done status GET _PASSWORD
Oct 22 12,3902 327, AAAAUTHENENABLE(DDOOC01A) Processing request action LOGIN
it 22 12:3902 327 AAAALUTHENENABLE(OOO0001A) Done status FAIL - bad password

An administrator configured a Cisco router for TACACS authentication, but the router is using the local enable password instead Which action resolves the issue?
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A. Configure the aaa authentication login admin group admin local enable command instead.

B. Configure the aaa authentication login admin group tacacs* local enable none command instead.

C. Configure the aaa authentication login admin group tacacs* local if-authenticated command instead.
D. Configure the aaa authentication login default group admin local if-authenticated command instead.

Answer: C

NEW QUESTION 88
- (Exam Topic 3)
Refer to the exhibit.

Mo exponior EXPORTER-1 |
chashnabon 172 16810 2 |
Bapart-pratoool reslfiow.-ve

transport udp &

[ZET

flow reacord wd M1
match ipvd fos
ety ipvd Db |
naich ipvd souwce address
natch ipv4 destinabon address
1
i

TRl Disardgeont SO0 Cg- Dot
il
nlled counter bylas long

il counled packals long

|

e mionidor FLOW MONITOR |
record wd

rarEgort ches inalicn-port

b licR GagabiiE ihwmet 04

Ip address 1P 166 2 255 255 255 0

ip Moy monalior FLOW-MOMNITOR -1 inp 1
|

An engineer configured NetFlow to capture traffic information through the router, but it iOS not working as expected. Which action captures the flow information
from this router to the collector?

A. Change the interface configuration FLOW-MONITOR-1 from input to output.
B. Configure a flow exporter under flow FLOW-MONITOR-1.

C. Configure more than one flow exporter destination addresses.

D. Change the flow exporter transport protocol from UDP to TCP

Answer: B
NEW QUESTION 89

- (Exam Topic 3)
Refer to the exhibit.

r\.f‘l
20

B

192.1.10.0/24

u

.l-'r.; =00 el fl‘
_C}l-jg,l.zlu-"E“

¥ R2 * RS

192.1.30.0/24

A
o

> R3

An engineer must configure DMVPN Phase 3 hub-and-spoke topology to enable a spoke-to-spoke tunnel. Which NHRP configuration meets the requirement on
R6?
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Interface Tunnal 1

ip address 192,168,1.1 255.255.255.0
tunnel source e 0/0°

tunnel mode gre multipoint

ip nhrp network-id 1

interface Tunnell

ip nhrp authentication Cisco123
ip nhrp map multicast dynamic
ip nhrp network-id 1

ip nhrp holdtime 300

ip nhrp rediract

interface Tunnel1

ip nhrp authentication Cisco123
ip nhrp map multicast dynamic
ip nhrp network-id 1

ip nhrp holdtime 300

ip nhrp shortcut

Interface Tunne! 1

ip address 192,168.1.1 285.255.255.0
tunnel source = 0N

tunnel mode gre multipeint

ip nhrp network-id 1

ip nhrp map 192.168.1.2 192.1.20.2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 94
- (Exam Topic 3)

IQuUTerD SiQIp 1
variance I

Rl#show ip eigzrp topology 172.16.100.5 255.255,.2358.255%
IP-EIGRF (RS 1): Topology encry for 172.16.100.3/732
State ir Fasrive, Cuery origin flag is 1, 1 Svccesscxzis), FD ix 409600
Rourting Descriptor Blocks:
10.4.1.5% (Echernetl/0), from 10.4.1.5, Send flag i1a Ox0
Coxpomice mecrric is (40%600/128256)., Rouce im Internal
Vector metrio:r
Minircue bandwideh is 10000 Kbim
Totml delay is 000 microseconds
Reliability is 255/255
Load is 17255
Minimuom MIU ia 1500
Hop count im 1
10.3.1.6 (Serial3/0), frem 10.3.1.6, Send flag 1a OmD
Composite metric i1s (433200/409%600). Route is Internal
Vactor matric:
Himisus bandwidth 13 10000 KS1T
Total delay i1a 7000 microseconds

Ealiabilicy i3 3557355

Load is 1/233

Minimum MIU is 1500

Hep count is 1

10.3.1.¢ (Seriall/0), frem 10.3.1.4, Send flag Lis OxD

Coxposice metric 1s (433200/409€00),. Route is Internal
Vector metric:

Hinlimumn bandwidth i3 10000 Fbit

Total delay 13 7000 microssconds

Reliabilicy is 255/255

Load is 1/255

Mimimuen MIU 18 1500

op count is 2

Refer to the exhibit. A network engineer troubleshooting a packet drop problem for the host 172.16.100.5 notices that only one link is used and installed on the
routing table, which saturates the bandwidth. Which action must the engineer take to resolve the high bandwidth utilization problem and share the traffic toward

this host between the two available links?
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A. Set the eigrp variance equal to 4 to install a second route with a metric not larger than 4 times of the best metric.
B. Change the EIGRP delay metric to meet the feasibility condition.

C. Set the eigrp variance equal to 3 to install a second route with a metric not larger than 3 times of the best metric.
D. Disable the eigrp split horizon loop protection mechanism.

Answer: B

NEW QUESTION 95
- (Exam Topic 3)
Refer to the exhibit.

Eléish ip routs

10.0,0.0/8 is variably =ubnetted, 3 subnets, 1 masks

[ 10.1.2.0/24 [90/409600] wvia 10.1.100.10, 00:08:45,
FaztEthernet(/

10.1.1.0/24 [90/409€00]) wvia 10.1.100.10, 00:02:45,

10,1.100.0/24 1= directly connected, FastEtherneti/

Although summarization is configured for R1 to receive 10.0.0.0/8. more specific routes are received by R1. How should the 10.0.0.0/8 summary route be received

from the neighbor, attached to R1 via Fast Ethernet0/0 interface?

A. R1 should configure the ip summary-address eigrp <AS number> 10.0.0.0.255.0.0.0 command under the Fast Ethernet 0/0 interface.

B. The summarization condition is not met Router 10 1 100.10 requires a route for 10 0.0.0/8 that points to null O
C. The summarization condition is not me
D. The network 10.1.100.0/24 should be changed to 172.16.0.0/24.

E. R1 should configure the ip summary-address eigrp <AS number> 10.0.0.0 0.0.0.255 command under the Fast Ethernet 0/0 interface.

Answer: D

NEW QUESTION 98
- (Exam Topic 3)
Refer to the exhibit.

sairmn podey 1
SutheEnBCAbon pre-S0ane

cripio isalomp key cisopd T address 00 0 {
]

crygio ipsed iransform. st frans? esp-oes e3p-maS-hmac

A network administrator must configure DMVPN tunnels between the hub and spoke with dynamic spoke-to-spoke tunnel capabilities using EIGRP. Which tunnel

interface command must the network administrator configure to establish an EIGRP peer?

A. no ip next-hop-self eigrp 1
B. ip next-hop-self eigrp 1

C. no Ip nhrp ntxt-hop-self
D. ip nhrp next-hop-self

Answer: C

NEW QUESTION 99
- (Exam Topic 3)
Refer to the exhibit.
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EIGRPF 10

OSPF 10

===

192.168.10.0/24
192.168.20.0/24
192 168.30.0/24
192 168 40.0/24

Ty E—

[ (2]

An engineer must redistribute networks 192.168.10.0/24 and 192.168.20.0/24 into OSPF from EIGRP. where the metric must be added when traversing through
multiple hops to start an external route of 20 The engineer notices that the external metric is fixed and does not add at each hop. Which configuration resolves the
issue?

R2(configifaccesslist 10 paimit 192_168.10.0 0.0.0.255
R2(config)faccess-list 10'pormit 192.168.20.0 0,0,0.255
[

R2(config#route-map RD permit 10
R2{config-route-map imatch ip address 10
R2{config-routa-map j#set metric 20
R2[confij-route-map iset metric-type type-2

F2{configj@router ospl 10
R2(config-routes #redistribute eigrp 10 subnets routs-map RD

R2iconfig#access-list 10 permit 192.168.10.0 0,0.0.255
R2{configi#access-list 10 permit 192.168.20.0 0.0.0.255
]

R2[config)#route-map RD permit 10

R confg-route-map #match ip address 10
B2 (config-route-map j#eaet metric 20
FR2{config-route-map J#set metric-typa type-1
I

R [configErouter ospl 10
R2{config-router Wredistribule eigrp 10 subnets route-map RD

R1{conlig#accesddist 10 pormit 192.168.10.0 0.0.0.255
R1{config)#access.list 10 perimit 192.168.20.0 0,0.0.255
|

R1{config)#route-map RO permit 10

R 1{config-route-map J#match ip address 10
R1jconfig-route-map#set metric 20 B
R1{config-route-map j#set metric-type '-‘\rp&j
I

R1{config#router ospf 10
R1{config-routerFredistribute eigrp 10 subnets routa-map RD

R1configifaccess-list 10 permit 192.168.10.0 0.0.0.255
R1[configj#access.list 10 permit 182.168.20.0 0.0,0.255
I

R1[config j#route-map RD permit 10
R1{config-route-map #match ip address 10
R1{config-route-map #set metric 20
Rijconfig-route-map#set metric-type type-2
|

R1{configi#router ospf 10
R 1{config-router jRredistribute eigrp 10 subnets route-map RD

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 104
- (Exam Topic 3)

Flé¢show time-range

time-range entry: timer (actiwve)
periodic weekend 9:00 to 17:00
used in: IP ACL entry
used in: IP ACL entry

Rlé#¢show ip access-list interface gig0/0

Extended IP access list NO Internet in
10 deny tcp any any g www time-range timer (actiwve)
20 deny tep any any eg 443 time-range timer (actiwve)
30 permit ip any any
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Refer to the exhibit. Users on a call center report that they cannot browse the internet on Saturdays during the afternoon. Which configuration resolves the issue?
A)

interface gig0/0

ip access-group NO_Internet out

B)

ip access-list extended NO_Internet
15 permit tcp any any eq www

C)

no time-range timer

D)

time-range timer
no periodic weekend 9:00 to 17:00
periodic weekend 17:00 to 23:59

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 107
- (Exam Topic 3)
Refer to the exhibit.

B2 show ip ospf neighbor

Nalighbor 1D Pri Stata Dead Timo Addross Intarfacn
192 .168.99.2 1 EXCHANGE /S - 00:00:36 192 . 168.99.1 Serial0d/]
router-6#

B3l show ip ospf neighbor

Nelghbor ID Pri State Dead T3 mae Addraess Interface
192 .168.99.1 1 EXSTARTS - 00:00:33 192.168 .99 .2 Serialo/l
192.168.99.1/30 192.168.99.2/30

soM T s0/4
: S e

G0/0
10.1.11.1/30

10.1.11.2/30
G0/0

An OSPF neighbor relationship between R2 and R3 is showing stuck in EXCHANGE/EXSTART state. The neighbor is established between R1 and R2. The
network engineer can ping from R2 to R3 and vice versa, but the neighbor is still down. Which action resolves the issue?

A. Restore the Layer 2/Layer 3 conectivity issue in the ISP network.
B. Match MTU on both router interfaces or ignore MTU.

C. Administrative "shut then no shut" both router interfaces.

D. Enable OSPF on the interface, which is required.
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Answer: B

Explanation:

After two OSPF neighboring routers establish bi-directional communication and complete DR/BDR election (on multi-access networks), the routers transition to the
exstart state. In this state, the

neighboring routers establish a master/slave relationship and determine the initial database descriptor (DBD) sequence number to use while exchanging DBD
packets.

Neighbors Stuck in Exstart/Exchange State

The problem occurs most frequently when attempting to run OSPF between a Cisco router and another vendor’s router. The problem occurs when the maximum
transmission unit (MTU) settings for neighboring router interfaces don’t match. If the router with the higher MTU sends a packet larger that the MTU set on the
neighboring router, the neighboring router ignores the packet.

NEW QUESTION 112
- (Exam Topic 3)
Refer to the exhibit.

% eop 7 24 a0i0 eory 200-1.1.0724 o5
R

10.1.1.0:24 10.2.1.0/24

10.1.2.0/24 == 10.2.2.0/24
An engineer must configure a LAN-to-LAN IPsec VPN between R1 and the remote router. Which IPsec Phase 1 configuration must the engineer use for the local
router?

A. crypto isakmp policy 5authentication pre-share encryption 3deshash sha group 2!crypto isakmp key cisco123 address 200.1.1.3

B. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5 group 2!crypto isakmp key cisco123 address 200.1.1.3
C. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5 group 2!crypto isakmp key cisco123 address 199.1.1.1
D. crypto isakmp policy 5 authentication pre-share encryption 3deshash md5group 2!crypto isakmp key cisco123! address 199.1.1.1

Answer: A

Explanation:

In the “crypto isakmp key ... address " command, the address must be of the IP address of the other end (which is 200.1.1.3 in this case) so Option A and Option B
are correct. The difference between these two options are in the hash SHA or MD5 method but both of them can be used although SHA is better than MD5 so we
choose Option A the best answer.

Note: Cisco no longer recommends using 3DES, MD5 and DH groups 1, 2 and 5.

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_imgmt/configuration/xe-16- 5/sec-ipsec-management-xe-16-5-book/sec-ipsec-usability-
enhance.html

NEW QUESTION 114
- (Exam Topic 3)

enabla secret 5 <password=

username cisco privilege 15 secrel 5 <password>
username oparalor password T =password=

ire wiy O 4

session-tmeout 240

password 7 <password>

transpor ingut telnsat

Refer to the exhibit. The authentication is not working as desired and the user drops into user-exec mode. Which configuration resolves the issue?

a3a new-model
aaa authentication login default local
aaa authorization exec default local

lime viy 0 4
legin authentication default
authorization exec default

aaa new-model

asa authentication login default local
aaa authorization priv default 15

lime vty 04

legin authentication default
authorization exec privls

a3y new-model

aaa authentication lagin local
aaa authorization exec local

]

lime vty 0 4
legin authentication local
autherization exec default

a3aa new-model

aaa authentication comman-id default local
Aaa authorization exec default local

1

ling viy0 4
legin authentication default
authorization exec default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 117
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- (Exam Topic 3)
Refer to the exhibit.
snmp-server community Public RO 90
snmp-server community Private RW 90
R1#show access-list 90
Standard |IP access list 90
permit 10.11.110.11
permit 10.11.111.12

MNov 6 06:45:11; %SNMP-3-AUTHFAIL: Authentication failure for SNMP req from host
10.11.110.12
MNov 6 06:45:12; %SNMP-3-AUTHFAIL: Authentication failure for SNMP req from host
10.11.110.12

A network administrator notices these console messages from host 10.11.110.12 originating from interface E1/0. The administrator considers this an unauthorized
attempt to access SNMP on R1. Which action prevents the attempts to reach R1 E1/0?

A. Configure I0S control plane protection using ACL 90 on interface E1/0

B. Configure I0S management plane protection using ACL 90 on interface E1/0

C. Create an inbound ACL on interface E1/0 to deny SNMP from host 10.11.110.12
D. Add a permit statement including the host 10.11.110.12 into ACL 90

Answer: C

NEW QUESTION 119

- (Exam Topic 3)

The network administrator is tasked to configure R1 to authenticate telnet connections based on Cisco ISE using RADIUS. ISE has been configured with an IP
address of 192.168.1.5 and with a network device pointing towards R1 (192.168.1.1) with a shared secret password of Ciscol123. If ISE is down, the administrator
should be able to connect using the local database with a username and password combination of admin/cisco123.

The administrator has configured the following on R1:

aaa new-model
[}

username admin password cisco123
I

radius server ISE1
address ipv4 192.168.1.5
key Cisco123

!

aaa group server tacacs+ RAD-SERV

server name ISE1
[]

aaa authentication login RAD-LOCAL group RAD-SERV

ISE has gone down. The Network Administrator is not able to Telnet to R1 when ISE went down. Which two configuration changes will fix the issue? (Choose two.)

linevty 0 4
login authentication RAD-LOCAL

linevty 0 4
login authentication default

line vty 0 4
login authentication RAD-SERV

aaa authentication login RAD-SERV group RAD-LOCAL local

aaa authentication login RAD-LOCAL group RAD-SERV local

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: CE

NEW QUESTION 121

- (Exam Topic 3)

What is a function of the IPv6 DHCP Guard feature for DHCP messages?
A. Only access lists are supported for matching traffic.

B. All client messages are always switched regardless of the device role.
C. It blocks only DHCP request messages.
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D. If the device is configured as a DHCP server, no message is switched.

Answer: B

NEW QUESTION 124
- (Exam Topic 3)
Refer to the exhibit.

Rl
*Sep 19 00:53:43. 008 .
"-?_Ht_ e BGPNST state: 10.10.10.) weat from nsf not aotivd teo

3

*Sep 53:43.006: BGP: 10, M1 3 went from Estahly
thedl to Idle
S8NP 19, 00753:43.006: ABGP-S-RDICHANGE: natghbor 10.10 16 1 Down User reset
SSep 19 00:53:43.006: BCP: 10.10.10.3 closing
SHep 19 D0:53:43.106: BGP Routar

[

unhandled major event ooda 128

Eishow ip Bgp paighbors 10.10.10.%
BGE maighbor is:10.30.10.2, remobe AS 65101 external 1ink
BGP wersion 4, remote router ID 0.0 ¢

BGR siate = Actiwe
_Jabt'read 00:01:35, last writs 00:01:35 bold time
Wtarval is €0 seconds |
Defanit minisem time Detween advertisement runs is 30 seconds
Midreps tracking is enmabled, the RIE does have a roates to 10.10.10.2
Connactions established 11; dropped 11

Last reset 00:01:36, doe to Peer clossd the seamion

Extarnal BCP nalghbor may be wp to 3 hon

, Ainar 0

is 10, koepalive

WAy
Sransport (top) path-mtu-discovery anah] ed
Mo -abtlwe TCP connect|op
A NOC team receives a ticket that data traffic from RA to RF is not forwarded when the link between the RC-RE path goes down. All routers learn loopback IP
through the IGP protocol. Which configuration resolves?

A. RD(config)#router bgp B5201RD(config-router)# neighbor 10.10.10.2 update-source loopback 0
B. RD(config-router)# neighbor bgp 65101RB(config-router)# neighbor 10.10.10.3 ebgp-multihop 3
C. RB(config)# router bgp 65101RB(config)#neighbor 10.10.10.3 update-source loopback 0

D. RD(config)# router bgp 65201RDI(config-router)# neighbor 10.10.10.2 ebgp-multihop 3

Answer: B

NEW QUESTION 126
- (Exam Topic 3)
Refer to the exhibit.

router ospfva 1

router-id 10.1.1.1

address-family ipv4 unicast
passive-interface LoopbackD
exit-address-family

address-family ipv6 unicast
passive-interface Loopback0
exit-address-family

interface Loopback0

ip address 10.1.1.1 255.255.255.255
ipvG address 2001:0B8::1/64

ospfv3 10 ipvd area 10

ospfv3 10 ipv6 area 0

interface GigabitEthernet2

ip address 10,10.10.1 255.255.255.0
ipv6 enable

ospfv3 10 ipvd area 10

ospfv3 10 ipv6 area 0

An engineer noticed that the router log messages do not have any information about when the event occurred. Which action should the engineer take when
enabling service time stamps to improve the logging functionality at a granular level?

A. Replace OSPF process 10 on the interfaces with OSPF process 1 and configure an additional router 10 with IPv6 address

B. Replace OSPF process 10 on the interfaces with OSPF process 1. and remove process 10 from the global configuration

C. Replace OSPF process 10 on the interfaces with OSPF process 1 for the IPv6 address and remove process 10 from the global configuration
D. Replace OSPF process 10 on the interfaces with OSPF process 1 for the IPv4 address and remove process 10 from the global configuration
Answer: D

NEW QUESTION 129
- (Exam Topic 3)
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P— — p—

Hub Spoke
Tunnel 0 Tunnel 0
10.0.80.1 10.0.80.2

10.2 100.0/24 i I

10.92.18.0/30 0.5490/30

Tunnel 0
10.0.80.3

! J 10.3.100.0/24
FNT ERNET F42/010  Felj0.A -
&1/0

Refer to the exhibit An engineer must connect the Reno and Detroit spokes using DMVPN phase 2 Hub tunnel configuration is

R SRR SR L
Dallas

Interface Tunnel0

ip address 10.0.80.1 255.2585.255.0

ip nhrp authentication cisco123

ip nhrp map multicast dynamic

ip nhrp network-id 5

tunnel source Serial0/0

tunnel mode gre multipoint

Which configuration accomplishes the task?

Rend

interface Tunnell

ip address 10.0.80.3 285.255.2585.0
ip nhrp authentication ciscol21
ip nhrp map multicast 10.92.18.2
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp network-id §

ip nhrp nhs 10.0.80.1

twnnel source 10.238.194.2

tunnel mode gre multipoint

Detron

interface Tunnel0

ip address 10.0.80.4 255 255.255.0
ip nhrp authentication ciscol21
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map multicast 10.92.18.2
ip nhrp network-id 5

ip nhrp nhs 10.0.80.1

tunnel source 10.7.44.2

tunnel mode gre multipoint

Reno

interface TunnelD

ip address 10.0.80.3 255.255.255.0
ip nhrp authentication cisco123
ip nhrp map multicast 10.92.18.2
ip nhrp map 10.92.18.2 10.0.80.1
ip mhrp network-id §

ip nhrp nhs 10.0.80.1

tunnel source 10.238.184.2

tunnel mode gre multipolnt

Detron

interface Tunne!D

ip address 10.0.80.4 255.255.255.0
ip nhrp authentication ciscoi123
ip nhrp map 10.92.18.2 10.0.80.1
ip nhrp map multicast 10.92.18.2
ip nhrp network-id §

Ip nhrp nhs 10.0.80.1

tunnel source 10.7.44 2

tunnel mode gre multipolnt
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Heng
interface Tunnel0
ip address 10.0.80.3 255 255.256.0
ip nhrp authentication cisco123
ip nhrp map broadcast 10.92.18.2
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp network-id §
ip nhrp nhs 10.0.80.1
tunnel source 10.238.194.2
tunnel mode gre multipoint

Dietrost
interface Tunnel0
ip address 10,0.80.4 255.255.265.0
ip nhrp authentication cisco123
ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map broadcast 10.92.18.2
ip nhrp network-id 8
ip nhrp nhs 10.0.80.1
tunnel source 10.7.44.2
tunnel mode gre multipoint

Reno

interface Tunnell

ip address 10.0.80.3 255.255.285.0
ip nhrp authentication cisco123
ip nhrp map multicast 10.92.18.2
ip nhrp map 10.0.80.1 10.92.18.2
Ip nhrp network-id §

Ip nhrp nhs 10.0.80.1

twnnel source 10.238.194.2

tunnel mode gre multpoint

Destrost
interface Tunnel0

ip address 10.0.80.4 255.255.255.0
ip nhrp authentication cisco123
Ip nhrp map 10.0.80.1 10.92.18.2
ip nhrp map multicast 10.92.18.2
ip nhrp network-id 5

ip nhrp nhs 10.0.80.1

tunnel source 10.7.44.2

tunnel mode gre multipoint

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 132
- (Exam Topic 3)
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Ri#show ip flow export
Flow export v9 is enabled for main cache
Export source and destination details
VRF ID : Default
Source (1) 10.0.0.10 (GigabitEthernet2/0)
Destination(l) 192.168.10.1 (656)
Version 9 flow records
254 flows exported in 41 udp datagrams
0 flows failed due to lack of export packet
0 export packets were sent up to proocess level
41 export packets were dropped due to no fib
0 export packets were dropped due to adjacency issues
0 export packets were dropped due to fragmentation failures

Rid#show ip flow interface
GigabitEthernet2/0
ip flow ingress

10.10.10.2 10.10.10.3

10.10.10.4

GF1/0 GE2fO

{

GLO/O

{

10.10.10.3 10.10.10.5

0 export packets were dropped due to encapsulation fixup failures

Data center

. ' 192.168.10.1

Refer to the exhibit An enterprise operations team must monitor all application server traffic in the data center The team finds that traffic coming from the hub site
from R3 and R6 rs monitored successfully but traffic destined to the application server is not monitored Which action resolves the issue?

A)

Ré4(config#int gigabitEthernet 10
Rd(conhg-f#ip flow ingress

B)

R1({conhg#int gigabitEthernet 0/0
R1{config-if=ip flow egress

C)

Rd({config=int gigabitEthernet 2/0
R4(config-=ip flow egress

D)

R3(config =int gigabitEthernet 0/0
R3(config-iN=ip flow egress

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 133
- (Exam Topic 3)
What are two characteristics of a VRF instance? (Choose two)

A. Itis defined by the VPN membership of a customer site attached to a P device.
B. Each VRF has a different set of routing and CEF tables.

C. All VRFS share customers routing and CEF tables.

D. An interface must be associated to one VRF

E. A customer site can be associated to different VRFs.

Answer: BD

NEW QUESTION 134
- (Exam Topic 3)
What is LDP label binding?

A. neighboring router with label
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B. source prefix with label
C. destination prefix with label
D. two routers with label distribution session

Answer: C

Explanation:
Text Description automatically generated with medium confidence

For every IGP IP prefix in its IP rouling table. each LSR creates a local binding—that is. it binds
a label to the IPv4 prefix. The LSR then distributes this binding to all its LDF neighbors. These
received bindings become remote bindings. The neighbors then store these remote and local
hindings in & special table, the label information base (LIB). Each LSR has only one local hinding

NEW QUESTION 135
- (Exam Topic 3)

Houterdahow ip Bgp wpawd rd 1000 1001 10 20 118 02]
BGP roubng Labee eotry for 1900 1001 1030116 073 verson MTESITS
Faiha (9 avaldable byl ¥ no TaDis
Adyertded 1o uDdabe -Jioubd
1 d |
G500 1 E4055 AL00 ) AS0E% (Recereed Wom 4 RN -chenl
172 18 254 2.6 (maeinic. 20845 trom 172 186 224 2080172 16 224 238
Cgim IGP matne O locaiphe! 100 wals! corisd-mlemal
Eviended Comemendy BT 1100 1001
mpis labats ' oul molabak 362
85008 44955 85003 85089
173 18 2548 208 el 208 ) e 10 1V 123 TR 00 130 123 M
Owsgen IGP maptng ) iocaiprel 100 vald corded saiema
E stivnaddd Comimeianity BT 1100 9001
mipt Labssis 'l nodabat 362
G500 1 B40%% 65007 A408G
172 98 254 228 (mabng 20845) feom 172 18 208 253(772 18 218 253
Cngn IGP matne O locaipis! 100 vakd confed-edlemal
Evtended Commundy RT 1100 1001
miph labals niout rolabel 82
5001 S4055 A%00 ) S508%
T2 18 254 206 (matne. 20845 ) from 172 18 298 252 (172 16218 242
Cwgeny IGF  maine O ocaipre! 100 vald conled-exiema
Estended Commianaty RT 1100 1001
mip lalss o' cul nolalet 362
Sy BN L ) BoR
172 18 254 226 (metric. 2084%) from 10 77 255 §7 (10 TT 255 57
Jrigan (GP . matnc O ldaiode! 100 yald conted edlemal
Estended Communidy RT 110001
gy Labanily an' ol imodabel 38 7
4555 45001 ) %089
172 18 250 208 imapbreg JOEA% ) o 10 57 255 11 (10 57 255 11
Ogar 10FP madne ) caipre! 100 vabd conled-eddemal Besld
Estended Commuanity RT 1100 1001
mipt Labegt ol RolaB-ot 380

BFS5 6500]) 65089
1T 16 254 226 imetric 20805) e TEETE 224 293 (172 16 224 253
Dewgen WGF metne 0 o aipret 100 vakg conled ndernal
Evienddd Commandy T 11007007
mp bt o out Pl 360
5003 65080
T2 18 P5d 206 (el JOELS) Waem 172 18 254 204 (1772 16 254 1M
Ongan I1GF mednd 0 ocaipre! 100 vakd conled-eleina
Ertended Commuerety AT 1100 1001
s et mout nolabed 367
65089 iRecened o § R -chent
172 16 228 226 imetne 20845) rom 172 18 229 224 (TR W 128 126
Coragan WGP metne ) ocapeet 100 vakd Oonied-anlinmal
E vlendad Commandy RT 1100 1001
mpes Labeiks anoat Pl 2 T

Refer to the exhibit. An engineer configured BGP and wants to select the path from 10.77.255.57 as the best path instead of current best path. Which action
resolves the issue?

A. Configure AS_PATH prepend for the desired best path

B. Configure higher MED to select as the best path.

C. Configure lower LOCAL_PREF to select as the best path.
D. Configure AS_PATH prepend for the current best path

Answer: D

NEW QUESTION 140

- (Exam Topic 3)

An engineer configured routing between multiple OSPF domains and introduced a routing loop that caused network instability. Which action resolves the problem?
A. Set a tag using the redistribute command toward a domain and deny inbound m the other domain by a matching tag

B. Set a tag using the redistribute command toward a different domain and deny the matching tag when exiting from that domain

C. Set a tag using the network command in a domain and use the route-map command to deny the matching lag when exiting toward a different domain

D. Set a tag using the network command in a domain and use the route-map command to deny the matching tag when entering into a different domain

Answer: A

NEW QUESTION 145
- (Exam Topic 2)
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L

BRANCH (conflg)# ip route 0.0.0.0 0.0,.0.0 172.16.35.2 track 1
HRANCH (config)# ip route 0. 0.0.0 0.0.0.0 172.16.35.6 5

|

BEANCH (config)# ip sla 1

BEANCH (config-lp-sla) ¥ lomp-echo 172 16 35,2

BRANCH (config-ip-sla)# btimeout 200

BRANCH (conflg-lp-sla)# Frequancy 5

i

BRANCH (conf lg)# ip sla schedule | Life {orever start-time now
|

BRANCH [conflg)# track 1 Ip sla 1 reachability

Refer to the exhibit. An engineer has successfully set up a floating static route from the BRANCH router to the HQ network using HQ_R1 as the primary default
gateway When the g0/0 goes down on HQ_R1, the branch network cannot reach the HQ network 192.168.20.0/24. Which set of configurations resolves the issue?

A. HQ_R3(config)# ip sla responderHQ_R3(config)# ip sla responder icmp-echo 172.16.35.1
B. BRANCHY(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 192.168.100.2
C. HQ R3(config)# Ip sla responderHQ R3(config)# Ip sla responder Icmp-echo 172.16.35.5
D. BRANCH(config)# Ip sla 1BRANCH(config-ip-sta)# Icmp-echo 192.168.100.1

Answer: D

NEW QUESTION 150
- (Exam Topic 3)

| | )
! /
i —
R Core_Swil MRS Server
1 10.221.10.11

Rifcanfigil ip verily drop-rate compute window 60
Rillcankipgii ip verby drop-rate compule interval 60
| ELlcanFigd g veraly drop-rata notity hold-down 60

| Rljanfigt interface ethernet 00
| Rljeanfig-il]# ip werify unicast notdication threshald 75000
Rljcanlig-if]# samp wrap ip verify drop-rate

| BElicamnbip-f18 ¢nd

Refer to the exhibit. An engineer configured SNMP traps to record spoofed packets drop of more than 48000 a minute on the ethernet0/0 interlace. During an IP
spoofing attack, the engineer noticed that no notifications have been received by the SNMP server. Which configuration resolves the issue on R1?

A. ip verity unicast notification threshold 48000
B. ip verify unicast notification threshold 8000
C. ip verify unicast notification threshold 800
D. ip verify unicast notification threshold 80

Answer: C

NEW QUESTION 153
- (Exam Topic 3)
What is a function of an end device configured with DHCPv6 guard?

A. If it is configured as a server, only prefix assignments are permitted.

B. If it is configured as a relay agent, only prefix assignments are permitted.

C. Ifitis configured as a client, messages are switched regardless of the assigned role.
D. If it is configured as a client, only DHCP requests are permitted.

Answer: C

Explanation:

The DHCPv6 Guard feature blocks reply and advertisement messages that come from unauthorized DHCP servers and relay agents.

Packets are classified into one of the three DHCP type messages. All client messages are always switched regardless of device role. DHCP server messages are
only processed further if the device role is set to server. Further processing of server messages includes DHCP server advertisements (for source validation and
server preference) and DHCP server replies (for permitted prefixes).

If the device is configured as a DHCP server, all the messages need to be switched, regardless of the device role configuration.
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NEW QUESTION 156
- (Exam Topic 3)

Bloonfig-if}# do sh run int «0/1 | b ink
Blconfig=-if}# interface Ethernst0/1
Bileonfig=-if)# ip address 78.1.1.8 255.255.255.0
Biconfig-if)# ipvé snable

Blconfig-if)# ocspfvd 1 ipvi area 1

Cleonfigl® interface EthernatdS/1_T8
Clconfig-subif)§ encap dotlq T8
Clconfig-sublif)# ip add 78.1.1.7 255, 255.25%.0
Cleonfig-gubif}d ocspfvd 1 ipvd area O

Diconfig=-if)}# do s=h run int «0/1 | b int
Diconfig-if}# interface Ethernetl/1

ey “ Diconfig=if}# no ip addreas
Diconfig=-if)# ipve address 37::3/64
Bpoka £ Diconfig=-if)# ipvé enable
Diconfig-if)# ipvé ospf 1 area O

Refer to the exhibit. A network engineer receives a report that Spoke 1 users can perform bank transactions with the server located at the Center site, but Spoke 2
users cannot. Which action resolves the issue?

A. Configure the Spoke 2 users IP on the router B OSPF domain
B. Configure encapsulation dotlq 78 on the router C interface.
C. Configure IPv6 on the routers B and C interfaces

D. Configure OSPFv2 on the routers B and C interfaces

Answer: C

NEW QUESTION 158
- (Exam Topic 3)
An administrator attempts to download the pack NBAR2 file using TFTP from the CPE router to another device over the Gi0/0 interface. The CPE is configured as
below:
hostname CPE
|
ip access-list extended WAN
< >
remark => All UDP rules below for WAN ID: S420T92E35F99
permit udp any eq domain any
permit udp any any aq tftp
deny udp any any
!

interface GigabitEthernet0/0
<,

ip access-group WAN in
<.

I

titp-server flash:pp-adv-csr1000v-1612.1a-37-53.0.0.pack

-

The transfer fails. Which action resolves the issue?

A. Change the WAN ACL to permit the UDP port 69 to allow TFTP

B. Make the permit udp any eq tftp any entry the last entry in the WAN ACL.
C. Change the WAN ACL to permit the entire UDP destination port range

D. Shorten the file name to the 8+3 naming convention.

Answer: B

NEW QUESTION 163
- (Exam Topic 3)

El(config) #ip access-list standard EIGRP-FILTER

Bl (config-std-nacl)édeny 10.10.10.0 0.0.0.0

Rl {config=-std-nacl)#permit 0.0.0.0 0.0.0.0

Bl {config) #router eigrp 10

Rl (config-router) ¢distribute-list route-map EIGRP in
1

El ([config) #route-map EIGRP permit 10

Bl (config-route-map) #match ip address EIGRP-FILTER
1

FEl#show ip route eigrp | include 10.10.10.

D 10.10.10.128/25

Refer to Ihe exhibit An engineer must filter EIGRP updates that are received to block all 10 10 10.0/24 prefixes The engineer tests the distribute list and finds one
associated prefix. Which action resolves the issue?

A. There is a permit in the route map that allows this prefix A deny 20 statement is required with a match condition to match a new ACL that denies all prefixes
B. There is a permit in the ACL that allows this prefix into EI6R

C. The ACL should be modified to deny 10.10.10.0 0.0.0.255.

D. There is a permit in the route map that allows this prefix A deny 20 statement is required with no match condition to block the prefix.

E. There is a permit in the ACL that allows this prefix into EIGR

F. The ACL should be modified to deny 10.10.10.0 255.255.255.0.

Answer: B

NEW QUESTION 167
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- (Exam Topic 3)

Configuration
flow exporter Flow-to-collector
destination 192 . 168.100.17 vrf Mgmt-int
transport udp 2601

axport-protocol netflow-v5

L)
flow monitor My-netflow

exporter Flow-to-collector

record netflow ipvd original-input

[

interface GigabitEthernetd

description Managemesnt- Iinterface

vrf forwarding Mgmt-intf

ip addresas 152 . 168.100.50 255%_255.255.0
negotiation auto

*sh flow sxporter statis

failed to sand 256783312

failed to sand 2TAATEENH

£

4

! and the managemant-interface is configured as follows

Refer to the exhibit. A network administrator configured NetFlow data, but the data is not visible at the NetFlow collector. Which configuration allows the router to

send the records?

A. Configure the management interface in the global routing table to send the records.
B. Configure a different interface to send the records.

C. Configure the NetFlow collector to listen at export-protocol netflow-v5.

D. Rectify NetFlow collector reachability from the management interface.

Answer: B

NEW QUESTION 168
- (Exam Topic 3)
Refer to the exhibit.

10.10.10.0/24

10.10.10.10:24

t
j#ip access-list sxtended UDP-ACL
ext-nacl) ipearmit udp any any

ext-nacl) fexit

| iroute-map VIA-RI pearmit 10
reute=-map) imatch ip address UDP-ACL
-Foute=-map) fset ip next-hop 10.10.11.2
route-map) faxLE

dinterface Gi0/1
-1f£) #ip policy route-map VIA-R2
=1 f] land

TCP traffic should be reaching host 10.10.10.10/24 via R2. Which action resolves the issue?

A. TCP traffic will reach the destination via R2 without any changes

B. Add a permit 20 statement in the route map to allow TCP traffic

C. Allow TCP in the access list with no changes to the route map

D. Set IP next-hop to 10.10.12.2 under the route-map permit 10 to allow TCP traffic.

Answer: C

NEW QUESTION 170
- (Exam Topic 3)
What is a characteristic of IPv6 RA Guard?

A. RA messages are allowed from the host port to the switch

B. It is unable to protect tunneled traffic

C. It filters rogue RA broadcasts from connected hosts
D. It is supported on the egress direction of the switch

Answer: C

NEW QUESTION 175
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- (Exam Topic 3)
A CoPP policy is applied for receiving SSH traffic from the WAN interface on a Cisco ISR4321 router. However, the SSH response from the router is abnormal and
stuck during the high link utilization. The problem is identified as SSH traffic does not match in the ACL. Which action resolves the issue?

A. Rate-limit SSH traffic to ensure dedicated bandwidth.
B. Apply CoPP on the control plane interface.

C. Increase the IP precedence value of SSH traffic to 6.
D. Apply CoPP on the WAN interface inbound direction.

Answer: B

Explanation:

The problem is “SSH traffic does not match in the ACL" and “CoPP policy is applied for receiving SSH traffic from the WAN interface” so we should apply CoPP
on the control plane interface instead.

NEW QUESTION 180
- (Exam Topic 3)
Refer to the exhibit.

ip vif CCNP

rd 1:1

interface Ethernet1

ip vrf forwarding CCNP

ip address 10.1.1.1 255.255,255.252
|

interface Ethernet2
ip vrf forwarding CCNP
ip address 10.2.2.2 255.255,255.252

Which configuration enables OSPF for area 0 interfaces to adjacency with a neighboring router with the same VRF?

A. router ospf 1 vrf CCNP interface Ethernetlip ospf 1 area 0.0.0.0 interface Ethernet2 ip ospf 1 area 0.0.0.0
B. router ospf 1 interface Ethernetlip ospf 1 area 0.0.0.0 interface Ethernet2 ip ospf 1 area 0.0.0.0

C. router ospf 1 vrf CCNP network 10.1.1.1 0.0.0.0 area Onetwork 10.2.2.2 0.0.0.0 area 0

D. router ospf 1 vif CCNPnetwork 10.0.0.0 0.0.255.255 area 0

Answer: C
NEW QUESTION 181

- (Exam Topic 3)
Refer to the exhibit.

Business Partner

~

oo

Area 20 | 2002-ABCD: /64
2004 BBAB /64

2110:2:4:0:11::128 - T

2004:BBOD: /64 | Area § | Area 10 | 2004 BBAC: /64
2009:2:4:0:33::128 3010:2:4:0:16::128
R2EEh Ipwh roaita oapd
0 F00F ABCD: C fed (11041
via FastEtharnatd/ 1., dirsct Iy oonnsabad
O A004 :BEAR: /64 [110/71]
wia FastEthesrnst0,/0, dirsct Iy oonnsobad
0 004 :ARALC: ( SEe4 [110/F0)
via FastEtEharnest] /i dirsctly anneo bind
O I0:F:4:0:15%; . fl1a8 [110/1)
via FERQ: :CRO4: IDFF:FEX:B, FastEtharnat0/0

A network engineer applied a filter for LSA traffic on OSPFv3 interarea routes on the area 5 ABR to protect advertising the internal routes of area 5 to the business
partner network. All other areas should receive the area 5 internal routes. After the respective route filtering configuration is applied on the ABR, area 5 routes are
not visible on any of the areas. How must the filter list be applied on the ABR to resolve this issue?

A. in the “in” direction for area 5 on router R1

B. in the “out” direction for area 5 on router R1
C. in the “in” direction for area 20 on router R2
D. in the “out” direction for area 20 on router R2

Answer: D
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NEW QUESTION 182
- (Exam Topic 3)
Refer to the exhibit.

l- - - - - .
Area 0
U AI'EH 5 u
S8 =
) N
SW1 - SWé

An error message "an OSPF-4-FLOOD_WAR?” is received on SW2 from SW1. SW2 is repeatedly receiving its own link-state advertisement and flushes it from the
network. Which action resolves the issue?

A. Change area 5 to a normal area from a nonstub area

B. Resolve different subnet mask issue on the link

C. Configure Layer 3 port channel on interfaces between switches
D. Resolve duplicate IP address issue in the network

Answer: D

NEW QUESTION 183
- (Exam Topic 3)
Refer to the exhibit.
ipv6 dhcp pool DHCPRPOOL
address prefix 2001:0:1:4.::/64 lifetime infinite infinite

interface FastEthernet0/0

ip address 10.0.0.1 255.255.255.240
duplex auto

speed auto

ipv6 address 2001:0:1:4::1/64

ipv6 enable

ipv6 nd ra suppress

ipvB ospf 1 area 1

ipv6 dhcp server DHCPPOOL

Reachability between servers in a network deployed with DHCPV6 is unstable. Which command must be removed from the configuration to make DHCPv6
function?

A. ipv6 dhcp server DHCPPOOL

B. ipv6 address 2001:0:1:4::/64

C. ipv6 nd ra suppress

D. address prefix 2001:0:1:4::/64 lifetime infinite infinite

Answer: C

NEW QUESTION 187
- (Exam Topic 3)
Refer to the exhibit.
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FEl{configle lin c O
FEloonfig ine] ¥ no axec

E{ ] ine) ¢ end

LN |
# e r L % [ 4
oYy

FE# wx
e din fi1g t

LY axlit
I E i W ava i &
_I: T 5] F §rr 4
' r g toppad 11

3 momant

]

An administrator is attempting to disable the automatic logout after a period of inactivity. After logging out the console stopped responding to all keyword inputs.
Remote access through SSH still work resolves the issue?

A. Configure the exec command on line con 0.
B. Configure the absolute-timeout command on line con 0.
C. Configure the default exec-timeout command on line con 0.
D. Configure the no exec-timeout command on line con 0.

Answer: D

NEW QUESTION 188
- (Exam Topic 3)

 F—
MBS Servar
10.65 6666

A 1045 Flos interace
Inerfacs Erhornardyo

FHF; meoniboe: HesBlonitar]
diredtion: InguL
irafficipl:  on

FHF: maniter: Fleatlonitarl
diraction; Durput

trafficlial:  ©n
Interfage EtlsermetD)f1

FHF: manitor: Flowilonitarl
diredtion: Ingat
wrafliclial: @0

FHF: monitor: Fleartdonitarl
directian: Ditpat
tralficipl:  on

10444

r K EQf1

R3

R1¥show Bow exparter
Flaw Exporier FlowExpoeterd:
User tefined

Descrigeion:

Export pratooal:

Transpart Confipuration;
Dostination 1P address: 100E0aG.S

Source P addiess

%ran-’.p:lrt Protacel:
gslinatian Port

Zource Fart:
DELP:
L

Q186

]
235

Jutput Features:

MieaFlow Vertion 5

101,11
[1fuly
1000

Mot Us=d

& ’ 0.2.2.9

Loopbak 0:10.10.10.1

Primary link

Secondary link

Rinshaw flow menitar
Fleay Blamstar Flowbdanitor]:

Cescriptian: User defined
Floew Recard: retflosy ipnd sompinalinpat
Flow Exparter:  FlowExparterl
Cach:
Type: rormal
Statues: allacated
Sl ADTE Lrteies / J408E Dytos
Inzctive Timeaut: 15 secs
ACTRAE Timaogut: L0 se0s

Updats Timecut: TAO] o
Synchrdnided Timeoul: G003 s

Refer to the exhibit. An engineer configured NetFlow on R1, but the flows do not reach the NMS server from R1

Riicanfig#flew monitor FlowMonitort

R l{config-flow-manitor #destination 10,66 ,66.66

RiiconfigiZflew exporter FlowExporterd
R Ticonfig-low-expanersdestination 10.66.66.66

RifcanfigiZinterface Ethernetdid
R 1{config-ifEip flow monitor Flowmonitor? input
R{config.ifi#ip flow monitor Flowmonitor output

Ri{canfigZinterface Ethernetd1
R1iconfig-ifsip flow meniter Flowmenitor! input
RIiconfiq-ifistip flaw manitor Flowmaonitor! output

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 191
- (Exam Topic 3)
Refer to the exhibit.
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FYE shos i Nt O | 6 wna
IFtErtacE

odudefrmns DR Mbelhod Siabus Probocol

[E thermeei §10 301131 YES mawrwisl up up
Lacpbacx i 172965801 YES manual up up
ocopback? 17216100 % YER manual up T
copbackd 172 16 15001 YES manusd up up
RN show ip esgrp neighibon

ENGRIR. Il Meghbsors foer 541

o A ees Irbartacs Held Untrme  SATT ATOQ Seg

[usc| (reem | Tl Burm
208 .0.113.2 E10/0 18 0030 16 1A SO00 O 34

K18 show ip eigop lopo all links

ENGRP v Topokogy Table k AS{1WI01T2. 16,10 1)

Codes: P - Peasive, A - Active, U - Update, O - Crery, H - Himpy
i+ rephy SlEfus S - = Slahs

Ir 152 1658 074, 1 sacoessos, FUi= A09000 sl e 3
wig 20000113 2 (400ENNT 26256), Efhemet1x -

B AT 16 100002 1 successors, PO 1 2825, seimo 3
via Connecied, Loopbacid

n 403 1658 % 0, | succesatm Elom OO0, peiras 36
sa 000 1102 (409600185501, E e road 100

00 0 113 V2. 1 suresedin. FL) B ZALEK), sarr 1

Pl
vig O orwesithd Etwmewen | 1X] " -
172,156, 150 (W24, 1 sucCRSSDrS ED s 128388, sed .
vig Donnacted, L o0pRack } - o
K |:: '!.' M l’.' F | 1 SUCCceyjora FL s |.!E.,‘:|F T R
Jig Donrechad, | o D 1 B .
P olaz 188 00 MR ET A, 1 ey ] ll'.:' ! -l-.'j=l'.-.‘- , ',l:l no 45
. R R RER (R 0R0 T2HE Dt ), Elharraal s

Routers R1 and R2 have established a network adjacency using EIGRP, and both routers are advertising subnets to its neighbor. After issuing the show ip EIGRP
topology all-links command in R1, some prefixes are no showing R2 as a successor. Which action resolves the issue?

A. Rectify the incorrect router ID in R2.

B. Enable split-horizon.

C. Configure the network statement on the neighbor.
D. Resolve the incorrect metric on the link.

Answer: D
NEW QUESTION 196

- (Exam Topic 3)
Refer to the exhibit.

The security department recently installed a monitoring device between routers R3 and R5, which a loss of network connectivity for users connected to R5.
Troubleshooting revealed that the monitoring device cannot forward multicast packets. The team already updated R5 with the correct configuration. Which
configuration must be implemented on R3 to resolve the problem by ensuring R3 as the DR for the R3-R5 segment?

A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 198

- (Exam Topic 3)
CPE# show anmp mib ifmib ifindex detail
Description ifIndex Active Persistent Saved TrapStatus
Loopbackl B yes disabled no enabled
GigabitEthernetl 1 yes disabled no enabled
GigabitEthernetl 3 yes dizabled no  enabled
cigabitEthernetl. 123 10 yes disabled no  disabled
VoIP-Nulld 5 y=s disabled no  =nabled
Loopbackd 7 yes disabled no  enabled
Hullo & yes disabled no enabled
Loopback2 % yes disabled noe  enabled
GigabitEthernetd 4 yes disabled no  enabled
GigabitEthernet2 2 yes disabled no  enabled

Refer to the exhibit. After reloading the router an administrator discovered that the interface utilization graphs displayed inconsistencies with their previous history
in the NMS. Which action prevents this issue from occurring after another router reload in the future?
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A. Rediscover all the router interfaces through SNMP after the router is reloaded

B. Save the router configuration to startup-config before reloading the router
C. Configure SNMP to use static OIDs referring to individual router interfaces

D. Configure SNMP interface index persistence on the router
Answer: D
NEW QUESTION 201

- (Exam Topic 3)
Refer to the exhibits.

Landon — “show ip route” output
Gateway of last resort 15 not ssat

172.1.0.0/16 is variably subnetted, 5 subnets, 2 masks

Rome - "show run | section router” output

router eigrp 111
natwork 172.1.0.0
netwark 172 _16.0.0
no auto-SummAry

C I72.1.11.0/24 is directly connected, Ethernatd/ /0

L 172.1.11.1/32 is directly connected, Ethernetd/0

C 172.1.12 0/24 is directly connected, Ethernetd/1

L 172.1.12.1/32 is directly connacted, Etharnatl/1

D 172.1.13 . 0/24 [90/76B00) wim 172.1.11.2, 00:00:50, Etharnet0d,/0
172.16.0.0/16 is variably subnetted, B subnets, 2 masks

c 172.16.1.0/24 is directly connected, Loopback0D

L 172 .16.1.1/32 is digectly connected, Ethernetd/0

C 172.16.2.0/24 is directly connected, Loopbackl

L 172.16.2.1/32 is= diriﬁ?iy connected, Loopbackl

R 172.16.3.0/24 [120/1) wia 172.1.11.2, 00:00:08, Ethernstl/0

R 172.16.4.0/24 [120/1) wia 172.1.11.2, 00:00:08, Ethernetd/0

o 172.16.5.0/24 [90/156160] wvim 172.1.12.3, 00:00:50, Etharnatd/1

o 172.16.6.0/24 [90/156160] wia 172.1.12.3, 00:00:50, Etharnetd/l

100 Mbps

17T21.12.0/24 1T21.13.0024

eli] el

[.3) " W (.3)
Barcelona

LAN Segments

172.16.5.0/24
1T216.6.0/24

LAN Segments LAN Segments
172 16.1.0024 172.16.3.0024.
17216.2.0/24 172.16.4.0/24
A) 172.1.11.0/24 .2)
wa “# Rome
Londan ¥ % 200 R

London must reach Rome using a faster path via EIGRP if all the links are up but it failed to take this path Which action resolves the issue?

A. Increase the bandwidth of the link between London and Barcelona

B. Use the network statement on London to inject the 172 16 X 0/24 networks into EIGRP.

C. Change the administrative distance of RIP to 150

D. Use the network statement on Rome to inject the 172 16 X 0/24 networks into EIGRP

Answer: D

NEW QUESTION 204
- (Exam Topic 3)

Which table is used to map the packets in an MPLS LSP that exit from the same interface, via the same next hop, and have the same queuing policies?

A.RIB
B. FEC
C. LDP
D. CEF

Answer: B

NEW QUESTION 207
- (Exam Topic 3)

How does an MPLS Layer 3 VPN differentiate the IP address space used between each VPN?

A. by RD

B. by address family
C. by MP-BGP

D. byRT
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Answer: A

NEW QUESTION 208
- (Exam Topic 3)

A network administrator must optimize the segment size of the TCP packet on the DMVPN IPsec protected tunnel interface, which carries application traffic from
the head office to a designated branch. The TCP segment size must not overwhelm the MTU of the outbound link. Which configuration must be applied to the

router to improve the application performance?

interface tunnel30

ip mtu 1400

ip tcp packet-size 1260
1

crypto ipsec fragmentation after-encryption
interface tunnel0

ip mtu 1400
ip top payload-size 1360
1

crypto ipsec fragmentation before-encryption

interface tunnei30

ip mtu 1400

ip tcp adjust-mss 1360
|

crypto ipsec fragmentation after-encryption
I interface tunnel30

ip miuw 1400

ip tcp max-segment 1360

i

crypto ipsec fragmentation before-encryption

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 213

- (Exam Topic 3)
jo PR BE- :‘I.‘I"IH:{:..E..
1HL 168 20rd A — ¥ 16840724

Moo

EIGRP 104 “

]
182 168 §.074
182 188 4 0024
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(] 192 168 13.0/24 [BOSE3200) vaa 192 168 12.3, 0D 00 23 Emernet
BOATTAO I M BRI ER 11 2 00 00 23, Ethematd'D

Site1 - Show ip wigrp 1opology
F 152 168 3 024, 1 successo’s FD B 230400
i 192 168 11.2 (2816800) 1 20256), E et 0
vt T2 168 148 3 169 FOOSACEBR00N, [ iTvwsrmeedi]e )
P isd 168 12 024 1 gucceswnrs FD s 237800

il Corarireecdmd F Pusepe )

P53 168 12 0324 2 successors, FID m 307200
widk 192 188 12 3 | 563200/ 76000 ), Eiherme (1
vy 192 164 11 2 (3072005058 16000, E theemne4

F A2 168 1 ipd 1 mspreageerw FD s 128258
T i wirpcied Loopback(

68 6 Q234 2 sucoessos. FD A 435200
g 102 188 12 1 (665600 1 TEF ), Etheimal
ved 192 188 11 2 (43500000000 ) = §hyee riaiefil]
1% 968 4 074, 1 successors FD s Z30400
vl 192 168 11 2 {21800/ 1 22560 E
v 192 1638 12 .3 (691 200:2048001, Ethormetl
P 192 168 5 024 2 succossors. FD s 435200
aa 102 168 12 3 (GRSE00Y 1 Z2R756% ) F rheoned )
vidd 1827 188 11 7 1435200/ 400000 Etrwsranl
P52 168 11 D24 1 mareensas. FD s 153800
vy Cosrireeced E Bhavmail T

Elvasd sl

Shei - Show run | section 1ouler elgrp
rouies payn 1 0L
varsanco. @2
el i 192 1CA. 1T 0
mtwork 192 Y68 2 0
etvwork 192 168 150
mpduwecrk 102 Y68 120

Refer to the exhibit. Sitel must perform unequal cost load balancing toward the segments behind Site2 and Site3. Some of the routes are getting load balanced
but others are not. Which configuration allows Sitel to load balance toward all the LAN segments of the remote routers?

Site2

router eigrp 100
variance 3

Site2

router eigrp 100
variance 2

Sited

router eigrp 100
variance 2

Site1
router eigrp 100

variance 3

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 215

- (Exam Topic 3)
MANT A
/o E0/1 ..
S e
R1 o T R3
R1

service limestamps debug datetime miec
service limestamps log datetirme msec
|

clock timezone EET 20
|

engd

Rlsshow chock
*23:50:13.297 EET 5at Nov 14 2020

Riw

*Mov 14 21:49.59.607; IP: 210.1.1.1 {local), d=224.0.0.5 (Cthernat0/0), Ien BO, Iocal feature, Logical MN local(14), rtype 0, |
forus FALSE, sendself FALSE, mtu O, fwedchk FALSE

*Mov 14 21:49:59.607: 1P: £10.1.1.1 (local), d=224.0.0.5 [Ethernetdf0], len B0, sending broad/multicast

"Mov 14 21:49:59.607: 1P 5=10.1.1.1 {local), d=224.0,0.5 [Ethernatd D), len B0, sending full packet

*Mow 14 21:50:00.336: 1P: 5=10.2.2.4 {(Ethernet0/1), d=224.0.0.5, len 80, revd O

*Mov 14 21:50:00.336: 1P: £10.2.2 4 (EthernetDy/1), d=224.0.0.5, len 80, input feature, packet consumed, MCI Check(101),
rtype 0, forus FALSE, sendself FALSE, mtu O, fwdchk FALSE |

Refer to the exhibit. An engineer cannot determine the time of the problem on R1 due to a mismatch between the router local clock and legs. Which command
synchronizes the time between new log entries and the local clock on R1?
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A. service timestamps debug datetime msec show.timezone
B. service timestamps log datetime locatetime msec

C. service timestamps datebug datetime localtime msec

D. service timestamps log datetime msec show-timezone

Answer: B

NEW QUESTION 216
- (Exam Topic 3)
Which feature minimizes DoS attacks on an IPv6 network?

A. IPv6 Binding Security Table

B. IPv6 Router Advertisement Guard
C. IPv6 Prefix Guard

D. IPv6 Destination Guard

Answer: D

Explanation:

The Destination Guard feature helps in minimizing denial-of-service (DoS) attacks. It performs

address resolutions only for those addresses that are active on the link, and requires the FHS binding table to be populated with the help of the IPv6 snooping
feature.The feature enables the filtering of IPv6 traffic based on the destination address, and blocks the NDP resolution for destination addresses

that are not found in the binding table. By default, the policy drops traffic coming for an unknown destination.

Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/15S/configuration/guide/7600_1 5 0s_book/IPv6_Security.pdf

NEW QUESTION 219
- (Exam Topic 3)
Refer to the exhibit.
interface loopback0
ip address 4.4 4.4 255.255.255.0
I
interface FastEthernet1/0
Description *** WAN link **~
ip address 10.0.0.1 255,255 255.0
i
interface FastEtherneti/
Description *** LAN Network ***
ip address 192.168.1.1 255.255.255.0
I
!
router ospf 1
router-id 4.4.4.4
log-adjacency-changes
network 444 40000aread
network 10.0.0.1 0.0.00 area 0
network 192 168.1.1 0.0.0.0 area 10
I

Which set of commands restore reachability to loopback0?
A)
interface loopbackl
p address 4 4.4 4 250 7004
i # » [ L]

ip ospf network pont-1o-px
B)

nterface loopbach

L i § & L

.
L

ip address 4 4 4 4 725250 22

o i o -l AWOA0C A5
.p C '.:;: F_- Pl 1 ¥ t J
C)
nterface |1OOPOICRL

p address 44420025043
P 9% :

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
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Explanation:
We test

Note: Although the configured loopback addres

ed this config in GNS3 (except the LAN interface) but R1 loopback0 was advertised normally on R2 and R2 could reach this loopbackO.

4.4/24 but by default OSPF will advertise this route to loopbackO as 4.4.4.4/32 (most specific route to that

loopback). In order to override this, we have to change the network type to point-to-point. After this OSPF will advertise the address to loopback as 4.4.4.0/24.

NEW QUESTION 223
- (Exam Topic 3)
Refer to the exhibit.

Dallas_Rouber:

ineface GigablEtharmetO/0id. 364
doscrplion Guest 10 66.46 0522
encapsulation dol10 364

ip addrens 10.66 46 1 255 2552540
ip nelper-address 10.192.104.212

ip helper-addreas 10191103140

ip access.gioup GUEST.-ACCESS in
ip access-group GUEST-AGCCESS-OUT oul
na ip redirecta

na ip unreaghables

na P proxy -arg

ip accesshizl éxtended GUEST ACCESS
remark Intemel Acesss Only

permit udp any any aq booips

permit udp any any €q bcoolps

deny fpany 100000 255 255 255
deny pany 172,16 00015 255255

deny  ipany 192 1680000 255255
deny ipamy 224.000 31 DEE 355255
deny g any 169252004 b 255,255
deny ipany 127.0.0.0 0 255 255 255

deny pany 1922.02.0 00255
deny  ipany host D000

permit ip 10 66 420 0.0 0. 255 any
prErmnit ip 10 66 46 0000 5% any
]

ip acces= Nl extended GUEST-ACCESS-QUT

peomill udp any any g booips
panmit udp any any 29 booipe
permit udp any any eq domain
pormit udp ARy any
i ANy any
E—:::::: :I;::ﬂ iP‘IﬂF-rrfTﬂ.i':l'z."a:! ‘I'::’-i?q 15871 any
=g anmy Jan aslabiiahed
5::'::“ -!p ATY ?I-D.L‘.l?ﬁ 0 0.25% I‘E?._F‘f:h
damy 1P any 172.16.0.0 0.15 -_"-.l: :55
deny ip any 192 168.0.0 l:l' 0 .-.-:r'..?l?.
dony ip any 224.000 31.255 '?'-.f‘.{;.:
deny Ip any 163 252.0.0 ::rrn E?:- _.‘:-'
dany #pany 127.0 000 -.;'5:'_.1 » 25
dany ipany 192.0.2.0 000255
deny ip any host 0.0.0.0

amark Uaed (o Dlock nbound trafic lo Guest Fletvorks

After a new regional office is set up,not all guests can access the internet via guest WiFi. Clients are getting the correct IP address from guest Wi-Fi VLAN 364.

which action resolves the issue ?

A. Allow 10.66.46.0/23 in the outbound ACL

B. Allow DNS traffic through the outbound ACL
C. Allow DNS traffic through the inbound ACL
D. Allow 10.66.46.0/23 in the inbound ACL

Answer: C

NEW QUESTION 225
- (Exam Topic 3)
Refer to the exhibit.
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I dauress 4+.4.4.4 £223.£22. 2220

I

interface FastEthernet1/0
Description *=* WAN link ***

ip address 10.0.0.1 255.255.2555.0
I

interface FastEthernet1/1
Description ** LAN Network *™**
ip address 192.168.1.1 255.255.2555.0
I

I

router ospf 1

router-id 4.4.4 4
log-adjacency-changes

network 4444 0000areal
network 10.0.0.1 0.0.00 area 0

network 192.165.1.1 0.0.0.0 area 10
1

A)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf network broadcast

B)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf interface type network

C)
interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf network point-to-peint
D)

interface loopback0
ip address 4.4.4.4 255.255.255.0
ip ospf interface area 10

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 228
- (Exam Topic 3)

Flé#show ip route ospf

Refer to the exhibit. An engineer configured two ASBRs, 10.4.17.6 and 10.4.15.5, in an OSPF network to redistribute identical routes from BGR However, only
prefixes from 10.4.17.6 are installed into the routing table on R1. Which action must the engineer take to achieve load sharing for the BGP-originated prefixes?

A. The ASBRs are advertising the redistributed prefixes with the iBGP metric and must be modified to Type 1 on ASBR 10.4.17.6.

B. The ASBRs are advertising the redistributed prefixes with a different admin distance and must be changed to 110 on ASBR 10.4.15.5.
C. The admin distance of the prefixes must be adjusted to 20 on ASBR 10.4.15.5 to advertise prefixes to R1 identically from both ASBRs.
D. The ASBRs are advertising the redistributed prefixes as Type 1 and must be modified to Type 2

Answer: D

NEW QUESTION 231
- (Exam Topic 3)
What must a network architect consider for RTs when planning for a single customer full-mesh VPN m an MPLS Layer 3 network?
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A. RT must be globally unique within the same VPN

B. RT must be globally identical within the same VPN

C. RT values must be Afferent from the RD values in the same VPN

D. Each RT value must be identical to an RD value within the same VPN.

Answer: D

NEW QUESTION 233

- (Exam Topic 3)
RS
W # Costd0 R1 Cost 10 -
sn (aa—— (4
R4 BV LY, N
Cost 40 10.10.10.0/24 ;Cu-z.t 40 |Cost 10
Ree ' R6
R3 ‘.’ Gﬂﬁt dﬂ :.ﬂ' CGEI 1ﬂ \’
7 — W —
" ,fﬂ C
10.10.20.0/24

Refer to the exhibit Which action ensures that 10 10 10 0/24 reaches 10 10 20 0/24 through the direct link between R1 and R2?

A. Configure R1 and R2 LAN links as nonpassive.

B. Configure R1 and R2 links under area 1

C. Configure OSPF link cost to 1 between R1 and R2
D. Configure OSPF path cost to 3 between R1 and R2

Answer: B

NEW QUESTION 237
- (Exam Topic 3)

R1msh ipvh route egrp

IPvh Routing Table - default - 1 entries

Codes: C - Connected, L - Local, 5 - Static, U - Per-user Statlic route
B - BGP, HA - Home Agent, MR - Mobile Router, R - RIP
11 = ISIS LY, 12 - 1805 L2, |A - ISIS interarea; 15 - 1515 summary
D - EIGRP, EX - EIGRP external, ND - Newghbor Discovery, | - LISP
0 - OSPF Intra, O1 - OSPF Inter, QEL - OSPF ext 1, OE2 - O5PF ext 2
ON1 - OSPF N55A ext 1, ON2 - OSPF NSSA ext 2

Rl

R1&show ipvh eigrp neighbors

EIGRP-IPvhG Newghbors for AS{1)

H Address imerface Hold Uptime SRTT RTO Q Seq
[sec) [rms) Cnt Mum
0 Lmnk-local address: Fal/f0 11 00:04:22 1593 5000 O 15
FEROD::COD4:22FF:FETR:1
By

IPv6 EIGRP AS1

. . Lo10 2002::1
..,."' R2 AN Lo11 2002::21128
o X, | FENO Feorn ™

Lot12 2002::31128
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H2Eshow run

interiace Loopback1l

no p address

ipwh address 2002 17128
1pwh ewgrp 1

|

nterface Loopback11

no i address
ipvE addrass 2002 27128
IpvE egrp 1

I

intertace Loopback12

no i address

ipvh address 2002 3128
ipvh esgrp 1

|

nlerface FastEthemeal
No Ip BdArass

duplox auto

speed auto

ipvE addrass auloconhy
ipvh eigrp 1

]
ipvl nouter egrp 1

SIUD SumuEmery

nNo shiRoown
e e e

R1 cannot receive the R2 Interfaces with individual prefixes. What must be reconfigured to advertise R2 Interfaces to R1?

A. EIGRP process on R2 by removing the stub command Keyword summary

B. interface FastEthernet0/1 on R2 with an EIGRP summary for all three loopback prefixes
C. EIGRP process on R2 with the command stub summary receive-only

D. EIGRP process on R2 with the command stub summary connected

Answer: D

NEW QUESTION 242
- (Exam Topic 3)

Which control plane process allows the MPLS forwarding state to recover when a secondary RP takes over from a failed primary RP?

A. MP-BGP uses control plane services for label prefix bindings in the MPLS forwarding table

B. LSP uses NSF to recover from disruption *i control plane service

C. FEC uses a control plane service to distribute information between primary and secondary processors
D. LDP uses SSO to recover from disruption in control plane service

Answer: C

NEW QUESTION 243
- (Exam Topic 3)
Refer to the exhibit.

Tunnel source 199.1.1.1, destination 200.1.1.3
Tunnel protocol/transport GRE/IP

Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255, Fast tunneling enabled
Tunnel transport MTU 1476 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)

An engineer must establish a point-to-point GRE VPN between R1 and the remote site. Which configuration accomplishes the task for the remote site?

A. Interface Tunnell tunnel source 199.1.1.1tunnel destination 200.1.1.3ip address 192.168.1.3 255.255.255.0
B. Interface Tunnell tunnel source 200.1.1.3tunnel destination 199.1.1.1ip address 192.168.1.1.255.255.255.0
C. Interface Tunnell tunnel source 200.1.1.3tunnel destination 199.1.1.1ip address 192.168.1.3.255.255.255.0
D. Interface Tunnel lunnel source 199.1.1.1tunnel destination 200.1.1.3ip address 192.168.1.1.255.255.255.0

Answer: C

NEW QUESTION 246

- (Exam Topic 3)

Which method provides failure detection in BFD?
A. short duration, high overhead

B. short duration, low overhead

C. long duration, high overhead

D. long duration, low overhead

Answer: B
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NEW QUESTION 247
- (Exam Topic 3)

Head Office
JAa1 T 172.16.1.0/04

| Lo
| %saw WAN

1 192.168.10.0/24

10.11.11.11/32

Rll#interface Tunnell
ip address 172.16.1.11 255.255 3550
tunnel source 192.1668.10.11
tunnel mode gre multipoint
ip nhrp map multicast dynamic
ip nhep network-id 11

POP 1

POP2

10, 12.12.12/32

10.13.13.13/32

Refer to the exhibit A company builds WAN infrastructure between the head office and POPs using DMVPN hub-and-spoke topology to provide end-to-end
communication All POPs must maintain point-to-point connectivity with the head office Which configuration meets the requirement at routers R12 and R13?

R12#

interface Tunnel0

ip nhrp map multicast 192.168.10.11
ip nhrp map 172.16.1.11 152.168.10.11
ip nhrp network-id 12

ip nhrp nhs 172.16.1.11

R13%

interface Tunnel0

ip nhrp map multicast 192.168.10.11
ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 13

ip nhrp nhs 172.16.1.11

R122

interface Tunnel0

ip nhrp map multicast 172.16.1.11

ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 12

ip nhrp nhs 192.168.10.11

R13#
interface TunnelD
ip nhrp map multicast 172.16.1.11
ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 13
ip nhrp nhs 192.168.10.11

"y Configure routers R12 and R13 as

interface Tunnel0

ip nhrp map multicast 172.16.1.11

ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 11

ip nhrp nhs 192.168.10.11

Configure routers R12 and R13 as

interface Tunnel0

ip nhrp map multicast 192.168.10.11
ip nhrp map 172.16.1.11 192.168.10.11
ip nhrp network-id 11

ip nhrp nhs 172.16.1.11

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 249
- (Exam Topic 3)
Refer to the exhibit.
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R1{configi#ipvh prefix-list PRE-PEND-PREFIX permit 2001db8:0;a::64
R1(cenfigitroute-map PRE-PEND permit 10

H{eanhg-ravle-map dmatch ipve address prefix-list PRE-PEND-PREFIX
R 1[conlig-roule-mapitsel as-path prépend G5412

RA{configrouler bgp 65412

R 1{conlig-router#address-Temily ipve -
R1({config-router-af#neighbor 2001 dhfi- 0202 route-map PRE-FEND oul

R1 has a route map configured, which results in a loss of partial IPv6 prefixes for the BGP neighbor, resulting in service degradation. How can the full service be
restored?

A. The neighbor requires a soft reconfiguration, and this will clear the policy without resetting the BGP TCP connection.

B. The prefix lit requires all prefixes that R1 is advertising to be added to it, and this will allow additional prefixes to be advertised.
C. The route map requires a deny 20 statement without set conditions, and this will allow additional prefixes to be advertised.

D. The route map requires a permit 20 statement without set conditions, and this will allow additional prefixes to be advertised.

Answer: D

NEW QUESTION 254
- (Exam Topic 3)
What is an advantage of implementing BFD?

A. BFD provides faster updates for any flapping route.

B. BFD provides millisecond failure detection

C. BFD is deployed without the need to run any routing protocol
D. BFD provides better capabilities to maintain the routing table

Answer: B

NEW QUESTION 259

- (Exam Topic 3)

A DMVPN network is preconfigured with tunnel 0 IP address 192.168.1.254 on the HUB, IP connectivity, crypto policies, profiles, and EIGRP AS 100. The NHRP
password is ccnpl123, and the network ID and tunnel key is EIGRP ASN Do not introduce a static route. Configure DMVPN connectivity between routers BR1 and
BR2 to the HUB router usiln‘ghphysical interface as the tunnel source to achieve these goals:

LTI 1S |

E= vzs00
EQ0
172 16.0.0r24
54| Enm
Tunnaeld: 182 1681 25424 ."II'" L a—
254 | Eon
54 =]
10 10255 024
# I-\.\.-
H.
Y
d e vl v 3T 0 16 4 =
Tunmeld 152 1881 124/ EON B0t % 2 Tunnel: 162 1681224
LD 'l:u'-::n:'l".:-'-'_';- .— - L0 1010102032
agy | EOO E0T | 254
17216 1.0:24 172 18 2 0724
11| Eovo E0/
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Gudelines Topohogy Tasks | e

A DMYPN network is preconfigured with tunngl O 1P address
192 168.1.254 on the HUB, IP connaectivity, cryplto policies,
profiles, and EIGRP AS 100, The NHRP password is cenpl12,
and the network 10 and tunnel key is EIGRP ASN. Do not
introduce a static route. Configure DMVPN connectivity between
routers BR1 and BR2 o the HUB router using physical interface
as the lunnel source 1o achieve these goals:

1. Configure NHRP authentication, static IP-io-NBMA address
maps, hold time 5 minutes, network 1D, and server on
branch router BR1,

2. Configure NHREP aulhentication, static IP-to-NBMA address
maps, hold time 5 minutes, netwaork |0, and sarser on
branch router BR2.

3. Ensure that packet fragmentation is done before encryption
o account for GRE and IPsec header and allow a maximum
TCP segment size of 1360 on an IP MTU of 1400 on the
tunnel inlerfaces of both branch routers

4_ Apply an IPsec profile to the tunnel. Verify that direct spoke-
to-spoke tunnel is functional betwean branch routers BRA

|

e e DIC Darve
T oz

EOQ
172 16.0 Q24

254 | B
Tannel 182 188128424 ﬁ WO 1040.1.132
2% | EQv

1

Tunneil: 192 18811724
Lo 101010 132

754 | B9
17298 1 024

Topology Diagram

A DMVPM network is preconfigured with tunnel O IP address 192.168.1.254 on the HUB, IP
connectivity, crypto policies, profiles, and EIGRP AS 100, The NHRP password is cenp123, and
the network 1D and tunnel key is EIGRP ASN. Do not introduce a static route. Configure DMVEN
connectivity between routers BR1 and BR2 1o the HUB router using physical interface as the lunnel
source o achleve these goals:

1. Configure NHRP authentication, static IP-t0-NBMA address maps, hold time 5 minutes,
network 10, and server on branch router BR1.

2. Configure NHRP authentication, static |P-to-MEMA address maps, hold ime & minutes
network 10, and server on branch router BR2.

3. Ensure that packet fragmentation is done before encryption to account for GRE and |Psec
header and allow a maximum TGP segment size of 1300 on an 1P MTLU of 1400 on the unnel
interfaces of both branch routers,

4. Apply an IPsec profile to the tunnel. Verify that direct spoke-to-spoke tunnel is functidhal
between branch routers BR1 and BR2 bv usina traceroute to Ethernet 0/0 IP address toget a
full score.

& Submil feedback abaut this Bam

A. Mastered
B. Not Mastered

Answer: A

Explanation:
ON BR1
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Current ccnf;g‘urutiun = 405 h?tl:‘:!
1

interface Tunnell

ip address 192.168.1.1 2

no ip redirects

ip mtu 1400

ip nhrp authentication conpli3d
ip nhrp map 192.168.1.2549 10.10.255.254
ip nhrp map sulticast 10.10.255
ip nhrp network=id 100

ip nhrp holdtime 5

ip nhrp nhe 192.168.1.254

ip nhrp shortent

ip tep adjust-maa 1360

delay 1000

tunnel sgurce 10.10.

tunnel destination 10.

Tunnel0, IPvd NHRP Details

oke, HHRP Peers:l

Feer HBMA Rod . Thr i Aad State

~ -
-UrDent con

intertace Tunnell

NEW QUESTION 262
- (Exam Topic 3)

&’IM EQ/f1 EQ/D Wf"
(4" MR

M1 IDHCP Client )

Rl [DHCP Server) Switch

Refer to the exhibit. The client server but the show command does not show the IPv6 DHCP bindings on the server. Which action resolves the issue?
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A. Extend the DHCP lease time because R1 removed the IPv6 address earlier after the lease expired.
B. Configure H1 as the DHCP client that manually assigns the IPv6 address on interlace e€0/0..

C. Use the 2001:DBB:BAD:CODE::/64 prefix for the DHCP pool on R1.

D. Configure authorized DHCP servers to avoid IPv6 addresses from a rogue DHCP server.

Answer: C

NEW QUESTION 265
- (Exam Topic 3)

A network is configured with CoPP to protect the CORE router route processor for stability and DDoS protection. As a company policy, a class named class-default
is preconfigured and must not be modified or deleted. Troubleshoot CoPP to resolve the issues introduced during the maintenance window to ensure that:

m L %02 T2

EQD 2
1010120024
EQD 1

COR

Lo 100901, 132
B0 1

10.10. 13,0724

=0 ]

m LB 108 903 B

Topology Diagram

Guidelines Topology Tasks

A network is configured with CoPP to protect the CORE
router route processar for stability and DDoS protection. As
a company policy, a class named class-default is
preconfigured and must not be modified or deleted.
Troubleshoot CoPP to resolve the issues introduced during

the maintenance window to ensure that

1. Dynamic routing policies are under CoPP-CRITICAL
and are allowed only from the 10.10.x.% ranga.

2. Telnet, 35H, and ping are under CoPP-IMPORTANT
and are allowed strictly toffrom 10.10.x.x to the CORE
router (Hint: you can verify using Loopback1)

3. All devices ping (UDP) any CORE router interface
successfully to/fram: the 10.10.x.x range and do not
allow anv other |P address
MORMAL (Hint: Traceroute port range 33434 33464).

WAN
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WAN CORE MGMT

CORE
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MGMT

WAN CORE MGMT

WARN CORE MEMT

A. Mastered
B. Not Mastered

Answer: A

Explanation:

CORE

policy-mao CoPP

class CoPP-CRITICAL

police 1000000 50000 50000 conform-action transmit exceed-action transmit
Text Description automatically generated with medium confidence
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CORE# Copy run start TESTING: CORE
Graphical user interface Description automatically generated with medium confidence

MGMT
Graphical user interface, text Description automatically generated

Password requi rad, buk none Sa

[Conmection t

NEW QUESTION 270

- (Exam Topic 3)

Refer to the exhibit.

A network engineer receives a fault ticket about traffic drops from BANK SITE to BANK Users can reach BANK SITE Y from router RA as a source.
Routers RB and RD are acting as route reflectors. Which configuration resolves the issue?

A. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.4 route-reflector-client
B. RF(config)#router bgp 65201RF(config-router)#neighbor 10.10.10.6 route-reflector-client
C. RC(config)#router bgp 65201RC(config-router)#neighbor 10.10.10.2 route-reflector-client
D. RB(config)router bgp 65201RB(config-router)#neighbor 10.10.10.3 route-reflector-client

Answer: A
NEW QUESTION 272

- (Exam Topic 3)
Refer to the exhibit.

- . Hutd show lp roote elgmp
g-.u_-l_-‘-—".' | Coutpial ombtbetd>
i 192, 168.1. 0424 |90,/9T312300] wia 192, 06R.0, L1, O0:00: 41, Tunmald
m 1] 193 188 7, 0434 | HATI N0 ] wias 193¢, B4 0,13, 000047 Tunpe ]9
I 192 068 3. 000 |90/9730000] wia 192 0GR 0.1, OD:00:48, Tunneld
Hiild show fuxn | sedbion fosler sigip
router algrp cong
=~ i
address-fanily Ipvd anicast sotonomous-sys tem 1
]
topology baso
salit-af-topalogy
nebwork 192.168.6.1 0.0.0.0
axlt-addross - faml Ly

Spokei S <ooice: B
i

192.168.1.0/24 | 15Z.168.2.0024 192.168,3.024

— —

Spoke routers do not learn about each other's routes in the DMVPN Phase2 network. Which action resolves the issue?

A. Remove default route from spoke routers to establish a spoke-to-spoke tunnel.
B. Configure a static route in each spoke to establish a spoke-to-spoke tunnel.
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C. Rectify incorrect wildcard mask configured on the hub router network command.
D. Disable EIGRP split horizon on the TunnelO interface of the hub router.

Answer: D

NEW QUESTION 273
- (Exam Topic 3)

Loopback222
fﬁ’:‘ 18.222 254732

j | —— EE=—— =
- 1" |"' M - k'’ i i i %,
ﬂ*‘t:«""-ﬁ"ﬂm 601 e G011 e ‘.'!EL’. o p—{Gio1 '*‘
— i F, , . i
a3 S " - Id'l.-
192.168.100.1/24

Refer to the exhibit R2 can reach Loopback222, but R1 SW1 and PC1 cannot communicate with 172.16.222 254 R1 and R2 configurations are shown here

T P R A Y

R1#show run | sec router eigrp
router eigrp VR1
1

address-family ipv4 unicast autonomous-system 1
I

topology base
exit-af-topology

network 172.16.1.1 0.0.0.0
network 182.168.100.0
network 192.168.200.0
network 192.168.255.91 0.0.0.0
exit-address-family

R2({config#do show run | sec router eigrp
router eigrp 1

network 172.16.1.2 0.0.0.0

network 172.16.222.0 0.0.0.255

network 192.168.222.254 0.0.0.0

Which EIGRP configuration command resolves the issue?

A. R2(config-router) # redistribute static

B. R1(conftg-router)# network 172.16.222.254 0.0.0.0

C. R1 (config-router)# network 172.16.222.264 255.255.255.255
D. R1(config-router)# redistribute static

Answer: A
NEW QUESTION 277

- (Exam Topic 3)
Refer to the exhibit.

(L PR RN ] pLFRLE N ]
i3 180 3 05 3d S A8 1A S 192 1604 024
Tenal o i - =y Touys

#
J R KT T AU vl 13 O
LS LT
EIGRP 222 | |
Capa Towm
PR BN ]
121688 024
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D
D
D
C
L

oro

c
L

c
L

192.168.2.0/24 [90/4Usvuur vie Toe Tues vz 1, wous 1, ehernetoid
192.168.3.0024 [90/409600] via 192.168.13.2, 00:17:23, Ethernetli
192.168.4 0/24 [90/409600] via 192.168.13.2, 00:17:23, Ethernetl/1
192.168.5.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.5.0/24 is directly connected, Loopback(
192,188.5 1/32 is directly connected, Loopbackd
192 168 6.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.6.0/24 is direclly connected, Loopback1
192 168.6.1/32 is directly connected, Loopback
192 188.11.0/24 [90/307200] via 192.168.13.2, 00:17:40, Ethermnet0/1
[S0/307200] via 192.168.12.1, 00:17:40, Ethernal0/0
192.168,12.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.12.0/24 is directly connected, Ethernet0/0
192 168,12 3732 is directly connected, EthernatDiQ
192.168.13.0/24 is variably subnetted, 2 subnels, 2 masks
192.168.13.0/24 is directly connected, Ethernet0N
192.168.13.3/32 is directly connecled, Ethernet(i

The network administrator must configure Cape Town to reach Dubai via Tokyo based on the speeds provided by the service provider. It was noticed that Cape

Town is reaching Dubai directly and failed to meet the requirement. Which configuration fixes the issue?

A)

Dubai

router eigrp 100
variance 2

B)

CapeTown

router eigrp 100
variance 2

C)

CapeTown

interface E 0/0
bandwidth 5000
interface E 0/1
bandwidth 10000

D)

CapeTown

interface E 0/0
bandwidth 5000
interface E 0/1
bandwidth 10000

Dubai

interface E 0/0
bandwidth 50000
interface E 0/1
bandwidth 5000

Tokyo

interface E 0/0
bandwidth 50000
interface E 0/1
bandwidth 10000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 278
- (Exam Topic 3)
Refer to the exhibit.
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010G 1 10.1.30.0/24 101 40.0/24

I 01 200
{1 , ¥, (3 “ ] {4
. . . = .
e 0 [ i 0 el i} ] el il
R1 ki R R4 RS

R5 should not receive any routes originated in the EIGRP domain. Which set of configuration changes removes the EIGRP routes from the R5 routing table to fix
the issue?

A. R4route-map O2R deny 10 match tag 111route-map O2R permit 20!router ripredistribute ospf 1 route-map O2R metric 1
B. R2route-map E20 deny 20 R4route-map O2R deny 10 match tag 111!router ripredistribute ospf 1 route-map O2R metric 1
C. R4route-map O2R permit 10 match tag 111route-map O2R deny 20!router ripredistribute ospf 1 route-map O2R metric 1
D. R4route-map O2R deny 10 match tag 111!router ripredistribute ospf 1 route-map O2R metric 1

Answer: A
Explanation:
In this question, routes from EIGRP domain are redistributed into OSPF (with tag 111) then RIPv2 but without any filtering so R5 learns all routes from both EIGRP

and OSPF domain. If we only want R5 to learn routes from OSPF domain then we must filter out routes with tag 111 and permit other routes. The line “route-map
O2R permit 20" is important to allow other routes because of the implicit deny all at the end of each route-map.

NEW QUESTION 279

- (Exam Topic 3)
1 T mm— By
— ﬂm.lis.zmnsﬁu RN FTRTE W)
" " WY e 1 ifol
| | p; 191652012/ e —————— b
1040.60.6 RE ElAping 100060 & El

[REmshow ip sla esponder
Gindal IPSLA Bsdponder ondanlral gaet 1967
Geneal IP 5LA Besponder onControl W2 port 1167
General B SUA Besponder i6: Disabked

Penmanent Port 1P SLA Responder
Parmament Port IP SLA Besgonder is: Disadled

Ty eacage sogacnce bo abart

=enZing 5, 100-oyte ICMP Echos 10 100E0.60L6, timeout it 2 secande
1]

Success rate i W percent [5/5], round-tnp metavg'mar = 17171 ms
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Refer to the exhibit. Which configuration resolves the IP SLA issue from R1 to the server?

A. R6(config)#ip sla responder

B. R6(config)#ip sla responder udp-echo ipaddress 10.60.60.6 po 5000
C. R6(config)#ip sla 650 R6(config-ip-sla)ff udp-jitter 10.60.60.6
D. R6(config)#ip sla schedule 10 life forever start-time now

Answer: A

NEW QUESTION 284
- (Exam Topic 3)
Exhibit.
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R2§ show ip eigrp topology 10.1.3.0 255.255.255.0

IP-EIGRF (AS 1) : topology sntry for 10.1.3.0/24
State is Fassive, Query origin flag is 1, 1 Successor(s), FD is 307200
Routing Descriptor Blocks:
10.1.2.3 (Etharnetd), from 10.1.2.3, Sand flag is Ox0
Compoaite metric is (307200/281600), Routs i3 Intarnal
Vector matric
Minimum bandwidth is 10000 Kbit
Total delay is 2000 microseconds
Reliability is 255/255
Load is 1/255
Miniswus MTU is 1500
Hop count 13 1
10.1.2.4 (Ethernetd), from 10.1.2.4, Send flag is Ox0
Composite metric is (312320/286720), Routs i3 Internal
Vector matric
Mini=u=m bandwidth is 10000 Kbit
Total delay is 2200 microsesconds
Reliability is 255/255
Load is 1/255
Minisum MTU is 1500
Hop count is 1

LR WM
L
[ 4 .! e
MLLLYM
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Refer to the exhibit. A network is configured for EIGRP equal-cost load balancing, but the traffic destined to
the servers is not load balanced. Link metrics from router R2 to R3 and R4 are the same. Which delay value must be configured to resolve the issue?

A. 208 oon R3 EO/0
B. 120 on R4 EO0/1
C. 120/on R3 EO/1
D. 2200 on R4 EO/1

Answer: C

NEW QUESTION 288
- (Exam Topic 3)
How does LDP operate in an MPLS network?

A. When topology changes occur such as a router failure, LDP generates peer discovery messages that terminate the LDP season to propagate an LSP change.
B. When an adjacent LSR receives LDP discovery message

C. TCP two-way handshake ensures that the LDP session has unidirectional connectivity.

D. Peer routers establish the LDP session, and the LDP neighbors maintain and terminate the session by exchanging messages

E. LDP notification messages allow LERs to exchange label information to determine the next hops within a particular LSP.

Answer: D

NEW QUESTION 290
- (Exam Topic 3)

R E0: 172.19.5.0/28
G g =
10.10.1.0/34 11 182.168.100.0/24
Mew IEP WAN Cloud
Spoke? 10.10.12.0/24
R1 R2 Rl
intarface Turnall intaEface Tannall intarface Tenneld
ip addreas 172.19.3 .1 253 735.235.0 ip sddress 172.19.3.7 235 733 255.0 ip sddress 172.19.5.3 253 255.255.0
ip Rhrp sutBenticatlon cfliSC0 ip rhrp suthenticstisn tdlidc0 Lp RASP authenticstion tdliSC0
ip nhip nap sulticast dycamic ip nhrp pap sulticast L1BX. 168 100.11 ip hArp map scliticast 192, 168,100.110
ip nhrp network-1d 10 ip nhrp map 172.19.5.1 152.168.100.11 ip nhrp map 172.19.5.1 192.168.100.11
ip ospl network brosdcast ip phrp oetwork-id 19 ip nhrp network-1d 10
ip ospl prierity I35 ip ospl network brosdoast ip ospf metwork brosdcast
tumnel source 193, 168.100.11 ip ospf prisrity @ ip ospf priocity @
tuEnal mods gre sulcipolnt tunnsl sourcs 192 0168.100.12 tumnal sourcs 192 .168.100.13
tunnal kay 100 tunnsl destimation 192.168.100.11 tomnal destimatiosm 1W2. 168, 100,13
runnal key 100 camnal kay 1090

Refer to the exhibit. An organization is installing a new L3 MPLS link to establish DM VPN Phase 2 tunnels between the hub and two spoke routers Which
additional configuration should the engineer implement on each device to achieve optimal routing between the spokes?
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A)

interface Tunnel0
no tunnel destination 192.168.100.11
tunnel mode mplis traffic-eng

B)
interface Tunnell
ip ospf priority 1
ip ospf network non-broadcast

C)

interface TunnelO
no tunnel destination 192.168.100.11
tunnel mode gre multipoint

D)

interface Tunnel0
ip ospf priority 253
ip ospf network point-to-multipoint

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 292
- (Exam Topic 3)

R1 (config) ip vif CCNP

R1 (config-vrf)# rd 1:100

R1 (config-vif# exit

R1 {configy interface Loopback(

R1 (config-ifj# ip address 10.1.1.1 255.255.255.0

R1 (config-ifk ip vrf forwarding CCNP

R1 (config-if exit

R1 (config)# exit

R1# ping vif CCNP 10.1.1.1

% Unrecognized host or address, or protocol not running.

Refer to the exhibit Which command must be configured to make VRF CCNP work?

interface Loopbackl
ip address 10.1.1.1 2556.255.255.0
wrf farwarding CCMP

interface Loopbackl
ip address 10.1.1.1 265.2505.255.0

interface Loopback(
wif forwarding CCMP

interface Loopbacki
ip address 10.1.1.1 266,255.255.0
ip vrf forwarding CCNP

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 293
- (Exam Topic 3)
An engineer creates a Cisco DNA Center cluster with three nodes, but all the services are running on one host node. Which action resolves this issue?

A. Restore the link on the switch interface that is connected to a cluster link on the Cisco DNA Center
B. Click the master host node with all the services and select services to be moved to other hosts

C. Enable service distribution from the Systems 360 page.

D. Click system updates, and upgrade to the latest version of Cisco DNA Center.

Answer: C
Explanation:

To deploy Cisco DNA Center on a three-node cluster with High Availability (HA) enabled, complete the following procedure:
Step 1: Configure Cisco DNA Center on the first node in your cluster... Step 2: Configure Cisco DNA Center on the second node in your cluster... Step 3: Configure
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Cisco DNA Center on the third node in your cluster... Step 4: Enable high availability on your cluster:

*a. In the Cisco DNA Center GUI, click and choose System Settings. The System 360 tab is displayed

by default.

* b. In the Hosts area, click Enable Service Distribution.

After you click Enable Service Distribution, Cisco DNA Center enters into maintenance mode. In this mode, Cisco DNA Center is unavailable until the redistribution
of services is completed. You should take this into account when scheduling an HA deployment.

Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automationand- management/dna-
center/1-3-3-0/ha_guide/b_cisco_dna_center_ha_guide_1 3 3 0.html

Therefore we can choose “Enable Service Distribution” to distribute services to other host nodes.

NEW QUESTION 294
- (Exam Topic 3)
Drag and drop the ICMPV6 neighbor discovery messages from the left onto the correct packet types on the right.

"pl-?‘.‘.-r ST It APy Typd L34

Porngh Bt Reuart® rp et [CMPYE Type 137

Bt Adold st ChePvE Type 135

| Radrec Meisage [CMPvG Type (33

| Eagter SOlET 350N MR Typs |18

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Table Description automatically generated with medium confidence

NEW QUESTION 295

- (Exam Topic 3)

A network engineer must configure a DMVPN network so that a spoke establishes a direct path to another spoke if the two must send traffic to each other. A spoke
must send traffic directly to the hub if required Which configuration meets this requirement?

At the hub router:

interface tunnel10

ip nhrp nhs multicast dynamic
ip nhrp nhs shortcut

tunnel mode gre multipoint

On the spokes router

interface tunnel10

ip nhrp nhs multicast dynamic
ip nhrp nhs redirect

tunnel mode gre multipoint

isi At the hub router
interface tunnel10
ip nhrp map muiticast dynamic
ip nhrp redirect
tunnel mode gre multipoint

On the spokes router

interface tunnel10

ip nhrp map multicast dynamic
ip nhrp shortcut

tunnel mode gre multipoint

At the hub router

interface tunnel10

ip nhrp nhs dynamic multipoint
ip nhrp nhs shortcut

tunnel mode gre multicast

On the spokes router

interface tunnel10

ip nhrp nhs multicast dynamic
ip nhrp nhs redirect

tunnel mode gre multicast
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ipvrf1
ip vrf 2
1

int GigabitEthernet0/0
no shut
1

int GigabitEthernet0/0.1
encapsulation dot1Q 1

ip vrf forwarding 1

ip address 10.1.1.1 255.255.255.0
1

int GigabitEthernet(/0.2
encapsulation det1Q 2

ip vrf forwarding 2

ip address 10.2.2.1 255.255.255.0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 296
- (Exam Topic 3)
Refer to the exhibit.
R3
R4
181.16.2.4/30

% 9

181.16.2.8/30 181.16.2.0/30
51 51
‘3_% EIGRP _‘~
=¥ RIP RS
s0 s0
178.1.10.4/30 178.1.10.0/30
s

- ‘;.% 51

192.168.1.0/24

Mutual redistribution is enabled between RIP and EIGRP on R2 and R5. Which configuration resolves the routing loop for the 192.168.1.0/24 network?

A. R2:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in s1!router ripnetwork 178.1.0.0redistribute eigrp 10 metric 2!access-list 1
deny 192.168.1.0 access-list 1 permit anyR5:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sOlrouter ripnetwork
178.1.0.0redistribute eigrp 10 metric 2laccess-list 1 deny 192.168.1.0 access-list 1 permit any

B. R2:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sO!router ripnetwork 178.1.0.0redistribute eigrp 10 metric 2!access-list 1
deny 192.168.1.0 access-list 1 permit anyR5:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sOlrouter ripnetwork
178.1.0.0redistribute eigrp 10 metric 2!'access-list 1 deny 192.168.1.0 access-list 1 permit any

C. R2:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sO!router ripnetwork 178.1.0.0redistribute eigrp 10 metric 2laccess-list 1
deny 192.168.1.0 access-list 1 permit anyR5:router eigrp 10network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in sl!router ripnetwork
178.1.0.0redistribute eigrp 10 metric 2!'access-list 1 deny 192.168.1.0 access-list 1 permit any

D. R2:router eigrp 7network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in s1!router ripnetwork 178.1.0.0redistribute eigrp 7 metric 2!access-list 1
deny 192.168.1.0 access-list 1 permit anyR5:router eigrp 7network 181.16.0.0redistribute rip metric 1 1 1 1 1 distribute-list 1 in s1!router ripnetwork
178.1.0.0redistribute eigrp 7 metric 2!access-list 1 deny 192.168.1.0 access-list 1 permit any

Answer: D
Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8606-redist.ht

NEW QUESTION 298
- (Exam Topic 2)
Refer to the exhibit.
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The network administrator can see the DHCP discovery packet in R1. but R2 is not replying to the DHCP request. The R1 related interface is configured with the
DHCP helper address. If the PC is directly connected to the FaO/1 interface on R2, the DHCP server assigns as IP address from the DHCP pool to the PC. Which
two commands resolve this issue? (Choose two.)

A. service dhcp-relay command on R1

B. ip dhcp option 82 command on R2

C. service dhcp command on R1

D. ip dhcp relay information enable command on R1
E. ip dhcp relay information trust-all command on R2

Answer: CE

Explanation:

* 1. R1 received DHCP packet and its interface was configured with the DHCP helper address. But we are not sure if R1 forward DHCP packet to R2 or not. 2. If
we connect PC directly to R2 then this problem will not appear -> DHCP Server function was configured on R2.

From these facts, the most likely problem is related to Option 82. Maybe R2 ignored DHCP request packets because it was receiving these packets with the giant
field set to 0.0.0.0.

By default Cisco 10S devices reject packets with zero “giaddr” and by default Cisco Catalyst switches use “giaddr” of zero when configured for DHCP snooping!
Reference: https://blog.ine.com/2009/07/22/understanding-dhcp-option-82

If we can run the “debug ip dhcp server packet” on R2, we may see these messages:

*Feb 22 23:54:57.759: IP: s=0.0.0.0 (FastEthernet0/1), d=255.255.255.255, len 34 4, input feature, MCI Check(64), rtype 0, forus FALSE, sendself FALSE, mtu O,
fw dchk FALSE *Feb 22 23:54:57.759: IP: s=0.0.0.0 (FastEthernet0/1), d=255.255.255.255, len 34 4, rcvd 2 *Feb 22 23:54:57.759: IP: s=0.0.0.0
(FastEthernet0/1), d=255.255.255.255, len 34 4, stop process pak for forus packet

*Feb 22 23:54:57.759: DHCPD: inconsistent relay information. *Feb 22 23:54:57.759: DHCPD: relay information option exists, but giaddr is zero

We are receiving the DHCP packet from R1, source 0.0.0.0, and destination 255.255.255.255 broadcast, but if you notice from the debug output, R2, our DHCP
Server, is complaining that the relay information is inconsistent. Option 82, Information Option, is contained in the packet but the GIADDR is zero. The GIADDR
stands for Gateway IP Address, which is the IP Address of the relaying agent. The Option 82, Information Option, would then contain the receiving port and
hostname of the Relaying Agent by default.

R2 sees the Option 82 information, signalling that the DHCP packet might have been relayed, BUT there is no relaying IP Address. This is the behavior of DHCP
Snooping when enabling it on a switch, and since the switchport does not contain an IP Address, since it's Layer 2, no GIADDR will be added.

Instead, just the Option 82 Information is added and this is the problem we have, but there are options:

* 1. You could trust all on R2 the DHCP Server, which will cause the server to not be so suspicious: — ip dhcp relay information trust-all — ip dhcp relay information
trusted 2. Disable the addition of Option 82 information on SW: — no ip dhcp snooping information option 3. Trust the port that is receiving the DHCP Discover: — ip
dhcp snooping trust

Any of these options will fix our predicament. Reference: https://evilttl.com/wiki/DHCP-Snooping

But in the answer choices, we only have 1 correct answer which is the command “ip dhcp relay information

trust-all”. We checked if we need any “service dhcp...” command on both 10S version 12.4 and 15.1.:

Therefore we only have the “service dhcp” command, we don’t have any “service dhcp-relay” command available. But the description of the “service dhcp”
command says that it enables both DHCP server and relay agent so this is the best answer left.

NEW QUESTION 303

- (Exam Topic 2)

An engineer needs dynamic routing between two routers and is unable to establish OSPF adjacency. The output of the show ip ospf neighbor command shows
that the neighbor state is EXSTART/EXCHANGE. Which action should be taken to resolve this issue?

A. match the passwords

B. match the hello timers
C. match the MTUs

D. match the network types

Answer: C

Explanation:
Neighbors Stuck in ExstartiExchange State

PR ey S S | BTN tar ik e Rivrar LT Fazade 5 mapies Bener shat the BT ek s fhe noinheeens meper tha neinhees star inpanap Han ma ko

NEW QUESTION 306
- (Exam Topic 2)
What are two functions of MPLS Layer 3 VPNs? (Choose two.)
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A. LDP and BGP can be used for Pseudowire signaling.

B. It is used for transparent point-to-multipoint connectivity between Ethernet links/sites.
C. BGP is used for signaling customer VPNv4 routes between PE nodes.

D. A packet with node segment ID is forwarded along with shortest path to destination.

E. Customer traffic is encapsulated in a VPN label when it is forwarded in MPLS network.

Answer: CE

Explanation:

MPLS Layer-3 VPNs provide IP connectivity among CE sites* MPLS VPNs enable full-mesh, hub-andspoke, and hybrid IP connectivity* CE sites connect to the
MPLS network via IP peering across PE-CE links* MPLS Layer-3 VPNs are implemented via VRFs on PE edge nodes* VRFs providing customer routing and
forwarding segmentation* BGP used for signaling customer VPN (VPNv4) routes between PE nodes* To ensure traffic separation, customer traffic is encapsulated
in an additional VPN label when forwarded in MPLS network* Key applications are layer-3 business VPN services, enterprise network segmentation, and
segmented layer-3 Data Center access

Reference: https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKMPL-1100.pdf

NEW QUESTION 311
- (Exam Topic 2)
Refer to the exhibit.

*Jun 24 08:534:51 530 IF-EvDGigabitEthernetdi0) IP Routng reports state transition from DOWN to DOWN

*Jun 24 08:534:52 525 %LINEPROTO-5-UPDOWRN: Line protocol an Interface GigabilEtherneili0, changed state to down
*Jum 24 08:54:52 528 IF-EvDiGigabilEthernetlVO): IP Routing reports stata transition from DOWN to DOWRN

*Jun 24 08:534°53 215 [F-EvIyGigabiiEthernetii0): IP Routing reports state transition from DOWN to DOWN

*Jum 24 08:534°54 998 WLINK-3-UPDOWN: Interface GigabilEtharnaetdil, changed state to up

*Junm 24 08:54:55 006 IF-EvD{GigabilEthernetd/0): IP Routing reports state iransition from DOWN to UP

“Jun 24 08:54:55 998, RLINEPROTO-53-UPDOWN: Line protocel on Interface GigatilEthematli0, changed state (o up

R1 is connected with R2 via GigabitEthernet0/0, and R2 cannot ping R1. What action will fix the issue?

A. Fix route dampening configured on the router.

B. Replace the SFP module because it is not supported.
C. Fix IP Event Dampening configured on the interface.
D. Correct the IP SLA probe that failed.

Answer: C

Explanation:

The [P Event Dampening featurs introduces a configurable exponentisl decay mechanism to suppress the effects of excessive interface Tapping verts on mouting
protocols and routing tebles in the netwadk. This fzature allows the retwark operator 1o sonfigure a souter o 2ut iy identify and selectively dempen 2 local

NEW QUESTION 316
- (Exam Topic 2)
Refer to the exhibit.

admin@linux:~5 scp script.py admin®l98.51.100.64:script.py
Password:

Administratively disabled.

admin@linux:~% Connection to 198.51.100.&4 clo=ed by remote
haost.

A network administrator has developed a Python script on the local Linux machine and is trying to transfer it to the router. However, the transfer fails. Which action
resolves this issue?

A. The SSH service must be enabled with the crypto key generate rsa command.

B. The SCP service must be enabled with the ip scp server enable command.

C. The Python interpreter must first be enabled with the guestshell enable command.

D. The SSH access must be allowed on the VTY lines using the transport input ssh command.

Answer: B

Explanation:
The error “Administratively disabled” means we need to enable SCP on the router with the command: Router(config)#ip scp server enable

NEW QUESTION 317
- (Exam Topic 2)
What are two characteristics of VRF instance? (Choose two.)

A. All VRFs share customers routing and CEF tables .

B. An interface must be associated to one VRF.

C. Each VRF has a different set of routing and CEF tables

D. It is defined by the VPN membership of a customer site attached to a P device.
E. A customer site can be associated to different VRFs

Answer: BC
Explanation:

Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipswitch_cef/configuration/xe-3s/isw-cef-xe-3s-book/isw-cef
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_I3_vpns/configuration/15-s/mp-I3-vpns-15-s-book/mp-b

NEW QUESTION 320
- (Exam Topic 2)
Refer to Exhibit:

172.20.5.0/24

AS 1000
172.20.6.0124
172.20.7.0024| (10) ) X (A0)
172.20.8.0124 ek

Internet-Cloud

192.168.100.0/24 192.168.200.0/24

AS100 1) 1.2) AS 200
A u A
51| o £x | 15P2
:,1}\ i
102.168.10.01 24 1482.168.20.0/24

N, AS 1

Em&\a,fﬁgn

(1) RS L)
Customer-Edge

Customer-Edge

route-map SETLP permit 10

match ip address prefix-list PLISTI
set local-preference 90

!
router bgp 111

neighbor 192 .168.10.1 remote-as 100

neighbor 192.168.20.2 remote-as 200

ip prefix-list PLIST1 permit 172.20.5.0/24

neighbor 192.168.10.1 route-map SETLP in

AS 111 wanted to use AS 200 as the preferred path for 172.20.5.0/24 and AS 100 as the backup. After the configuration, AS 100 is not used for any other routes.

Which configuration resolves the issue?

A. route-mmap SETLP permit 10 match ip address prefix-list PLIST1 set local-preference 99route-map SETLP permit 20
B. route-map SETLP permit 10match ip address prefix-list PLIST1 set local-preference 110route-map SETLP permit 20
C. router bgp 111no neighbor 192.168.10.1 route-map SETLP in neighbor 192.168.10.1 route-map SETLP out

D. router bap 111no neighbor 192.168.10.1 route-map SETLP in neighbor 192.168.20.2 route-map SE TLP in

Answer: A

Explanation:

There is an implicit deny all at the end of any route-map so all other traffic that does not match 172.20.5.0/24 would be dropped. Therefore we have to add a

permitsequence at the end of the route-map to allow other traffic.

The default value of Local Preference is 100 and higher value is preferred so we have to set the local preference of AS100 lower than that of AS200.

NEW QUESTION 325
- (Exam Topic 2)

What statement about route distinguishes in an MPLS network is true?

A. Route distinguishes make a unique VPNv4 address across the MPLS network.
B. Route distinguishers allow multiple instances of a routing table to coexist within the edge router.

C. Route distinguishes are used for label bindings

D. Route distinguishes define which prefixes are imported and exported on the edge router

Answer: A

NEW QUESTION 329
- (Exam Topic 2)

DHCP Seren
172.16.1.2 DHCP Clhiem
% A
17296491 1723111
ﬁ%mn: 1ﬂ'|'l'lﬁ%
HowterA Routarf

Refer to the exhibit. The DHCP client is unable to receive an IP address from the DHCP server RouterB is configured as follows:

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-410 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/300-410/ (530 Q&AS)

Interface fastethernet 0/0

description Client DHCP ID 394482431 Ip address 172 31 11 255 255.255 0

!
ip route 172.16.1.0 255 255 255.0 10.1.1.2

Which command is required on the fastethernet 0/0 interface of RouterB to resolve this issue?

A. RouterB(config-if)#lp helper-address 172.31.1.1
B. RouterBiconfig-ififclp helper-address 255.255 255 255
C. RouterB(config-if)#lp helper-address 172.16.1.1
D. RouterB(config-if)#lp helper-address 172.16.1.2

Answer: D
NEW QUESTION 333

- (Exam Topic 2)
Refer to the exhibit.

LAaM: 192.168.100.0/24 LAN:_192 168,200,072

10.3.1.0/24 )- l

.___:..FT '
“DH Site

FOO Ao:2222

5 S WAN MPLS, .~ o>
<, " cloud /S
‘%;__ ' H OSPF Area 1

0
] F
] §

Fin| oo
S

— 4 Branch Router
ko 1.1.1.1

LAN: 172.16.1.0/24

A network administrator reviews the branch router console log to troubleshoot the OSPF adjacency issue with the DR router. Which action resolves this issue?

A. Advertise the branch WAN interface matching subnet for the DR site.

B. Configure matching hello and dead intervals between sites.

C. Configure the WAN interface for DR site in the related OSPF area.

D. Stabilize the DR site flapping link to establish OSPF adjacency.

Answer: A

NEW QUESTION 334
- (Exam Topic 2)

Configuration output:

clock imezone PST -8

clock summer-time PDT recurnng
service imestamps debug datetime
service imestamps log datetime
logging buffered 16000 debugging
ntp clock-penod 17179272

ntp server 161.181 92 152

Debug output:

router#show clock

141226 312 PDT Thu Apr 27 2019
router#confhig t

router(confng exit

routers

Enter configuration commands, one per line. End with CNTL/Z

Apr 27 21 1228 %SYS-5-CONFIG_| Conhgured from console by vityD

Refer to the exhibit. A network administrator configured NTP on a Cisco router to get synchronized time for system and logs from a unified time source The

configuration did not work as desired Which service must be enabled to resolve the issue?

A. Enter the service timestamps log datetime localtime global command.

B. Enter the service timestamps log datetime synchronize global command.
C. Enter the service timestamps log datetime console global command.

D. Enter the service timestamps log datetime clock-period global command

Answer: A

Explanation:

If a router is configured to get the time from a Network Time Protocol (NTP) server, the times in the router’s log entries may be different from the time on the
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systemclock if the [localtime] option is not in the service timestamps log command. To solve this issue, add the [localtime] option to the service timestamps log
command. Thetimes should now be synchronized between the system clock and the log message timestamps.

Reference:

https://community.cisco.com/t5/networking-documents/router-log-timestamp-entries-are-different-from-the-syst

NEW QUESTION 338

- (Exam Topic 2)

When configuring Control Plane Policing on a router to protect it from malicious traffic, an engineer observes that the configured routing protocols start flapping on
that device. Which action in the Control Plane Policy prevents this problem in a production environment while achieving the security objective?

A. Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit rates and apply the Control Plane Policy in the output direction
B. Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit rates and apply the Control Plane Policy in the input direction
C. Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit rates and apply the Control Plane Policy m the input direction
D. Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit rates and apply the Control Plane Policy m the output direction

Answer: B
NEW QUESTION 339

- (Exam Topic 2)
Refer to the exhibit.

R1

ip prarfix-list ccnpl seq 3 parmit 10.1.48 . 0/24 la 24
ip prefix-list ccnp? seq 5 permic 10.1.B0.0/24 le 32
[

ip prefix-l1ist ccnpl seg parmit 10.1.64.0/24 le 24

route-map ospf-to-eigrp permit 10
match 1ip address prefix-list ccnpl
sat tag 30

route-map ospf-to-esigrp permit 20
match ip address prefix-list conp2
set tag 20

route-map osprf-to-aligrp permit 30
match ip address prefix-list ccnpl
set tag 10

An engineer wanted to set a tag of 30 to route 10 1.80.65/32 but it failed How is the issue fixed?

A. Modify route-map ospf-to-eigrp permit 30 and match prefix-list ccnp2.
B. Modify route-map ospf-to-eigrp permit 10 and match prefix-list ccnp2.
C. Modify prefix-list ccnp3 to add 10.1.64.0/20 le 24
D. Modify prefix-list ccnp3 to add 10.1.64.0/20 ge 32

Answer: B

NEW QUESTION 340
- (Exam Topic 2)
Refer to the exhibit.
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SN 165 ;"l" [ 30 UL T

ASAG5401

Rl®

interface GlgabltEcharnstd/0

ip addsess 209.1465.201 T 255.755.155.352
1

intacrface GigabitEthearmestD/L

ip address F0%. 183 201 .6 755 .7255.7155.77

1
router bgp 65400
bap  log-ne Lghbor -changes
redistrilbuwcs stalis
e ighbor FO0%. 155 201 .1 remcts-as &6%007
ma Lgindboar FO%. 16%. 701 % rescta-as 63803
"
ip Foute F09 143 JOO Sre FhR%.2%%,.795.274¢ MallD
bp route J00 . L6%. FOF.1FE FES . 255 255 . 774 Malld

A company with autonomous system number AS65401 has obtained IP address block 209.165.200.224/27 fro, ARIN. The company needed more IP addresses

and was assigned block 209.165.202.128/27 from ISP2. An engineer is ISP1 reports they are receiving ISP2 routes from AS65401. Which configuration onR1
resolves the issue?

A)
access-list 10 deny 209,165 . 209,120 0.0.0. 31
access-list 10 permit any
L
router bgp 65401
neighbor 209.165.201.1 distribute-list 10 ot
B)
anoess-list 10 deny 209,165 202 120 0_0.0. 11 )
access=list 10 permit any
1
router bgp 65401
nelghbor 209.165.201 .1 distribute-list 10 in
C)

ip route 20%.165.200.224 255 255,255,224 209.165.201.1

ip routes 209.165.202. 128 255 255 255,224 209.16%.201.5

D)

ip route 0.0.0.0 0.0.0.0 20% 165.201.1

ip route 0.0.0.0 0.0.0.0 100 209.165.201.5

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
Explanation:

https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/23675-27.html

NEW QUESTION 342
- (Exam Topic 2)
What is the minimum time gap required by the local system before putting a BFD control packet on the wire?
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A. Detect Mult

B. Required Min Echo RX Interval
C. Desired Min TX Interval

D. Required Min RX Interval

Answer: C

Explanation:

Desired Min TX Interval: This is the minimum interval, in microseconds, that the local system would like to use when transmitting BFD Control packets, less any
jitterapplied. The value zero is reserved.

Required Min Echo RX Interval: This is the minimum interval, in microseconds, between received BFD Echo packets that this system is capable of supporting, less
anyjitter applied by the sender. If this value is zero, the transmitting system does not support the receipt of BFD Echo packets.

Reference: https://tools.ietf.org/html/rfc5880

NEW QUESTION 345
- (Exam Topic 2)
Refer to the exhibit.
Loopbackt: 100A:0:100C::1/64

) £
T R e $ Loopback1: 1001:ABC:2011:7::1/64
A e & § Loopback: 2001:ABC:2011:7::1/64
Loophackd: 4004:0:400C::1/64 = £
8 o
EQVD o EQ
ABD1:20117-100:1/64 ABIN 2011:7100; 264
BGP AS 6501

[Ri#sh bgp ipvE sum
BGP router identiier 1.1.1.1, local AS number 6501
BGP tabde version is 1, main routing table version 1
Meighbor ¥ AS MsgRovd MsgSent Tolver inQ Oui Up/Down State/PixRcd
ABOT:2011:T10053 4 6502 O 0 I 0 0 never  idie

Ri#debug ip bgp all

" Now B 17:22:11 223 BGP: ABO1:2011:7:100::3 active went from ldie 1o Actve

" Nov 8 17:22:11.223: BGP: ABO1:2011:7:100:-3 open aclive, local address AB01-22011:7:100::1

T Moy 8 17.22.11.224. BGP: ABO1-2011. 71003 open failed: Connection refused by remoie host
" Nov 8 172211 224 BGP: ABO1:2011:7:100::2 Active open failed - tcb is nol available, open
active delayed 11264 ms (35000ms max, 60% jitler)

" Now B 17:22:11.224: BGP, ses ghobal ABD1:2011:7:100::3 (0xC3IF49FFO:0) act Reset (Active open failed)
" Now B 17:22:11.232° BGP: ABO1:2011:7:100:3 active went from Active to ldie

" Now B 17:22:11.232: BGP: nrb global AB01:2011:72100::3 Active open talled - open timer nunning
Ri#ping ipve ABO1: 201171003

Type escape sequence 1o abort

Sending 5, 100-Dyte ICMP Echos to ABD1:2011:7:100::3, tmeout 15 2 SeCconds:
A1)

Success rate is 100 percent (5/5), round-irip min‘avg/max = 1/1/1 ms

An engineer configured BGP between routers R1 and R3 The BOP peers cannot establish neighbor adjacency to be able to exchange routes. Which configuration
resolves this issue?

A. R3router bgp 6502 address-family ipvéneighbor AB01:2011:7:100::1 activate
B. R1lrouter bgp 6501 address-family ipvéneighbor AB01:2011:7:100;:3 activate
C. R3router bgp 6502neighbor AB01:2011:7:100::1 ebgp-muttlhop 255

D. Rlrouter bgp 6501 neighborAB01:2011:7:100::3ebgp-multihop255

Answer: A

Explanation:
From the output, we learned that R1 was trying to establish BGP neighbor relationship with R3 but failed. Both of them were using physical interface to establish

neighbor relationship so we don’t need the “... ebgp-multihop” command here. The only reasonable answer is R3 has not been configured to activate BGP
neighbor relationship with R1.

NEW QUESTION 347
- (Exam Topic 2)
Refer to the exhibit.

access-list 1 permit 1.1.1.0 0.0.0.255
!

route-map FILTER1 deny 10

match ip address 1

!

router eigrp 1

distribute-list route-map FILTER1 in

Which action restores the routes from neighbors while still filtering 1.1.1.0/24?

A. Add a second line in the access list to permit any.

B. Modify the route map to permit the access list instead of deny it
C. Modify the access list to deny instead of permit it.

D. Add a second sequence in the route map permit 20

Answer: D

NEW QUESTION 350
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- (Exam Topic 2)
Refer to the exhibit.

,‘ f‘ OSPF /,i " EIGRP "u -".
¥R/ e0/0 e0/0 "X ™/ e0/1 e0/0 \ X ™/
Chicago NewYork

The network administrator must mutually redistribute routes at the Chicago router to the LA and NewYork routers. The configuration of the Chicago router is this:

router ospf 1
redistribute eigrp 100
router eigrp 100
redistribute ospf 1

After the configuration, the LA router receives all the NewYork routes, but NewYork router does not receive any LA routes. Which set of configurations fixes the
problem on the Chicago router?
A)
router ospf 1
redistribute eigrp 100 metric 20

B)
router eigrp 100
redistribute ospf 1 metric 10 10 10 10 10
C)
router eigrp 100
redistribute ospf 1 subnets

D)
router ospf 1
redistribute eigrp 100 subnets

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
Explanation:

“LA router receives all the NewYork routes but it does not receive any LA routes” because when redistrubuting into EIGRP, we must configure the default metric.

NEW QUESTION 355
- (Exam Topic 2)

Exhibit:
10:1.1.1.2
AS 64512 AS 100
) =) =)
: L R7J /‘:#'\
7 \ {0: 1.1.1
/ g 1.1.11 3\
| L0:1.1.1.5 - A “AS 200
f}.“"b&, /ﬁ"&-"—"\ 10:11.1.7 ﬁ
| N /
| , \ L0:-1.1.16"
/ \ . / N 4
R w:y NP
L0:1.1.1.8 L0:1114 AS 300

An engineer configured R2 and R5 as route reflectors and noticed that not all routes are sent to R1 to advertise to the eBGP peers. Which iBGP routers must be
configured as route reflectors to advertise all routes to restore reachability across all networks?

A.R1 and R4
B. R1 and R5
C.R4 and R5
D. R2 and R5

Answer: C

Explanation:

When R2 & R5 are route reflectors (RRs), routes from R4 & R8 are advertised to R5 and R5

advertises to R2. But R2 would drop them as R2 is also a RR. Therefore some routes are missing on R1 to advertise to eBGP peers.
Good reference: https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2015/pdf TECRST-2310.pdf

Route reflectors (RR) must be fully iBGP meshed so we cannot configure RR on both R1 and R5.
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We should choose routers at the center of the topology RRs, in this case R4 & R5.

NEW QUESTION 358

- (Exam Topic 2)

An engineer configured two routers connected to two different service providers using BGP with default attributes. One of the links is presenting high delay, which
causes slowness in the network. Which BGP attribute must the engineer configure to avoid using the high-delay ISP link if the second ISP link is up?

A. LOCAL_PREF
B. MED

C. WEIGHT

D. AS-PATH

Answer: A

NEW QUESTION 362
- (Exam Topic 2)
An engineer configured access list NON-CISCO in a policy to influence routes

route-map PBR, deny, sequence 5
Match clauses:

ip address (access-list): NON-CISCO
Set clauses:
Policy routing matches: 0 packets, 0 bytes
route-map PBR, permit, sequence 10
Match clauses:
Set clauses:
ip next-hop 192.168.1.5
Policy routing matches: 388213827 packets, 222009685077 bytes

What are the two effects of this route map configuration? (Choose two.)

A. Packets are not evaluated by sequence 10.

B. Packets are evaluated by sequence 10.

C. Packets are forwarded to the default gateway.

D. Packets are forwarded using normal route lookup.
E. Packets are dropped by the access list.

Answer: BC

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/ip-routed-protocols/47121-pbr-cmds-ce.html

NEW QUESTION 366
- (Exam Topic 2)
Refer to exhibit.

Routing protocols are mutually redistributed on R3 and R1. Users report intermittent connectivity to services hosted on the 10.1.1.0/24 prefix. Significant routing
update changes are noticed on R3 when the show ip route profile command is run. How must the services be stabilized?

A. The issue with using BGP must be resolved by using another protocol and redistributing it into EIGRP on R3
B. The routing loop must be fixed by reducing the admin distance of iBGP from 200 to 100 on R3

C. The routing loop must be fixed by reducing the admin distance of OSPF from 110 to 80 on R3

D. The issue with using iBGP must be fixed by running eBGP between R3 and R4

Answer: B

Explanation:

After redistribution, R3 learns about network 10.1.1.0/24 via two paths:+ Internal BGP (IBGP): advertised from R4 with AD of 200 (and metric of 0)+ OSPF:
advertised from R1 with AD of 110 (O E2) (and metric of 20)Therefore R3 will choose the path with the lower AD via OSPF

But this is a looped path which is received from R3 -> R2 -> R1 -> R3. So when the advertised route from R4 is expired, the looped path is also expired soon and
R3 willreinstall the main path from R4. This is the cause of intermittent connectivity.In order to solve this issue, we can lower the AD of iBGP to a value which is
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lower than 110 so that it is preferred over OSPF-advertised route.

NEW QUESTION 370
- (Exam Topic 2)
Refer to the exhibit.

o
PC-1
2018-dbd:a:b; 164

20080k 185 55/64

Geglf0
1 E:db]:ah-550

Gateway Rouler

DT E

Gataway-Routerf abow ipvé acosas-list
IPvé acewas list Defaule Recess

2018-dbd-ab:64 parmit ipvé 2018 DBL:A:B: . 64 any sequance 40

parmit tep heat Z0LE:DBl:A:B::1 host 2018:DBL:A:C::l &g www segoance 10
dany top any host 2018:DB1:A:C::1 aq telnet sequance 20
PC=2 parmit tsp hoest Z01O:DBl:A:B::2 host 2018:DBl:A:C::1l &5 telnet saguance 30

PC-2 failed to establish a Telnet connection to the terminal server. Which configuration resolves the issue?

Gateway-Router/config ipve access-list Default_Access

Gateway-Router(configapvi-acl iEsequence 15 permit tcp host 2018:D81:A:8::2 host 2018:DB1:A:C::1 eq telnet

Gateway-Rouler(config#lpve access-list Default_Access

iSateway-Router{config-ipvB-acl permit top host 2018:D81:4:8::2 host 2018:DB1:A.C::1 eq telnet

Galeway-Router{config wipve access-list Default_Access
Gateway-Routericonfig-pvé-acl 2no sequence 20

Gateway-Router config-ipvi-acl#sequence § permit tep host 2018:081:A:8::2 host 2018:DB1:A:C::1 eq telnet

o | Gateway-Routerconfiy Fipve access-list Default_Access

Gatevay-Routerlconfig-pvi-acl#sequence 25 permit top host 2018:081:A:8::2 host 2018:D81:A:C::1 eq telnet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

In fact in this question both answer A and answer C are correct but we believe answer A is the better choice as it only allows PC-2 to telnet to terminal server. All

other hosts are refused to telnet to terminal server via sequence 20.

NEW QUESTION 375
- (Exam Topic 2)

99.3.5.1

Internet
99352 /

R2

10.100.1.0/24

10.150.1.0/24

ISP

ip route 0.0.0.0 0.0.0.0 99.3.5.1

Refer to the exhibit. A network administrator redistributed the default static route into OSPF toward all internal routers to reach to Internet. Which set of commands

restores reachability to the Internet by internal routers?
A. router ospf 1default-information originate

B. router ospf 1network 0.0.0.0 0.0.0.0 area 0

C. router ospf lredistribute connected 0.0.0.0

D. router ospf 1redistribute static subnets

Answer: A

NEW QUESTION 378
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- (Exam Topic 2)
Exhibit:
1:27:07.532: AAA/BIND ID00000S5): Bind I/
1:27:07.532: AAASAUTHENSLOGIN (00D00055): Pick method list ‘default’

1:27:07 532: TPLUS: Oueving AAA Authentication request 85 for processing
1:2707,532- TPLUS (00200055) login tirmer started 1020 sec timeout
1:27:07 532 TPLUS: processing authenticanon start reguest 1 85
L2707 533 TRLUS: Authentication star packet created 1or Bo()
2707:532: TPLUS: Using server 10.106.60.182
1-:27:07 . 532: TPLUS (00000055 0/MNB_WAIT/225FE2DC: Started 5 sec timaout
122707532 TPLUS (00000055 0/MNE WAIT: socket event 2
1:27:07.532: TPLUS (00000055 K 0/NE  WAIT: wrote entire 38 bytes request
1:27:07.532: TPLUS (000000551 0/READ: sockeat evant |1
1:27:07 532: TPLUS (00DDO055WO/READ: Would block while reading
1:27:07 . 532: TPLUS (00000055 0/READ: socket evant 1
1:27:07.532: TPLUS (00000055 OVREAD- raact entire 12 heador bytes (expect 6 bytes data)
3:27:07 532: TPLUS (00000055KOI/READ: socket event 1
122707 532 TPLUS (0000055 WIVREADY read entire 18 bytes response
1:27:07.532: TPLUS (000DDOS5)/0/225FE20C: Processing the reply packet
1:27:07.532:- TPLUS: received bad AUTHEN packet: length = 6, expected 43974
2707 532-TPLUS Invalid AUTHEN packet icheck keys)

Which action resolves the authentication problem?

A. Configure the user name on the TACACS+ server

B. Configure the UDP port 1812 to be allowed on the TACACS+ server

C. Configure the TCP port 49 to be reachable by the router

D. Configure the same password between the TACACS+ server and router.

Answer: D
Explanation:

From the last line of the output, we notice that the result was “Invalid AUTHEN packet”. Therefore something went wrong with the username or password.
Reference:
https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-taca

NEW QUESTION 379

- (Exam Topic 2)

Refer to the exhibit.

Circo DA Cortor DESIGN POLICY PROVISION ASSURAMNCE PLATFORM @2 »

Dashboards = Inssghits And Trenads Manage ~

Pl 66 n P3: 231 pd: 37 All-Driven: 0

Priorily - Issue Type Device Role Category Issue Count  Site Count (Building)  Device Count. Last Ocourred Time
MNitvrare Dhey ACCESS Connectivity 17 1 2 Jan 9 2020 314 pm

A network administrator is using the DNA Assurance Dashboard panel to troubleshoot an OSPF adjacency that failed between Edge_ NYC interface
GigabitEthernetl/3 with Neighbor Edge_SNJ. The administrator observes that the neighborship is stuck in exstart state. How does the administrator fix this issue?

A. Configure to match the OSPF interface speed and duplex settings on both routers.

B. Configure to match the OSPF interface MTU settings on both routers.

C. Configure to match the OSPF interface unique IP address and subnet mask on both routers.
D. Configure to match the OSPF interface network types on both routers.

Answer: B

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13684-12.html

NEW QUESTION 381
- (Exam Topic 2)
In which two ways does the IPv6 First-Hop Security Binding Table operate? (Choose two.)

A. by IPv6 routing protocols to securely build neighborships without the need of authentication
B. by the recovery mechanism to recover the binding table in the event of a device reboot

C. by IPv6 HSRP to make sure neighbors are authenticated before being used as gateways
D. by various IPv6 guard features to validate the data link layer address

E. by storing hashed keys for IPsec tunnels for the built-in IPsec features

Answer: BD

Explanation:

Overview of the IPv6 First-Hop Security Binding Table

A database table of IPv6 neighbors connected to the device is created from information sources such as NDP snooping. This database, or binding table, is used by
variousIPv6 guard features to validate the link-layer address (LLA), the IPv4 or IPv6 address, and the prefix binding of the neighbors to prevent spoofing and
redirect attacks.

IPv6 First-Hop Security Binding Table Recovery MechanismThe IPv6 first-hop security binding table recovery mechanism enables the binding table to recover in
the event of a device reboot.
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Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/15-s/ip6-fhs-bind-table.html

NEW QUESTION 386

- (Exam Topic 1)

Which Cisco VPN technology can use multipoint tunnel, resulting in a single GRE tunnel interface on the hub, to support multiple connections from multiple spoke
devices?

A. DMVPN

B. GETVPN

C. Cisco Easy VPN
D. FlexVPN

Answer: A

NEW QUESTION 390
- (Exam Topic 1)
What is the role of a route distinguisher via a VRF-Lite setup implementation?

A. It extends the IP address to identify which VFP instance it belongs to.

B. It manages the import and export of routes between two or more VRF instances

C. It enables multicast distribution for VRF-Lite setups to enhance EGP routing protocol capabilities
D. It enables multicast distribution for VRF-Lite setups to enhance IGP routing protocol capabilities

Answer: A

NEW QUESTION 393
- (Exam Topic 1)
An engineer is trying to copy an IOS file from one router to another router by using TFTP. Which two actions are needed to allow the file to copy? (Choose two.)

A. Copy the file to the destination router with the copy tftp: flash: command

B. Enable the TFTP server on the source router with the tftp-server flash: <filename> command

C. TFTP is not supported in recent IOS versions, so an alternative method must be used

D. Configure a user on the source router with the username tftp password tftp command

E. Configure the TFTP authentication on the source router with the tftp-server authentication local command

Answer: AB

NEW QUESTION 395
- (Exam Topic 1)
Refer to the exhibit.

| ip access-list extended FILTER

deny tcp 192.168.10.0 0.0.0.255 192 168.100.0 0.0.0.255 eq 22
deny tcp 192.168.10.0 0.0.0.255 192 168.1 00.0 0.0.0.255 eq 23
deny tcp 192.168.10.0 0.0.0.255 192.168.100.0 0.0.0.255 eq 80
deny tcp 192.168.10.0 0.0.0.255 192 168.100.0 0.0.0.255 eq 443

permit tcp host 152.168.10.10 host 192 168.100.10 eq ssh
permit ip any any
|

————

Interface GigabitEthernet0/1

Ip address 192 .168.10.1 255.255.255.0
Ip access-group FILTER in

!

The ACL is placed on the inbound Gigabit 0/1 interface of the router. Host 192.168.10.10 cannot SSH to host 192.168.100.10 even though the flow is permitted.
Which action resolves the issue without opening full access to this router?

A. Move the SSH entry to the beginning of the ACL

B. Temporarily move the permit ip any any line to the beginning of the ACL to see if the flow works

C. Temporarily remove the ACL from the interface to see if the flow works

D. Run the show access-list FILTER command to view if the SSH entry has any hit statistic associated with it

Answer: A

NEW QUESTION 399

- (Exam Topic 1)

Which configuration adds an IPv4 interface to an OSPFv3 process in OSPFv3 address family configuration?
A. Router ospf3 1 address-family ipv4

B. Router(config-router)#ospfv3 1 ipv4 area 0

C. Router(config-if)#ospfv3 1 ipv4 area 0

D. Router ospfv3 1 address-family ipv4 unicast

Answer: C

Explanation:

Reference:
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/xe-3s/iro-xe-3s-book/ip6-route-o0s

NEW QUESTION 401
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