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NEW QUESTION 1
- (Exam Topic 1)
You need to implement password restrictions to meet the authentication requirements. You install the Azure AD password Protection DC agent on DC1.

What should you do next? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area '

5Cpnﬁgule the Azure AD! Password Protection proxy service on: [pDci
SERVER1
SERVER2

o The paasosacedd Bl |im Arues AD
Ehey T §

My SERWVERD
Chin, S8 WY P

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Serverl On DC1

NEW QUESTION 2

- (Exam Topic 2)

You need to allocate licenses to the new users from A. Datum. The solution must meet the technical requirements.
Which type of object should you create?

A. a distribution group

B. a Dynamic User security group
C. an administrative unit

D.an OU

Answer: C

NEW QUESTION 3
- (Exam Topic 2)
You need to sync the ADatum users. The solution must meet the technical requirements. What should you do?

A. From the Microsoft Azure Active Directory Connect wizard, select Customize synchronization options.
B. From PowerShell, run Set-ADSyncScheduler.

C. From PowerShell, run Start-ADSyncSyncCycle.

D. From the Microsoft Azure Active Directory Connect wizard, select Change user sign-in.

Answer: A

Explanation:
You need to select Customize synchronization options to configure Azure AD Connect to sync the Adatum organizational unit (OU).

NEW QUESTION 4

- (Exam Topic 3)

You need to resolve the recent security incident issues.

What should you configure for each incident? To answer, drag the appropriate policy types to the correct

issues. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Policy Types Answer Area
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NEW QUESTION 5

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the
Block/unblock users settings for multi-factor

authentication (MFA).

Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 6

- (Exam Topic 4)

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyAppl1?

A. Self-service

B. Provisioning

C. Roles and administrators
D. Application proxy

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

NEW QUESTION 7

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past. For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30 days
C. 90 days
D. 365 days

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/reference-reports-dataretention# how-long-does-azure-ad-store-the-data

NEW QUESTION 8

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and an Azure subscription. You need to meet the following requirements:

 Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials.

* Delegate the ability to create new virtual machines.

What should you use for each requirement? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.
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Features Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Features Answer Arta

NEW QUESTION 9

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.
What should you use?

A. the Administrative units blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Groups blade in the Azure Active Directory admin center

D. the Sec-MsolUserLicense cmdlet

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure AD tenant.

You need to bulk create 25 new user accounts by uploading a template file. Which properties are required in the template file?

" ,
i accountEnabled, givenMame, surname, aNd userPrincipalName

ordProfile

B. accountEnabled, displayName, userPrincipalllame, and passw
il T = 1 [ - 5 - - - i -, Talal -
L displayMame, identityIssuer, usagelLocation, and wuserType

D. accountEnabled, passwordProfile, usagelocation, ANO userPrincipalMame

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 10
- (Exam Topic 4)
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You have an Azure AD tenant that contains the users shown in the following table.
Name Role

Adminl | User Administrator

Admin2 | Password Administrator

Admin3 | Application Administrator

You need to compare the role permissions of each user. The solution must minimize administrative effort. What should you use?

A. the Microsoft 365 Defender portal

B. the Microsoft 365 admin center

C. the Microsoft Entra admin center

D. the Microsoft Purview compliance portal

Answer: C

NEW QUESTION 14

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in
the following table.

Name Type Directory synced
User1 User No
User?2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure AD as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

e Siesi
. é Azure AD Connect cloud provisioning
 —

This feature allows you to manage provisioning from the cloud.

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN IN

; Federatior Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Fass-through authentication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which users can sign in to Azure AD?

A. Userl and User3 only

B. Userl only

C. Userl, User2, and User3
D. Userl and User2 only

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-current-limitations

NEW QUESTION 17

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
» Require users to register when signing in: Yes

* Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions
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B. mobile app notification
C. a mobile app code

D. an email to an address in your organization

Answer: C

NEW QUESTION 21
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.

The tenant contains the groups shown in the following table.

_Name |
GreLn [
t

FERLA
110
vl o
SRR 2

Source

§ o i e
i 1 I s T L3ir

|

Member of

The tenant contains the users shown in the following table.

Name | Directory-synced Member of
Userl | No Group1
User2 | Nc Group3
User3 | Yes Group2

You create an access review as shown in the following table.

Setting

Value

Review type

Teams = Groups

Review scope

All users

Group

Group2, Group3

Reviewers

Users review own access

If reviewers don't respond

Remove access

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements
User! wall be rémoved automatically from Group? if the user does not respond to the r-:".-'l-:-n:[
request.
Liserd will be removed sutomatically from Groupd if the user does not respand (o e reviEw
request
Liserd will ke remcved automatically from Groupd if the user doss not respond to e review
Tequest
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements
User! wall be removed automatically from Groupd if the user does not respond to the r-:".-'lr:n]:
request.
Lizerd will be removed sutematically from Groupd if the user does not respond to The peview
recuest

LIsers will be removed automartically fram {_.rclup-r_: if the user dost nal fespand o e review

Tequest

NEW QUESTION 26
- (Exam Topic 4)

A user named Userl attempts to sign in to the tenant by entering the following incorrect passwords:

Pa55w0rd12
Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123
Pa55word12
Pa55word12

VWV VVVNVVVY
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> pas5word12

> Pas5w.rd12

You need to identify how many sign-in attempts were tracked for Userl, and how Userl can unlock her account before the 300-second lockout duration expires.
What should identify? To answer, select the appropriate

NOTE: Each correct selection is worth one point.

Tracked sign-in attempts v

4
]
10
11

Unlock by v
Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION 31

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Exchange Administrator role to
Userl.

A. Yes
B. No

Answer: B

NEW QUESTION 34

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you.

Solution: From Azure monitor, you create a data collection rule. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 38

- (Exam Topic 4)

You have an Azure subscription that uses Azure AD Privileged Identity Management (PIM). You need to identify users that are eligible for the Cloud Application
Administrator role. Which blade in the Privileged Identity Management settings should you use?

A. Azure resources

B. Privileged access groups
C. Review access

D. Azure AD roles

Answer: D

NEW QUESTION 42

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site!. Site! hosts PDF files
You need to prevent users from printing the files directly from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. activity policy
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B. file policy
C. access policy
D. session policy

Answer: D
NEW QUESTION 45

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

EOERCHIIT -
User1 Ulseer
Guest1 Guest = FEETEERRTER
Identity1 Managed wdentity

Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

A. Userl only

B. Userl and Identityl only

C. Userl. Guestl, and Identity
D. Userl and Guestl only

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 49
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the

alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.
Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 52

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address
C. atypical travel

D. leaked credentials

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 54
- (Exam Topic 4)

You have a Microsoft 36S subscription. The subscription contains users that use Microsoft Outlook 2016 and Outlook 2013 clients. You need to implement tenant

restrictions. The solution must minimize administrative effort. What should you do first?

A. Upgrade the Outlook 2013 clients to Outlook 2016.

B. Configure the Outlook 2013 clients to use modem authentication.
C. Upgrade all the Outlook clients to Outlook 2019.

D. From the Exchange admin center, configure Organization Sharing.

Answer: A
NEW QUESTION 57

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

-

Userl Member
User? Member
Licer2 Guest i}
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For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Arca

Jobititle propertys | [lisers anly

Liser 1 and User2 only
Liser? and wserd only
Liser] Userd and Userd

Lisage locaton propertys | lilsoe? only

Liserl and User2 only
L mrel Lisiee 3 only
Userl Userd and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Job title propertys | [lsers anty
Liser T and User2 only

L ik i

Jserl Userd and Lser3

Usage locabwn propertys B e an by ]

r. Ly = Ulll:'
Lser? and UserE only
LUserl) Userd: and' Userd

NEW QUESTION 62

- (Exam Topic 4)

You have an Azure AD tenant that has multi-factor authentication (MFA) enforced and self-service password reset (SSPR) enabled.

You enable combined registration in interrupt mode. You create a hew user named Userl.

Which two authentication methods can Userl use to complete the combined registration process? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. a FID02 security key

B. a hardware token

C. a one-time passcode email

D. Windows Hello for Business

E. the Microsoft Authenticator app

Answer: AE

NEW QUESTION 65

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both domain names are used for Fabrikam email addresses.
You plan to create an access package named packagel that will be accessible only to the users at Fabrikam. You create a connected organization for Fabrikam.
You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To allow access for users who have fabnkam.com email
addresses, configure v

An access package assignment in Identity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure w

An access package assignment in ldentity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-re https://docs.microsoft.com/en-us/azure/active-
directory/governance/entitlement-management-access-package-cr

NEW QUESTION 70
- (Exam Topic 4)
You have an Azure subscription that contains the users shown in the following table.

Yttt
]
AOmin | AcCcount Aamimistratorn
AdmMing {“*'_'"'. ce Administrator
AN .;"'-..'!'T_"p,_'- Nt Agdministrator

You need to implement Azure AD Privileged Identity Management (PIM). Which users can use PIM to activate their role permissions?

A. Admin! only

B. Admin2 only

C. Admin3 only

D. Adminl and Admin2 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Answer: D

NEW QUESTION 73

- (Exam Topic 4)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 76
- (Exam Topic 4)
You have an Azure AD tenant contains the users shown in the following table.

MName Role

ST siobal Admunistrator

In Azure AD Privileged Identity Management (PIM), you configure the Global Administrator role as shown in the following exhibit.
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Echt
Setting State
Actival pomum duration (hou 1 hour(
wequire justitication on activation Yex
Require ticket information on activation N
In activation, require Azure MFES i
RECIUIrE yproval t Liva byt
Approvers None
Assignment
Setting State
Allow permanent ehgible assignment Yes
cxXpure &l x_;l":.' & Assignments atter
Allow permanent active assignment Yes
Expire active ..1'>-il;'*.l'!'r,'l.'f-. after
Regquire Azure Multi-Factor Authentication on active assignment N
eauire tincation on active assignment e

User 1 is eligible for the Global Administrator role.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Arca

Statements Yes Mo

User] requires Azure Multi-Factor Authentication (MFA) to activate the Global
Admirsstrator role

Userd can approve all activation regquests lor the Global Adminstralor role

Userd and User3 can edit the Global Administrator role assignment

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No

User! requires Azure Multi-Factor Authentication (MFA) to activate the Global REF
Adminsstrator role
Userd can approve all activation reguests for the Global Administrator role |
User2 and Userd can edit the Global Administrator role assignment |

NEW QUESTION 78

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. The domain contains the servers shown in the following table.
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Name Operating system Configuration
Servert Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Serverd Windows Server 2019 Azure AD Connect

The domain controllers are prevented from communicating to the internet. You implement Azure AD Password Protection on Serverl and Server2. You deploy a
new server named Server4 that runs Windows Server 2019.
You need to ensure that Azure AD Password Protection will continue to work if a single server fails. What should you implement on Server4?

A. Azure AD Connect

B. Azure AD Application Proxy

C. Password Change Notification Service (PCNS)
D. the Azure AD Password Protection proxy service

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premisesdep

NEW QUESTION 80

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl. Userl deletes the app registration of Appl.
You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?

A. 14
B. 30
C. 60
D. 180

Answer: B
NEW QUESTION 85

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Name Type Directly assigned license
User1 User None
User2 User Microsoft Office 365 Enterprise ES
Group1 Security group Microsoft Office 365 Enterprise E5
Group?2 Microsoft 365 group None
Group3 Mail-enabled security group None

Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Groupl, and Group2 only
C. Userl, User2, Groupl and Group2
D. Userl and User2 only

E. User2 only

Answer: E

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 88

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named User1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the User Administrator role to Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 92
- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.
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Name ; _ Type

—= - - = -
ROole AZure actne Lhrecton Ariire ALY role

Role, Azure subscription role |

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: C

NEW QUESTION 96

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Microsoft Cloud App Security, create
a session policy

Publish App1 in Azure Active Directory
(Azure AD).

Create a conditional access policy that has @

session controls configured

O

From Microsoft Cloud App Security, modify
the Connected apps settings for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A picture containing application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

NEW QUESTION 97

- (Exam Topic 4)

You have an Azure subscription.

Azure AD logs are sent to a Log Analytics workspace.

You need to query the logs and graphically display the number of sign-ins per user.

How should you complete the query? To answer, select the appropriate options in the answer area.
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signinLogs
| where ResultType == @

I ¥ | login_count = count() by Identity

extend
print
project
render
summarize

| ¥ | columnchart

extend
print
project
render
summarize

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = SigninLogs

| where ResultType ==

| summarize login_count = count() by identity
| render piechart

This query retrieves the sign-in logs, filters the successful sign-ins, summarizes the count of sign-ins per user, and renders the result as a pie chart.
Box 2 = Render

NEW QUESTION 99

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Adminl.

Adminl uses the Require password change for high-risk user’s policy template to create a new Conditional Access policy.

Who is included and excluded by default in the policy assignment? To answer, drag the appropriate options to the correct target. Each option may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Options Answer Area

Admin Include:
| All guest and external users -
[ Exclude:

All users
1

Directory roles

MNone

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A white background with black text Description automatically generated

NEW QUESTION 102
- (Exam Topic 4)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
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stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.
You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Google Workspace app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 106

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named App1l.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

A. Run the New-AzADUser cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.
D. Create a guest user account in contoso.com.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-usersportal

NEW QUESTION 109

- (Exam Topic 4)

You have an Azure AD tenant

You open the risk detections report.

Which risk detection type is classified as a user risk?

A. password spray

B. anonymous IP address

C. unfamiliar sign-in properties
D. Azure AD threat intelligence

Answer: A

NEW QUESTION 110

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a web app named Appl. Guest users are regularly granted access to Appl.

You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize
administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access
C. a guest access review

D. a Conditional Access policy

Answer: C

NEW QUESTION 113
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains a group named Groupl as shown in the Groupl exhibit. (Click the Groupl tab.)

PS C:\> Get

CbjectId

I615.onmicros

¥

You create an enterprise application named Appl as shown in the Appl Properties exhibit. (Click the Appl Properties tab.)
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Dashboard > ContosoAzureAD > Enterprise applications > App1

: |' App1| Properties

" Enterprise Application

B Overview

[ oceployment Plan

. Diagnose and solve problems

Manage
tl Properties

Chwners

Roles and administrators (Prev.

2

&

& Users and groups
3 Single sign-on
< Provisioning

B application proxy

€ Self-service

Security

& Conditional Access
=]

s Permissions

@ Token encryption

Activity

"3 Sign-ins

X Discard [E| Delete 7 Got feedback?

Enabled for usersto signin?® (RIS o

Mame C? !-,Ap.p‘l [ﬁ|
Homepage URL (O fhupt:mpplmaggnﬁ_i*gﬁqs.mhmm D i
Lego O

AP

Sotcta e

User access URL © tps.myapps mirosoftcom'signin/App11090f5806-293-40de-20d.. |
Application ID (@ | 1fdcB3c665 al |
ObjectID @ 03709d22~7e61-4007-a2a0-04dbdff269cd )
Terms of Service Url (D) . Publisher did not provide this information D
Privacy Statement Url iPl.Hilhnrdld nutptwldn this information {D ..
Reply URL (D https:/icontoso.com/App/iogon o]
User aszignment required? (O | “_ '-_-H&_:'

Visible to users? (1) [ Yes \'

You configure self-service for Appl as shown in the Appl Self-service exhibit. (Click the Appl Self-service

tab.)

Dashoboard - ContosoAzureAD > Enterprise applications > App1

App1 | Self-service

Enterprise application

H. Overview

[ oeployment Plan

Manage

! properties

&b Owners

&l Roles and administrators (Pre
& Users and groups
3 single sign-on
Froviskaning

B Application proxy

C Self-service
Security

& Conditional Access

A Permissions

Select approvers

: = — Usert
Allow users 1o request acoess to this ._ No User! @m365:629615 onmicrosoft. com
application? () ' - ' Selected
To which group should assigned users be  Seled Group User2
sdded? O Group1 User2 @m365x629615 onmicrosoft com
Require approval before granting access (TS  No Userd
to this application? (O = User3im36506 29615 onmicrosal com
Whe is allowed o approve access to this  Selact approvers Usard
application? () 1 users selected Userd@m365x529615 cnmicrosoft.com
To which role should users be assigned in =5 Selected approvers
this appiication? * (0 Default Access Usert

Userl@m365x629615 onmicrosolt com

L]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements

Yes No

The members of Group3 can access App1 e
without first being approved by User1.

After you configure self-service for App1, O O
the owner of Group1 is User1.

App1 appears in the Microsoft Office 365

app launcher of User4.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
No No Yes

O O

a) When you assign a group to an application, only users in the group will have access. The assignment does not cascade to nested groups.
b) Tested in lab, existing owners will be replaced. Also direct assignment (resource owner) is path of least privilege. (replicated in test)
c) Application setting 'visible to users' is set to No, then no users see this application on their My Apps portal and O365 launcher.

Reference

a) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

b) maybe

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-manage-groups
¢) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-properties#visible-to-users

NEW QUESTION 114
- (Exam Topic 4)

You have a custom cloud app named App1 that is registered in Azure Active Directory (Azure AD). Appl is configured as shown in the following exhibit.

Sawe 4 Disard @] Delete
Enabled for users to sign-im? ()
Mame * (3}

Homepage URL &

Loga &

User access URL (0
Application 1D (D
Ohject ID (T

- Terms of Service Url )
Privacy Statement Url (2
Reply URL )

User assignment required? (7

L7 Got feedback?

! App;-'l

| Https//app 1. m365x6296 1 5. onmmcasofteamy ||| [indl

J Select A tile

|“H.tltll-'-'5i.-;'fm?app5-rrl_ eraRatL e st fARR 1/090IS846-029d-40de-bod_. T |

[[0adtsade deod dode bodoazifdeescsss | @
e
| &fyu,tnpr_?lij_f.?tpm':de-mlﬁ |r'|furr.n.:'.t|.r..m . T --—'}E

Pub_l_!_:-h.-:'.r- c-dnnlpmu::ﬁe this infarmation &y |

| hittpsiffcontosclcomy Ap pilogaon

ves TN

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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[answer choice] can access App1 from the -

App1 willa

A. Mastered

homepage URL. | Al users

No one
Only users listed an the Owners blade
Only users listed on the Users and groups blade

ppear in the Microsoft Office 365 app v
launcher for [answer choice] all USers
no one
only users listed on the Owners blade
only users listed on the Users and groups blade

B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUEST

ION 117

- (Exam Topic 4)
You have a Microsoft 365 subscription that contains a user named Userl.
You need to ensure that Userl can create access reviews for Azure AD roles. The solution must use the principal of least privilege.

Which role sh

ould you assign to Userl1?

A. Privileged role administrator

B. Identify Governance administrator
C. User administrator

D. User Access Administrate

Answer: B

NEW QUESTION 120
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of administrative unit

 Userl | AU
Userd | AU1
User3 AL
Userd A2
Users Not 2 member of an administrative unit

The users are assigned the roles shown in the following table.
User Role Role scope

User1 rassword Administrator {}tg&r1r_£;¢n
Userd | Global Reacer Orgamization
User3 None Not applicable
User4 Password Administrator AU
UserS None Not applicable

For which users can Userl and User4 reset passwords? To answer, select the appropriate options in the answer area.

NOTE: Each
Answer Area

correct selection is worth one point.

Userl: | Users onl b

User2 and User3 only

User3 and User5 only

User2, User3, and UserS only
User3, Userd and User5 only
User2 User3, Userd, and User5

Userd: | User? only w

User3 and User5 only

User2 and User3 only ‘
| User1, User2, and User3 only !
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

USSTE alid | i:‘_‘i:' Oy
User3 and User onlhy

User2, User3, and UserS only
Userd, Userd and User5 only

User2. User3. Userd, and UserS

User3 and Users anly

User1, User2, and User3 only

NEW QUESTION 123

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the solution
NOTE: Each correct selection is worth one point.

A. email address
B. redirection URL
C. username

D. shared key

E. password

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

NEW QUESTION 127

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 128

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn
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NEW QUESTION 132

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Departmentl.
Departmentl has the users shown in the Users exhibit. (Click the Users tab.)

Dashboard > ContosoAzureAD > Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Preview)

- a -~ A 2 ™
Lontosohruresil - Azune Actve Lerectory

+  add member [} Bulk operations ~ () Refresh == Columns & Preview features ) Got feedback?

o This page includes previews available for your evaluation. View previews =3

£ Search users | % Add filters

2 users found

MName

O .u:aerl
] .Userz

T User principal name
Userl@m365x629615.onmicrosaft.com

User? @m365x529615.onmicrosoft.com

T User type Directory synced
Member N
hamber NGO

Departmentl has the groups shown in the Groups exhibit. (Click the Groups tab.)
Dashboard > ContosoAzureAD » Departmentl Administrative Unit

Sa Departmentl Administrative Unit | Groups

ContosolizureAD - Azure Active Directory

- 4+ Add

Remave ) Refresh

== Columns {53 Preview features

(—,'-’.“- Search groups

] +? Add filters

/ Got feedback?

Mame Group Type Membership Type
D Group1 Security Assigned
D Group2 Security Assigned

Departmentl has the user administrator assignments shown in the Assignments exhibit. (Click the Assignments tab.)

Dashboard > ContosoAzureAD > ldentity Governance » Privileged ldentity Management

&, User Administrator | Assignments

ContosofzureAD

Frivvieged ldenily Managoemen! | Adure AL roles

L

+ Add assignments €33 Settings () Refresh 4 Expont P Got feedback?

Eligible assignments Active assignments  Expired assignments

L Search by member name or principal name
Mame Pﬂﬂﬁpﬂl MRArTE Tll'Pﬂ' S'Cﬂﬂ'

User Administration

fdmind Adminl@m385x629615 onmicrosoft.com User Departmentl Administrative Unit (Administrative unit)

Admin Admm2 ®@ma65x629615 onmicrosofcom User

The members of Group2 are shown in the Group2 exhibit. (Click the Group2 tab.)

Dashboard » ContosoAzureAD > Groups

S Group2 | Members

Groupd

= L Addmembers & Ren t_} Refresh [ Bulk operations v == Columns fisl Preview features 7 Got feedback?

ﬁ This page includes previews availabla for your evaluation. View previews =9

Direct members

MName User type
D o User3 Member
EI @ Userd Member

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No
Admin1 can reset the passwords of User3 and User4. O O
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

NEW QUESTION 137

- (Exam Topic 4)

You have a Microsoft 365 tenant and an Active Directory domain named adatum.com. You deploy Azure AD Connect by using the Express Settings.
You need to configure self-service password reset (SSPR) to meet the following requirements:

> When users reset their password, they must be prompted to respond to a mobile app notification or answer three predefined security questions.

> Passwords must be synced between the tenant and the domain regardless of where the password was reset.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

From the Password reset blade in the Azure Active v

Directory admin center, configure Authentication methods
Notifications
Properties
Registration

From Azure AD Connect enable v
Federation with Active Directory Federation Services (AD FS)
Pass-through authentication
Password hash synchronization
Password wnteback

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-authentication-security-questions

NEW QUESTION 139

- (Exam Topic 4)

You have an Azure subscription that contains the resources shown in the following table.
B R s R T A,

Group that has the Assigned membership type

Enterprise application in Azure Active Directory [Azure AL

Azure subscription role.

Azure Active Directory (Azure AD) role

For which resources can you create an access review?
A. Groupl, Appl, Contributor, and Rolel

B. Hotel and Contributor only

C. Groupl, Rolel, and Contributor only

D. Group1l only

Answer: A
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Explanation:

Access reviews require an Azure AD Premium P2 license.

Access reviews for Groupl and Appl can be configured in Azure AD Access Reviews.

Access reviews for the Contributor role and Rolel would need to be configured in Privileged Identity Management (PIM). PIM is included in Azure AD Premium P2.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-securi https://docs.microsoft.com/en-us/azure/active-
directory/governance/access-reviews-overview

NEW QUESTION 142

- (Exam Topic 4)

You have an Azure subscription that contains the following virtual machine Name: VM1
Azure region: East US

System-assigned managed identity: Disabled

You create the managed identities shown in the following table.

Name Location
Managedl | East US
Managed2 | East US
Managed3 | West US

You perform the following actions:

« Assign Managedl to VML1.

* Create a resource group named RGL1 in the West US region.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes MNo

You can assign Managed2 to V1.
You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

You can assign Managed2 to V1.

You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1. D

NEW QUESTION 144

- (Exam Topic 4)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 147
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