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NEW QUESTION 1

- (Exam Topic 1)

You need to create the LWGroupl group to meet the management requirements.

How should you complete the dynamic membership rule? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than
once, or not at all. You many need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Answer Arca
{u=zer.objectld -ne "Guest” yoand (user.userTyps | TauesT” |
“nAember * BT b
null ol
A. Mastered

B. Not Mastered
Answer: A
Explanation:

Null “Member”

NEW QUESTION 2

- (Exam Topic 1)

You need to track application access assignments by using Identity Governance. The solution must meet the delegation requirements.
What should you do first?

A. Modify the User consent settings for the enterprise applications.

B. Create a catalog.

C. Create a program.

D. Modify the Admin consent requests settings for the enterprise applications.

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-overview

NEW QUESTION 3
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 4

- (Exam Topic 2)

You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 5
- (Exam Topic 2)
You need to locate licenses to the A. Datum users. The solution must need the technical requirements. Which type of object should you create?

A. A Dynamo User security group
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B. An OU
C. A distribution group
D. An administrative unit

Answer: D

NEW QUESTION 6

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identifies were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

The users must irst: | |Provide comont for any app 1o access The data of Contosa:

Aaqister tor muln-factor authentcaton (AF A
Aol e o sell-womnice pasowonrd resel (SEPH).

You must conligure: LA sign-m nsk pobicy
A uter ek pohcy
An Azure AD Password Protection pobcy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

The users misst st 1o ace s e data of Contoso.
[ Fegister for mult-factor authentication: (MFAL I

You mueit conbigurne;

& user nek pobdy
An Azurne AD Password Protection pohicy

NEW QUESTION 7

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identities were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

The users must first: v
Provide consent for any app to access the data of Contoso.
Reqister for multi-factor authentication (MFA).

Reqister for self-service password reset (SSPR).

You must configure: 4
A sign-in risk policy

A user risk policy

An Azure AD Password Protection policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies

NEW QUESTION 8
- (Exam Topic 3)
You need to resolve the issue of the guest user invitations. What should you do for the Azure AD tenant?

A. Configure the Continuous access evaluation settings.
B. Modify the External collaboration settings.

C. Configure the Access reviews settings.

D. Configure a Conditional Access policy.

Answer: B
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NEW QUESTION 9

- (Exam Topic 4)

You have an Azure AD tenant named Contoso that contains a terms of use (ToU) named Terms1 and an access package. Contoso users collaborate with an
external organization named Fabrikam. Fabrikam users must accept Terms1 before being allowed to use the access package. You need to identify which users
accepted or declined Terms1. What should you use?

A. provisioning logs

B. the Usage and Insights report
C. sign-in logs

D. audit logs

Answer: D

NEW QUESTION 10

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you create an assignment for the Insights at administrator role. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl Userl needs to manage license assignments and reset user passwords. Which role should you
assign to Userl?

A. License administrator
B. Helpdesk administrator
C. Billing administrator

D. User administrator

Answer: D

NEW QUESTION 11

- (Exam Topic 4)

Your company has two divisions named Contoso East and Contoso West. The Microsoft 365 identity architecture tor both divisions is shown in the following
exhibit.
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You need to assign users from the Contoso East division access to Microsoft SharePoint Online sites in the Contoso West tenant. The solution must not require
additional Microsoft 3G5 licenses.
What should you do?

A. Configure the exiting Azure AD Connect server in Contoso Cast to sync the Contoso East ActiveDirectory forest to the Contoso West tenant.

B. Configure Azure AD Application Proxy in the Contoso West tenant.

C. Deploy a second Azure AD Connect server to Contoso East and configure the server to sync the Contoso East Active Directory forest to the Contoso West
tenant.

D. Invite the Contoso East users as guests in the Contoso West tenant.

Answer: D
NEW QUESTION 16
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:
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> Domain controllers must never communicate directly to the internet.

> Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

Server1 Domain controller (PDC emulator)
Server2 Domain controller (infrastructure master) |
Server3 Azure AD Connect server

Serverd Unassigned member server L

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start

NEW QUESTION 20

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure AD tenant. Users sign in to computers that run Windows 10 and are joined
to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the Windows 10 computers to support Azure AD
Seamless SSO. What should you do?

A. Modify the Local intranet zone settings

B. Configure Sign-in options from the Settings app.

C. Enable Enterprise State Roaming.

D. Install the Azure AD Connect Authentication Agent.

Answer: B

NEW QUESTION 22

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Active Directory forest that syncs to an Azure Active Directory (Azure AD) tenant.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure Azure AD Password Protection. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 24

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description (O

Start date * 12/18/2020 |

Frequency Manthly =i
-

Duraﬁﬂn tin da}rs} :5\ ————_—:——-—-*:} 14

End () ', End by  Occurrences |

' |
Users
Scope (®) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers | (Preview) Manager « |

(Preview) Fallback reviewers (@

Megan Bowen

v ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 25

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
* Applications: Appl. App?, App3

» Owners: Admin 1

* Users and groups: HRUsers

AH three apps have the following Properties settings:

» Enabled for users to sign in: Yes

 User assignment required: Yes

* Visible to users: Yes

Users report that when they go to the My Apps portal, they only sue Appl and App2-You need to ensure that the users can also see App3. What should you do
from App3?

What should you do from App3?

A. From Users and groups, add HRUsers.

B. Prom Properties, change User assignment required to No.
C. From Permissions, review the User consent permissions.
D. From Single sign on, configure a sign-on method.
Answer: A

Explanation:
Reference:
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https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal https://docs.microsoft.com/en-us/azure/active-
directory/user-help/my-applications-portal-workspaces

NEW QUESTION 28

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Administrative units blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Groups blade in the Azure Active Directory admin center

D. the Sec-MsolUserLicense cmdlet

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0

NEW QUESTION 29

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user namedUserl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Security Operator role Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 31

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

. Narm_: l Role |

FCETON &0

You add an enterprise application named Appl to Azure AD and set Userl as the owner of Appl requires admin consent to access Azure AD before the app can
be used.
You configure the Admin consent requests strong as shown in the following exhibit. Admin consent requests.

A. Admm1l only

B. Admm1 and Admin2 only

C. Admm1 Admm2 and Admin3 only

D. Adminl, Admin2. and Userl only

E. Admm1l Admm2. Admm3, and Userl

Answer: B
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NEW QUESTION 34
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Sou. Member of Multi-factor authentication (MFA)
User1 | Group1 Enabled but never used

User2 | Group2 Disabled ==t e
User3 | Groupl, Group2 | Enforced and used —

In Azure AD ldentity Protection, you configure a user risk policy that has the following settings:
» Assignments: o Users: Groupl

0 User risk: Low and above

* Controls:

0 Access: Block access

* Enforce policy: On

In Azure AD ldentity Protection, you configure a sign-in risk policy that has the following settings:
* Assignments: o Users: Group2

o0 Sign-in risk: Low and above

* Controls:

0 Access: Require multi-factor authentication

« Enforce policy. On the following settings: ng settings:

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements
User1 can sign in from an anonymous [P address.
iJS&FE Cdan EII:.;H In mrom an dNONyMous (¥ aaciress,
el 2 Call :|L_if't N Trom an anonymous [P address
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements

User1 can sign in from an anonymous [P address.

userd can sign in from an anonymous IP address,

JSErs Can 21gN 1N Trm an ananymous [+ address

NEW QUESTION 36
- (Exam Topic 4)

Yes No

Yes No

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned the Security administrator role.

SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of nonadministrative

users. The solution must use the principle of least privilege. Which role should you assign to SecAdmin1?
A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator

D. Security operator

Answer: C

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-300/ (192 New Questions)

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 37
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in

the following table.

Name Type Directory synced
User1 User No
User2 User Yes
User3 Guest No

All the users work remotely.
Azure AD Connect is configured in Azure AD as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

 ~» o s
% Azure AD Connect cloud provisioning
.hi

This feature allows you to manage provisioning from the cloud.

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN IN

% Federatior Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Fass-through authentication Enabled 2 agents

Connectivity from the on-premises domain to the internet is lost. Which users can sign in to Azure AD?

A. Userl and User3 only

B. Userl only

C. Userl, User2, and User3
D. Userl and User2 only

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-current-limitations

NEW QUESTION 39

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
» Require users to register when signing in: Yes

* Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code

D. an email to an address in your organization

Answer: C

NEW QUESTION 42

- (Exam Topic 4)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.

What should you configure?
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A. an access policy in Microsoft Cloud App Security.
B. Terms and conditions in Microsoft Endpoint Manager.

C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 46
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the following objects:

5\"' A device named Devicel

> Users named Userl, User2, User3, User4, and User5

> Groups named Groupl, Group2, Group3, Group4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1, User3, Group2. Group3
Group? Security Dynamic User User?
Group3 Security Dynamic Device Device1
Group4 | Microsoft 365 Assigned Userd
Groups Microsoft 365 Dynamic User Users

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only

B. Groupl, Group2, Group3, Group4, and Group5

C. Groupl and Group2 only
D. Groupl only
E. Groupl, Group2, Group4, and Group5 only

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 47
- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant.

The tenant contains the groups shown in the following table.

[ MName | Source | Member of

The tenant contains the users shown in the following table.

Name | Directory-synced Member of ‘
Userl | Nc Group

User2 | NC Group3 1
| Users ) Yes (Groupe |

You create an access review as shown in the following table.

Setting

Value

Review T}’Dé‘

Teams = Groups

Review scope

All users

Group

Group2, Group3

Reviewers

Users review own access

f reviewers don't respond

Remove access

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

User! wall be removed automatically from Groupd if the user does not respond to the r':"r'll:"-'-:[
request.

Liserd will be removed sutomatically from Groupd if the user does not respond (o The review
request

LIsers will Bbe removed automatically from Groupd if the user doss ot fespond 10 e review
request
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes Mo
User! wall be removed automatically from Groupd if the user does not respond to the r-:"-"'?*]: | :
request. =
Lizerd will be removed sutematically from Groupd if the user does not respond to The peview | I

request -

LIsers will be removed automatically frarm Ground if the user does not fespond 10 e réview
Tequest

NEW QUESTION 50

- (Exam Topic 4)

You need to support the planned changes and meet the technical requirements for MFA.

Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Feature: | T |
An authentication T‘F{*rh-‘.-r} palicy
A Londmonal Access policy
An MFA registration policy
The Multi-Factor Authentication Server settings
Grace penod ' - |
14 days E
28 days
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Feature: i v |
An authentication method palicy

| A Conditonal Access policy

An MFA registration polhicy

The Multi-Factor Authentication Server settings

Grace period: | =
14 days E
28 days

NEW QUESTION 53

- (Exam Topic 4)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you.

Solution: From Azure monitor, you create a data collection rule. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 56

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site!. Site! hosts PDF files
You need to prevent users from printing the files directly from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. activity policy

B. file policy
C. access policy
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D. session policy

Answer: D

NEW QUESTION 57

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 58

- (Exam Topic 4)
You have an Azure AD tenant that uses Azure AD Identity Protection and contains the resources shown in the following table.
Name Type Configuration
Risk1 User risk policy | Users that have a high seventy risk must reset their password upon next
Sign-in.
User1 User Not applicable

Azure Multi-Factor Authentication (MFA) is enabled for all users.

Userl triggers a medium severity alert that requires additional investigation.

You need to force Userl to reset his password the next time he signs in. the solution must minimize administrative effort.
What should you do?

A. Configure a sign-in risk policy.

B. Mark Userl as compromised.

C. Reconfigure the user risk policy to trigger on medium or low severity.
D. Reset the Azure MFA registration for Userl.

Answer: B

NEW QUESTION 60
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Yes i

User2 Member No
User3 Guesl No

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
Answer Area

Jobititle propertys | [lisers anly

Liser 1 and User2 only
Liser? and wserd only
Liser] Userd and Userd

Lisage locaton propertys | lilsoe? only

Liserl and User2 only
L mrel Lisiee 3 only
Userl Userd and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Job tile propestys | [lserz anly
Liseer 1 and Usar2 only

it el

Ssprl iUserd and! User2

Usage locaboan propertys Bisses ooy ]
Lo Il:‘

User? and UserE only
Liserl, Userd: and Userd
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NEW QUESTION 61

- (Exam Topic 4)

You have an Azure AD tenant that has multi-factor authentication (MFA) enforced and self-service password reset (SSPR) enabled.

You enable combined registration in interrupt mode. You create a new user named Userl.

Which two authentication methods can Userl use to complete the combined registration process? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. a FID02 security key

B. a hardware token

C. a one-time passcode email

D. Windows Hello for Business

E. the Microsoft Authenticator app

Answer: AE

NEW QUESTION 63

- (Exam Topic 4)

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both domain names are used for Fabrikam email addresses.
You plan to create an access package named packagel that will be accessible only to the users at Fabrikam. You create a connected organization for Fabrikam.
You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses. What should you do? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To allow access for users who have fabrikam.com email
addresses, configure v

An access package assignment in ldentity Governance
An access package policy in Identity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure w

An access package assignment in Identity Governance
An access package policy in ldentity Governance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-re https://docs.microsoft.com/en-us/azure/active-
directory/governance/entitlement-management-access-package-cr

NEW QUESTION 67

- (Exam Topic 4)

A user named Userl receives an error message when attempting to access the Microsoft Defender for Cloud Apps portal.
You need to identify the cause of the error. The solution must minimize administrative effort. What should you use?

A. Log Analytics

B. sign-in logs

C. audit logs

D. provisioning logs

Answer: B

NEW QUESTION 71

- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following
conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool

B. sign-ins logs in Azure AD

C. access reviews in Azure AD

D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A
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NEW QUESTION 73

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named db1.

You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.
You need to provide Appl with Access to dbl. The solution must meet the following requirements:

* Credentials must only be available to Appl.

* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D

NEW QUESTION 77

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Microsoft Azure app connector. Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 78

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. security questions

C. voice

D. an app password

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 81

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.

D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A

NEW QUESTION 83

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to identify which users access Facebook from their devices and browsers. The solution must minimize administrative effort.
What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, unsanctioned Facebook.
B. Create an app configuration policy in Microsoft Endpoint Manager.

C. Create a Defender for Cloud Apps access policy.

D. Create a Conditional Access policy.

Answer: C
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NEW QUESTION 85
- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com.

Guest user access is enabled.

Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
User1@outlook.com | Guest No Entgrpr:;se
application
User2{@fabrikam.com | Guest Yes Entgrpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following

exhibit.

Collaboration restrictions

() Allow invitations to be sent to any domain {most inclusive)

-

) Deny invitations to the specified domains

TARGET DOMAINS

Mkl ssls e
LS .L..-.. EoLiH

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

User1 can accept the invitation and gain access to the enterprise application

User?2 can access the enterprise application.

User3 can accept the invitation and gain access to the SharePoint site.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Yes No
O Q
O O
O Q

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.

Box 3. No

Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 89
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains the following group:

> Name: Groupl
> Members: Userl, User2
> Owner: User3

On January 15, 2021, you create an access review as shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Review name *

Description (1)

Start date *

Frequency

Dwration (in days) (i)

End O

Mumber of times

End date *

Users
Users to review

Scope

Group *
Grou o)
Reviewers

Reviewers

Programs

Link to program

Default Business Flow

| Review1
[ 011572021 @ |
l Monthly Rt ‘
MNever T Cccurrences
0
021572021 £
Members of a group s
(_ ) Guest users only
) Everyone
Members (self ~ |
>

v Upon completion settings

v  Advanced settings

Users answer the Reviewl question as shown in the following table.

User Date Do you still need access to Group1?
User1 | January 17, 2021 Yes
User2 | January 20, 2021 No

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

Yes

On February 5, 2021, User1 can answer the Review1 questionagain. O

On January 25, 2021, User2 can answer the Review1 question again. O

On January 22, 2021, User3 can answer the Review1 question.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

A screenshot of a computer Description automatically generated with low confidence
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

NEW QUESTION 93

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.
What should you implement?

You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C

NEW QUESTION 97

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the User Administrator role to Userl.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 102
- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.

Name Type

L

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: C
NEW QUESTION 105
- (Exam Topic 4)

You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory (Azure AD) are configured as
shown in the exhibit. (Click the Exhibit tab.)
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Guest user access

Guest user access restrictions (Preview) &

Learn more

O Guest users have the same access as members (most inclusive)

(®) Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (0

Yes Mo

Members can invite &)

-~

Yes Mo

Guests can invite ()

ves @D

Email One-Time Passcode for guests (O

Laarm more

Yes Mo '

o

Enable guest self-service sign up via user flows (Preview) (0

Learn more

Collaboration restrictions

{i} Allow invitations to be sent to any domain {most inclusive)

O Deny invitations to the specified domains

() Aliow invitations only to the specified domains (mast restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.

Name Email Description
User1 Userl@contoso.com A guest user in fabrikam.com
A user who has never accessed

User2 User=@outiook.com resources in fabrikam.com
User3 Userd@fabrkam.com A user in fabrikam.com

Which users will be emailed a passcode?

A. User2 only

B. Userl only

C. Userl and User2 only
D. Userl, User2, and User3

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

NEW QUESTION 109
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,

You create a group named Groupl. You add User2 and User3 to Groupl.
You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)
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Groupl is configured as the approver for the application administrator role. You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 113
- (Exam Topic 4)
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You have an Azure AD tenant that contains two users named Userl and User2. You plan to perform the following actions:

* Create a group named Group 1.

» Add Userl and User 2 to Group1.

* Assign Azure AD roles to Groupl. You need to create Groupl.

Which two settings can you use? Each correct answer presents a complete solution NOTE: Each correct selection is worth one point

A. Group type: Microsoft 365 Membership type: Dynamic User
B. Group type: Security Membership type: Dynamic Device

C. Group type Security Membership type: Dynamic User

D. Group type Security Membership type: Assigned

E. Group type: Microsoft 365 Membership type: Assigned

Answer: DE

NEW QUESTION 114

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a dynamic user group that will include all the users that do NOT have a department defined in their user profile.

How should you complete the membership rule? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
b
-match null |
- ";ﬂLJ”
-notin [ | null” |
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
(user.department - b |, l | w [
|
‘match Tout |
-ne snull
notin "null”

NEW QUESTION 115

- (Exam Topic 4)

You have an Azure subscription.

Azure AD logs are sent to a Log Analytics workspace.

You need to query the logs and graphically display the number of sign-ins per user.

How should you complete the query? To answer, select the appropriate options in the answer area.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://lwww.2passeasy.com/dumps/SC-300/ (192 New Questions)

signinLogs
| where ResultType == @

| ¥ | login_count = count{) by Identity

extend
print
project
render
summarize

| ¥ | columnchart

extend
print
project
render
summarize

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1 = SigninLogs

| where ResultType ==

| summarize login_count = count() by identity

| render piechart

This query retrieves the sign-in logs, filters the successful sign-ins, summarizes the count of sign-ins per user, and renders the result as a pie chart.
Box 2 = Render

NEW QUESTION 116

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Bnswed Area

I On Serverl. Tun - expeart for all ConfeeCios.

|_Bn§¢:u¢t2.-m¢qnt fior all conmnecios.

|

" i . |

Em__ﬂ.ﬂ il import for all rl"'.'lmrf‘ll'ii':."mm“ T . .. { I
|

|

lﬂlhﬁl s delts synchsonizatmn bor sl comneciogs.

On Server!, configure the staging mode

f_ﬂﬁ'm?- v Eall Acruire ﬁE.L'.u-rwn_L_ UL L RIRREEYTRERRIN I @ .I.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions A psapenrepegtcpamg L | L LS
[u'lﬁuwﬂ. run export for all connectors. | i — |

O Server?. run exiport for all connecton | B L e i i e e e R T A L

— RS S e g

O Serve?, fun full irmpost Bor all cormncior. | I

OnServer?. run delta synchronration for all conneciorns |

[_{i:séruﬂt coetiguire the =iy maode T TTTEmaLm @ N Server ], fun SxporT for 8l Conmeciors I

e I

NEW QUESTION 121

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: D

NEW QUESTION 124
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contosri.com. The company has the business partners shown in the following table.

Name . Description l

users can request access by using package 1.

Users at Fabrikam and Litware use ail then respective domain names for email addresses.

You plan to create an access package named packagel that will be accessible only to the Fabrikam and Litware users.

You need to configure connected organizations for Fabrikam and litware so that any of their users can request access by using packagel.
What is the minimum of connected organization that you should create.

00w
A WDN P

Answer: C

NEW QUESTION 127

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional Access policy tab.)
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You view the User administrator role assignments as shown in the Role assignments exhibit. (Click the Role assignments lab.)
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 132

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. an app password

C. Windows Hello for Business

D. SMS

Answer: C

Explanation:

In Windows 10, Windows Hello for Business replaces passwords with strong two-factor authentication on PCs and mobile devices. This authentication consists of
a new type of user credential that is tied to a device and uses a biometric or PIN.

After an initial two-step verification of the user during enroliment, Windows Hello is set up on the user's device and Windows asks the user to set a gesture, which

can be a biometric, such as a fingerprint, or a PIN. The user provides the gesture to verify their identity. Windows then uses Windows Hello to authenticate users.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-methods https://docs.microsoft.com/en-us/windows/security/identity-
protection/hello-for-business/hello-overview

NEW QUESTION 133

- (Exam Topic 4)

Your network contains an on-prernises Active Directory Domain Services (AD DS) domain that syncs with Azure AD and contains the users shown in the following
table.

Name | Organizational unit (OU)
User1 | OU1
User2 | OU2

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.
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’ Micosoft Azure Actve Dwrectory Connect

DornamnyOU Flterng

Domain and OU filtering

CONLOS0.C00Mm

Sync afl domnaens and 00

% Symc selected domans and OUs

# COMC40.COm
Bui
Cormyrulbens
Downam Contno e
FOesgRSRC LMy FTInCpat

nfrastructure

cstaAndROun

Mansged Sernce Accounts
W Ol

ou

Program Data

System

o Lers

[ e Do 3

Azure AD Connect i

onhigured as shown m the 1o Howng

Azure Active Direclory Connect

Ready to configure

Cinge you chick Install we wall do the following

o Configure Syr on thie

CROMZATION wnaip

computer
* install Microsoft Azure AD Conpact Authenticati
+ Enable Past-through autharmtcation

o Cornhgurs Source Anchor Attnbute

¢ Configurs k2 206300utoak onmicrogsa®™ com - AAD Connector
& Conhgure contoss com Connactor

e [Meable Password hash synchromzaton

¢ Enable Fassword writeback

* Enabde Arure AD Export Delebon Threshold (500

of| Start the synchronization process when configuration compleles

Enable staging mode: Whan selacted pynchronization w

not export an

Prisviowus

=m Aaat far Paes. The

oigh Authenticatior

y data to AD or Azyure A

Fho

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

User ¢

f User! accesses Mic

domain controller

Userd can be added |

A. Mastered

oS0

) l‘l‘ .'Ilu-.".'--."l '.\‘f'l.‘l-"":k_ nl I-:r e site as

an use self-service password reset [SSPR) to reset his password

a membes
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B. Not Mastered
Answer: A
Explanation:

Answer Area

Statements

NEW QUESTION 134
- (Exam Topic 4)

ObjectlId

alf7d405-6

Yes

You have a Microsoft 365 tenant that contains a group named Groupl as shown in the Groupl exhibit. (Click the Group1 tab.)

- -

9615.onmicroso

No

You create an enterprise application named Appl as shown in the Appl Properties exhibit. (Click the Appl Properties tab.)

FE1ala a

s nntoend s
S0l FL S L) et LI LAY e L LS

‘|' App1| Properties

# Diagnose and solve problem

Manage
ill Properties

b Owners

Actinty

D Sign-ins

reAD > Enterprise applications

A b b ."-\.i:;.l

AFL L % (st sadlh ek’
LEIELE " WL VEEULNALE

Enabled for users to sign-in?

App1

Homepage URL

hitps:fapp1.m365x629615. onmicrosoft com/

AP

Lego

User access URL

Application ID 09df58d68—d29d—40de—b0d0-321fdcB3cBE5

Object ID 03709d22-7e61-4007-a2a0-04dbdff269¢cd

Terms of Service Url Publisher did not provide this information

Privacy Statement Url Publisher did not provide this information
Reply URL https:/fcontoso.com/App1/logon

User assignment required? Yas Mo

Visible to users? Yas m

You configure self-service for Appl as shown in the App1 Self-service exhibit. (Click the App1 Self-service

tab.)
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Dashoboard ~ ContosoAzureAD > Enterprise applications > App1

App1 | Self-service

Eniomeise apelicaticn Select approvers
& »
B overview
Usert

[ Deployment Plan Allow users to request access to this Mo User1@m365:6296 15 onmicrosoft com

apphcation? (1) Selected
Manage

To which group should assigned users be Select Group User2
M o g o
' Properties st Group1 User2@mas5xB20615 onmicrosolt com
sl Ohameds

Require approval before granting access Yes Ma Userd
&« FRoles and administrators (Pre  to this application? User3@m365d6 29615 onmicrosofl. com
@ Ll 3 d aroups . &
L5 S0} U Who is allowed o approve access 1o this  Salact appiovers Lrsard
D Singl I apphcation? [ 1 users selected Lserd @m3G5ont2961 5 onmicrosolt com

Single sign-

& Provisioning To which role should users be assigned in = Selected approvers
" this application? © Default Access Usert

Applation proxy

User l@m365x5.29615 enmicrosofl. com
C Self-service

[ ]

Securnty
& Conditional Access
A Permissions

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

The members of Group3 can access App1 O
without first being approved by User1.

After you configure self-service for App1, O O
the owner of Group1 is User1.

App1 appears in the Microsoft Office 365
app launcher of User4. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

No No Yes

a) When you assign a group to an application, only users in the group will have access. The assignment does not cascade to nested groups.
b) Tested in lab, existing owners will be replaced. Also direct assignment (resource owner) is path of least privilege. (replicated in test)

c) Application setting 'visible to users' is set to No, then no users see this application on their My Apps portal and O365 launcher.

Reference

a) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

b) maybe

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-manage-groups

¢) https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-properties#visible-to-users

NEW QUESTION 135

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center. You need to review access to the Exchange admin center at
the end of each month and block sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. a group-based access review that targets guest users
D. an application-based access review that targets guest users

Answer: C

Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

NEW QUESTION 137

- (Exam Topic 4)

You have an on-premises datacenter that contains the hosts shown in the following table.
Name Description

Server Domain controller that runs Windows Server 2019

Server that runs Windows Server 2019 and has Azure AD

Connect deployed

Server that runs Windows Server 2019 and has a Microsoft

ASP.NET application named App1 installed

Serverd | Unassigned server that runs Windows Server 2019

Hardware firewall connected to the internet that blocks all traffic

unless explicitly allowed

You have an Azure Active Directory (Azure AD) tenant that syncs to the Active Directory forest. Multi-factor authentication (MFA) is enforced for Azure AD.

You need to ensure that you can publish Appl to Azure AD users.

What should you configure on Server and Firewall1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Semvice to install on Serverd: v
Azure AD Application Proxy

The Azure AD Password Protection DC agent
The Azure AD Password Protection proxy service
Web Application Proxy in Windows Server

ServerZ

Server3

Firewall1

Rule to confiqure on Firewall1: -
Allow incoming HTTPS connections from Azure AD to Server4.
Allow incoming IPsec connections from Azure AD to Server4.
Allow outbound HTTPS connections from Server4 to Azure AD
Allow outbound IPsec connections from Serverd to Azure AD.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/application-proxy

NEW QUESTION 139

- (Exam Topic 4)

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access
policy? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

Answer Arca
Eﬂﬂfiglll"ﬁ" "‘“ﬂhﬂ.lﬁ{ ounires h}!‘ usIng: LA cloud app or action
A condion
A grant control
Jhl. LSRN O I'I.l"lrl['l-]-
(:ill"“]l"[" *-:an i 'f"fl.“f'.‘f'l'rv 1]? LI LA clowd app or action
A condition
A grant conlrol
A session control
A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/concept-conditional-access-session

NEW QUESTION 144
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- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of administrative unit
_L‘_s_er'! AL

User2 | AU

User3 AU1

User4 Al2

Users Not 2 member of an administrative unit

The users are assigned the roles shown in the following table.

User Role Role scope
User1 Password Administrator Organization
User2 | Global Reader Organization
User3 None Not applicable
User4 Password Administrator AU1
UserS None Not applicable

For which users can Userl and User4 reset passwords? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Usarl: ‘ User3 Gnl! “il
User2 and User3 only |
User3 and User5 only
Userd, User3, and UserS only
User3, Userd and User5 only
Userd. User3, Userd, and Users
Userd: | Users onk -
User2 and User3 only
User3 and User5 only
| User1, User2, and User3 only !
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

I User3 only
SRSk anly
User3 and User5 only
Userd, User3, and UserS only
User3, Userd and User5 only

User2, User3, Userd, and User5

Userd: | User3 ont

r3 only
User3 and User5 only
LUser), User2 and User3 only

NEW QUESTION 147

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. For the tenant. Users can register applications Is set to No.

A user named Adminl must deploy a new cloud app named Appl.

You need to ensure that Adminl can register Appl in Azure AD. The solution must use the principle of least privilege.
Which role should you assign to Admin1?

A. Application developer in Azure AD

B. App Configuration Data Owner for Subscriptionl
C. Managed Application Contributor for Subscriptionl
D. Cloud application administrator in Azure AD

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles
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NEW QUESTION 152
- (Exam Topic 4)
You have an Azure subscription that contains the key vaults shown in the following table.

Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled
The subscription contains the users shown in the following table.
Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admin4 Owner

On Junel, Admin4 performs the following actions:

* Deletes a certificate named Certificate! from Key Vaultl

* Deletes a secret named Secretl from KeyVault2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.

Admin2 can purge Certificatel on June 12. |j

Admin3 can purge Certificatel on June 14. 3

NEW QUESTION 156

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies. You need to prevent the users from using legacy authentication.
What should you include in the conditional access policies to filter out legacy authentication attempts?

A. a cloud apps or actions condition
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B. a user risk condition
C. aclient apps condition
D. a sign-in risk condition

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication

NEW QUESTION 161

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that contains a user named Userl. Userl is eligible for the Application administrator role.
Userl needs to configure a new connector group for an application proxy. What should you to activate the role for Userl1?

A. the Microsoft Defender for Cloud Apps portal
B. the Microsoft 365 admin center

C. the Azure Active Directory admin center

D. the Microsoft 365 Defender portal

Answer: C

NEW QUESTION 162
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl and the groups shown in the following table.

=

..........

e i Rad L

In the tenant, you create the groups shown in the following table.

NOTE: Each correct selection is worth one point.

GroupA: v
User1 only

User1 and Group1 only

User1, Group1, and Group?2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only
User1, Group1, Group2, Group3, and Group4

GroupB: v
User1 only

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

NEW QUESTION 163

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU).
What should you configure?
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A. an access review

B. the terms or use

C. a linked subscription
D. a user flow

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing

NEW QUESTION 166

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains three users named Userl, User2, and User3. You need to configure the users as shown in the following
table.

User Configuration
User1 s User administrator role
¢ Device Administrators role
Identity Governance Administrator
role
Records Managementrole
Quarantine Administrator role group
Endpoint Secunty Manager role
Intune Role Administrator role

User?

User3

Which portal should you use to configure each user? To answer, drag the appropriate portals to the correct users. Each portal may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Portals Answer Area
Azure Active Directory admin center
Exchange admin center | Usert:
Microsoft 365 compliance center User2:

Microsoft Endpoint Manager admin center| User3

SharePoint admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 167

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.
- Name Member of
Jserl Group |
3 * - -~ q
YET « | I

: Bt : —]
| User3 | Group3 J

The tenant has the authentication methods shown in the following table.

Method Target | Enabled |
FIDO2 Group2

[ Microsoft Authenticator app | Group! | Yes

| SMS Group3 Yes |

Which users will sign in to cloud apps by matching a number shown in the app with a number shown on their phone?

A. Userl only
B. User2 only
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C. User3 only
D. Userl and User2 only
E. User2 and User3 only

Answer: D

NEW QUESTION 169

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 174

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Departmentl.
Departmentl has the users shown in the Users exhibit. (Click the Users tab.)

Dashboard ContosoAzureAD Departmentl Administrative Unit

& Departmentl Administrative Unit | Users (Preview)

add member ] Bulk operations () Refresh == Columns [isl Preview features '/ Gotfeedback?
ﬂ This page includes previews available for your evaluation. View previews =3
Search users *= Add filters
2 users found
Hame T User principal name T User type Directory synced
. Userl Userl@m365x620615 onmicrosoft.com Member Mo
D . Usar2 User2@m365xb 2961 5.onmicrosaft.com hember Mo

Departmentl has the groups shown in the Groups exhibit. (Click the Groups tab.)

Dashboard > ContosoAzureAD > Departmentl Administrative Unit

Sa Department1l Administrative Unit | Groups

AzureAD - Azure Actrve Directory
l":'.' " . — - . - o . 1
-+ Add Remaove f_} Refresh == Columns s Preview features L./ Got feedback?
Search groups +? Add filters
Mame Group Type Membership Type

[:l Group1 Security Assigned
[:l Group2 Security Assigned

Departmentl has the user administrator assignments shown in the Assignments exhibit. (Click the Assignments tab.)
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Dashboard * ContosoAzureAD Identity Govemnance » Privileged ldentity Management » ContosofzureAD
&, User Administrator | Assignments

Frivileged dentrty Managoment | Asure AD roles

4+ Add assignments 153 Settings (L) Refresh 4 Expornt 7 Gotfeedback?

Eligible assignments Active assignments Expired assignments

A Search by member name or principal name
Mame Principal name Type Scope

User Administration
User Departmentl Administrative Unit (Administrative unit)

User Directory

The members of Group2 are shown in the Group2 exhibit. (Click the Group2 tab.)

Dashboard > ContosoAzureAD > Groups GroupZ

Ja Group2 | Members

P
Y

+ Add members move () Refresh [ Bulk operations == Columns sl Preview features '/ Got feedback?

o This page includes previews available for your evaluation. View previews =

Direct members

Mame User type

|:] @ User3 Member
EI @ Userd Member

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Admin1 can reset the passwords of User3 and User4. O O
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

NEW QUESTION 175

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to be natified if a user downloads more than 50
files in one minute from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. session policy

B. anomaly detection policy
C. activity policy

D. file policy

Answer: C

NEW QUESTION 177
- (Exam Topic 4)
You have a Microsoft 365 tenant and an Active Directory domain named adatum.com. You deploy Azure AD Connect by using the Express Settings.
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You need to configure self-service password reset (SSPR) to meet the following requirements:

;’ When users reset their password, they must be prompted to respond to a mobile app notification or answer three predefined security questions.

;:' Passwords must be synced between the tenant and the domain regardless of where the password was reset.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

From the Password reset blade in the Azure Active v
Directory admin center, configure: Authentication methods
Notifications
Properties
Registration
From Azure AD Connect, enable: A 4
Federation with Active Directory Federation Services (AD FS)
Pass-through authentication
Password hash synchronization
Password wnteback
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-authentication-security-questions

NEW QUESTION 178
- (Exam Topic 4)
You create the Azure Active Directory (Azure AD) users shown in the following table.

T L A i IM{ |

ik ik b

i ||-|1||'ﬁ LT

The users authentication to Azure AD on therr devrces as shown in the foIIowrng table

On February 26, 2021, what will the multi-factor auth status be for each user?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 181

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.
Name Type Membership type
Group1 Security Assigned
Group2 Security Dynamic User
Groupa Security Dynamic Device
Group4 Microsoft 365 Assigned
Group5 Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only

C. Groupl and Group2 only

D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D
Explanation:

You cannot create access reviews for device groups. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 184
- (Exam Topic 4)
You have an Azure subscri

For which resources can you create an access review?
A. Groupl, Appl, Contributor, and Rolel

B. Hotel and Contributor only

C. Groupl, Rolel, and Contributor only

D. Groupl only

Answer: A
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Explanation:

Access reviews require an Azure AD Premium P2 license.
Access reviews for Groupl and Appl can be configured in Azure AD Access Reviews.
Access reviews for the Contributor role and Rolel would need to be configured in Privileged Identity Management (PIM). PIM is included in Azure AD Premium P2.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-start-securi https://docs.microsoft.com/en-us/azure/active-
directory/governance/access-reviews-overview

NEW QUESTION 189
- (Exam Topic 4)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.
D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 194
- (Exam Topic 4)

You have a Microsoft 365 tenant.
You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. Users connect to the internet by using a hardware firewall at your
company. The users authenticate to the

firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

Answer: A

NEW QUESTION 196
- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.
The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.
You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app

B. email
C. security questions

D. a verification code from the Microsoft Authenticator app

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 197
- (Exam Topic 4)

You have an Azure AD tenant that contains the groups shown in the following table.

Name Owner Number of

internal users

Number of
guest users

Group1 | User1 500

25

GroupZ2 | User2 295

100

You create an access review for Groupl as shown in the following table.

Setting Value
Review type Teams + Groups
Review scope | All users
Reviewers Users review own access

You create an access review for Group2 as shown in the following table.
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Setting

Value

Rewvtew type Teams + Groups

Review scope | Guest users only

Reviewers Graoup cwner

What is the minimum number of Azure AD Premium P2 licenses required for each group? To answer, select the appropriate options in the answer area. NOTE:

Each correct selection is worth one point.

Group1: v
1
S00
525

Group2:

8
‘

295
395

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Group1:

-
1
500
525
Group?2: w
1
100
295
395
NEW QUESTION 200
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