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NEW QUESTION 1

HOTSPOT - (Topic 1)

You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Minimum number of Log Analytics workspaces v
required in the Azure subscription of Fabrikam: 0
1
2
3
Query element required to correlate data between ) 4
tenants: extend
project
workspace
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Minimum number of Log Analytics workspaces v
required in the Azure subscription of Fabrikam: 0
11
- -
3
Query element required to correlate data between Vi
tenants: extend
project
4 workspace— |

NEW QUESTION 2
- (Topic 1)
You need to remediate active attacks to meet the technical requirements. What should you include in the solution?

A. Azure Automation runbooks
B. Azure Logic Apps
C. Azure FunctionsD Azure Sentinel livestreams

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks

NEW QUESTION 3
- (Topic 1)
You need to complete the query for failed sign-ins to meet the technical requirements. Where can you find the column name to complete the where clause?

A. Security alerts in Azure Security Center

B. Activity log in Azure

C. Azure Advisor

D. the query windows of the Log Analytics workspace
Answer: D

NEW QUESTION 4
- (Topic 1)
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The issue for which team can be resolved by using Microsoft Defender for Endpoint?

A. executive
B. sales
C. marketing

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender- atp/microsoft- defender-atp-ios

NEW QUESTION 5

DRAG DROP - (Topic 2)

You need to configure DC1 to meet the business requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

| Prowvide domain administrator credentials
to the litware com Active Directory domain

.CTEEItE an instance of Microsoft Defender
for ldentity

Provide global administrator credentials @
to the litware.com Azure AD tenant _ @

©O

Install the sensor on DCA1.

Install the standalone sensor on DCA

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated with medium confidence

Step 1: log in to https://portal.atp.azure.com as a global admin

Step 2: Create the instance

Step 3. Connect the instance to Active Directory Step 4. Download and install the sensor.

NEW QUESTION 6

- (Topic 2)

You need to restrict cloud apps running on CUENT1 to meet the Microsoft Defender for Endpoint requirements. Which two configurations should you modify? Each
correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. the Cloud Discovery settings in Microsoft Defender for Cloud Apps

B. the Onboarding settings from Device management in Settings in Microsoft 365 Defender portal
C. Microsoft Defender for Cloud Apps anomaly detection policies

D. Advanced features from the Endpoints Settings in the Microsoft 365 Defender portal

Answer: AD

NEW QUESTION 7

DRAG DROP - (Topic 2)

You need to add notes to the events to meet the Azure Sentinel requirements.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the
correct order.
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Actions

Add a bookmark and map an entity.

From Azure Monitor, runa Log
Analytics query.

Add the query to favorites.

Select a query result.

From the Azure Sentinel workspace,

run a Log Analytics query.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions

Add a bookmark and map an entity.

— S s mwn ey

'| run a Log Analytics query.

NEW QUESTION 8
HOTSPOT - (Topic 2)

Answer Area

©
®

©Q

Answer Area

I | From the Azure Sentinel workspace,
I {run a Log Analytics query.

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

In the Cloud App Security portal:

From Azure Sentinel in the Azure

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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Add a security extension
Configure app connectors
Configure log collectors
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Add a data connector
Add a workbook

Configure the Logs settings
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In the Cloud App Security portal: v

Configure app connectors
Configure log collectors

>
(=8
a
v
7]
®
0
e
'
1=
)
| =
i3
I
=i

From Azure Sentinel in the Azure portal: v

Add a data ccunner:tn[_

Add a workbook
Configure the Logs settings

NEW QUESTION 9
- (Topic 2)
You need to implement the Azure Information Protection requirements. What should you configure first?

A. Device health and compliance reports settings in Microsoft Defender Security Center
B. scanner clusters in Azure Information Protection from the Azure portal

C. content scan jobs in Azure Information Protection from the Azure portal

D. Advanced features from Settings in Microsoft Defender Security Center

Answer: D

Explanation:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender- atp/information- protection-in-windows-overview

NEW QUESTION 10

- (Topic 2)

You need to assign a role-based access control (RBAC) role to adminl to meet the Azure Sentinel requirements and the business requirements.
Which role should you assign?

A. Automation Operator

B. Automation Runbook Operator
C. Azure Sentinel Contributor

D. Logic App Contributor

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/roles

NEW QUESTION 10
- (Topic 3)
You need to configure event monitoring for Serverl. The solution must meet the Microsoft Sentinel requirements. What should you create first?

A. a Microsoft Sentinel automation rule

B. a Microsoft Sentinel scheduled query rule
C. a Data Collection Rule (DCR)

D. an Azure Event Grid topic

Answer: C

NEW QUESTION 11
- (Topic 3)
You need to implement the scheduled rule for incident generation based on rulequeryl. What should you configure first?

A. entity mapping
B. custom details
C. event grouping
D. alert details

Answer: D

NEW QUESTION 15

HOTSPOT - (Topic 4)

You have 100 Azure subscriptions that have enhanced security features m Microsoft Defender for Cloud enabled. All the subscriptions are linked to a single Azure
AD tenant. You need to stream the Defender for Cloud togs to a syslog server. The solution must minimize administrative effort What should you do? To answer,
select the appropriate options in the answer area NOTE: Each correct selection is worth one point
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Answer Area
Export logs 1o an: | Log Analytics workspace K‘J
L2h
ATure syent hub
AU ":-'.'J-F.lg-e" SCCoUNT
Log Analytics workspace
Configure streaming by: | Configuring continuous export in Defender for Cloud for each subscniphion
g contauous expor! in Defender for Cloud for each subsonption

Creating an AZure Policy assignment 41 the root management group
Modifying the cagnostic settings of the téenant

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

Expor logs 1o an I Log Analyhics workspace 5]
AZure event hub

AZure STor Qe LT ount

[l Log Analytics workspace

':-."l'lfn]'.ﬂf STrédmeng By Configunng contenuous ¢xport in Defencer for Cloud for each sub sjlatie ]

Conhgunng continuous expor t n Detender for Cloud for cach subscrpbion
Creating an Azure Pobicy assignment at the rool management group

Modifying the disgnostic settings of the tenant

NEW QUESTION 20

- (Topic 4)

You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.
What is a possible cause of the issue?

A. There are connectivity issues between the data sources and Log Analytics.
B. The number of alerts exceeded 10,000 within two minutes.

C. The rule query takes too long to run and times out.

D. Permissions to one of the data sources of the rule query were modified.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 24

DRAG DROP - (Topic 4)

You have an Azure Functions app that generates thousands of alerts in Azure Security Center each day for normal activity.
You need to hide the alerts automatically in Security Center.

Which three actions should you perform in sequence in Security Center? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

Actions Answer area

Select Pricing & settings.

Select Security alerts.

Select IP as the entity type and specify
the IP address.

Ol
©

Select Azure Resource as the entity
type and specify the ID.

Select Suppression rules, and then
- select Create new suppression rule.

Select Security policy.

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Actions Answer area
Sy e . e B e . -u_----u--u—-}--ﬂ-‘"-lﬂ-ﬂ1
i
{Selact Pricing & settings. E I Select Security policy. :

f = - -—r—n——-u————————————n—-—l

ESeIa:tSEt:urﬂyalerts. l e ettt et P p——
Select Suppression rules, and then

I
|

1
I Select IP as the entity type and specify I select Create new suppression rule. |
e e R A | | Es S )
| Select Azure Resource as the entity | @ Sutest :zure FE:?“::E e N oty Q
|typeandspecitythed. | yeeandspeciytheD. :
e i ot

| Select Suppression ruies. and then ii

| select Create new suppression rule. '

) Select Security policy. |

| S ——

NEW QUESTION 25

- (Topic 4)

You have an Azure subscription that contains an Azure logic app named appl and a Microsoft Sentinel workspace that has an Azure AD connector. You need to
ensure that appl launches when Microsoft Sentinel detects an Azure AD-generated alert. What should you create first?

A. a repository connection
B. awatchlist

C. an analytics rule

D. an automation rule

Answer: D

NEW QUESTION 30

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a hunting bookmark. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 35
HOTSPOT - (Topic 4)
You have the following SQL query.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 38

DRAG DROP - (Topic 4)

You have an Azure subscription that contains 100 Linux virtual machines.

You need to configure Microsoft Sentinel to collect event logs from the virtual machines. Which three actions should you perform in sequence? To answer, move
the appropriate

actions from the list of actions to the answer area and arrange them in the correct order.
Brvinns Angmes Area
'anﬁqmunm
[T a————

| k] P rRe Seritves B0 8 e ApCE
S > o)
| et 1 ety Bty CORMRCIDN B0 B wariapaon <

i

A. Mastered
B. Not Mastered

Answer: A

Explanation:

T e ) e S 8

NEW QUESTION 40
DRAG DROP - (Topic 4)
You have an Azure subscription that contains the users shown in the following table.

Name Role
User1 Security administrator
User2 Security reader
User3 Contributor

You need to delegate the following tasks:

* Enable Microsoft Defender for Servers on virtual machines.

» Review security recommendations and enable server vulnerability scans. The solution must use the principle of least privilege.

Which user should perform each task? To answer, drag the appropriate users to the correct tasks. Each user may be used once, more than once, or not at all. You
may need to drag the split bar between panes or scroll to view content.

The Leader of IT Certification visit - https://www.certleader.com
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NOTE: Each correct selection is worth one point.

Users Arswer Arca
Useri Enable Microsofl Defender for Seners on wirtual machines
User2
Review security recommendations and enable server vulnerability scans
Uger3
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Users Arswer Area

[Ucert ] - - | i
| User? Enabde Microsoft Defender for Senvers on virbual machines r'..-.ﬂ! '

Review secufity recommendations and enablé server vulnerability scans: o User2 I

NEW QUESTION 43
- (Topic 4)
You have a Microsoft Sentinel workspace.

You enable User and Entity Behavior Analytics (UFBA) by using Audit logs and Signin logs. The following entities are detected in the Azure AD tenant:

» App name: Appl

* IP address: 192.168.1.2

* Computer name: Devicel

« Used client app: Microsoft Edge

* Email address: userl@company.com

* Sign-in URL: https://www.company.com

Which entities can be investigated by using UEBA?

A. app name, computer name, IP address, email address, and used client app only
B. IP address and email address only

C. used client app and app name only

D. IP address only

Answer: D

NEW QUESTION 47

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace that contains a custom workbook.

You need to query the number of daily security alerts. The solution must meet the following requirements:
« Identify alerts that occurred during the last 30 days.

* Display the results in a timechart.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

SecurityvAlert

| where TimeGenerated »= ago(3ed)

| ¥ count() by ProviderName, ¥  (TimeGenerated, 1d)
lookup bin
project make series
summarize range

| render timechart

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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Answer Area

SecurityAlert

| where TimeGenerated »>= ago(3od)

| ¥ _count() by Provideriame, ¥  (TimeGenerated, 1d)
lookup fbin |
project make series
| summarize | range

| render timechart

NEW QUESTION 52
- (Topic 4)
You recently deployed Azure Sentinel.

You discover that the default Fusion rule does not generate any alerts. You verify that the rule is enabled.

You need to ensure that the Fusion rule can generate alerts. What should you do?

A. Disable, and then enable the rule.

B. Add data connectors

C. Create a new machine learning analytics rule.
D. Add a hunting bookmark.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-data-sources

NEW QUESTION 54
- (Topic 4)
You have an Azure subscription that uses Microsoft Defender for Cloud.

You have an Amazon Web Services (AWS) subscription. The subscription contains multiple virtual machines that run Windows Server.

You need to enable Microsoft Defender for Servers on the virtual machines.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct answer is worth one point.

A. From Defender for Cloud, enable agentless scanning.

B. Install the Azure Virtual Machine Agent (VM Agent) on each virtual machine.
C. Onboard the virtual machines to Microsoft Defender for Endpoint.

D. From Defender for Cloud, configure auto-provisioning.

E. From Defender for Cloud, configure the AWS connector.

Answer: BC

NEW QUESTION 59

- (Topic 4)

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You have a virtual machine that runs Windows 10 and has the Log Analytics agent installed.

You need to simulate an attack on the virtual machine that will generate an alert. What should you do first?

A. Run the Log Analytics Troubleshooting Tool.

B. Copy a executable and rename the file as ASC_AlerTest 662jf10N,exe
C. Modify the settings of the Microsoft Monitoring Agent.

D. Run the MMASetup executable and specify the -foo argument

Answer: B

NEW QUESTION 61
HOTSPOT - (Topic 4)

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are

received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer

area.
NOTE: Each correct selection is worth one point.

The Leader of IT Certification
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“resources®: [

{

“type™: | W /automations",

Microsoft Automation
Microsoft Logic
Microsoft. Secunty
“apiVersion": "“2019-01-0l-preview"”,
“nama”: “[parameters(‘name’)]”,
“location”: “[parameters(‘location’)}]”,
“properties®™: {
“description”: “[format(variables(‘description'), *{0}', parameters
(‘subscriptionId’)) ",
“igFnabled”: trua,
“actions”: [
{

“actionType”: “Logichpp”,

“logicAppResourceld”: “[rescurceld('ITEM2/workflows', parameters
(‘appName”) ) ]",

“uri”: "“[listCallbackURL (resourceld (parameters( ‘subscriptionld’),

i ¥ 1 J
parameters| "resourceGroupMamea’ ) , . W /workflows/triggers’,

Microsoft Automation
Microsoft. Logic
Microsoft Security

parameters ( *appName’), '‘manual’), ‘2019-05-01").wvalusa]”

}
1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

“rescurces”: |

{

“type™: ™ |"’ fautomations”,

Microsoft Automation
Microsoft Logic
icrosoft Secunty |
“apiVersion®: “2019-01-0l-preview”,
“name”; “[parameters(‘name’)]”,
“location": “[parameters(‘location’)]”,
“properties™: {
“description®”: “[format (variables(‘description’'), ‘{0}', parameters
(‘subscriptionIdf)) 1%,
“isEnabled”: true,
“actions™: [
{

“actionType”: “LogichApp”,

“"logicAppResourcelId”: “[rescurceld('ITEM2/workflows’, parameters
(*appName’)) 1",

“uri®”: "“[listCallbackURL (resourceld (parameters({ ‘subscriptionId’),

L L | .
parameters( ‘resourceGroupMName’ ) , . W /workflows/triggers’,

Microsoft. Automation
icrosoff Logic,
Microsoft Secunty
parameters( ‘appMame’), '‘manual’), ‘*2019%-05-01').wvalue]”
}
1+

NEW QUESTION 62

- (Topic 4)

You have two Azure subscriptions that use Microsoft Defender for Cloud.

You need to ensure that specific Defender for Cloud security alerts are suppressed at the root management group level. The solution must minimize administrative
effort.

What should you do in the Azure portal?

A. Create an Azure Policy assignment.

B. Modify the Workload protections settings in Defender for Cloud.
C. Create an alert rule in Azure Monitor.

D. Modify the alert settings in Defender for Cloud.

Answer: D

Explanation:
You can use alerts suppression rules to suppress false positives or other unwanted
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security alerts from Defender for Cloud.
Note: To create a rule directly in the Azure portal:

* 1. From Defender for Cloud's security alerts page:

Select the specific alert you don't want to see anymore, and from the details pane, select Take action.

Or, select the suppression rules link at the top of the page, and from the suppression rules page select Create new suppression rule:

* 2. In the new suppression rule pane, enter the details of your new rule.
Your rule can dismiss the alert on all resources so you don't get any alerts like this one in the future.

Your rule can dismiss the alert on specific criteria - when it relates to a specific IP address, process name, user account, Azure resource, or location.

* 3. Enter details of the rule.
* 4, Save the rule.

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression- rules

NEW QUESTION 66
- (Topic 4)

You have a custom Microsoft Sentinel workbook named Workbooks.
You need to add a grid to Workbook1. The solution must ensure that the grid contains a maximum of 100 rows.

What should you do?

A. In the query editor interface, configure Settings.
B. In the query editor interface, select Advanced Editor

C. In the grid query, include the project operator.
D. In the grid query, include the take operator.

Answer: B

NEW QUESTION 70
DRAG DROP - (Topic 4)

You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate incidents.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
a Microsoft 365 E5

Actions

Create a rule by using the Changes to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

Add the Amazon Web Services
connector

Set the alert logic

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
scheduled query

Select a Microsoft security service

Add the Syslog connector

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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©
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Actions Answer Area
i Create arule-by-using the-Changesto - b
| Amazon VPC settings rule template | '
DO o e i o i i 3 Bl Y e Tl S {1

‘FFan? Analylics in Azure Sentinel, create | connector

ﬁ Microsoft incident creation rule f

k S — s :
|Add the Amazon Web Services I
|connector [ @
L i s O il il o
|

|
| |
e | Add the Amazon Web Services I
| I
| |

1
:Set the alert logic | : From Analytics in Azure Sentinel, create |
| | , @ custom analytics rule that uses a I
R , Scheduled query I

i

me Analytics in Azure Sentinel, create !
.a custom analytics rule that uses a '
|scheduled quary - _}

| W I A W W W W W W W O W W W W W
R e S S e e e E s B s, < A - e e R S N L
' Add the Syslog connector

—

NEW QUESTION 73

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named sws1.

You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts. The solution must exclude users that list storage
keys for a single storage account.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

AzureActivity
BehaviorAnalytics
SecuntyEvent

| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == "Succeeded”
| join kind= inner (
AzureActivity
| where OperationNameValue == “microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == “Succesded”
| project ExpectedipAddress=CallerIpAddress, Caller

| evaluate Y.

autocluster()
bin(
count()

) on Caller
| where CallerIpAddress != ExpectedIpAddress
| summarize Reszourcelds = make set(Resourceld), RessurceldCount = decunt(Resourceld)

by OperationNameValue, Caller, CallerIpAddress

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: AzureActivity

The Leader of IT Certification visit - https://www.certleader.com
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The AzureActivity table includes data from many services, including Microsoft Sentinel. To filter in only data from Microsoft Sentinel, start your query with the

following code:
Box 2: autocluster()
Example: description: |

‘Listing of storage keys is an interesting operation in Azure which might expose additional secrets and PII to callers as well as granting access to VMs. While there
are many benign operations of this

type, it would be interesting to see if the account performing this activity or the source IP address from

which it is being done is anomalous.

The query below generates known clusters of ip address per caller, notice that users which only had single
operations do not appear in this list as we cannot learn from it their normal activity (only based on a single
event). The activities for listing storage account keys is correlated with this learned

clusters of expected activities and activity which is not expected is returned.’

AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action”
| where ActivityStatusValue == "Succeeded"

| join kind= inner ( AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action”
| where ActivityStatusValue == "Succeeded"
| project ExpectedipAddress=CallerlpAddress, Caller

| evaluate autocluster()
) on Caller

| where CallerlpAddress = ExpectedipAddress

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Resourcelds = make_set(Resourceld), ResourceldCount = dcount(Resourceld)

by OperationNameValue, Caller, CallerlpAddress
| extend timestamp = StartTime, AccountCustomEntity = Caller, IPCustomEntity = CallerlpAddress

NEW QUESTION 74
- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender. You plan to create a hunting query from Microsoft Defender.

You need to create a custom tracked query that will be used to assess the threat status of the subscription.
From the Microsoft 365 Defender portal, which page should you use to create the query?

A. Policies & rules

B. Explorer

C. Threat analytics
D. Advanced Hunting

Answer: D

NEW QUESTION 77
- (Topic 4)

You need to minimize the effort required to investigate the Microsoft Defender for Identity false positive alerts. What should you review?

A. the status update time
B. the alert status

C. the certainty of the source computer

D. the resolution method of the source computer

Answer: B

NEW QUESTION 80
DRAG DROP - (Topic 4)

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:
» Enable and disable advanced features of Microsoft Defender for Cloud.
« Apply security recommendations to a resource. The solution must use the principle of least privilege.

Which Microsoft Defender for Cloud role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may

be used once, mote than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Roles

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification
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Roles Answer Area

o S ;
Resource Group Owner ) Enable and disable advanced features of Microsoft Defender for Cloud: | Security Admin !

P e e 0 S -

-
-t Apply security recommendations to a resource; | Subseription Contributor

s

NEW QUESTION 85

HOTSPOT - (Topic 4)

You have an Azure subscription that is linked to a hybrid Azure AD tenant and contains a Microsoft Sentinel workspace named Sentinell.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinel 1 and configure UEBA to use data collected from Active Directory Domain Services

(AD 0S).
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

To the AD DS domain controliers, deploy: l The Azure Connected Machine agent w l
Microsoft Defender for Identity sensors ‘

The Azure Connected Machine agent

The Azure Monitor agent

For Sentinel1, configure: | The Audit Logs data source bt

The Audit Logs data source
The Secunty Events data source
_The Signin Logs data source

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

To the AD DS domain controllers, deploy. | The Azure Connected Machine agent v l
Microsoft Defender for Identity sensors :

The Azure Connected Machine agent

The Azure Monitor agent

For Sentinel, configure: § The Audit Logs data source. _
] The Audit Logs data source

The Secunty Events data source
_The Signin Logs data source

NEW QUESTION 88
HOTSPOT - (Topic 4)
You have an Azure subscription that contains a quest user named Userl and a Microsoft Sentinel workspace named workspacel.

You need to ensure that Userl can triage Microsoft Sentinel incidents in workspacel. The

solution must use the principle of least privilege.
Which roles should you assign to Userl? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Azure role: | Microsolt Sentinel Contributor bl
Microsolt Sentinel Automation Contributor
Microsoft Sentinel Contributor
Microsoft Sentire] Responder
Azure AD role: | Ditectory readers o
Attribute assignment readey
Ditectony roaders
Global reader
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

AZure role b it Sentinel Lontnbuton w

NEW QUESTION 91

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a Microsoft incident creation rule for a data connector. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 94

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You receive an alert that there was an
unusually high volume of delete operations on the blobs in storagel.

You need to identify which blobs were deleted. What should you review?

A. the Azure Storage Analytics logs
B. the activity logs of storagel

C. the alert details

D. the related entities of the alert

Answer: B

NEW QUESTION 97

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender fof Ctoud.

You have an Amazon Web Services (AWS) account that contains an Amazon Elastic Compute Cloud (EC2) instance named EC2-1.
You need to onboard EC2-1 to Defender for Cloud. What should you install on EC2-17?

A. the Log Analytics agent

B. the Azure Connected Machine agent

C. the unified Microsoft Defender for Endpoint solution package
D. Microsoft Monitoring Agent

Answer: A

NEW QUESTION 101

- (Topic 4)

You have an Azure Sentinel deployment in the East US Azure region.

You create a Log Analytics workspace named LogsWest in the West US Azure region. You need to ensure that you can use scheduled analytics rules in the
existing Azure

Sentinel deployment to generate alerts based on queries to LogsWest. What should you do first?

A. Deploy Azure Data Catalog to the West US Azure region.

B. Modify the workspace settings of the existing Azure Sentinel deployment
C. Add Microsoft Sentinel to a workspace.

D. Create a data connector in Azure Sentinel.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces- tenants

NEW QUESTION 106
HOTSPOT - (Topic 4)
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You have an Microsoft Sentinel workspace named SW1.

You plan to create a custom workbook that will include a time chart.

You need to create a query that will identify the number of security alerts per day for each provider.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

SecurityAlert

| where TimeGenerated >= ago(38d)

| summarize count() by ProviderName, I bin ii{?imﬁenarauﬂ, 1d)

| oy w | Timechart
["”dtf : [ series_add
materialize , S

series_fill_linear
project Sl
‘
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

SecurityAlert

| where TimeGenerated »>= ago(3@d)

| summarize count() by ProviderName, !h“ i?{Timﬁen!rated, 1d)
- I timechart

]
render series_add

materialize Rk
. series_fill_linear
project

render _______| e

NEW QUESTION 108

- (Topic 4)

You create an Azure subscription named subl.

In subl, you create a Log Analytics workspace named workspacel.

You enable Azure Security Center and configure Security Center to use workspacel.

You need to ensure that Security Center processes events from the Azure virtual machines that report to workspacel.
What should you do?

A. In workspacel, install a solution.

B. In subl, register a provider.

C. From Security Center, create a Workflow automation.
D. In workspacel, create a workbook.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data- collection

NEW QUESTION 109

DRAG DROP - (Topic 4)

You have an Azure Sentinel deployment.

You need to query for all suspicious credential access activities.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions Answer Area

From Azure Sentinel, select Hunting.

Select Run All Queries.

Select New Query. @ @
® ©

Filter by tactics.

From Azure Sentinel, select Notebooks.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions

Select New Query.

Filter by tactics.

| From Azure Sentinel, select Notebooks. !

NEW QUESTION 112
DRAG DROP - (Topic 4)
You have resources in Azure and Google cloud.

Answer Area

You need to ingest Google Cloud Platform (GCP) data into Azure Defender.
In which order should you perform the actions? To answer, move all actions from the list of actions to the answer area and arrange them in the correct order.

Answer Area

Actions

Enable Security Health Analytics.

From Azure Security Center, add
cloud connectors.

Configure the GCP Security
Command Center.

and a private key.

‘Create a dedicated service accuunt_

Center APl

Enable the GCP Security Command

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions

©
)

cloud connectors.

From Azure Security Center, add 1

Configure the GCP Security
Command Center.

| and a private key.

{ Create a dedicated service account

Enable the GCP Security Command

Center API.

The Leader of IT Certification

®
©

Answer Area

Configure the GCP Security
Command Center.

Create a dedicated service account
and a private key.

' From Azure Security Center, add
cloud connectors.
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NEW QUESTION 116

- (Topic 4)

You have a Microsoft Sentinel workspace.

You receive multiple alerts for failed sign in attempts to an account. You identify that the alerts are false positives.

You need to prevent additional failed sign-in alerts from being generated for the account. The solution must meet the following requirements.
« Ensure that failed sign-in alerts are generated for other accounts.

* Minimize administrative effort What should do?

A. Create an automation rule.

B. Create a watchlist.

C. Modify the analytics rule.

D. Add an activity template to the entity behavior.

Answer: A

Explanation:

An automation rule will allow you to specify which alerts should be suppressed, ensuring that failed sign-in alerts are generated for other accounts while
minimizing administrative effort. To create an automation rule, navigate to the Automation Rules page in the Microsoft Sentinel workspace and configure the rule
parameters to suppress the false positive alerts.

NEW QUESTION 121

- (Topic 4)

You have 50 Microsoft Sentinel workspaces.

You need to view all the incidents from all the workspaces on a single page in the Azure portal. The solution must minimize administrative effort.
Which page should you use in the Azure portal?

A. Microsoft Sentinel - Incidents
B. Microsoft Sentinel - Workbooks
C. Microsoft Sentinel

D. Log Analytics workspaces

Answer: D

NEW QUESTION 122

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by Microsoft Sentinel.
Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Microsoft Sentinel bookmarks

B. Azure Automation runbooks

C. Microsoft Sentinel automation rules
D. Microsoft Sentinel playbooks

E. Azure Functions apps

Answer: CE

Explanation:
Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats- playbook?tabs=LAC

NEW QUESTION 127

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains 100 virtual machines that run Windows Server.

You need to configure Defender for Cloud to collect event data from the virtual machines. The solution must minimize administrative effort and costs.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. From the workspace created by Defender for Cloud, set the data collection level to Common

B. From the Microsoft Endpoint Manager admin center, enable automatic enrollment.

C. From the Azure portal, create an Azure Event Grid subscription.

D. From the workspace created by Defender for Cloud, set the data collection level to All Events

E. From Defender for Cloud in the Azure portal, enable automatic provisioning for the virtual machines.

Answer: DE

NEW QUESTION 132

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender 36S.

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You need to identify the 100 most recent sign-in attempts recorded on devices and AD DS domain controllers.

How should you complete The KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

DevicelogonEvents
extend Table = "tablel”

taks 180

unicn |

join kind = full outer
poin kand=inner

umeon

Identityl ogonEvents b ]
Identityinfo

IdentityLogonbvents
IdentityQueryEvents

| extend Takle = "tablel”
| take 189

!

| preject-reorder Timestamp, Takle, AccountDomain, Accountlame, Accountlpn, AccountSid

| order by Timéstamp asc

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

DevicelogonEvents

extend Table = "table

taks 180

wnicn bt
join kind = full outer
poin kand=nner

Identityl ogonEvents b ]
Identitylnio

IdentityCueryEvents

| extend Takle = "tablel”
| take 189

!

| preject-reorder Timestamp, Takle, AccountDomain, Accountlame, Accountlpn, AccountSid

| order by Timéstamp asc

NEW QUESTION 134
- (Topic 4)

You have an Azure subscription that use Microsoft Defender for Cloud and contains a user named Userl.

You need to ensure that Userl can modify Microsoft Defender for Cloud security policies. The solution must use the principle of least privilege.

Which role should you assign to Userl1?

A. Security operator
B. Security Admin
C. Owner

D. Contributor

Answer: B

NEW QUESTION 135
- (Topic 4)

You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled.
You need to identify all the changes made to sensitivity labels during the past seven days. What should you use?

A. the Incidents blade of the Microsoft 365 Defender portal
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B. the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center
C. Activity explorer in the Microsoft 365 compliance center

D. the Explorer settings on the Email & collaboration blade of the Microsoft 365 Defender portal

Answer: C

Explanation:

Labeling activities are available in Activity explorer. For example:

Sensitivity label applied

This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label.

It is captured at the time of save in Office native applications and web applications. It is captured at the time of occurrence in Azure Information protection add-ins.
Upgrade and downgrade labels actions can also be monitored via the Label event type field and filter.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification- activity-explorer-available-events?view=0365-worldwide

NEW QUESTION 140
HOTSPOT - (Topic 4)
You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vmz2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)

Secune SCore Recommendabons status Rescuroe health
Uinihwealt
0 [ 5t empieted cortrel 10 Totad 2 ry
y 1 A =1
66% (~30 of 45 points) P — 5 Health
TOTAL 1
46 compleea 21 Tt
e  redomimandatsong Hﬁwm
T — 2
Resource exemption (preview)
< Now you can exempl imekevant resources so they do not affect your secure scome. >
Each security controd below repretents 3 securty nsk you should mit gate
Addreis the recommendations in sach control, focuting on the controls worth the most points
To get the max goore. fix a1l recommendations for ol resources in 3 control. Le (
b recomimendaticn Control status: 2 Selected Recommendation status: 2 Selected

Recommendation malunty. All Resource type: All Quack fix available All
Resetl Group By contrpls

filtess m O

Unhealthy fesources

Contains exemphons: ANl

Controls Polential score Increase Resounce Health

Rastrict pnauthoraed network 300843

2 SeCufe MANBQEMEnt DOItY
» Erable encryption af rest
2  Remedate seounty configurations

Apply adiptree BpphCabin CoORliod

+9% (4 points)
+9% (4 points)
+9% (4 points)
+4% (2 points)
+3% (2 points)

2 of 2 resources
1 of 2 resources
2 of 2 resources
1 of 2 resources

1 of 2 resources

> Apply system updates @ Completed +0% (0 points) None
> Enable endpomt protecton @ Compieted +0% (0 points) None
> Remedate vuinersbiities © Completed +0% (0 points) None
» Implement security best practices @ Completed 2% (0 points) None
> Enable MFA @ Compinted +0% (0 points) None
¥ RAsnage accets and permissions & Completed  +{% {U points) None

Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)
Home > Policy

Paolicy - Compliance

- -
= Asjagn pobcy =+ Agsagn initurbreg o Eafrish

e 3 Type

Mecroscft Azure - All definition types  »

Compagnct jLahe Sk

All complance siales

= Oveniew
ik Geting Stamed

Crreqall resouwros COmphance Resowroes by compliance state Man-compliant mitunes
1 Comphance

u W G- Comphant .
= Bemachation 1 D'D' -&} U s
0 = Exorrgpt
1] i out of 0
Authoring W 1 - Hon-comphiant

B0 Cenilcting
®  ALLgrETEnTS

MNanr-comphant polices

Oehirdions 0 .
@) Exemptions sutola

MNamae

Related Services TL Scope T4 Compliance T Resource complance

Mo assignments to display within the given scope. 4 Non-Compliant Resowrces T.L Mon-comphant policies

B} Elueprints (preveew]
s Resounce Graph
e User privacy
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access
from either Any or Internet ranges.

Both virtual machines have management ports exposed O O
directly to the internet.

If you enable just-in-time network access controls on all virtual
machines, you will increase the secure score by four point.

O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access -
from either Any or Internet ranges. =

Both virtual machines have management ports exposed fo O
directly to the internet. e

If you enable just-in-time network access controls on all virtual - 4
machines, you will increase the secure score by four point. -~

NEW QUESTION 141

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a scheduled query rule for a data connector. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 143

- (Topic 4)

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to external sharing of confidential files.
Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for Azure Information Protection classification
labels and content inspection warnings from this tenant

B. Select Investigate files, and then filter App to Office 365.

C. Select Investigate files, and then select New policy from search

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan new files for Azure Information Protection
classification labels and content inspection warnings

E. From Settings, select Information Protection, select Files, and then enable file monitoring.

F. Select Investigate files, and then filter File Type to Document.

Answer: DE

Explanation:
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Reference:

https://docs.microsoft.com/en-us/cloud-app-security/tutorial-dip https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

NEW QUESTION 146
HOTSPOT - (Topic 4)
You have a Microsoft Sentinel workspace

You develop a custom Advanced Security information Model (ASIM) parser named Parserl that produces a schema named Schemal.

You need to validate Schemal.
How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Angwer Area
Parier] | yel s hema I’j‘ | ke Y AlisSchesmaTester! Schesal
1 ':‘l
evaluate evaluate
getschema |
ke Aoke
parie [as TR
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Parser] | getscherma Il | ke ¥ AtieSchesaTeste Lohemal
E )
evaluate e evaluate
_ﬂ _ _____
ke . ||r-.-_nk-9_l

parse Dare

NEW QUESTION 148

- (Topic 4)

You create an Azure subscription.

You enable Microsoft Defender for Cloud for the subscription.

You need to use Defender for Cloud to protect on-premises computers. What should you do on the on-premises computers?

A. Configure the Hybrid Runbook Worker role.
B. Install the Connected Machine agent.

C. Install the Log Analytics agent

D. Install the Dependency agent.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc

NEW QUESTION 150

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named sws1.

You need to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

AzureActivity »
AuditLogs ser™

™

BehaviorAnalytics £ "True
Securitybvent

| where ActionType == “Add user”
| where ActivityInsights has “True®
| join(

BehaviorAnalytics

ﬁUdﬂiﬂ?} = $right. Itemld
AzureActivity

BehaviorAnalytics

SecurityEvent E - .
bk ring{UsersInsights.AccountDisplayName),

I e

| sort by TimeGenerated desc

| project TimeGenerated, Userlome, UserPrincipalMame, UsersInsights,
ActivityType, ActionType

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area
AzureActivity v
AuditLogs .
|| - — (2] L]
BehaviorAnalyfics 5 “True

SecurityEvent

| where ActionType == "Add user”

| where ActivityInsights has “True”
| join(
BehaviorAnalytics

AuditLogs | = $right. Itemld
AzureActivity

L BehaviorAnalytics

SecurRycvent —wwauring(UsersInsights.AccountDisplayName),

{ ] LT Ul.l’i.lu_’?m'-\.
| sort by TimeGenerated desc

| project TimeGenerated, UserMName, UserPrincipalName, Usersinsights,
ActivityType, ActionType

NEW QUESTION 154

- (Topic 4)

You provision a Linux virtual machine in a new Azure subscription.

You enable Azure Defender and onboard the virtual machine to Azure Defender.

You need to verify that an attack on the virtual machine triggers an alert in Azure Defender. Which two Bash commands should you run on the virtual machine?
Each correct answer

presents part of the solution.

NOTE: Each correct selection is worth one point.

A. cp /bin/echo ./asc_alerttest 662fi039n

B. ./alerttest testing eicar pipe

C. cp /bin/echo ./alerttest

D. ./asc_alerttest_662jfi039n testing eicar pipe

Answer: AD

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation#simulate-alerts-on-your- azure-vms-linux-
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NEW QUESTION 159

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint

You need to create a query that will link the Alertinfo, AlertEvidence, and DeviceLogonEvents tables. The solution must return all the rows in the tables.
Which operator should you use?

A. join kind = inner
B. evaluate hin

C. Remote =

D. search *

E. union kind = inner

Answer: A

NEW QUESTION 163

HOTSPOT - (Topic 4)

You need to implement Microsoft Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 164

- (Topic 4)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 167

- (Topic 4)

You have five on-premises Linux servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. You need to use Defender for Cloud to protect the Linux servers.
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What should you install on the servers first?

A. the Dependency agent

B. the Log Analytics agent

C. the Azure Connected Machine agent
D. the Guest Configuration extension

Answer: B

Explanation:
Defender for Cloud depends on the Log Analytics agent. Use the Log Analytics agent if you need to:

* Collect logs and performance data from Azure virtual machines or hybrid machines hosted outside of Azure
* Etc.

Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/os-coverage https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview#log-
analytics-agent

NEW QUESTION 168

- (Topic 4)

You have an Azure subscription that uses resource type for Cloud. You need to filter the security alerts view to show the following alerts:
« Unusual user accessed a key vault

* Log on from an unusual location

 Impossible travel activity Which severity should you use?

A. Informational
B. Low

C. Medium

D. High

Answer: C

NEW QUESTION 169
DRAG DROP - (Topic 4)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.
You have a Microsoft Sentinel workspace named Sentinell.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinell and collect security events from the AD DS domain.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actians Answer Area

From Sentinefl, collect the AD DS security events by using the Legacy

Agent connectar

Foid the AD DS o din, conligune Windows Foert F rvearding ® ®
For Sentingl 1. configure the Windows Forwerded Events connacto

la the AL D5 domain, deploy Microsoft Detender for Identity

!'-\.i.iln." LheE Mi Crosnit :'r.'il"-_il‘." for ldentity conneclo
i

For Sentinell, {n

For Sentinetl, 4 L

oAU

F E:r',‘

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

T T
From Sentinal1, collect the AD DS security svents by using the Legacy | I I
Agent connecto i } o the AD D5 domain, deploy Microsoft Defender for Identity
___________________________ by I |
or i AD D5 domale sl iaire Winsdow
- v~ — —— m— - m———
1. & s RE104 4 Identity connecto

- I LLLLLLLLLLLLLLLLLLLLLLL
Io the AD [05 domain, deploy Microsaft Defender for Identity d e e i
- For Sent able LER
F Ertine [.@l Jlife M it Delende Entity ¥
___________________________________
T et e - - i i Lk e e s At B e e e e e e e i e e o — — — — ——— i
| S 1 anakle B

. R A G A e . S o e o mm o ok

NEW QUESTION 172

HOTSPOT - (Topic 4)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You have a Microsoft 365 E5 subscription that uses Microsoft Defender 365.

You need to identify all the interactive authentication attempts by the users in the finance department of your company.
How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area
IdentityQueryEvents et
BehaviorAnalytics
Identityinfo
ientityQueryEvents
| where Department == ‘Finance’
| praject-rename cbjid = AccountObjectld
| join Auditlogs ¥  on $left.objid == $right.AccountObjectld
Auditlogs
IdentityLogonEvents
SigninLogs
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
IdentityQueryEvents s o
BehaviorAnalytics

Identityinfo
| IdentityQueryEvents

| where Department == "Finance'
| project-rename objid = AccountObjectld

| join _ Auditlogs _
[

¥ on $left.objid == $right.AccountObjectId

IdentityLogonEvents
SigninLogs

NEW QUESTION 177
DRAG DROP - (Topic 4)
You are investigating an incident by using Microsoft 365 Defender.
You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point
Values Answer Area

| project LogonFailures=count()

| summarize LogonFailures=count/()
by DeviceMame, LogonType

| where ActionType == FailureReason |

and

| where DeviceName in (“CFOLaptop”, |
“"CEQLaptop™, "“COOLaptop™)

|
ActionType == "LogonFailed”
[
ActionType == FailursReason
DeviceEvents
DeviceLogonEvents
A. Mastered

B. Not Mastered

Answer: A

The Leader of IT Certification visit - https://www.certleader.com



CertLeader.m 100% Valid and Newest Version SC-200 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/SC-200-dumps.html (197 Q&ASs)

Explanation:
Values Answer Area

e - T =T = y

. . |
I whara ActionType == FailureReasonl DevicelLogonEvents |
________________ J‘E

|

S S e i R N e e e =
| where DeviceMName in {“CFOLaptﬂp".“l where DeviceNamea in ("CFOLaptop”: | ong
“"CEQLaptop”™, "“COOLaptop™) JI“:EGLaptcp". “COOLaptop™) I
e i i e H B -l =T =~ B~~~ =
IAC::ﬁnTypﬁ == “LogonFailled" | || ActionType == FailureReason

summarize LogonFailures=count/()
e B e R S R R L e 4 | BY DeviceName, LogonType

NEW QUESTION 180

- (Topic 4)

You have a suppression rule in Azure Security Center for 10 virtual machines that are used for testing. The virtual machines run Windows Server.
You are troubleshooting an issue on the virtual machines.

In Security Center, you need to view the alerts generated by the virtual machines during the last five days.

What should you do?

A. Change the rule expiration date of the suppression rule.
B. Change the state of the suppression rule to Disabled.
C. Modify the filter for the Security alerts page.

D. View the Windows event logs on the virtual machines.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules

NEW QUESTION 183

- (Topic 4)

Your company uses Microsoft Sentinel

A new security analyst reports that she cannot assign and resolve incidents in Microsoft Sentinel.

You need to ensure that the analyst can assign and resolve incidents. The solution must use the principle of least privilege.
Which role should you assign to the analyst?

A. Microsoft Sentinel Responder
B. Logic App Contributor

C. Microsoft Sentinel Reader

D. Microsoft Sentinel Contributor

Answer: A

Explanation:

The Microsoft Sentinel Responder role allows users to investigate, triage, and resolve security incidents, which includes the ability to assign incidents to other
users. This role is designed to provide the necessary permissions for incident management and response while still adhering to the principle of least privilege.
Other roles such as Logic App Contributor and Microsoft Sentinel Contributor would have more permissions than necessary and may not be suitable for the
analyst's needs. Microsoft Sentinel Reader role is not sufficient as it doesn't have permission to assign and resolve incidents.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/role-based-access-control-rbac

NEW QUESTION 186

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Purview. Your company has a project named Projectl.

You need to identify all the email messages that have the word Projectl in the subject line. The solution must search only the mailboxes of users that worked on
Projectl.

What should you do?

A. Create a records management disposition.
B. Perform a user data search.

C. Perform an audit search.

D. Perform a content search.
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Answer: D

NEW QUESTION 189

HOTSPOT - (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud. You create a Google Cloud Platform (GCP) organization named GCP1.

You need to onboard GCP1 to Defender for Cloud by using the native cloud connector. The solution must ensure that all future GCP projects are onboarded
automatically.

What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Angwer Arca
Crexte A management project and a custom role sl
A management group and an Azure AD service principal
A management project and a custom role
An Azure AD administrative unit and a managed dentity
By: Running a scnipt in GCP Cloud Shell v
Deploying a Bicep template
Runming a scnipt i Azure Cloud Shell
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Andwer Area

Ceme A management project and a custom role s

A management project nd a custom role

An Azure AD administrative unit and a managed dentity

By: _Running a script in GCP Cloud Sheil -
Deploying a Bicep template

| Running a script in GCP Cloud Shell

NEW QUESTION 190

DRAG DRORP - (Topic 4)

You have 50 on-premises servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. The Defender for Cloud deployment has Microsoft Defender for Servers and automatic
provisioning enabled.

You need to configure Defender for Cloud to support the on-premises servers. The solution must meet the following requirements:

* Provide threat and vulnerability management.

 Support data collection rules.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Arpwed Area

Feowr the Daits conerolier sedtings n the Aryre portsl creste an Aruee Arg dala
controler

O e on-piemises senvers, instsll the Asure Mornor sgent

Froem Bhé Al dérveri willh Afuie AoC S85hngs 0 The Afuie portal peneiate an
irmiailaton wenpt

£ e O DPEITelEs. SEVETL. indlall i Anae Cormschnd Maching Bgent

T T - ditwies Serveri. inlall The Lig Anabytcs adent

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To configure Defender for Cloud to support the on-premises servers, you should perform the following three actions in sequence:

? On the on-premises servers, install the Azure Connected Machine agent.

? On the on-premises servers, install the Log Analytics agent.

? From the Data controller settings in the Azure portal, create an Azure Arc data controller.

Once these steps are completed, the on-premises servers will be able to communicate with the Azure Defender for Cloud deployment and will be able to support
threat and vulnerability management as well as data collection rules.

Reference: https://docs.microsoft.com/en-us/azure/security-center/deploy-azure-security-center#on-premises-deployment
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NEW QUESTION 192

- (Topic 4)

You create a custom analytics rule to detect threats in Azure Sentinel. You discover that the rule fails intermittently.
What are two possible causes of the failures? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. The rule query takes too long to run and times out.

B. The target workspace was deleted.

C. Permissions to the data sources of the rule query were modified.

D. There are connectivity issues between the data sources and Log Analytics

Answer: AD

NEW QUESTION 194

HOTSPOT - (Topic 4)

You have an Azure subscription.

You plan to implement an Microsoft Sentinel workspace. You anticipate that you will ingest 20 GB of security log data per day.
You need to configure storage for the workspace. The solution must meet the following requirements:

* Minimize costs for daily ingested data.

» Maximize the data retention period without incurring extra costs.

What should you do for each requirement? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point.

Minimize costs for daily ingested data I LUse a commitment ted w l
Apply a daily cap

Use the Pay-As-You-Go (PAYG) model

Maximize the data retention period without
Incurming extra costs: | Set retention to 90 days @]

Set retention to 31 days

St retention 1o 90 days

Set retention to 365 days.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Minimize costs for daily ingested data: | Use a commitment tier M |

Apply adaily cap. _ _

Maximize the data retention penod without
IncuIming extra costs: | Set retention 1o 90 days 6‘

2et_retention to 31 days _
Set retention 1o 90 days

NEW QUESTION 196

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named Workspaces You configure Workspacel to ¢

ollect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.

You need to query the ASIM DNS schema to list all the DNS events from the last 24 hours that have a response code of 'NXDOMAIN' and were aggregated by the

source IP address in 15-minute intervals. The solution must maximize query performance.
How should you complete the query? To answer, select the appropriate options in the answer area
NOTE: Each correct selection is worth one point.

Dinis

imilis

(starttime=ago(1d), responsecodename="NXDOMAIN’)
| where TimeGenerated > ago(1d) | where ResponseCodeName =~ "NXDOMAIN

| where ResponseCodeName == "NXDOMAIN® | where TimeGenerated > ago(1d)
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

starttime=ago(1d), responsecodename="NXDOMAIN')

| where TimaGenearated > ago{1d) | where ResponseCodeMName =~ "NXDOMAIN

== "NXDOMAIN" | where TimeGenerated > ago(1d)

NEW QUESTION 197

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Prevent future attacks section.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to resolve the existing alert, not prevent future alerts. Therefore, you need to select the ‘Mitigate the threat’ option.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 202

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: From Azure Identity Protection, you configure the sign-in risk policy. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken- accounts

NEW QUESTION 206

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender A remediation action for an automated investigation quarantines a file across multiple
devices. You need to mark the file as safe and remove the file from quarantine on the devices. What should you use m the Microsoft 365 Defender portal?

A. From Threat tracker, review the queries.

B. From the History tab in the Action center, revert the actions.
C. From the investigation page, review the AIR processes.

D. From Quarantine from the Review page, modify the rules.

Answer: B

NEW QUESTION 207

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace.

You need to configure a report visual for a custom workbook. The solution must meet the following requirements:
» The count and usage trend of AppDisplayName must be included

» The TrendList column must be useable in a sparkline visual,

How should you complete the KQL query? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.
Answer Area

Signinlogs

| where ResultType == @ and ApplisplayHass |=

| summarize count() by AppDisplayhase

| |||".'| I'l i

W ]

et
| looloup TrendList » count() on TimeGenerated in range((TimeRange:itart), (TimeRange:end}, 4h) by AppDisplayliame
y dmiepend
| top 10 by coumt_ dese
SigninLogs

| P Sy ¥ TrendList » count() on TimeGenerated in range((TimeRange:start), (TimeRange:end), 4h) by AppDisplaytiams

make_bag)

e - eapand

remiler
) on AppDisplayhlams

| top 10 by count_ dexyg

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Signinlogs
i .

| where RetultType == @ and AppDisplayHame |=

| summarize count{) by Applisplaviiase

| l Jokry v | L
|
b -— -—
&t
| Ik TrendList = count() on TimeGenerated in range(|TimeRange:start), (TimeRange:end), 4h) by AppDisplayMame
mv-expand
) [ « R St —

| top 18 by count_ desc
Signinlogs

|  makes-series * Trendlist = count() on TimeGenerated in range((TimeRange:start), (TimcRange:end]), 4h) by AppDisplaviase

make_bag{)
S

rendes
) on AppDisplayhame

| top 18 by count_ desc

NEW QUESTION 211

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to create a custom report that will visualise sign-in information over time.
What should you create first?

A. a workbook
B. a hunting query
C. a notebook
D. a playbook

Answer: A

Explanation:
A workbook is a data-driven interactive report in Microsoft Sentinel. You can use workbooks to create custom reports based on data from your Azure subscription.
Reference: https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview

NEW QUESTION 215

HOTSPOT - (Topic 4)

You have an Azure subscription that uses Azure Defender.

You plan to use Azure Security Center workflow automation to respond to Azure Defender threat alerts.

You need to create an Azure policy that will perform threat remediation automatically. What should you include in the solution? To answer, select the appropriate
options in the

answer area.

NOTE: Each correct selection is worth one point.
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Sef available effects to

v
Append
DeployifNotExists
EnforceRegoPolicy

To perform remediation use:

v

An Azure Automation runbook that has a webhook

An Azure Logic Apps app that has the trigger set to When an Azure Security Center Aler is created or tnggered
An Azure Logic Apps app that has the trigger set to When a response to an Azure Secunty Center alert is triggered

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Set available effects to:

|

EnforceRegoPolicy

To perform remediation use:

An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

NEW QUESTION 216
HOTSPOT - (Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender and an Azure subscription that uses Azure Sentinel.

You need to identify all the devices that contain files in emails sent by a known malicious email sender. The query will be based on the match of the SHA256 hash.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

EmailAttachmentInfo

| where SenderFromAddress =~ “MaliciousSender@example.com”
where isnotempty | v

(Deviceld)
(RecipientEmailAddress)
(SenderFromAddress)
(SHAZ256)

| join (
DeviceFileEvents
| project FileName, SHA256

) on ‘v

(Deviceld)
(RecipientEmailAddress)

(SenderFromAddress)
(SHA256)

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,
NetworkMessagelId, SenderFromAddress, RecipientEmailAddress

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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EmailAttachmentInfo
| where SenderFromAddress =~ “"MaliciousSender@example.com”

where isnotempty | v
(Deviceld)
(RecipientEmailAddress)

|(SenderFromAddress)
[(SHA256) |
| jJoin (

DeviceFileEvents
| project FileName, SHA256

) on .'.
(Deviceld)
(RecipientEmailAddress)
l{SenderFromAddress)
1(SHA256) f

| project Timestamp, FileName, SHA256, DeviceName, Deviceld,
NetworkMessageld, SenderFromAddress, RecipientEmailAddress

NEW QUESTION 217

HOTSPOT - (Topic 4)

You need to create a query to investigate DNS-related activity. The solution must meet the Microsoft Sentinel requirements. How should you complete the Query?
To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point.

Answer Area
I where TimeGenerated » 2go '_...i r |. responsecodename="DOMWAIN
1 Istarttame =ago{Td) T
[where TimeGenerated > ago{7d) |
where TimeGenerated < ago(id) |
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

[ ASum Dns [ where TimeGenerated > ago(Td) | ‘&j reiponiec odenanes  NADOMATN
m stagtmesagolldl

_ B
_Im_Dns

imDns

NEW QUESTION 221

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender.

You need to review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription. The solution must minimize administrative
effort

Which blade should you use in the Microsoft 365 Defender portal?

A. Advanced hunting
B. Threat analytics
C. Incidents & alerts
D. Learning hub

Answer: B

Explanation:

To review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription, you should use the Threat Analytics blade in the
Microsoft 365 Defender portal. The Threat Analytics blade provides insights into attack techniques, configuration vulnerabilities, and suspicious activities, and it
can help you identify risks and prioritize threats in your environment. Reference: https://docs.microsoft.com/en-
us/microsoft-365/security/mtp/microsoft-365-defender-threat-analytics

NEW QUESTION 222

- (Topic 4)

You are investigating a potential attack that deploys a new ransomware strain.

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information.

You have three custom device groups.

You need to be able to temporarily group the machines to perform actions on the devices. Which three actions should you perform? Each correct answer presents
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part of the solution. NOTE: Each correct selection is worth one point.

A. Add a tag to the device group.

B. Add the device users to the admin role.

C. Add a tag to the machines.

D. Create a new device group that has a rank of 1.
E. Create a new admin role.

F. Create a new device group that has a rank of 4.

Answer: ACD

Explanation:
https://docs.microsoft.com/en-us/learn/modules/deploy-microsoft-defender-for-endpoints- environment/4-manage-access

NEW QUESTION 227

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint

You need to identify any devices that triggered a malware alert and collect evidence related to the alert. The solution must ensure that you can use the results to
initiate device isolation for the affected devices.

What should you use in the Microsoft 365 Defender portal?

A. Incidents

B. Investigations

C. Advanced hunting
D. Remediation

Answer: A

NEW QUESTION 231
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