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NEW QUESTION 1

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You need to review metrics for the following: The daily active users in Microsoft Teams Recent Microsoft service issues

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Teams daily active users: ) v
EMJ{[DEDﬁ Secure Score E
-:ﬁ.fiﬂptlﬂrl %-u:'meﬂ. |
Service health
Usage reports

Recent Microsoft service 1ssues: v
Microsoft Secure Score

Adoption Score
Service health
Usage reports

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Usage reports

The daily active users in Microsoft Teams

Microsoft 365 Reports in the admin center - Microsoft Teams usage activity

The brand-new Teams usage report gives you an overview of the usage activity in Teams, including the number of active users, channels and messages so you
can quickly see how many users across your organization are using Teams to communicate and collaborate. It also includes other Teams specific activities, such
as the number of active guests, meetings, and messages.

Box 2: Service Health

Recent Microsoft service issues

You can view the health of your Microsoft services, including Office on the web, Yammer, Microsoft Dynamics CRM, and mobile device management cloud
services, on the Service health page in the Microsoft 365 admin center. If you are experiencing problems with a cloud service, you can check the service health to
determine whether this is a known issue with a resolution in progress before you call support or spend time troubleshooting.

NEW QUESTION 2

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OnebDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 3

- (Topic 6)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A
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Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 4

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
You need to remove Userl from the Restricted entities list. What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.
Remove a user from the Restricted entities page in the Microsoft 365 Defender portal In the Microsoft 365 Defender portal at https://security.microsoft.com, go to
Email & collaboration > Review > Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-users-portal-after-spam

NEW QUESTION 5
- (Topic 6)
You have a Microsoft 365 tenant.

You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.

What should you use?

A. an attack surface reduction (ASR) policy
B. an app configuration policy

C. a device compliance policy

D. a device configuration profile

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 6
- (Topic 6)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.

You need to assign the following improvement action to Userl:Enable self-service password reset.
What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.
Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-portal

NEW QUESTION 7

- (Topic 6)
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Distribution ;
Group?2 Mail-enabled security -
Group3 Security

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3
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Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

NEW QUESTION 8

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. A Built-in protection preset security policy is applied to the subscription.
Which two policy types will be applied by the Built-in protection policy? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Anti-malware

B. Anti-phishing

C. Safe Attachments
D. Anti-spam

E. Safe Links

Answer: CE

NEW QUESTION 9

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to use Adoption Score and need to ensure that it can obtain device and software metrics.
What should you do?

A. Enable Endpoint analytics.

B. Run the Microsoft 365 network connectivity test on each device.
C. Enable privileged access.

D. Configure Support integration.

Answer: A

NEW QUESTION 10

- (Topic 6)

You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?

A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD ldentity Protection

E. groups that have dynamic membership

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings

NEW QUESTION 10
HOTSPOT - (Topic 6)
Your company has a Azure AD tenant named comoso.onmicrosoft.com that contains the users shown in the following table.

Name Role

User1 Password Administrator
User2 Security Administrator
User3 User Administrator
User4 None

You need to identify which users can perform the following administrative tasks:

» Reset the password of User4.

» Modify the value for the manager attribute of User4.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 13
- (Topic 6)

Reset the password of Uiserd: User! and User3 only Bt
|L_Isef1 only
| User only
Userl and User only

| User?, User2, and User3

Modify the value for the manager attnbute of Userd: | Usar only o ’
User2 only

User1 and User3 only
User2 and User3 only
Uset1, U.St.rrzl,_ and s 3

Reset the password of Userd: ~User! and User3 only ¥
|User1 only
| User2 only
Userl and Userd on
|

| User?, User2, and User3

Modify the value for the manager attribute of Users: | User3 only ¥ ’
LiserZ only

User? and User3 only

User1 and User3 only ‘
User1, User2, and User3

You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

e Type Block execution of potentially
obfuscated scripts (js/ivbs/ps)
Policy1 Attack surface reduction | Audit mode
(ASR)
Policy2 Microsoft Defender ATP | Disable
Baseline
Policy3 Device configuration Not configured
profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3

D. no settings

Answer: D

NEW QUESTION 18
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Role

Group1 | Security Helpdesk
Administrator

Group2 | Security None

Group3 | Microsoft 365 User Administrator

The subscription contains the users shown in the following table.
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Name | Member of
User1 | Group1

User2 | Group2

User3 | Group3

In Azure AD, you configure the External collaboration settings as shown in the following exhibit.
Guest user acoess

Guest user acoess restrictions (0
Léarm maone

O Guest users have the 1ame Bcoess 33 members (most inchusive)
@ Guest users have bmited accrds to properties and memberihips of directory objects
O Guest user acoess is nesiricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Guest imate restnictions ()
LB more

(O) Anyone in the organization can invite Quest wsers including guests and non-adming (Mos? inclusive)
O Member uters and users assigned to specific admin roles can nvite guest users including guests with member permissions
@ Cnly users assigned 10 specific admin roles Can imate guest users

O No one in the organization can imnte guest users includng admins (most resinctive)

Enable guest seif-senice sign up via uses fiows (O
LT more

External user leave settings

Allow external users 1o remove themselves from your organization {recommended) ©
LEgim more

Collaboration restrictions

() Aliow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domaing
O Allow irtabons only 10 the specified domains (most restnclive]
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

MNOTE: Each correct selection is worth one point.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can invite guest users, ~
User2 can invite guest users.
User3 can invite guest users. J
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Yes No

Userl can invite guest users,

User2 can invite guest users. o

~ = -

User3 can invite guest users. | !

—

NEW QUESTION 21

- (Topic 6)

Your network contains an Active Directory forest named Contoso. Local. You have a Microsoft 365 subscription.
You plan to implement a directory synchronization solution that will use password hash synchronization.

From the Microsoft 365 admin center, you successfully verify the contoso.com domain name.

You need to prepare the environment for the planned directory synchronization solution. What should you do first?

A. From Active Directory Domains and Trusts, add contoso.com as a UPN suffix.

B. From the Microsoft 365 admin center verify the Contos

C. Local domain name.

D. From the public DNS zone of contoso.com, add a hew mail exchanger (MX) record.
E. From Active Directory Users and Computers, modify the UPN suffix for all users.

Answer: A

NEW QUESTION 22

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10 devices.

You perform a proof of concept (PoC) deployment of Microsoft Defender for Endpoint for

10 test devices. During the onboarding process, you configure Microsoft Defender for Endpoint-related data to be stored in the United States.

You plan to onboard all the devices to Microsoft Defender for Endpoint. You need to store the Microsoft Defender for Endpoint data in Europe. What should you do
first?

A. Delete the workspace.

B. Create a workspace.

C. Onboard a new device.
D. Offboard the test devices.

Answer: B

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
Reference:

https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data- workspace

NEW QUESTION 25
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Microsoft 365 role
User1 Cloud application administrator
User2 Application administrator
User3 Application developer
User4 None
Users are assigned Microsoft Store for Business roles as shown in the following table.
User Role
User1 None
User2 Basic Purchaser
User3 Purchaser
User4 Device Guard signer

Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the
appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Add apps to the private store: i v

User3 only

User2 and User3 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Install apps from the private store: | v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add apps to the private store: | v

- e e e s Bl

User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

Install apps from the private store: | v
User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only _ _
User1, User2, User3, and User4 '

NEW QUESTION 26

- (Topic 6)

You have a Microsoft 365 subscription.

You view the Service health Overview as shown in the following exhibit.
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Service health

Overview e histon, Renorted

Active issues

Microsoft service health (&)

Issues in your environment that require action (Q)

Microsoft service health

shows the current health status of your Microsoft services. and

AT

Exchange Online

Microsoft 365 suite

Microsoft Teams

OneDrive for Business

SharePoint Online

You need to ensure that a user named Userl can view the advisories to investigate service health issues.

Which role should you assign to Userl?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: B

Explanation:
Service Support admin

el 54 2
pdate

Cret ol

(i

4:20 PM

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts
- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:

- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:
- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD
- View data returned by Microsoft Graph reporting API
Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 28
- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. From Microsoft Defender for Endpoint you turn on the Allow or block file
advanced feature. You need to block users from downloading a file named Filel.exe.

What should you use?
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A. an indicator
B. a suppression rule
C. a device configuration profile

Answer: A

NEW QUESTION 32
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Member of
Group1
Group?2
None

Name
User1
User2
User3

You create an administrative unit named AU1 that contains the members shown in the following exhibit.

AU1

Membaers Role assignments

Add users and groups, or select and remove them. The administrators assigned to this unit will

manage these users and groups. Adding groups dossn't add wsers 1o the unit. it lets the azsignad
admins manage group settings,

|l

S, Addusers A% Addgroups T Upload users -+ % Filter

A Search this list

O Members Ermanl address Laat sign-in Member type

I:] Userl Ve 19 ek 2 209 2outiook onmicrosoft.com November 4 2022 5t 1025 PML

User

D User3 Lser 3% k2 2091 2outiook onmicrosoftcom November 4 2027 st 10:27 PM User

General  Assigned Permissions

You can asshign this role 1o usérs and groups. and select users and groups 1o rémove
or manage them

Learn more about assigning admin roles

= Addusers "W Add groups

O Admin name Lagt pagn-in Scope ®
[:| Group1 Unavailable for groups Organization
] Group2 Unavailable for groups ALl
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.
Answer Area
Statements Yes Mo
User1 can reset the password of User3. .

UserZ can reset the password of User3,

User2 can reset the password of User?.,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes Mo

User] can reset the password of Users. By

\ ] ]

User can resat the password of User3,

User2 can reset the password of User?. [

NEW QUESTION 36

HOTSPOT - (Topic 6)

HOTSPOT

You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
MFA method: | . >
sCall to phone
o =
Email message
Security questions J
Text message to phone J
Motification to Microsoft Authenticator app |
MNumber of days: -
7
14
3
60
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security
defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD ldentity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete
the sign-in process.

NEW QUESTION 41

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the forest functional level to Windows Server 2016.
You copy the Group

Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A. yes
B. No

Answer: B

NEW QUESTION 42
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.
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Name | Group MFA
Status
User1 | Group1 | Enabled

User2 | Group1, | Enforced
GroupZ

You have the named locations shown in the following table.

Named location IP range

Montreal 133.107.0.0/16
Toronto 193.77.10.0/24

You create a conditional access policy that has the following configurations:
* Users or workload identities: o Include: Groupl

o Exclude: Group2

* Cloud apps or actions: Include all cloud apps

* Conditions:

o Include: Any location o Exclude: Montreal

* Access control: Grant access, Require multi-factor authentication Userl is on the multi-factor authentication (MFA) blocked users list.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes Neo

User] can access Microsoft Office 365 from a device that has an |P address of
133.107.10.20

User! can access Microsoft Office 365 from a device that has an |P address of
193.77.10.15

User? can access Microsoft Office 365 from a device that has an |P address of
193.77.10.20

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Arca
Statements Yes Mo
- -
User1 can access Microsoft Office 365 from a device that has an IP address of , J
133.107.10.20 &

User! can access Microsoft Office 365 from a device that has an IP address of |
193.77.10.15 a

User2 can access Microsoft Office 365 from a device that has an IP address of !
193.77.10.20 o

NEW QUESTION 43
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
Windows 10 50
Android 50
Linux 50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B
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Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=0365-worldwide

NEW QUESTION 45
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members
Group1 User1
Group?2 User2, Group1

You have a Microsoft Intune enrollment policy that has the following settings:
? MDM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e72e0

? MAM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e7360 You purchase the devices shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
User1 can enroll Device1 in Intune by using automatic enroliment O
User1 can enroll Device2 in Intune by using automatic enroliment O
User2 can enroll Device2 in Intune by using automatic enroliment (@)
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes
User1 can enroll Device1 in Intune by using automatic enroliment [__O_l
User1 can enroll Device2 in Intune by using automatic enroliment 'LQ |
User2 can enroll Device2 in Intune by using automatic enroliment &,

NEW QUESTION 47

- (Topic 6)

You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.
Which two Defender for Endpoint features are available to the subscription? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports

C. digital certificate assessment
D. device discovery

E. attack surface reduction (ASR)

Answer: BE
Explanation:

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting
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The Microsoft 365 Defender portal (https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected, and what alerts/incidents were created.
The Incidents & alerts section lists any incidents that were created as a result of triggered alerts. Alerts and incidents are generated as threats are detected across
devices.

The Action center lists remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is listed in the Action
center on the History tab.

The Reports section includes reports that show threats detected and their status. E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:

Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown malware, and other threats in their tracks.
(E) Attack surface reduction capabilities that harden the device, prevent zero days, and offer granular control over access and behaviors on the endpoint.
Device based conditional access that offers an additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.

-
-

Capabilities

Unified security tools and centralized management
MNext-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)

Endpoint firewall

Network protection

Web control / category-based URL backing
Device-based conditional access
Controlled folder access

APls, SIEM connector, custom TI

Application control

|aaaaaaaaaaa

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)
Sandbox (deep analysis)

S N N A S AL ERENLETES

Microsoft Threat Experts**

**Includes Targeted Attack Notifications (TAN) and Experts On Demand (EOD)
Customers must apply for TAN. EOD is available for purchase as an add-on

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and remediation tools, advanced threat prevention and
threat and vulnerability management (TVM), and hunting capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender- endpoint-plan-1
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft-defender-for-endpoint-plan-1-now-included-in-m365-e3/ba-p/30606 39

NEW QUESTION 48

- (Topic 6)

Your on-premises network contains an Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement a hybrid configuration that has the following requirements:

» Minimizes the number of times users are prompted for credentials when they access Microsoft 365 resources

* Supports the use of Azure AD Identity Protection

You need to configure Azure AD Connect to support the planned implementation. Which two options should you select? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.

A. Password Hash Synchronization
B. Password writeback

C. Directory extension attribute sync
D. Enable single sign-on

E. Pass-through authentication

Answer: AB

NEW QUESTION 53

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to use a mailbox named Mailbox1 to analyze malicious email messages. You need to configure Microsoft Defender for Office 365 to meet the following
requirements:

* Ensure that incoming email is NOT filtered for Mailbox1.
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« Detect impersonation and spoofing attacks on all other mailboxes in the subscription. Which two settings should you configure? To answer, select the
appropriate settings in the
answer area.

Answer Area

Policies Rules

-:_j fnti-phishing (=) Tenant Allow/Block Lists

"% Anti-spam L, Email authentication settings

inu Anti-malware L DKM
L Safe Attachments = Advanced delivery
(@ Safe Links "4 Enhanced filtering

[ Quarantine policies

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? Safe Attachments policy: This policy allows you to specify how to handle email attachments that might contain malware. You can create a custom policy for
Mailbox1 and set the action to Do not scan attachments. This will ensure that incoming email is not filtered for Mailbox1. You can also enable the Redirect
attachment option to send a copy of the original attachment to another mailbox for analysis1.

? Anti-phishing policy: This policy helps you protect your organization from impersonation and spoofing attacks. You can create a default policy for all other
mailboxes in the subscription and enable the following features: Impersonation protection, Spoof intelligence, and Domain authentication. These features will help
you detect and block emails that try to impersonate your users, domains, or trusted senders2.

NEW QUESTION 57
- (Topic 6)
You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
User1 exchange Administrator
UserZ User Administrator
User3 Global Administrator
Userd None

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.
Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.
F. Delete any user in Azure AD.

Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).
Only on users who are non-admins or in any of the following limited admin roles:

« Directory Readers

» Guest Inviter

» Helpdesk Administrator

» Message Center Reader

* Reports Reader

» User Administrator Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#available-roles

NEW QUESTION 60
HOTSPOT - (Topic 6)
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the device groups shown in the following table.
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Rank Device group Member

1 Group1 Name starts with Comp

2 Group2 Name starts with Comp And
OS In Windows 10

3 Group3 OS In Windows Server 2016

Last | Ungrouped devices (default) Not applicable

You onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Name Operating system

Computer1 | Windows 10
Computer2 | Windows Server 2016

Of which groups are Computer! and Computed members? To answer, select the appropriate options in The answer area.
NOTE: Each correct selection is worth one point.

Answer Area

GroupZ only
Group1 and Group2
Ungrouped devices

Group3 only
| Group1 and Group3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

GroupZ only ~— ~
Group1 and Group2
Ungrouped devices

ComputerZ: | Group1 on

Group3 only —
| Group1 and Group3

NEW QUESTION 64

- (Topic 6)

You have a Microsoft 365 subscription.

You need to add additional onmicrosoft.com domains to the subscription. The additional domains must be assignable as email addresses for users.
What is the maximum number of onmicrosoft.com domains the subscription can contain?

oo
= 0N P

0
Answer: C

Explanation:

You are limited to five onmicrosoft.com domains in your Microsoft 365 environment, so make sure to check for spelling and to assess your need if you choose to
create a new one.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq
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NEW QUESTION 65

- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.
From Microsoft Defender Security Center, you perform a security investigation. You need to run a PowerShell script on the device to collect forensic information.
Which action should you select on the device page?

A. Initiate Live Response Session
B. Initiate Automated Investigation
C. Collect investigation package

D. Go hunt
Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwide

NEW QUESTION 66
HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name

Member of

Device

User1

Group1

Devicel

User2

Group1

Devicel, Device3

The devices are configured as shown in the following table.

Name

Platform Azure AD join type

Device1

Device2 | Windows 10

Device3 | Android

? Users or workload identities: Groupl
? Cloud apps or actions: Office 365 SharePoint Online

? Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device" 2.Access controls

? Grant

- Grant: Block access
? Session: 0 controls selected 3.Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

User1 can access Site1 from Devicel.

User2 can access Site1 from Device2.

User2 can access Site1 from Device3.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

Userl is member of Groupl and has Devicel.
Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.
Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes
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User2 is member of Groupl and has devices Device2 and Device3.

Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

NEW QUESTION 67

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a user named Userl. Azure AD Password Protection is configured as shown in the following exhibit.

Custom smart lockout

Lockout threshold () 15 |

Lockout duration in seconds | 600 l

Custom banned passwords

Custom banned password hst Ihundred
Eleven
Falcon
Project
Tadspin

Password protection for Windows Server Active Directory

Enable password protechion on Windows Yes NO
Server AcCtrve Directory

Mode Audit

Userl attempts to update their password to the following passwords:

? F@Icon

? Project22

? T4il$pind5dg4

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area
[Answer choice] will be accepted as a password. - v
§ Only T4lSpina5dgd §
[ Only F@lcon and T4il$pindSdg4 )
Only Project22 and T4il$pin45dg4
F@lcon, Project22, and T4il§pind5dg4
If Userl enters the same wrong password 15 times, waits 11 minutes, and v
then enters the same wrong password again, the user [answer choice]. will be locked out
will trigger a user risk
can attempt to sign in again immediately
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Only T4il$pin45dg4

Box 2: can attempt to sign in immediately Note: Manage Azure AD smart lockout values

Based on your organizational requirements, you can customize the Azure AD smart lockout values. Customization of the smart lockout settings, with values
specific to your organization, requires Azure AD Premium P1 or higher licenses for your users. Customization of the smart lockout settings is not available for
Azure China 21Vianet tenants.

To check or modify the smart lockout values for your organization, complete the following steps:

? Sign in to the Entra portal.

? Search for and select Azure Active Directory, then select Security > Authentication methods > Password protection.

? Set the Lockout threshold, based on how many failed sign-ins are allowed on an account before its first lockout.

? The default is 10 for Azure Public tenants and 3 for Azure US Government tenants.

? Set the Lockout duration in seconds, to the length in seconds of each lockout.

? The default is 60 seconds (one minute).

If the first sign-in after a lockout period has expired also fails, the account locks out again. If an account locks repeatedly, the lockout duration increases.

NEW QUESTION 72
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HOTSPOT - (Topic 6)
From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains
the roles shown in the following table.

Role Member
Site owner Prvi
Site member | Userl
Site visitor User2

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

= SharePoint
SItE‘] ¥ Share
Search Documents + New ~ T Upload v~ &% Quickedit 3 Sync =+ = AllDocuments ~ ¥ O /
Documents
_'] Name Modified Muodified By Add column
=] 1 “Filel.dock Abdaut & fafute S50
8] File2docx A few seconds ago
ut File3.docx & A tew seconds ago

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: v
File1.docx only

File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

UserZ: v
File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

A. Mastered
B. Not Mastered

Answer: A
Explanation:
User1: v
File1.docx only
File1.docx and File2docx only
|F_|I§1_d_ngx File2.docx, and File3.docx '
User2 v

F|Ie1 .dncx and Fllez.dﬂcx only
File1.docx, File2.docx, and File3.docx

NEW QUESTION 76
DRAG DRORP - (Topic 6)
You have a Microsoft 365 subscription that contains the devices shown in the following table.
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Name Operating system Microsoft Intune
Devicel | Windows 11 Enterprise | Enrolled
Device2 | 105 Enrolled
Device3 | Android Not enrolled

You install Microsoft Word on all the devices.
You plan to configure policies to meet the following requirements:
» Word files created by using Windows devices must be encrypted automatically.
« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.
* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.
Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.
Policy Types Arnswer Area
App confguration policy Device
ApPp protection policy Do

Compliance policy

= Devices
Conditional Access policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Policy Types Answer Arca

.| App configuration policy 1 Devicel: § App protection policy !

I e S e T } Deviced I.- Conditional Access pohicy

------------- ' Deviced: | Compliance policy i
| Conditional Access policy

NEW QUESTION 77

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next
month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator
intervention.

What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock

NEW QUESTION 82

DRAG DROP - (Topic 6)

Your company purchases a cloud app named App1l.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signinto App1.

Olo

Create a conditional access policy.

From the Azure Active Directory admin
_ﬂenter, configure the Diagnostic seftings.

From the Azure Active Directory admin
center, add an app registration for App1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

{ [_Jeﬂj_:uiti.r :ﬁz::r; Act_w; [slr;ct_ﬂw ] T : — _;

NN N . . . . . e . ww. v

|
(Azure AD) Application Proxy. :
|

[ From ihe Cloud App Security admin

center, add an app connector. R

_— e =

From the Cloud App Security admin
center, add an app connector.

From the Azure Active Directory admin
center, configure the Diagnostic settings.

i i . " s o, _si

' From the Azure Active Directory admin
center add an app registration for App1.

NEW QUESTION 86
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Admin’ Group
Admin2 | Group?2
Admin3 | Group1, Group?2

You add the following assignment for the User Administrator role:
? Scope type: Directory

? Selected members: Groupl

? Assignment type: Active

? Assignment starts: Mar 15, 2023

? Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:

? Scope type: Directory

? Selected members: Group2

? Assignment type: Eligible

? Assignment starts: Jun 15, 2023
? Assignment ends: Oct 15, 2023
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

On July 15, 2023, Admin1 can reset the password of a user. @ | o

On June 20, 2023, Admin2 can manage Microsoft Exchange Online. ' O :]
On May 1, 2023, Admin3 can reset the password of a user. | @ ‘ j
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Yes

Adminl is member of Groupl.

The User Administrator role assignment has Groupl as a member. The assignment type: Active

July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.
Box 2: No

Admin2 is member of Group2.

The Exchange Administrator role assignment has Group2 as a member. The assignment type: Eligible

June 20, 2023 is with the assignment period. The assignment must be approved.

Note: Eligible assignment requires member or owner to perform an activation to use the role. Activations may also require providing a multi-factor authentication
(MFA), providing a business justification, or requesting approval from designated approvers.

Box 3: Yes

Admin3 is member of Gropul and Group2.

The User Administrator role assignment has Groupl as a member. The assignment type: Active

May 1, 2023 is with the assignment period.

NEW QUESTION 89
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription That contains the domains shown in the following exhibit.

Domains
4 Add domain =5 Buydomain () Refresh
Domain name Status Us Choose columns
L] contosol221018.enmicrosoft.com (Default) @ Heaithy
] contoso.com : @ incomplete setup
L east.contoso221018.onmicrosoft.com : © Nosences selected

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE; Each correct selection is worth one point.

Andwer Area
An administrator can create usermames that | ContoLal2 10T R onmicrodah com domain anly i
contain the lanswer choloe]. | EN -

sontosod 2 10N B.onmicrosoft com domain and &l its subdomains anl
eaniorntd T S odimd ool oodn And &3St eonic ,. 2. oRMaiGdafucom domaint only
contgsod2 101 A onmicrosoft.com. eastoontosa22 101 B.onmicrodsaftoom. and contoso.com domams

Exchange Onling can receivie inbound email | consosnd? 1018 onmicrasoft com doimain onl

messages sent 10 the [answer cholee]. FE-TEIEtmiE [T L e TR TR S B
contosod 2 10T B.onmicrosoft.oom domain 2nd all its subdomains ondy
eontodal 2 10 B onmicrosolt.onm and eastoontosa? 1018 anmbsiosaftcom domams onby
coniosod 2 10 B.onmicrosoft.com daiooniosold 21018 .onmiciosol.com. and Sontoso.com domains
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

A ACrmArSIFAGT Cah Credle usermames that E‘.'-EE‘E! E EEI‘HI! I'Eﬂ"l EEI'I'I @I‘I‘HII‘I QI‘.!.: -
contain the [answer molﬂl-'l.mr e i i -

{ﬂnt’ﬂ.’:.’]':ﬁi-:lhﬁh:rﬁ&'ft-:m and th:#nn.mez: 3 onmacresaftcom domains anly
contosol2 101 A onmicrosoft.com. eastoontoso22 101 B.onmicrodaftoom. and contoso.com domainsy

messages sent 10 the [answer cholee]. 55 |1|:|-|1-- 'Iqﬂ:l onmucrolt.oom domain only
TennTosd2 TO TR onmicrasofLiom domainant 31 its subdomains ondy
. contoso2 101 Bonmicrosoft.com and eastoontosnl 1018 onmicrosoft com domains only
| contosod 2 101 B.onmicrasoft.com, amtoontiosal2 1015.onmiciosol.com, and contosa.com domains

NEW QUESTION 90
- (Topic 6)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.

Home > senciivily

Labels Label policies  Auto-labeling (preview)

Sengitraty [abels are uted 10 classify email meitages. decuments, tiet and more. Whan 2 label it apphed (automatscally of by the ute), the content oF Lite 1 protected
based on the sattings you choose, For EEAmMplE. yOu Can create labeals that encrypd fdes. add content marking. and contnod user #008ss o specific sites. Leam mare sbout
sandilnaty labeti

== Create s labe! 2 Publish labels () Refresn

Marme T Ovchist Croated by Lait mesclified
Lalsel 1 0 - haghait Pra Ol 242020
Laks2 1 Pri O 2020
[F* Q - haghat Pra C242000
Labsrit 0 = gkt P [ B s,
Labedy ) Prat 200
Latett Q - haghait Pray O/ 200

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 95
HOTSPOT - (Topic 6)

HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 05 In Windows 18
2 Group? Tag Equals demo
3 Group3 Domain Equals adatum.com
4 Group4 Domain Equals adatum.com And 05 In Windows 10
Last | Ungrouped devices (default) | Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.
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Settings Endpoints computer
0

computeri

Device summary

Risk level ()

None

Device details

Domain

adatum.com

05

Windows 10 64-bit
Version 21HZ
Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

Answer Area

Comguter] will b2 a member of [answer cholce]. -
1Gr oup3 only
GroupA only
Group3 and Groupd only
Ungrouped devices

If you add the tag demo to Computer1, the computer will be a member of [answer choice]. ! b
Group1 only
Groupl and Group2 only
Groupl, Groupd, Groups, and Group+
Ungrouped dewices

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 97

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assigh SecAdminl the Exchange Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B
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Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 101
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name

UPN suffix

User1 Contoso.com

User2 | Fabrnkam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY

Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview)

Azure AD Connect sync

Sync Status Enabled

Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamiess single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you assign User2 the Security Reader role. You instruct User2 to sign in as user2@contoso.com.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This is not a permissions issue so you do not need to assign the Security Reader role. The on-premises Active Directory domain is named contoso.com. User2

could sign on as user2@contoso.com but you would first need to change the UPN of User2 to user2@contoso.com.

NEW QUESTION 106
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices.

You need to ensure that the devices are marked as compliant.
Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device Require

Dewice Securty

Frrewall Reguire

Trusted Platform Module (TPM) Require

Antivirus Require L Not configured ]

Antispyware Regquire
Drefender

Microsoft Defender Antimabaare
Microsoft Defender Antimabwarne minimum Mot configured

Mot configured

VErsaon
Microsoft Defender Antimatware securnty T Regquwe Mot configured
intefigence up-do-date
Real-timie protection L Regure Mot configured
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Windows 10 compliance policy
Windows 10 and later
Enerypbon
| Encryption of data storage on device Require l______Nolconfigured B
Device Security
Firewall Require Lol congured _____J
| Trusted Platform Module (TPM) Require - Mot configured 31
T Requre  GEEENIGTEROTIGEE |
Antispyware Requare
Defender
Micrasoft Defender Antimabware [  Hegure ] Mot configured
Micrasaft Defender Antimabware rminirmum ot configured
WErSaon
Microsoft Defender Antimatware securnity T Reguwe Hot configured
intefigence up-do-date
Real-time protection [ Heguie ] Mot configuned

NEW QUESTION 108

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to create a data loss prevention (DLP) policy that will be applied to all available locations.
Which conditions can you use in the DLP rules of the policy?

A. sensitive info types

B. content search queries
C. keywords

D. sensitivity labels

Answer: C

Explanation:

Apply retention labels to content automatically if it matches specific conditions, that includes cloud attachments that are shared in email or Teams, or when the
content contains:

Specific types of sensitive information.

Specific keywords that match a query you create.

Pattern matches for a trainable classifier.

Note: Retention policies can be applied to the following locations: Exchange mailboxes
SharePoint classic and communication sites OneDrive accounts

Microsoft 365 Group mailboxes & sites Skype for Business

Exchange public folders

Teams channel messages (standard channels and shared channels) Teams chats

Teams private channel messages Yammer community messages Yammer user messages
Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-exchange-conditions-and-
actions

NEW QUESTION 112
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- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From the Synchronization Rules Editor, you create a new outbound
synchronization rule.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the synchronization rule is configured correctly. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 115
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role Office 365 role group
User1 None Compliance Data
Administrator
User2 Global Administrator | None

You create a retention label named Label 1 that has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Labell by using a policy named Policyl. Policyl has the following configurations:
* Applies to content that contains the word Merger

» Specifies the OneDrive accounts and SharePoint sites locations You run the following command.
Set-RetentionConpliancePolicy Policyl -RestrictiveRetention Strue -Force

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can add Exchange email as a location to Policy1
UserZ can remove SharePoint sites from Policy1
User2 can add the word Acquisition to Policy1
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes Mo

User1 can add Exchange email as a location to Policy1 | [

UserZ can remove SharePoint sites from Policy1

User2 can add the word Acquisition to Policy1.

NEW QUESTION 119
HOTSPOT - (Topic 6)
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You have a Microsoft 365 E5 subscription that contains a user named Userl and the administrators shown in the following table.

Userl reports that after sending 1,000 email messages in the morning, the user is blocked from sending additional emails. You need to identify the following:
» Which administrators can unblock Userl

» What to configure to allow Userl to send at least 2,000 emails per day without being blocked

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Administrators: I Admin2 only Tl
Admin1 only
Admin1 and AdminZ only
Admin2 and Admin3 only
Admini, Admin2, and Admin3

Settings

Anti-phishing
Anti-malware
Advanced delivery
Enhanced filtering

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Administrators: I Admin2 only Tl
Admin only

Admin1 and AdminZ only
Admin2 and Admin3 only
Admin1, Admin2, and Admin3

Settings: | Anti-spam b
1 Anti-spam

[

Anti-phishing
Anti-malware
Advanced delivery
Enhanced filtering

NEW QUESTION 124

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.
Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com.

You plan to install Azure AD Connect on a member server and implement pass-through authentication.

You need to prepare the environment for the planned implementation of pass-through authentication.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From a domain controller install an Authentication Agent

B. From the Microsoft Entra admin center, confiqure an authentication method.
C. From Active Director,' Domains and Trusts add a UPN suffix

D. Modify the email address attribute for each user account.

E. From the Microsoft Entra admin center, add a custom domain name.

F. Modify the User logon name for each user account.

Answer: ABE

Explanation:

Deploy Azure AD Pass-through Authentication Step 1: Check the prerequisites

Ensure that the following prerequisites are in place. In the Entra admin center

* 1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the
configuration of your tenant should your on-premises services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

* 1. ldentify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the
same Active Directory forest as the users whose passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on
Windows Server Core versions is not supported.
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* 2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the

version is supported.

* 3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents.
These additional servers are needed to ensure the high availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose

passwords you need to validate.
* 4. Etc.
(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.
If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User sign-in page, choose Pass-through Authentication as the
Sign On method. On successful completion, a Pass-through Authentication Agent is installed on the same server as Azure AD Connect. In addition, the Pass-

through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix Not D. Modify the email address attribute for each user account. Not F. Modify the User logon

name for each user account.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta- quick-start

NEW QUESTION 126
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the security groups shown in the following table.

Name Membership type Membership rule
Group1 Assigned Not applicable
Group2 Dynamic (user.department -eq “"Finance")
Group3 Dynamic (user.department -eq "R&D")

The subscription contains the users shown in the following table.

Name Department |Assigned group membership
User1 Finance Group1
User2 Technical None
User3 R&D Group1

You have a Conditional Access policy that has the following settings:

» Assignments o Users

Include: Groupl

Exclude: Group2. Group3 o Target resources
Cloud apps Appl

Access controls Grant

Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 128
- (Topic 6)
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Userl can sign in to App1
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Statements Yes
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User2 can sign in to Appi

Mo
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Your company has three main offices and one branch office. The branch office is used for research.
The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

You need to recommend a Microsoft 365 solution to ensure that multi-factor authentication is enforced only for users in the branch office.
What should you include in the recommendation?

A. Azure AD password protection
B. a Microsoft Intune device configuration profile
C. a Microsoft Intune device compliance policy

D. Azure AD conditional access

Answer: D

NEW QUESTION 133
HOTSPOT - (Topic 6)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name

Platform

BitLocker Drive
Encryption (BitLocker)

Member of

Devicel

Windows 10

Disabled

Group3

Device2

Windows 10

Disabled

Group?, Group3

Device3

Windows 10

Disabled

Group2

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name

Platform

Assigned

Policy1

Windows 10 and later

Require

Yes

Policy2

Windows 10 and later

Not configured

Yes

Policy3

Windows 10 and later

Require

No

The device compliance policies have the assignments shown in the following table.

Name

Assigned to

Policy

Group3

Policy2

Group?

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy
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Answer Area

Statements

Device1 is compliant.

Device2 is compliant.

Device3 is comphiant.

NEW QUESTION 137

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Devicel MacOS
Device2 Windows 10 Pro
Device3 Windows 10 Enterprise
Deviced Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

NEW QUESTION 139
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 tenant.

You create a retention label as shown in the Retention Label exhibit. (Click the Retention Label tab.)

Create retention label

Review and finish

ﬂ Mame
I MName
ﬂ' Retention setlings Mame
| BMonths
Eowt
@ Finish

Retention settings

Retention pericd

& PRORTTE

Eidit

Based on

Banac] an whem i was

Edint

Retention action
Earmary arad [alage

Edit

(a2 i ]

v

You create a label policy as shown in the Label Policy exhibit. (Click the Label Policy tab.)
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Auto-labeling Create auto-labeling policy

i Apply label to content matching

@ infotolabel this query

® Create content query A Conditions @
55 G ProyectX

O ube

O Finigh

. .. | Conce

The label policy is configured as shown in the following table.

Configuration Value
Label to auto-apply 6Months
Locations Exchange email

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes

Any sent email message that contains the word ProjectX will be deleted immediately. | O |

Any sent email message that contains the word ProjectX will be retained for six months.

|
[0] [o] [O] #

Users are reguired to manually apply a label to email messages that contain the word
ProjectX.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No
Box 2: Yes
Box 3: No

NEW QUESTION 142
HOTSPOT - (Topic 6)
HOTSPOT

Your company uses a legacy on-premises LDAP directory that contains 100 users. The company purchases a Microsoft 365 subscription.

You need to import the 100 users into Microsoft 365 by using the Microsoft 365 admin center.

Which type of file should you use and which properties are required? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

File type to use:

SV
JSON

PST
XML

Required properties for each user:

Display Name and Department

First Name and Last Name

User Name and Department

User Name and Display Name

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: CSV

Add multiple users in the Microsoft 365 admin center
? Sign in to Microsoft 365 with your work or school account.
? In the admin center, choose Users > Active users.

? Select Add multiple users.

? On the Import multiple users panel, you can optionally download a sample CSV file with or without sample data filled in.

? Etc.

Note: More information about how to add users to Microsoft 365 Not sure what CSV format is?

A CSV file is a file with comma separated values. You can create or edit a file like this with any text editor or spreadsheet program, such as Excel.

Box 2: User Name and Display Name

What if | don't have all the information required for each user? The user name and display name are required, and you cannot add a new user without this
information. If you don't have some of the other information, such as the fax, you can use a space plus a comma to indicate that the field should remain blank.

NEW QUESTION 147
- (Topic 5)

You need to configure just in time access to meet the technical requirements. What should you use?

A. entitlement management

B. Azure AD Privileged Identity Management (PIM)
C. access reviews

D. Azure AD ldentity Protection

Answer: B

NEW QUESTION 151
- (Topic 3)

You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md

NEW QUESTION 153
- (Topic 2)

You need to protect the U.S. PII data to meet the technical requirements. What should you create?

A. a data loss prevention (DLP) policy that contains a domain exception

B. a Security & Compliance retention policy that detects content containing sensitive data
C. a Security & Compliance alert policy that contains an activity

D. a data loss prevention (DLP) policy that contains a user override

Answer: A

NEW QUESTION 156
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- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager.

Solution: You create a device configuration profile from the Device Management admin center.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to Azure Active Directory (Azure AD) So the co-management pathl -
Auto-enroll existing clients 1. Hybrid Azure AD 2. Client agent setting for hybrid Azure AD- join 3. Configure auto-enrollment of devices to Intune 4. Enable co-
management in Configuration Manager https://docs.microsoft.com/en- us/mem/configmgr/comanage/tutorial-co-manage-client

NEW QUESTION 158

HOTSPOT - (Topic 1)

You need to meet the technical requirements and planned changes for Intune. What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

settings to configure in Azure AD: |Device settings

M{hl}lllT‘:,r (MDM and MAM)
Organizational relationships
User settings

settings to configure in Intune: |Device compliance

Device configuration

Device enraoliment

Mobile Device Management Authornty

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Settings to configure in Azure ALx |Device settings

Ly B i g 1 e iy = el =l

Orgamizational relationships
User seftings

Settings to configure in Intune: |Device compliance

reyice configuration
Crevice enrollment |

Mobile Dewvice Management Authornty

NEW QUESTION 160

- (Topic 1)

You need to ensure that the support technicians can meet the technical requirement for the Montreal office mobile devices.
What is the minimum of dedicated support technicians required?

Do
w~ P

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device- enroliment-manager

NEW QUESTION 164
- (Topic 1)
You need to meet the compliance requirements for the Windows 10 devices. What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy
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Answer: C

NEW QUESTION 165

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to be notified when a single user downloads more than 50 files during any 60- second period.
What should you configure?

A. a session policy

B. afile policy

C. an activity policy

D. an anomaly detection policy

Answer: D

NEW QUESTION 168

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type
Group1 | Security

Group2 | Mail-enabled secunty
Group3 | Microsoft 365
Group4 | Distribution

All the groups are deleted.

Which groups can be restored, and what is the retention period? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Groups that can be restored: J

LV )
Group3 only }:
Groupl and Group2 only
Group2 and Group4 only
Groupl, Group2, and Group3 only

Groupl, Group2, Group3, and Group4

=

Retention period: | v

24 hours

7 days
14 days
30 days
90 days

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: Group3 only
Box 2: 30 days

If you've deleted a group, it will be retained for 30 days by default. This 30-day period is considered a "soft-delete" because you can still restore the group. After 30

days, the group and its associated contents are permanently deleted and cannot be restored.

NEW QUESTION 169
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.
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All the devices are onboarded To Microsoft Defender for Endpoint
You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
« Detect operating system vulnerabilities.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 171

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to create Conditional Access policies to meet the following requirements:

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.
All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android and iOS devices.

Only users in the finance department must be able to sign in to an Azure AD enterprise application named App1l. All other users must be blocked from signing in to
Appl.

What is the minimum number of Conditional Access policies you should create?

Tmoow>
®No oA w

Answer: B

Explanation:

* Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in
to Appl.

One Policy.

* Only users in the R&D department must be blocked from signing in from both Android and iOS devices.

One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

One policy

* All users must be blocked from signing in from outside the United States and Canada. Only users in the R&D department must be blocked from signing in from
both Android One Policy

Reference:
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https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan- conditional-access

NEW QUESTION 172

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the
Microsoft 365

security center?

A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide

NEW QUESTION 177
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following exhibit.

#a Groups | All groups
" Add filter

ama Group type Securily enalied Role ssignments allowed

GR Secunt Ve
To which groups can you assign Microsoft 365 E5 licenses?

A. Group! and Group2 only
B. Group2 and Group3 only
C. Group3 and Group4 only
D. Group 1, Group2. and Group3 only
E. Group2, Group3, and Group4 only

Answer: C

NEW QUESTION 181
- (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table

Name Role
Admini User Administrator
Admin?2 Password Administrator
Admin3 | Exchange Administrator

You need to compare the permissions of each role. The solution must minimize administrative effort.
Which portal should you use?

A. the Microsoft Purview compliance portal
B. the Microsoft 365 admin center

C. the Microsoft 365 Defender porttl

D. the Microsoft Entra admin center
Answer: A

NEW QUESTION 185
- (Topic 6)
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You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to ensure that users are prevented from opening or downloading malicious files from Microsoft Teams, OneDrive, or SharePoint Online.

What should you do?

A. Create a newAnti-malware policy

B. Configure the Safe Links global settings.

C. Create a new Anti-phishing policy

D. Configure the Safe Attachments global settings.

Answer: D
Explanation:

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams
In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint,

OneDrive, and Microsoft Teams provides an additional layer of protection against malware. After files are asynchronously scanned by the common virus detection
engine in Microsoft 365, Safe Attachments opens files in a virtual environment to see what happens (a process known as detonation). Safe Attachments for
SharePoint, OneDrive, and Microsoft Teams also helps detect and block existing files that are identified as malicious in team sites and document libraries.

Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-teams-about

NEW QUESTION 189
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Security enabled | Role assignments
allowed
Group1 | Microsoft 365 | No No
Group?2 | Microsoft 365 | No No
Group3 | Security Yes Yes
Group4 | Security Yes No
Groups | Security Yes No
Groupb | Distribution No No

Which groups can be members of Groupl and Group4? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Group®:  Mone of the groups e
Groypd only
Group and Groupd only
Groupd, Groupd, Groups, and Groups only
Geoupd, Group3, Groupd, Group5, and Groupd

Group4: | Groups ooly - |
None of the groups |

Group3 and Group5 only
Group1, Group2, Group3, and Grouph ondy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Group?: | Mone of the groups -
Gaoigpd only
Groupd and Groupd only
Groupd, Groupd, Groups, and Groupd only
Groupd, Group3, Groupd, Group5, and Group

Group4: | Group$ only -
MNone of the groups |

Group3 and Groupd only
Groupl, Group?, Graup3, and Grouph ondy
[ Group, Groupd, Groupd, Groups, and Groupé

NEW QUESTION 191
HOTSPOT - (Topic 6)
You have a hybrid deployment of Azure AD that contains the users shown in the following table.
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Name Description

User1 | Azure AD Connect sync account
User2 | Contributor for Azure AD Connect
Health

User3 | Application administrator in Azure
AD

You need to identify which users can perform the following tasks:

* View sync errors in Azure AD Connect Health.

* Configure Azure AD Connect Health settings.

Which user should you identify for each task? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

View sync errors in Azure AD Connect Health: | User2 -]
Uzer1 |

User3 I

Configure Azure AD Connect Health settings: I User] bt ’

Userd [
[ Usar3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

View sync ermors in Azure AD Connect Health: l_LH.E-r:? X
[ User

| User3

Configure Azure AD Connect Health settings: | Liser] X

Userd
| User3

NEW QUESTION 196

- (Topic 6)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.
What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 200

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.
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Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format: v
Ccsv
dbx
docx
dotx
json
xlsx
x1tx

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Application: v
' Microsoft Excel |
Microsoft Forms
Microsoft Word

Visual Studio Code

File format: v
(CSV_|
dbx
docx
dotx
json
xlsx
X1tx

NEW QUESTION 205

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune. You need to configure Intune to meet the following requirements:
? Prevent users from enrolling personal devices.

? Ensure that users can enroll a maximum of 10 devices.

What should you use for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Prevent users from enrolling

personal devices:

Ensure that users can enroll a
maximum of 10 devices:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Device categories
Device limit restrictions
Device type restrictions

Conditional access policies

Device categories
Device limit restrictions
Device type restrictions

Conditional access policies

Prevent users from enrolling
personal devices: 2

Ensure that users can enroll a

Conditional access policies
Device categories
Device limit restrictions

1 . PR !
|Device type restrictions |

maximum of 10 devices: v

NEW QUESTION 208
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains the users shown in the following table.

Device type restrictions

Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator

You configure an Enrollment Status Page profile as shown in the following exhibit.
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Settings

The enroliment status page appears during initial device setup. If enabled,

users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress. Yes

Show time limit error when installation takes

longer than specified number of minutes. | 80
Show custom message when time limit error Yes @D
occurs.
Allow users to collect logs about instalattion " Yes '
errors. ' ;
Only show page to devices provisioned by [
out-of-box experience (OOBE) =3 No
Block device use until all apps and profiles are " Yes ]
installed \ '
You assign the policy to Groupl.
You purchase the devices shown in the following table.
Name Platform
Devicel Windows 10

Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Statements

If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show.

If User1 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment
Status Page will show.

NEW QUESTION 213
HOTSPOT - (Topic 6)
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You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune.
You create an Android app protection policy named Policy! that is targeted to all Microsoft apps and assigned to all users.
Policy! has the Data protection settings shown in the following exhibit.

Data Transfer

Backup org data to Androd backup slock

sanices (i

Sénd org data to other apps (L) [ Policy managed apps v

Select apps 10 exempt
Save copies of ong data Allow “

Allow user 10 save copies to selected [ SharePoint v |
sérvices (L
Transter telecommumnecation data to Any chaler app W

Dialer App Package ID
Cialer App Name
Recetve data from other apps () Al Apps N
Open data inlo Org documents (L) Aoy

Allow users to open data from selected

WIS
Restrict cut, copy, and paste between Policy managed apps with paste in "
other apps (0
Screen capture and Google Assistant (3D Block
Approved keyboards (2 Aasquirs Mot reguired

Select keyboards 10 approve

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.
Answer Area

A user can copy files from Microsoft OneDrive 1o [amswer choloe] onty. | Microsoft SharePomnt Gnline 5
Dinalvines
bt STOFage

Mecrozoft SharePoint Dnline
Mecrosoft SharePoint Online and Onelive

A uger can copy and paste text from [anower cholce] to & Microsoh Word document stored | sny & bt
In Microsolt OneDinive

oy managed apps

only unmanaged apps

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
A yser can copy files from Microsoft CneDrve to [answer cholor] only. | pficrosaft SharePoint Cnline 5

Onelvive

lotal storage
Mecrozolt SharePoint Online
™ Microsofl SharePoint Online and Onelrve

A user can copy and paste text from [answer cholce] 1o a Microsoft Word document stored | any &
In Microsolt OneDive

" only managed apps
only unmanaged apps

NEW QUESTION 216

HOTSPOT - (Topic 6)

You use Microsoft Defender for Endpoint.

You have the Microsoft Defender for Endpoint device groups shown in the following table
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Name Rank Members
1 Operating system in Windows 10
2 Name ends with London
3 Operating system in Windows Server 2016
Ungrouped Last | Not applicable

machuines (default)
You plan to onboard computers to Microsoft Defender for Endpoint as shown in the following table.
Arswer Area
Computer 1 -London:
Server1-London:
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Arnswer Area

NEW QUESTION 218
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.
From the Sign-ins blade of the Microsoft Entra admin center for which users can Userl and User2 view the sign-ins? To answer, select the appropriate options in

the answer area.
NOTE: Each correct selection is worth one point.

-
User1 can view the sign-ins for the following users: l""“‘”a User2, User3, and Userd 1]
{User] only
|User! and User2 only
| User1, User2, and User3 only !
User1, User?, Userd, and Userd
User2 can view the sign-ins for the following users: I_U_s.grLand User2 only w
| User2 only
User and Userd only
Userl, User2, and User3 only
| Userl, User2, User3, and Userd
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

User1 can view the sign-ins for the following users:

User2 can view the sign-ins for the following users:

NEW QUESTION 222
- (Topic 6)
You have a Microsoft 365 E5 subscription.

-

User1 only
User! and User2 only
User1, User2, and User3 only

User1, UserZ. and User3 only
User1, User2, User3, and Userd4

All users have Mac computers. All the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender Advanced Threat Protection

(Microsoft Defender ATP).

You need to configure Microsoft Defender ATP on the computers. What should you create from the Endpoint Management admin center?

A. a device configuration profile

B. an update policy for iOS

C. a Microsoft Defender ATP baseline profile

D. a mobile device management (MDM) security baseline profile

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 225

- (Topic 6)

You have a Microsoft 365 subscription.
You create a retention label named Retentionl as shown in the following exhibit.

You apply Retention! to all the Microsoft OneDrive content.
On January 1, 2020, a user stores a file named Filel in OneDrive.

On January 10, 2020, the user modifies Filel. On February 1, 2020, the user deletes Filel.
When will Filel be removed permanently and unrecoverable from OneDrive?

A. February 1, 2020
B. July 1.2020

C. July 10, 2020

D. August 1, 2020

Answer: B

NEW QUESTION 230
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains the users shown in the following table.
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Name Microsoft Store for Business role | Azure Active Directory (Azure AD) role

Userl | Purchaser Billing administrator
User?2 | Admin Global administrator
User3 | Basic Purchaser None

Userd | Basic Purchaser, Device Guard signer | Global reader

All users have Windows 10 Enterprise devices.
The Products & services settings in Microsoft Store for Business are shown in the following exhibit.

Microsoft Remote Desktop
Free » Online « Product Details m
Licenses Billing Settings & Actions
. . . Mot in private store
Unlimited licenses = €0.00 fecorn) 1o scion wniase on dotaie sace

0 used

- Excel Mobile * =
Free « Online « Product Details

Licenses Billing Settings & Actions

. . = In private store
Unlimited licenses = €0.00 fiecamm 1o i oo e
0 used

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User2 can install the Microsoft Remote Desktop app from the private store. O
User1 can install the Microsoft Remote Desktop app from Microsoft Store for Business. O
User4 can manage the Microsoft Remote Desktop app from the private store O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
User2 can install the Microsoft Remote Desktop app from the private store. O JI‘_QH
User1 can install the Microsoft Remote Desktop app from Microsoft Store for Business. r_n:_::md' O
User4 can manage the Microsoft Remote Desktop app from the private store O :_Q:

NEW QUESTION 235
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