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NEW QUESTION 1
An administrator wants to create a No-NAT rule to exempt a flow from the default NAT rule. What is the best way to do this?

A. Create a Security policy rule to allow the traffic.

B. Create a new NAT rule with the correct parameters and leave the translation type as None
C. Create a static NAT rule with an application override.

D. Create a static NAT rule translating to the destination interface.

Answer: B

NEW QUESTION 2
Actions can be set for which two items in a URL filtering security profile? (Choose two.)

A. Block List
B. Custom URL Categories
C. PAN-DB URL Categories
D. Allow List

Answer: AD

Explanation:
https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-filtering-profile-actions
NEW QUESTION 3

What is a prerequisite before enabling an administrative account which relies on a local firewall user database?

A. Configure an authentication policy

B. Configure an authentication sequence

C. Configure an authentication profile

D. Isolate the management interface on a dedicated management VLAN

Answer: C

NEW QUESTION 4

Based on the screenshot presented which column contains the link that when clicked opens a window to display all applications matched to the policy rule?
Mo App Specified

These are securty pobcies that have no apphication specified and allow any application on the configured senace which can present a secunty nsk. Palo Alto Networks

you conmvert these sendce only secunty policies to application based pohices

App Usage
Traffic (Bytes, 30 days) Apps Alowed | Apps Seen Days with No New Apps. Comparne Modified
3 egress-ouiside wapphcanondefaut 263G any 8 8 Compare  2010.06-2.
1 inside-portal  any 3T26M 1 Ay g 8 Compare  2010.06-2

A. Apps Allowed
B. Name

C. Apps Seen
D. Service

Answer: C

NEW QUESTION 5

Which security profile will provide the best protection against ICMP floods, based on individual combinations of a packet’s source and destination IP address?
A. DoS protection

B. URL filtering

C. packet buffering

D. anti-spyware

Answer: A

NEW QUESTION 6
Based on the show security policy rule would match all FTP traffic from the inside zone to the outside zone?
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Answer: B

NEW QUESTION 7
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Which User-ID mapping method should be used for an environment with clients that do not authenticate to Windows Active Directory?

A. Windows session monitoring via a domain controller

B. passive server monitoring using the Windows-based agent

C. Captive Portal

D. passive server monitoring using a PAN-OS integrated User-ID agent

Answer: C

Explanation:

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/user-id/map-ip-addresses-to-users/map-ip-addresses-to-usernames-using-captive-portal.html

NEW QUESTION 8

What is considered best practice with regards to committing configuration changes?

A. Disable the automatic commit feature that prioritizes content database installations before committing

B. Validate configuration changes prior to committing

C. Wait until all running and pending jobs are finished before committing
D. Export configuration after each single configuration change performed

Answer: A

NEW QUESTION 9

What can be achieved by selecting a policy target prior to pushing policy rules from Panorama?

A. Doing so limits the templates that receive the policy rules
B. Doing so provides audit information prior to making changes for selected policy rules
C. You can specify the firewalls m a device group to which to push policy rules

D. You specify the location as pre can - or post-rules to push policy rules

Answer: C

NEW QUESTION 10

What two authentication methods on the Palo Alto Networks firewalls support authentication and authorization for role-based access control? (Choose two.)

A. SAML

B. TACACS+
C. LDAP

D. Kerberos

Answer: AB

Explanation:
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Reference:https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/firewall-administration/manage-firewall-
administrators/administrative-authentication.html
The administrative accounts are defined on an external SAML, TACACS+, or RADIUS server. The server performs both authentication and authorization. For
authorization, you define Vendor-Specific Attributes (VSAs) on the TACACS+ or RADIUS server, or SAML attributes on the SAML server. PAN-OS maps the
attributes to administrator roles, access domains, user groups, and virtual systems that you define on the firewall.

NEW QUESTION 10
All users from the internal zone must be allowed only Telnet access to a server in the DMZ zone. Complete the two empty fields in the Security Policy rules that
permits only this type of access.

Choose two.

A.

Service = "any
B. Application = "Telnet"
C. Service - "application-default"
D. Application = "any"

Answer: BC

NEW QUESTION 11
What is an advantage for using application tags?
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A. They are helpful during the creation of new zones

B. They help with the design of IP address allocations in DHCP.
C. They help content updates automate policy updates

D. They help with the creation of interfaces

Answer: C
NEW QUESTION 16
How are Application Fillers or Application Groups used in firewall policy?

A. An Application Filter is a static way of grouping applications and can be configured as a

nested member of an Application Group

B. An Application Filter is a dynamic way to group applications and can be configured as a nested member of an Application Group
C. An Application Group is a dynamic way of grouping applications and can be configured as a nested member of an Application Group
D. An Application Group is a static way of grouping applications and cannot be configured as a nested member of Application Group

Answer: B

NEW QUESTION 17

Which dynamic update type includes updated anti-spyware signatures?
A. Applications and Threats

B. GlobalProtect Data File

C. Antivirus

D. PAN-DB

Answer: A

NEW QUESTION 18
Given the detailed log information above, what was the result of the firewall traffic inspection?
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A. It was blocked by the Vulnerability Protection profile action.
B. It was blocked by the Anti-Virus Security profile action.

C. It was blocked by the Anti-Spyware Profile action.

D. It was blocked by the Security policy action.

Answer: C

NEW QUESTION 23
By default, which action is assigned to the interzone-default rule?

A. Reset-client
B. Reset-server
C. Deny
D. Allow

Answer: C

NEW QUESTION 24
Which solution is a viable option to capture user identification when Active Directory is not in use?

A. Cloud Identity Engine
B. group mapping

C. Directory Sync Service
D. Authentication Portal

Answer: D

NEW QUESTION 25
Which type security policy rule would match traffic flowing between the inside zone and outside zone within the inside zone and within the outside zone?

A. global

B. universal
C. intrazone
D. interzone

Answer: B

NEW QUESTION 29
Which file is used to save the running configuration with a Palo Alto Networks firewall?

A. running-config.xml

B. run-config.xml

C. running-configuration.xml
D. run-configuratin.xml
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Answer: A

NEW QUESTION 32
A company moved its old port-based firewall to a new Palo Alto Networks NGFW 60 days ago. Which utility should the company use to identify out-of-date or
unused rules on the firewall?

A. Rule Usage Filter > No App Specified

B. Rule Usage Filter >Hit Count > Unused in 30 days
C. Rule Usage Filter > Unused Apps

D. Rule Usage Filter > Hit Count > Unused in 90 days

Answer: D

NEW QUESTION 37
Which interface type is used to monitor traffic and cannot be used to perform traffic shaping?

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 42
What does an administrator use to validate whether a session is matching an expected NAT policy?

A. system log

B. test command
C. threat log

D. config audit

Answer: B
Explanation:

Reference:https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g00000 0CIQSCAO

NEW QUESTION 44
What is the minimum timeframe that can be set on the firewall to check for new WildFire signatures?

A. every 30 minutes

B. every 5 minutes

C. once every 24 hours
D. every 1 minute

Answer: D

NEW QUESTION 49
You receive notification about new malware that infects hosts through malicious files transferred by FTP.
Which Security profile detects and protects your internal networks from this threat after you update your firewall’s threat signature database?

A. URL Filtering profile applied to inbound Security policy rules.

B. Data Filtering profile applied to outbound Security policy rules.

C. Antivirus profile applied to inbound Security policy rules.

D. Vulnerability Protection profile applied to outbound Security policy rules.

Answer: C

Explanation:
Reference:
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/security-profiles

NEW QUESTION 53

Identify the correct order to configure the PAN-OS integrated USER-ID agent.

* 3. add the service account to monitor the server(s)

* 2. define the address of the servers to be monitored on the firewall

* 4, commit the configuration, and verify agent connection status

* 1. create a service account on the Domain Controller with sufficient permissions to execute the User- ID agent

A. 2-3-4-1
B. 1-4-3-2
C.3-1-2-4
D. 1-3-2-4

Answer: D
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NEW QUESTION 54
Which interface does not require a MAC or IP address?

A. Virtual Wire
B. Layer3

C. Layer2

D. Loopback

Answer: A

NEW QUESTION 58
A server-admin in the USERS-zone requires SSH-access to all possible servers in all current and future Public Cloud environments. All other required connections
have already been enabled between the USERS- and the OUTSIDE-zone. What configuration-changes should the Firewall-admin make?

A. Create a custom-service-object called SERVICE-SSH for destination-port-TCP-22. Create a security-rule between zone USERS and OUTSIDE to allow traffic
from any source IP-address to any destination IP-address for SERVICE-SSH

B. Create a security-rule that allows traffic from zone USERS to OUTSIDE to allow traffic from any source IP-address to any destination IP-address for application
SSH

C. In addition to option a, a custom-service-object called SERVICE-SSH-RETURN that contains source-port-TCP-22 should be create

D. A second security-rule is required that allows traffic from zone OUTSIDE to USERS for SERVICE-SSH-RETURN for any source- IP-address to any destination-
Ip-address

e Rdiflitionta AREeR & AafdlitalBIp e ARCAHE RO I SERSI/ARRIGRURR the server-admin

SSH from any source-IP-address to any
Answer: B

NEW QUESTION 59
Which interface type is part of a Layer 3 zone with a Palo Alto Networks firewall?

A. Management
B. High Availability
C. Aggregate

D. Aggregation

Answer: C

NEW QUESTION 60
An administrator has configured a Security policy where the matching condition includes a single application and the action is deny
If the application s default deny action is reset-both what action does the firewall take*?

A. It sends a TCP reset to the client-side and server-side devices
B. It silently drops the traffic and sends an ICMP unreachable code
C. It silently drops the traffic

D. It sends a TCP reset to the server-side device

Answer: A

NEW QUESTION 61

An internal host wants to connect to servers of the internet through using source NAT. Which policy is required to enable source NAT on the firewall?
A. NAT policy with source zone and destination zone specified

B. post-NAT policy with external source and any destination address

C. NAT policy with no source of destination zone selected

D. pre-NAT policy with external source and any destination address

Answer: A

NEW QUESTION 62

DRAG DROP

Place the steps in the correct packet-processing order of operations.

Operational Task Answer Area
Security profile enforcement first
decryption second
zone protection third
App-1D fourth

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 64
Which statements is true regarding a Heatmap report?

A. When guided by authorized sales engineer, it helps determine te areas of greatest security risk.
B. It provides a percentage of adoption for each assessment area.
C. It runs only on firewall.

, ) i o i all areas of network and security
Decitinsexisies a set of questionnaires that help uncover security risk prevention gaps across

Answer: B

Explanation:
Reference:https://live.paloaltonetworks.com/t5/best-practice-assessment-blogs/the-best-practice-assessment-bpa-tool-for-ngfw-and-panorama/ba-p/248343

NEW QUESTION 69
During the packet flow process, which two processes are performed in application identification? (Choose two.)

A. pattern based application identification

B. application override policy match

C. session application identified

D. application changed from content inspection

Answer: AB

Explanation:
Reference:http://live.paloaltonetworks.com//t5/image/serverpage/image- id/12862i950F549C7D4E6309

NEW QUESTION 71
Which Security profile can you apply to protect against malware such as worms and Trojans?

A. data filtering

B. antivirus

C. vulnerability protection
D. anti-spyware

Answer: B

Explanation:

Reference:

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/security- profiles#:~:text=Antivirus%
20profiles%20protect%20against%20viruses,as%20well%20as%20spyware%20downloads

NEW QUESTION 75
What do dynamic user groups you to do?

A. create a QoS policy that provides auto-remediation for anomalous user behavior and malicious activity
B. create a policy that provides auto-sizing for anomalous user behavior and malicious activity

C. create a policy that provides auto-remediation for anomalous user behavior and malicious activity

D. create a dynamic list of firewall administrators

Answer: C

Explanation:
https://docs.paloaltonetworks.com/pan-0s/9-1/pan-os-new-features/user-id- features/dynamic-user-
groups#:~:text=Dynamic%20user%20groups%20help%20you,activity%20while%20maintai ning%20user%20visibility.

NEW QUESTION 77

The CFO found a USB drive in the parking lot and decide to plug it into their corporate laptop. The USB drive had malware on it that loaded onto their computer
and then contacted a known command and control (CnC) server, which ordered the infected machine to begin Exfiltrating data from the laptop.

Which security profile feature could have been used to prevent the communication with the CnC server?

A. Create an anti-spyware profile and enable DNS Sinkhole

B. Create an antivirus profile and enable DNS Sinkhole

C. Create a URL filtering profile and block the DNS Sinkhole category
D. Create a security policy and enable DNS Sinkhole

Answer: A

Explanation:
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NEW QUESTION 82
What is the correct process tor creating a custom URL category?

A. Objects > Security Profiles > URL Category > Add
B. Objects > Custom Objects > URL Filtering > Add
C. Objects > Security Profiles > URL Filtering > Add
D. Objects > Custom Objects > URL Category > Add

Answer: D

Explanation:

NEW QUESTION 85
Given the detailed log information above, what was the result of the firewall traffic inspection?

Detailed Log View
Gereral Cource Destination
Lession 1D TH1BAR Songre Lser Desfinabion User
Action  drop Source 19214810125 Destination B84 4
Hert ID Souce DAG Deesrination DAG
Applcation o Clountr 193 158.0.0- Country United States
Y 192148295353
Rule Duthaunnd DNS Port 53
Port 44282
AT 2 B0- 44T Zome  irtermet
Fude ULID o500 1902857771 Ioee Seevent
Interiace ethemet 18
Device SN DOT251000154341 interface cthermetl/d
MATIF BAA4
IP Protocol  widp MATHF AT.190.44 58
MAT Port 53
Log Action  plobal-logs MAT Port 24351
Cenerated Time 2021708727 00249 X-Forwarded-For P Q000
Receive Time 302108577 020253 Flags
Turwed Type  MUA Deetails
p Li Capthve Portal

A. It was blocked by the Anti-Virus Security profile action.

B. It was blocked by the Anti-Spyware Profile action.

C. It was blocked by the Vulnerability Protection profile action.
D. It was blocked by the Security policy action.

Answer: B

NEW QUESTION 87

During the App-ID update process, what should you click on to confirm whether an existing policy rule is affected by an App-ID update?

A. check now

B. review policies
C. test policy match
D. download

Answer: B

Explanation:

Reference:https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/app-id/manage-new-app-ids-introduced-in-content-releases/review-new-app-id-impact-on-

existing-policy- rules

NEW QUESTION 92

What are three valid information sources that can be used when tagging users to dynamic user groups? (Choose three.)

A. Blometric scanning results from iOS devices

B. Firewall logs

C. Custom API scripts

D. Security Information and Event Management Systems (SIEMS), such as Splun
E. DNS Security service

Answer: BCE

NEW QUESTION 95

Which three configuration settings are required on a Palo Alto networks firewall management interface?

A. default gateway
B. netmask

C. IP address

D. hostname

E. auto-negotiation

Answer: ABC

Explanation:
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Reference:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000CIN7CAK

NEW QUESTION 99
Which two DNS policy actions in the anti-spyware security profile can prevent hacking attacks through DNS queries to malicious domains? (Choose two.)

A. Deny
B. Sinkhole
C. Override
D. Block

Answer: BD

Explanation:
? A DNS policy action is a setting in an Anti-Spyware security profile that defines
how the firewall handles DNS queries to malicious domains. A malicious domain is a domain name that is associated with a known threat, such as malware,
phishing, or botnet1.
? There are four possible DNS policy actions: alert, allow, block, and sinkholel.
? The alert action logs the DNS query and allows it to proceed to the intended destination. This action does not prevent hacking attacks, but only notifies the
administrator of the potential threatl.
? The allow action allows the DNS query to proceed to the intended destination without logging it. This action does not prevent hacking attacks, but only bypasses
the DNS security inspection2.
? The block action blocks the DNS query and sends a response to the client with an NXDOMAIN (non-existent domain) error code. This action prevents hacking
attacks by preventing the client from resolving the malicious domainl.
? The sinkhole action redirects the DNS query to a predefined IP address (the sinkhole IP address) that is under the control of the administrator. This action
prevents hacking attacks by isolating the client from the malicious domain and allowing the administrator to monitor and remediate the infected host1.
? The override action is not a valid DNS policy action, but a setting in an Anti- Spyware security profile that allows the administrator to create exceptions for specific
spyware signatures that they want to override the default action or log settings3.
Therefore, the two DNS policy actions that can prevent hacking attacks through DNS queries to malicious domains are block and sinkhole.

References:
1: Enable DNS Security - Palo Alto Networks 2: How To Disable the DNS Security Feature from an Anti-Spyware Profile - Palo Alto Networks 3: Security Profile:
Anti-Spyware - Palo Alto Networks

NEW QUESTION 103
Which Security profile must be added to Security policies to enable DNS Signatures to be checked?

A. Anti-Spyware

B. Antivirus

C. Vulnerability Protection
D. URL Filtering

Answer: D

NEW QUESTION 104
Which type of administrator account cannot be used to authenticate user traffic flowing through the firewall’s data plane?

A. Kerberos user

B. SAML user

C. local database user
D. local user

Answer: B

NEW QUESTION 105
Which Palo Alto Networks firewall security platform provides network security for mobile endpoints by inspecting traffic deployed as internet gateways?

A. GlobalProtect
B. AutoFocus

C. Aperture

D. Panorama

Answer: A
Explanation:

GlobalProtect: GlobalProtect safeguards your mobile workforce by inspecting all traffic using your next-generation firewalls deployed as internet gateways,
whether at the perimeter, in the Demilitarized Zone (DMZ), or in the cloud.

NEW QUESTION 110

Which link in the web interface enables a security administrator to view the security policy rules that match new application signatures?
A. Review Apps

B. Review App Matches

C. Pre-analyze

D. Review Policies

Answer: D
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Explanation:

NEW QUESTION 111
By default, what is the maximum number of templates that can be added to a template stack?

.6
.8
.1
.1

o0 w>

0
2
Answer: B

Explanation:

By default, the maximum number of templates that can be added to a template stack is 8. This is the recommended limit for performance reasons, as adding more
templates may result in sluggish responses on the user interface. However, starting from PAN-OS 8.1.10 and 9.0.4, you can use a debug command to increase
the maximum number of templates per stack to 16. This command requires a commit operation to take effect.

A template stack is a collection of templates that you can use to push common settings to multiple firewalls or Panorama managed collectors. A template contains
the network and device settings that you want to share across devices, such as interfaces, zones, virtual routers, DNS, NTP, and login banners. You can create
multiple templates for different device groups or locations and add them to a template stack in a hierarchical order. The settings in the lower templates override the
settings in the higher templates if there are any conflicts. You can then assign a template stack to one or more devices and push the configuration changes.

NEW QUESTION 114
An administrator notices that protection is needed for traffic within the network due to malicious lateral movement activity. Based on the image shown, which traffic
would the administrator need to monitor and block to mitigate the malicious activity?

| Inspect Inspect
Public users inbound outbound
or hosts traffic traffic

- / "

Internet Applications |

web-ext app-ext db-ext
| B |
; Inspect 3
e T internal bl
traffic £
W 1 . g

web-int app-int db-int

Zone Zone Zone
Internal Applications +

+ east-west >

A. branch office traffic
B. north-south traffic
C. perimeter traffic

D. east-west traffic

Answer: D

NEW QUESTION 119

How are service routes used in PAN-OS?

A. By the OSPF protocol, as part of Dijkstra's algorithm, to give access to the various services offered in the network
B. To statically route subnets so they are joinable from, and have access to, the Palo Alto Networks external services
C. For routing, because they are the shortest path selected by the BGP routing protocol

D. To route management plane services through data interfaces rather than the management interface

Answer: D

Explanation:
? Service routes are a feature of PAN-OS that allows the administrator to customize the interface that the firewall uses to send requests to external services, such
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as DNS, email, Palo Alto Networks updates, User-ID agent, syslog, Panorama, dynamic updates, URL updates, licenses, and AutoFocusl.
? By default, the firewall uses the management interface for all service routes, unless the packet destination IP address matches the configured destination service
route, in which case the source IP address is set to the source address configured for the destinationl.
? However, in some scenarios, the administrator may want to use a different interface for service routes, such as when the management interface does not have
public internet access, or when the administrator wants to isolate or monitor the traffic for certain services23.
? To configure service routes, the administrator can select Device > Setup > Services > Service Route Configuration and customize each service with a source
interface and a source address. The administrator can also configure destination service routes to specify a destination IP address and a gateway for each
servicel.
? Service routes are not related to routing protocols such as OSPF or BGP, which are used to exchange routing information between routers and determine the
best path to reach a network destination. Service routes are only used to change the

interface that the firewall uses to communicate with external services. Therefore, service routes are used to route management plane
services through data interfaces rather than the management interface.
References:
1: Configure Service Routes - Palo Alto Networks 2: Setting a Service Route for Services to Use a Dataplane’s Interface - Palo Alto Networks 3: How to Perform
Updates when Management Interface does not have Public Internet Access - Palo Alto Networks

NEW QUESTION 122
DRAG DROP
Match each rule type with its example

Answer Area
Craale a policy with source zones A and B. The rule will apph
all irafic within zone A and all traffic within zona B, but not 1o i
Nl
traffic between Tones A and B Lniverss
Create a pohcy with source z2omnes A and B and destination zc
Aand B, The ruka should apply 1o all traffic within zone A, all { irArazCns
within zone B, all ralfic from zone A 1o Zone B, and all traffic |
zone B o zons A
Croats a policy with source 2ones A and B and destnalion 2o
Aand B. The fubs wollkd apply 1o traffic nafm 2one A 1o 2ona E Interons
Irom rona B to zone A, bul not traffic withen zonos A of B
A. Mastered
B. Not Mastered
Answer: A
Explanation:
R e 3 Answer Area
Craala a policy with source zones A and B. The nile will 3pPR = e e e - - - - -
all traflic within zone A and all traffic within zone B, but not 1o] | lL-reate a polcy with source zones A and B and destination 2c |
liraffic batween rones A and B | Aand B, The mle would apply to traffic from zone A o zone E | Univarsal

| i \ froim fona B 1o 2one A BUl nol trafc within Zones Aof B
"Create a policy with source zone A and B and destination . e = - = = == T o = T O
a Ik i : & - =
'Ar:riEEBﬂ _IE_';;L’"';J:": Lﬁ;‘h";t‘: qu:' ?;a'lTrnaL:'r :ﬂﬁ?ﬂ:flﬁ ™ Create a policy with source zones A and B. The rule will apph |
lw:lh-r‘- b diT1ra-f‘n; [rnsf:l;;ll'le Py .r-I:p'-'.e B and all traMic | &l traffic within zone A and afl trafc within zone B, bul not to
- ' = i . braffic between 2ones A and B 1
1

gl Fe g

|zone B o zona A | !
___________________ L

iCreate a policy with source zones A and 8 and destination zd | Create a policy with source zones A and B and destination zc |
A and B, The rube would apply o traffic from zone A to zone 8

| Aand B, The nie should apply to all traffic within zone A_ all § | Inefzone
from zone B to 2one A, but not trafic within Zones Aor B | within zone B, all traffic from zone A to zone B, and all traffic |
e —— d '__ zone B o zona A

NEW QUESTION 124
Which User-ID agent would be appropriate in a network with multiple WAN links, limited network bandwidth, and limited firewall management plane resources?

A. Windows-based agent deployed on the internal network

B. PAN-OS integrated agent deployed on the internal network
C. Citrix terminal server deployed on the internal network

D. Windows-based agent deployed on each of the WAN Links

Answer: A

Explanation:
Another reason to choose the Windows agent over the integrated PAN-OS agent is to save processing cycles on the firewall's management plane.

NEW QUESTION 129
Given the image, which two options are true about the Security policy rules. (Choose two.)

Name Tags | Trpe Lone | Address | User | HIF Lome Address | Hit Last First | Application | Service Action | Profile
Prefile Count | Hit Hit

1| Allow Mone | Unnversal | Insde | Asy Any | Amy Outsade | Any . - - Office- Application- | Allow | None
Office progTam d.
Programs

2| Allow FTP | Mose | Universal | Insede | A=y Any | A=y Cruatasde | fp- - - - Y fp-service Allow | None
1o web e server

1| Allew Moor | Universal | Iasde | Aay Agy | A=y Ouaside | Any . . . fueebook Apphication- | Allew | MNone
Socal d
M etworksa

The Allow Office Programs rule is using an Application Filter
B: In the Allow FTP to web server rule, FTP is allowed using App-1D
C. The Allow Office Programs rule is using an Application Group
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D. In the Allow Social Networking rule, allows all of Facebook’s functions
Answer: AD

Explanation:
In the Allow FTP to web server rule, FTP is allowed using port based rule and not APP-ID.

NEW QUESTION 130

After making multiple changes to the candidate configuration of a firewall, the administrator would like to start over with a candidate configuration that matches the
running configuration.

Which command in Device > Setup > Operations would provide the most operationally efficient way to accomplish this?

A. Import named config snapshot

B. Load named configuration snapshot
C. Revert to running configuration

D. Revert to last saved configuration

Answer: C

NEW QUESTION 132
What is the purpose of the automated commit recovery feature?

A. It reverts the Panorama configuration.

B. It causes HA synchronization to occur automatically between the HA peers after a push from Panorama.

C. It reverts the firewall configuration if the firewall recognizes a loss of connectivity to Panorama after the change.
D. It generates a config log after the Panorama configuration successfully reverts to the last running configuration.

Answer: C

Explanation:
Reference:https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/administer-panorama/enable-automated-commit-recovery.html

NEW QUESTION 135
Which administrative management services can be configured to access a management interface?

A. HTTP, CLI, SNMP, HTTPS
B. HTTPS, SSH telnet SNMP
C. SSH: telnet HTTP, HTTPS
D. HTTPS, HTT

E. CLI, API

Answer: D

Explanation:

https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/firewall-administration/management-interfaces

You can use the following user interfaces to manage the Palo Alto Networks firewall:

? Use the Web Interface to perform configuration and monitoring tasks with relative ease. This graphical interface allows you to access the firewall using HTTPS
(recommended) or HTTP and it is the best way to perform administrative tasks.

? Use the Command Line Interface (CLI) to perform a series of tasks by entering

commands in rapid succession over SSH (recommended), Telnet, or the console port. The CLI is a no-frills interface that supports two command modes,
operational and configure, each with a distinct hierarchy of commands and statements. When you become familiar with the nesting structure and syntax of the
commands, the CLI provides quick response times and administrative efficiency.

? Use the XML API to streamline your operations and integrate with existing,

internally developed applications and repositories. The XML API is a web service implemented using HTTP/HTTPS requests and responses.

? Use Panorama to perform web-based management, reporting, and log collection

for multiple firewalls. The Panorama web interface resembles the firewall web interface but with additional functions for centralized management.

NEW QUESTION 138
An administrator has an IP address range in the external dynamic list and wants to create an exception for one specific IP address in this address range.
Which steps should the administrator take?

A. Add the address range to the Manual Exceptions list and exclude the IP address by selecting the entry.

B. é@fég@ﬁ{blg&qg&%%@ﬁ]r@@ggg%{ﬁégngy and then exclude the IP address by

D. A column will open with the IP addresse

E. Select the entry to exclude.

F. Add the specific IP address from the address range to the Manual Exceptions list by using regular expressions to define the entry.

adding it to the Manual Exceptions list.

Answer: D

NEW QUESTION 141
An administrator would like to protect against inbound threats such as buffer overflows and illegal code execution.
Which Security profile should be used?

A. Antivirus

B. URL filtering

C. Anti-spyware

D. Vulnerability protection
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Answer: C

NEW QUESTION 142
Choose the option that correctly completes this statement. A Security Profile can block or allow traffic .

A. on either the data place or the management plane.

B. after it is matched by a security policy rule that allows traffic.

C. before it is matched to a Security policy rule.

D. after it is matched by a security policy rule that allows or blocks traffic.

Answer: B
Explanation:

Reference:

https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/security-policy.html

After a packet has been allowed by the Security policy, Security Profiles are used to scan packets for threats, vulnerabilities, viruses, spyware, malicious URLS,
data exfiltration, and exploitation software.

NEW QUESTION 145
Why should a company have a File Blocking profile that is attached to a Security policy?

A. To block uploading and downloading of specific types of files
B. To detonate files in a sandbox environment

C. To analyze file types

D. To block uploading and downloading of any type of files

Answer: A

NEW QUESTION 149

Your company requires positive username attribution of every IP address used by wireless devices to support a new compliance requirement. You must collect IP
—to-user mappings as soon as possible with minimal downtime and minimal configuration changes to the wireless devices themselves. The wireless devices are
from various manufactures.

Given the scenario, choose the option for sending IP-to-user mappings to the NGFW.

A. syslog

B. RADIUS

C. UID redistribution
D. XFF headers

Answer: A

NEW QUESTION 154

Which type of administrative role must you assign to a firewall administrator account, if the account must include a custom set of firewall permissions?
A. SAML

B. Multi-Factor Authentication

C. Role-based

D. Dynamic

Answer: C

Explanation:
Reference:https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/firewall-administration/manage-firewall-administrators/administrative-role-types.html
NEW QUESTION 155

A Security Profile can block or allow traffic at which point?

A. after it is matched to a Security policy rule that allows traffic

B. on either the data plane or the management plane

C. after it is matched to a Security policy rule that allows or blocks traffic
D. before it is matched to a Security policy rule

Answer: A

NEW QUESTION 160

When is the content inspection performed in the packet flow process?
A. after the application has been identified

B. after the SSL Proxy re-encrypts the packet

C. before the packet forwarding process

D. before session lookup

Answer: A
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Explanation:

Reference:https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g00000 0CIVHCAO

NEW QUESTION 161
A network administrator created an intrazone Security policy rule on the firewall. The source zones were set to IT. Finance, and HR.
Which two types of traffic will the rule apply to? (Choose two)

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 165
URL categories can be used as match criteria on which two policy types? (Choose two.)

A. authentication
B. decryptionC application override
C. NAT

Answer: AB
Explanation:

Reference:https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-category-as-policy-match-criteria.html

NEW QUESTION 169
Which component is a building block in a Security policy rule?

A. decryption profile

B. destination interface
C. timeout (min)

D. application

Answer: D
Explanation:

Reference:
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-web-interface-help/policies/policies-security/buildingblocks-in-a-security-policy-rule.html

NEW QUESTION 171
Which two firewall components enable you to configure SYN flood protection thresholds? (Choose two.)

A. QoS profile

B. DoS Protection profile

C. Zone Protection profile
D. DoS Protection policy

Answer: BC
Explanation:

Reference:
https://docs.paloaltonetworks.com/pan-0s/9-0/pan-os-admin/policy/security-profiles

NEW QUESTION 175
Which firewall feature do you need to configure to query Palo Alto Networks service updates over a data-plane interface instead of the management interface?

A. Data redistribution
B. Dynamic updates
C. SNMP setup
D. Service route

Answer: D

NEW QUESTION 178

The compliance officer requests that all evasive applications need to be blocked on all perimeter firewalls out to the internet The firewall is configured with two
zones;

* 1. trust for internal networks

* 2. untrust to the internet

Based on the capabilities of the Palo Alto Networks NGFW, what are two ways to configure a security policy using App-ID to comply with this request? (Choose
two )

A. Create a deny rule at the top of the policy from trust to untrust with service application- default and add an application filter with the evasive characteristic
B. Create a deny rule at the top of the policy from trust to untrust over any service and select evasive as the application
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C. Create a deny rule at the top of the policy from trust to untrust with service application- default and select evasive as the application
D. Create a deny rule at the top of the policy from trust to untrust over any service and add an application filter with the evasive characteristic

Answer: AD

NEW QUESTION 180
What are the two default behaviors for the intrazone-default policy? (Choose two.)

A. Allow
B. Logging disabled
C. Log at Session End

Deny
D.

Answer: AB
NEW QUESTION 184

DRAG DROP
Match the Palo Alto Networks Security Operating Platform architecture to its description.

Identifies and inspects all traffic to block
known threats.

Threat Intelligence Cloud Drag answer here
Gathers, analyzes, correlates, and
: ; : disseminates threats to and from the
Next-Generation Firewall Drag answer here network and endpoints located within the
network.
Inspects processes and files to prevent
known and unkn xploits.
Advanced Endpoint Drag answer here Skl RIS
Protection
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Threat Intelligence Cloud — Gathers, analyzes, correlates, and disseminates threats to and from the network and endpoints located within the network.
Next-Generation Firewall — Identifies and inspects all traffic to block known threats Advanced Endpoint Protection - Inspects processes

and files to prevent known and unknown exploits

NEW QUESTION 185
Access to which feature requires PAN-OS Filtering licens?

A. PAN-DB database

B. URL external dynamic lists
C. Custom URL categories
D. DNS Security

Answer: A

Explanation:
Reference:https://docs.paloaltonetworks.com/pan-0s/8-1/pan-os-admin/getting-started/activate-licenses-and-subscriptions.html
NEW QUESTION 186

Starting with PAN_OS version 9.1 which new type of object is supported for use within the user field of a security policy rule?
A. local username

B. dynamic user group

C. remote username

D. static user group

Answer: B

NEW QUESTION 188
An administrator is updating Security policy to align with best practices. Which Policy Optimizer feature is shown in the screenshot below?
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A. Rules without App Controls
B. New App Viewer

C. Rule Usage

D. Unused Unused Apps

Answer: C

NEW QUESTION 190
Which URL profiling action does not generate a log entry when a user attempts to access that URL?

A. Override
B. Allow
C. Block
D. Continue

Answer: B

NEW QUESTION 194
Which administrator type utilizes predefined roles for a local administrator account?

A. Superuser

B. Role-based

C. Dynamic

D. Device administrator

Answer: C

NEW QUESTION 197

An administrator is troubleshooting traffic that should match the interzone-default rule. However, the administrator doesn't see this traffic in the traffic logs on the
firewall. The interzone-default was never changed from its default configuration.

Why doesn't the administrator see the traffic?

A. Logging on the interzone-default policy is disabled.

B. Traffic is being denied on the interzone-default policy.

C. The Log Forwarding profile is not configured on the policy.
D. The interzone-default policy is disabled by default.

Answer: A

NEW QUESTION 200

Recently changes were made to the firewall to optimize the policies and the security team wants to see if those changes are helping.
What is the quickest way to reset the hit counter to zero in all the security policy rules?

A. At the CLI enter the command reset rules and press Enter

B. Highlight a rule and use the Reset Rule Hit Counter > Selected Rules for each rule

C. Reboot the firewall

D. Use the Reset Rule Hit Counter > All Rules option

Answer: D

NEW QUESTION 202
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