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NEW QUESTION 1

- (Exam Topic 1)

You need to configure a conditional access policy to meet the compliance requirements. You add Exchange Online as a cloud app.
Which two additional settings should you configure in Policyl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

.4 Conditions Device state (preview)

* inme i O Canfigure B
3 . - =
| Pohicyl Mot configured / “ ha I
. —— P . Include Exclude
rﬂ“i-ﬁlg nments Mot eons ;_.JE:' P

Select the devioe Ltate condton wied 1o exclude

13 and grovgs @

b deves from policy.
J users and groups selected LsEaSons. i ¥ = |
Mot conhigured I | Dedos Hybrid Azare AD joined B |
sops i \ _|
1 app mchuded hend spps (prevew) 5 [ | Destee marked as cormpllant @ |
Mot configured
= >
0 conditions selected Device state [pr ') y
Mot configured
Access contrals
. b
Block access
SEttisn i 5

[ controls selected

Enabie palicy

o

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

NEW QUESTION 2
- (Exam Topic 1)
You need to meet the compliance requirements for the Windows 10 devices. What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C

NEW QUESTION 3

- (Exam Topic 1)

You need to meet the Intune requirements for the Windows 10 devices.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Settings to configure in Azure AD: hd
Device settings

Mobility (MDM and MAM)
Organizational relationships
User settings

Settings to configure in Intune: -

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
References:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 4
- (Exam Topic 1)

You need to meet the technical requirements and planned changes for Intune.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Settings to configure in Azure AD

Settings to configure in Intune

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 5
- (Exam Topic 2)

You need to meet the technical requirement for the SharePoint administrator.

NOTE: Each correct selection is worth one point.

Device settings
Mobility (MDM and MAM)
Jrgamizational relationships

User settings

vice compliance

Device confhiguration
Device enrollment
Mobile Device Management Authonty

From the Security & Compliance admin center, \

perform a search by using:

Filter by:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

Audit log

Data governance events
DLP policy matches
eDiscovery

v

Activity
Detail
[tem

User agent

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 6
- (Exam Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.

What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management

B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies
D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:
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https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition states clearly that Sign-in risk

NEW QUESTION 7

- (Exam Topic 2)

You need to meet the requirement for the legal department.

Which three actions should you perform in sequence from the Security & Compliance admin center? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Actions Answer Area
Create a data loss prevention (DLP) policy.
Create an eDiscovery case.
Create a label.
Run a content search.
Create a label policy.

Create a hold.

Assign eDiscovery permissions.

Publish a label.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://www.sherweb.com/blog/ediscovery-office-365/

NEW QUESTION 8
- (Exam Topic 2)
Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides
C. DLP incidents

D. Top Senders and Recipients

Answer: C

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for
identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 9

- (Exam Topic 3)

You create the planned DLP policies.

You need to configure notifications to meet the technical requirements. What should you do?

A. From the Microsoft 365 security center, configure an alert policy.

B. From the Microsoft Endpoint Manager admin center, configure a custom notification.
C. From the Microsoft 365 admin center, configure a Briefing email.

D. From the Microsoft 365 compliance center, configure the Endpoint DLP settings.

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-configure-view-alerts-policies?view=0365-worl

NEW QUESTION 10
- (Exam Topic 3)
You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.
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B. From Locations, create a new location for noncompliant devices.
C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 10

- (Exam Topic 3)

You plan to implement the endpoint protection device configuration profiles to support the planned changes. You need to identify which devices will be supported,
and how many profiles you should implement.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Supported devices: v
Device1 only

Device1 and Device2 only

Device1 and Device3 only

Device1, Device2, and Device3

Device1, Device4, and Device5

Device1, Device2, Device3, Device4, and Deviced

Number of required profiles v

N = WM -

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

NEW QUESTION 14
- (Exam Topic 3)
You need to configure the information governance settings to meet the technical requirements.

Which type of policy should you configure, and how many policies should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Dl 4 £) - -
=1 r ! _',\'_" " ] o
aii F ! . 1;1
LaDel
Auto-labeling
Number of requred policies: 2 ¥

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Number of required policies : v

NEW QUESTION 18

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 22
- (Exam Topic 4)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name | Platform BitLocker Drive Encryption Member of
| |~ (BitLocker) T
Devicel | Windows 10 Disabled Group1, GroupZ |
Device2 | Windows 10 | Disabled GroupZ, Group3 .
Device3 | Windows 10 | Disabled Group3 |

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name | Require BitLocker [ Mark noncompliant ‘ hssigned"
after (days)
Policyl | Require 5 NO
Policy? | Require [ 16 Yes |
Policy3 [ Notconfigwed  [15 ~ [Ves |

The device compliance policies have the assignments shown in the following table.

Name | Assigned to

Pohey? Cin s
& | Fi wIRE W
ikin

- e e

rll- - - o
i 'y i i -
Policy 3 ITOUl

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

Device1 is marked as noncompliant after 10 days

Dewviced is marked as noncomphiant after 10 days

Dewvice3 15 marked as noncompliant after 15 days

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 26

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Azure Sentinel

B. Azure Information Protection
C. Azure Security Center

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts ?view=0365-worldwide

NEW QUESTION 30
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Type
Mailbox1 Microsoft Exchange Online mailbox
Account1 Microsoft OneDnve account
Sitel Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?

A. Mailbox1 and Sitel only

B. Mailbox1, Accountl, and Sitel only

C. Accountl and Sitel only

D. Mailbox1, Accountl, Sitel, and Channell
E. Accountl, Sitel, and Channell only

Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 33

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com.

You need to provide a user with the ability to sign up for Microsoft Store for Business for contoso.com. The solution must use the principle of least privilege.
Which role should you assign to the user?

A. Cloud application administrator
B. Application administrator

C. Global administrator

D. Service administrator

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 36

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Ubuntu Linux
B. macOS
C.i0Ss

D. Android

Answer: B
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Explanation:
Intune device configuration profiles can be applied to Windows 10 devices and macOS devices Note:
There are several versions of this question in the exam. The question has two possible correct answers:

> Windows 10

> macOS
Other incorrect answer options you may see on the exam include the following:

> Android Enterprise

> Windows 8.1 Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 40

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups.

Which cmdlet should you run?

A. set-unifiedGroup

B. Set-Labelpolicy

C. Execute-AzureAdLebelSync
D. Add-UnifiedGroupLinks

Answer: B

NEW QUESTION 41

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action. To which location can the policy be applied?

A. OneDrive accounts

B. Exchange email

C. Teams chat and channel messages
D. SharePoint sites

Answer: B

NEW QUESTION 46

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the
following table.

Name Username Type
Userl Userl@contoso.com Member
User2 User2 @sub.contoso.com Member
User3 User3@adatum.com Member
Liserd Userd@outlook.com Guest
Lisers UserS5@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PIl) from being emailed to users outside your organization.
To which users can Userl send documents that contain PII?

A. User2 only

B. User2 and User3 only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

Explanation:

Guest accounts are considered “outside your organization”. Users who have non-guest accounts in a host organization's Active Directory or Azure Active
Directory tenant are considered as people inside the organization.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwid

NEW QUESTION 47

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl, you need to preserve a copy of all the email messages that contain the word Project X.
What should you do first?

A. From the Security & Compliance admin center, create a data loss prevention (DLP) policy.
B. From the Security & Compliance admin center, create a label and label policy.

C. From the Security & Compliance admin center, create, create a label and a label policy.
D. From the Security & Compliance admin center, start a message trace.

E. From the Exchange admin center, start a mail flow message trace
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Answer: A

Explanation:
A DLP policy contains a few basic things:

Where to protect the content: locations such as Exchange Online, SharePoint Online, and OneDrive for Business sites, as well as Microsoft Teams chat and
channel messages.

When and how to protect the content by enforcing rules comprised of:

Conditions the content must match before the rule is enforced. For example, a rule might be configured to look only for content containing Social Security numbers
that's been shared with people outside your organization.

Actions that you want the rule to take automatically when content matching the conditions is found. For example, a rule might be configured to block access to a
document and send both the user and compliance officer an email notification.
References:

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies

NEW QUESTION 51
- (Exam Topic 4)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

NMame | Platform BitLocker Drive Member of
| Encryption (BitLocker) j
Devicel | Windows 10 Disabled aroup 3 |
Device2 | Windows 10 | Disabled GroupZ, Group3 |
Device3 | Windows 10 | Disabled Groupd

The device compliance policies in Endpoint Manager are configured as shown in the following table.

| Name | Platform | Require BitLocker | Assigned |
Policyl | Windows 10 and later Require Yes

. :"'.il.':a.-' ) Y 10 .:*"I.I: |ater ‘ Not "f“I'}.."‘:‘{-'Z | -wf ]

| Policys | Windows 10 and later __:_:'.'5’1'3.L"l'£'_ N0 ,

The device compliance policies have the assignments shown in the following table.

1[ Name I Assigned to

——— +

: 'II.' g ™
e f ol Y o

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

Devicel 1s compliant
Device? 1s compliant,

Device 1s comphiant.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

Device1 is compliant

Device? is compliant,
Devicel is compliant.
NEW QUESTION 56

- (Exam Topic 4)
You create two device compliance policies for Android devices as shown in the following table.
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(<

R T 10105 SMember of % 1lowed plﬂll’uluj \Hl'ﬂtu'i! fiw
| Polx Androad, 1005, Windows ( MIDM) Yo
| Policy? | Windows (MDM) | Group?
i'-:..'-." Androad, 1005 Crroany
Defsult | All users " Android. Windows (MDM) | All user

You have the Android devices shown in the following table

Name | RETS | Configuration
Android | Liserl Nol encrvpled
\ndrowd | User " Google Play services not configured
android3 | User3 " Not encrypted ”

) IET 4 e R,
a | o = i1 -
Cr IR i.!" WAL RLFRLAR R LR

The users belong to the groups shown in the following table.

User Group
Userl Groupl
User2 Groupl. Group2 a
User3 Group2

The users enroll their device in Microsoft Intune.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
The device of Userl i1s compliant. O P
The device of User2 is compliant. QO O
The device of User3 is compliant. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-device-in-intune-android

NEW QUESTION 61

- (Exam Topic 4)

Your company uses Microsoft Azure Advanced Threat Protection (ATP) and Windows Defender ATP. You need to integrate Windows Defender ATP and Azure
ATP.

What should you do?

A. From Azure ATP, configure the notifications and reports.

B. From Azure ATP, configure the data sources.

C. From Windows Defender Security Center, configure the Machine management settings.
D. From Windows Defender Security Center, configure the General settings.

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/integrate-wd-atp

NEW QUESTION 63
- (Exam Topic 4)
You have a Microsoft Azure Activity Directory (Azure AD) tenant contains the users shown in the following table.

MName Miembei of -
Userl | Groupl
User2 Group?
User3 Group3

Group3 is a member of Groupl.
Your company uses Windows Defender Advanced Threat Protection (ATP). Windows Defender ATP contains the roles shown in the following table.
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Name Permission Assigned user group

Windows Delender ATP | View data, Alerts investigation, Active

-
A | P
-
-
=
-
e

Windows Defender ATP contains the device groups shown in the following table

Machine L sér access

Devicel

Rank  Machine group
| ATPI

L ast L'n

Crroup |

.'nl:i*;d. machines (detault) Device.l CGroup.

]
-

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can run an antivirus scan on Device2. O O
User2 can collect an investigation package from Devicel. O E)
User3 can isolate Devicel. ®) )

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/user-roles-windows

NEW QUESTION 64
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Mailbox size
Usert 2 MB
User? 15 MB
User3 25 MB
Userd 20 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.

You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Users who can assign Retention v
User4 only
User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

Users who can assign Retention2 v
User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application, chat or text message Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-exchange?view=0365-worldwide

NEW QUESTION 66
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- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intune. Solution: You add your user
account as a device enrollment manager. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 67

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains 500 Windows 10 devices and a Microsoft Endpoint Manager device compliance policy.

You need to ensure that only devices marked as compliant can access Microsoft Office 365 apps. Which policy type should you configure?

A. conditional access

B. account protection

C. attack surface reduction (ASR)
D. Endpoint detection and response

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 71
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name Severity Status Comment Category
Alet! |Medium | Active Comment! | Threat management
Alert2 | Low Resolved | Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#

NEW QUESTION 76

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace. You need to find the ASR rules that match the activities on the
devices.

How should you complete the Kusto query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| V¥ ActionType startswith ‘ASR’
lookup
project
render
where

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

Reference:

https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/demystifying-attack-surface-reduction

NEW QUESTION 79
- (Exam Topic 4)
You have three devices enrolled .n Microsoft Intune as shown .n the following table.

Name | Platform
o (BitLocker) amies of
_E}i'\"i_c-"I Windows 10 sa kel
|_E_)_r-.fu: e/ Windows 10 hsabled i
|_Tt?‘~"~”f el Windows 10 s bk

The device

omphance pohioes

BitLocker Drive Encryption

I :

___Name | Platform Require BitLocker Assigned
My -|’= } .. Wi oA : ) an i | i 1o e Cuiire i
{ ;'IE'h' ‘.'q.". I.""Ijl':r-.llll.- ._ ] &l : |-"r1_" hJ! I ||' Life i
| Pohcy3 wWindows 10 and later Requ N
I'he dewwce comphance policies have the assignments shown in the lollowing table
| Name Assigned to -
| Pohcyl | Group3 ¢
I_F‘(_}I&,J_ l Lroup.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Devicel 1s compliant O O
Devicel is compliant. O @
Device3 1s compliant. O O

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Statements Yes No
Devicel is compliant ) ')
Devicel is compliant. O ¥
Device3 is compliant &) @)

NEW QUESTION 80

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You have three applications named Appl, App2, and App3 that have the
same file format.

Your company uses Windows Information Protection (WIP). WIP has the following configurations:

5\"' Windows Information Protection mode: Silent
> Protected apps: Appl

> Exempt apps: App2

From Appl, you create a file named Filel.

What is the effect of the configurations? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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You can open Filel from:

If vou open Filel in Appl,

v

Appl only

Appl and App2 only
Appl and App3 only
Appl. App2 and App3

App2, and

App3, an action will be logged for:

Appl1 only

App3 only

Appl and App2 only
App2 and App3 only
Appl, App2, and App3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You can open Filel from: :

If vou open Filel in Appl, App2. and
App3, an action will be logged for:

NEW QUESTION 84
- (Exam Topic 4)

Applomly _ _ _ _
Appl and App2 only,
Appl and App3 only
Appl, App2 and App3

App2 and App3 only
Appl. App2. and App3

You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Operating system

Microsoft Intune

Devicel | Windows 11 Enterprise | Enrolled
Device2 | 10S Enrolled
Device3 | Android Not enrolled

You install Microsoft Word on all the devices.
You plan to configure policies to meet the following requirements:

» Word files created by using Windows devices must be encrypted automatically.
« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.

* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used

once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types Answer Area

|
\rn menfarqinn el
ADD protecto

|3 | ELRSS L= S JQEY L

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Policy Types Answer Area

i 5 . it
Ann ranfim I:. o |.I._;I.
LA gl LY

AL 00 oo

Devicel: | APP protection poiicy

Lo mese s s s

APR PTORELION PROC L " |

NEW QUESTION 85

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management

You add a new device named Device 1 to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You add Devicel to a Configuration Manager
device collection.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 88

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Azure Active Directory admin center, you create a trusted location and a conditional access policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This solution applies to users accessing Azure Active Directory, not to users accessing SharePoint Online. Conditional Access in SharePoint Online can be
configured to use an IP Address white list to allow access.

References:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-
Blog/Conditional-Access-in-SharePoint-Onlinea

NEW QUESTION 92
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- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You create an Azure Advanced Threat Protection (ATP) workspace named
Workspacel. The tenant contains the users shown in the following table.

i MName Member of group Arure AD role
| Userl Azure ATP Workspacel Administrators None

-IUEEF:E Azure ATP Workspacel Users None

:U‘.'wf."t'?:' None Security administrator
iUm:r-’F Azure ATP Workspacel Users Global administrator

You need to modify the configuration of the Azure ATP sensors.
Solution: You instruct User2 to modify the Azure ATP sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 96

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You need to evaluate compliance with European Union privacy regulations for customer data. What should you do in the Microsoft 365 compliance center?
A. Create a Data Subject Request (DSR)

B. Create a data loss prevention (DLP) policy for General Data Protection Regulation (GDPR) data
C. Create an assessment based on the EU GDPR assessment template

D. Create an assessment based on the Data Protection Baseline assessment template

Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/gdpr-action-plan

NEW QUESTION 99
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Member of
User1 | Group1
User2 | GroupZ

You purchase the devices shown in the following table.

Name Isl_atform
Devicel | Windows 10
Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:

———

> Show app and profile configuration progress: Yes
> Allow users to collect logs about installation errors: Yes
> Only show page to devices provisioned by out-of-box experience (OOBE): No

> Assignments: Group2
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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If User1 enrolls Device1 in Microsoft Endpoint Manager, the enrollment

Statements

status page will appear.

If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment

status page will appear.

If User2 enrolls Device2 in Microsoft Endpoint Manager, the enrollment

status page will appear.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION 101

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:

* Windows 10
» Android
*«0S

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: C

Explanation:

Yes

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 104

- (Exam Topic 4)
HOTSPOT

You have a Microsoft 365 tenant named contoso.com. The tenant contains the users shown in the following table.

Name Azure AD role Office 365 role group
Usert Application administrator eDiscovery Administrator
User? Application administrator Organization Management
User3 Cloud application administrator | Global Administrator
Userd Compliance administrator eDiscovery Manager

You have the eDiscovery cases shown in the following table.
Name Created by
Casel Usert
Case2 User2
Case3d User3
Cased Userd

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
User1 can delete Case4 O O

User3 can add members to Case2. () O

User4 can close Case3. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-365/compliance/assign-ediscovery-permissions

NEW QUESTION 107

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 8.1 and have applications installed as
shown in the following table.

Mame Application count Used by |

F 4

App1 20 Finance department, sales department
ADD. 10 Jdarketing departmen
You enroll all the computers in Upgrade Readiness.
You need to ensure that Appl and App2 have an UpgradeDecision status of Ready to upgrade. Solution: You set the ReadyForWindows status of Appl to Highly

adopted.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

App1 has a “low install count” (2% or less) so will be Ready to upgrade. We need to change the setting for App2.
References:

https://docs.microsoft.com/en-us/windows/deployment/upgrade/upgrade-readiness-identify-apps

NEW QUESTION 109
- (Exam Topic 4)
You have the Microsoft Azure Advanced Threat Protection (ATP) workspace shown in the Workspace exhibit. (Click the Workspace tab.)

Workspace

The sensors settings for the workspace are configured as shown in the Sensors exhibit. (Click the Sensors tab.)
Sensors

L) Configure to install the first Sentor or Standalone Sensor

You need to ensure that Azure ATP stores data in Asia.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Modify the imntegration setting for the workspace

Delete the workspace

Regenerate the access kevs.

Create a new workspace

Modifv the Azure ATP user roles.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-stepl

NEW QUESTION 112
- (Exam Topic 4)

Your company uses Microsoft System Center Configuration Manager (Current Branch) and Microsoft Intune to co-manage devices.

Which two actions can be performed only from Intune? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Deploy applications to Windows 10 devices.
B. Deploy VPN profiles to iOS devices.

C. Deploy VPN profiles to Windows 10 devices.
D. Publish applications to Android devices.

Answer: BD

Explanation:
References:

https://docs.microsoft.com/en-us/sccm/comanage/overview https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/create-vpn-profiles

NEW QUESTION 116

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.

Application: o

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format: v
CSV
dbx
docx
dotx
json
xlsx
x1tx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 119
- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

A user named Userl is a member of a dynamic group named Groupl. Userl reports that he cannot access documents shared to Groupl. You discover that Userl

is no longer a member of Group1.

You suspect that an administrator made a change that caused Userl to be removed from Groupl. You need to identify which administrator made the change.

Which audit log activity should you search in the Security & Compliance admin center?

A. Azure AD group administration activities — Removed member from group
B. User administration activities — Updated user
C. Azure AD group administration activities — Updated group

Answer: C

NEW QUESTION 121
- (Exam Topic 4)
You have a Microsoft 365 subscription.

You need to implement Windows Defender Advanced Threat Protection (ATP) for all the supported devices enrolled in mobile device management (MDM).

What should you include in the device configuration profile? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Platform

v

Android
108

Windows 10 and later
Windows 8.1 and later

Settings
Offboard package
Onboard package
Windows Defender Applicaion Guard
Windows Defender Firewall
A. Mastered

B. Not Mastered
Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/intune/advanced-threat-protection

NEW QUESTION 122
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant.

You need to ensure that administrators are notified when a user receives an email message that contains malware. The solution must use the principle of least

privilege.

Which type of policy should you create and which Microsoft 365 compliance center role is required to create the pokey? To answer, select the appropriate options

in the answer area.

NOTE: Each correct selection is worth one point.

Answer Lrea

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

NEW QUESTION 123

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to investigate user activity in Microsoft 365, including from where users signed in, which applications were used, and increases in activity during the past
month. The solution must minimize administrative effort.

Which admin center should you use?

A. Azure ATP

B. Security & Compliance
C. Cloud App Security

D. Flow

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 124

- (Exam Topic 4)

You are testing a data loss prevention (DLP) policy to protect the sharing of credit card information with external users.

During testing, you discover that a user can share credit card information with external users by using email. However, the user is prevented from sharing files that
contain credit card information by using Microsoft SharePoint Online.

You need to prevent the user from sharing the credit card information by using email and SharePoint. What should you configure?

A. the locations of the DLP policy

B. the user overrides of the DLP policy rule
C. the status of the DLP policy

D. the conditions of the DLP policy rule

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 127

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Cloud App Security admin center, you assign the App/instance admin role for all Microsoft Online Services to Userl.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

App/instance admin: Has full or read-only permissions to all of the data in Microsoft Cloud App Security that deals exclusively with the specific app or instance of
an app selected.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 129

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl.

You need to ensure that Userl can search the Microsoft 365 audit logs from the Security & Compliance admin center.
Which role should you assign to User1?

A. View-Only Audit Logs in the Security & Compliance admin center

B. View-Only Audit Logs in the Exchange admin center
C. Security reader in the Azure Active Directory admin center
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D. Security Reader in the Security & Compliance admin center
Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 132

- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You sign for Microsoft Store for Business.
The tenant contains the users shown in the following table.

Name Microsoft Store for Business role Azure AD role
[ Usert Purchaser None
User?2 Basic Purchaser None
User3 None Application administrator
Userd None Cloud application administrator
Users None None

Microsoft Store for Business has the following Shopping behavior settings:
> Allow users to shop is set to On

> Make everyone a Basic Purchaser is set to Off
You need to identify which users can install apps from the Microsoft for Business private store. Which users should you identify?

A. Userl, User2, User3, User4, and User5
B. Userl only

C. Userl and User2 only

D. User3 and User4 only

E. Userl, User2, User3, and User4 only

Answer: C

Explanation:

Allow users to shop controls the shopping experience in Microsoft Store for Education. When this setting is on, Purchasers and Basic Purchasers can purchase
products and services from Microsoft Store for Education.

References:

https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business

NEW QUESTION 133

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You discover that some external users accessed content on a Microsoft SharePoint site. You modify the SharePoint shoring policy to prevent sharing outside your
organization.

You need to be notified if the SharePoint sharing policy is modified m the future. Solution: From the SharePoint admin center, you modify the sharing settings.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 138
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name | Platform

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?vie
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NEW QUESTION 139

- (Exam Topic 4)

HOTSPOT

Your company has a Microsoft 365 subscription.

You need to configure Microsoft 365 to meet the following requirements:

> Malware found in email attachments must be quarantined for 20 days.

> The email address of senders to your company must be verified.
Which two options should you configure in the Security & Compliance admin center? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ATP anti-phishing ATP safe attachments ATP Safe Links
Protect users from phishing | Protect your organization Protect your users from
attacks (like impersonation from malicious content in opening and sharing
ﬁ and spoofing), and use email attachments and files malicious links in email
safety tips to warn users in SharePoint, OneDrive, messages and Office 2016
about potentially harmful and Teams. desktop apps.
messages.
Anti-spam DKIM Anti-malware
Protect your organization's Add DKIM (DomainKeys Protect your organization's
b email from spam, Identified Mail) signatures email from malware,
including what actions to ? to your domains so including what actions to
take if spam is detected. recipients know that email take and who to notify if
messages actually came malware is detected.
from your users.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
ATP anti-phishing ATP safe attachments ATP Safe Links
Protect users from phishing Protect your organization Protect your users from
attacks (like impersonation from malicious content in opening and sharing
* and spoofing), and use email attachments and files| malicious links in email
safety tips to warn users In SharePoint, OneDrive, messages and Office 2016
about potentially harmful and Teams. desktop apps.
messages.
Anti-spam DKIM Anti-malware
Protect your organization's Add DKIM (DomainKeys Protect your organization's
11«. email from spam, identified Ma_ﬂ] signatures | Sivaib B sahiae:
including what actions to to your domains so including what actions to
take if spam is detected. recipients know that email take and who to notify if
messages actually came malware is detected.

from your users.

NEW QUESTION 143

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PIl). Solution: From the Azure portal, you create a
Microsoft Azure Information Protection label and an Azure Information Protection policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 147

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.

What should you use to create the policy?

A. the Microsoft 365 admin center
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B. the Microsoft Purview compliance portal
C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: B

NEW QUESTION 151
- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. A Built-in protection preset security policy is applied to the subscription.

Which two policy types will be applied by the Built-in protection policy? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Anti-malware

B. Anti-phishing

C. Safe Attachments
D. Anti-spam

E. Safe Links

Answer: CE

NEW QUESTION 153
- (Exam Topic 4)

From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains

the roles shown in the following table.

Role Member
Site owner Prvi
Site member | UserT
Site visitor User?

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

= SharePoint
Site1 & Share
Search Documents 4+ New ~ T Upload v & Quickedit o Sync - = All Documents Y @ 7
Documents

[ Mame Madified Madified By Add elumn |

B Filel.docx About a minute ago

ﬂ-'- i-'iIe?_.dm A few seconds sge Prw

g Filed.docx ©  Adew seconds age

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1i: .

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

UserZ: v

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://sharepointmaven.com/4-security-roles-of-a-sharepoint-site/ https://gcc.microsoftcrmportals.com/blogs/office365-news/190220SPIcons/

NEW QUESTION 155

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. You have a Microsoft 365 subscription.
You need to ensure that users can manage the configuration settings for all the Windows 10 devices in your organization.

What should you configure?

A. the Enrollment restrictions

B. the mobile device management (MDM) authority
C. the Exchange on-premises access settings

D. the Windows enrollment settings

Answer: B
Explanation:

References:
https://docs.microsoft.com/en-us/intune/mdm-authority-set

NEW QUESTION 160
- (Exam Topic 4)
You have a Microsoft 365 subscription.
You have the devices shown in the following table.
= Operating systeins = - Quantity
Windows 8.1 5
. Windows 10 .
| Windows Server 2016

tnn| s

You need to onboard the devices to Windows Defender Advanced Threat Protection (ATP). The solution must avoid installing software on the devices whenever
possible.

Which onboarding method should you use for each operating system? To answer, drag the appropriate methods to the correct operating systems. Each method
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Methods Answer Area
A Microsoft Azure ATP sensor Windows 8.1
A local script Windows 10:
Microsoft Monitoring Agent Windows Server 2016:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/onboard-downlevel- https://docs.microsoft.com/en-
us/windows/security/threat-protection/windows-defender-atp/configure-endpoints https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-
defender-atp/configure-server-en

NEW QUESTION 165
- (Exam Topic 4)
From the Microsoft Azure Active Directory (Azure AD) Identity Protection dashboard, you view the risk events shown in the following exhibit.
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Sign-ins from unfamiliar locations
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
To require multi-factor authentication when signing in to unfamiliar locations v

sign-in risk poliey

user risk policy
s s e o oo

To avoid generating alerts when signing in to the Montreal location, create v
lanswer choice] a named location in Azrure AD
a sign-mn nsk policy

a user risk policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted https://docs.microsoft.com/en-us/azure/active-directory/identity-
protection/howto-sign-in-risk-policy https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/quickstart-configure-named-location

NEW QUESTION 166

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a content search of a mailbox.

You need to view the content of the mail messages found by the search as quickly as possible. What should you select from the Content search settings?

A. Export report
B. Export results
C. Re-run

D. View results

Answer: B

Explanation:

There is no ‘View Results” option. You can preview results but that will only show up to 100 emails. To guarantee you're getting all results, you'll need to export
them to a PST file.

References:

https://docs.microsoft.com/en-us/microsoft-365/compliance/limits-for-content-search

NEW QUESTION 171

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have the devices shown in the following table.

Name | TPM version | Operating system | BIOS/UEFI | BitLocker Drive Encryption (BitLocker)
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You plan to join the devices to Azure Active Directory (Azure AD)

What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect devices, Each action may be used once,
more than once, of not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Actions Angveer Area
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A. Mastered
B. Not Mastered
Answer: A
Explanation:
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NEW QUESTION 175

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the Sensitivity label
tab.)

Review your settings and finish

Namg

Dmplé'_-.r .ngme
Descﬁpﬂ on for users
Scopg

Encryption

Content marking

Auto-labeling
Group settings
Site settings

Auto-labeling for database columns

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)
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Auto-labeling policy

Policy name

Description

Label in simulation
Info to label
Apply to content in these locations

Rules for auto-applying this label

Mode
Comment
A user sends an email that contains the components shown in the following table.
Type File Includes IP address
Mail body Not No
applicable

Attachment File1 docx | Yes
Aftachment FileZ xmi Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Sensitivity1 is applied to the email. @ O
A watermark is added to File1.docx. O O
A header is added to File2 xml. @ @)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w

NEW QUESTION 176

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Security & Compliance admin center, you assign the Security Administrator role to Userl. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
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References:
https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 178

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 181

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses a default domain named contoso.com. You have two users named User 1 and User2.

From the Security & Compliance admin center, you add Userl to the ediscovery Manager role group. From the Security & Compliance admin center, Userl
creates a case named Casel

You need to ensure that Userl can add User2 as a case member. The solution must use the principle of least privilege.

To which role group should you add User2?

A. eDiscovery Manager
B. eDiscovery Administrator
C. Security Administrator

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/add-or-remove-members-from-a-case-in-advanced

NEW QUESTION 182

- (Exam Topic 4)

Your company has a Microsoft 36S subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. The company stores 2 TBs of data in
SharePoint Online document libraries.

The tenant has the labels shown in the following table.

Name Type
| el Sensilin y e
| anel? Retention labe
Label3 Azure Information Protection labe

From the Azure portal, you active unified labeling.
For each of the following statements, select yes if the statement is true Otherwise , select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes No
i L} i I |_ ¥ |
Label1 can now be used as a senstivity label or an Azure Information J
| I—
Prolecion label
LabelZ can now be used as a retention label or an Azure Information '
Protection label
i i
| 3 | i I | I
Latels can now De used as d sensitvity label or an AZuie informato |
[———

Protechon label

NEW QUESTION 185

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV
B. XLSX
C. JSON
D. XML

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldw

NEW QUESTION 189

- (Exam Topic 4)

Your on-premises network contains an Active Directory domain and a Microsoft Endpoint Configuration Manager site.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You use Azure AD Connect to sync user objects and group objects to Azure Directory (Azure AD) Password hash synchronization is disabled.

You plan to implement co-management.

You need to configure Azure AD Connect and the domain to support co-management. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Answer Area

0 configure Asute AD Connec!

Lonfiguie hyond Azure AD pour

Frable device witshack

Enable password hash syndionzation

Ta confioure the domain
Add an alternative UPN sl
Requter 3 S8race CONNECTION poent

Kegiter a serale pinCipdl igime (5PN

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 190
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- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Windows 10 edition Azure Active Mobile device
Directory (Azure management
_ | _ AD) | (MDM) enroliment

| Device1 | Windows 10 Pro | Registered | Microsoft Intune

Device?2 | Windows 10 Enterprise | Joined | Microsoft Intune
' Device3 | Windows 10 Pro | Joined | Not enrolled

| Deviced | Windows 10 Enterprise | Registered _ Microsoft Intune
Device5 Windows 10 Enterprise | Joined | Not enrolled

You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business. To which devices can the policy be applied?

A. Device2 only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Device2, Device3, and Device5 only

E. Devicel, Device2, Device3, Device4, and Deviceb

Answer: C

NEW QUESTION 192

- (Exam Topic 4)

You have an Azure subscription and an on-premises Active Directory domain. The domain contains 50 computers that run Windows 10.
You need to centrally monitor System log events from the computers.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

In Azure: v

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share,

On the computers: v

Create an event subscription.

Modify the membership of the Event Log Readers group.
Enroll in Microsoft Endpoint Manager.

Install the Microsoft Monitoring Agent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-windows-computer

NEW QUESTION 197

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

The company sells products online and processes credit card information.

You need to be notified if a file stored in Microsoft SharePoint Online contains credit card information. The file must be removed automatically from its current
location until an administrator can review its contents.

What should you use?

A. a Security & Compliance data loss prevention (DLP) policy
B. a Microsoft Cloud App Security access policy

C. a Security & Compliance retention policy

D. a Microsoft Cloud App Security file policy

Answer: D

NEW QUESTION 200

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to enable Microsoft Azure Information Protection.

You need to ensure that only the members of a group named PilotUsers can protect content What should you do?
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A. From the AADRM PowerShell module, run the set-AadrmonboardingControlPolicy cmdlet.
B. From Azure Information Protection, create a policy.

C. From the AAORM PowerShell module, run the Add-AadrmRoleBasedAdministrator cmdlet.
D. From Azure Information Protection, configure the protection activation status.

Answer: B

Explanation:
References:
https://blogs.technet.microsoft.com/kemckinn/2018/05/17/creating-labels-for-azure-information-protection/

NEW QUESTION 204

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).
All the devices in your organization are onboarded to Microsoft Defender ATP.

You need to ensure that an alert is generated if malicious activity was detected on a device during the last 24 hours.

What should you do?

A. From Alerts queue, create a suppression rule and assign an alert

B. From the Security & Compliance admin center, create an audit log search

C. From Advanced hunting, create a query and a detection rule

D. From the Security & Compliance admin center, create a data loss prevention (DLP) policy

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/custom-detectionru

NEW QUESTION 209

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error.

You need to ensure that you can enroll the iIOS device in Intuen. Solution: You configure the Mobility (MDM and MAM) settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 211

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers followed by 10 characters. The following is a sample
customer ID: 12-456-7890-abc-de-fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs. D18912E1457D5D1DDCBD40AB3BF70D5D
What should you create to ensure that the DLP policy can detect the customer IDs?

A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 213

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

> Identify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).

> Report on shared documents that contain PIl. What should you create?
A. an alert policy

B. a data loss prevention (DLP) policy

C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B
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Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=0365-worldwide

NEW QUESTION 216

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to enable Microsoft Azure Information Protection.

You need to ensure that only the members of a group named PilotUsers can protect content. What should you do?

A. Run the Add-AadrmRoleBasedAdministrator cmdlet.

B. Create an Azure Information Protection policy.

C. Configure the protection activation status for Azure Information Protection.
D. Run the Set-AadrmOnboardingControlPolicy cmdlet.

Answer: D

Explanation:
Reference:
https://blogs.technet.microsoft.com/kemckinn/2018/05/17/creating-labels-for-azure-information-protection/

NEW QUESTION 219
- (Exam Topic 4)
Note: This question is part of a series of questions that present the same scenario. Each question in the

series contains a unigue solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a

correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII). Solution: From the Security & Compliance admin

center, you create a data loss prevention (DLP) policy. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 223

- (Exam Topic 4)
You have three devices enrolled in Microsoft Intune as shown in the following table.
Name Platform I Member of
Devicel Windows 10 Group|
. Device?2 Android {r:'UHP_’,' il.’ULli":
Device3 - Windows 10  Groupl. Group3

The device compiance policies in Intune are configured as shown in the following table

Name | Platform | Assigned
| Policy | | Windows 10 and later Yes
Policy2 | Android | No
- Pk"lik'?v'_"“ Windows 10 and later 1es

The device rmomplianci: policies have the: assignmznts shown in the followine tabie

Name luclude Exciude
Policyl Groupd None
Policv2 Group2 Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Policvl applies to Device3. O )
Policv2 applies to Device2. Q O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements
Policy1 applies to Device3.

Yes
1O
o)

O O#

Policy2 applies to Device2.

NEW QUESTION 228

- (Exam Topic 4)
HOTSPOT
B AL actions | T o7
ve ada 45 of 83 Micr ;
F S ncomplete Lroup
ompleted [ompleied £S5 3
= : 3 of 48 : f 835 A 2
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The SP800 assessment has the improvement actions shown in the following table.

Answer Area
Statements ¥es No
Establish a threat intelligence program will appear as Implementad in the SP200
assessment,
The SPBD) assessment score will increase by 54 points.
The Data Protection Baseline score will increase by 9 points.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes

Establish a threat intelligence program will appear as Implemented in the SPE00
assessment.

The SPEOO assessment score will increase by 54 points

The Data Protection Baseline score will increase by 9 points.

NEW QUESTION 230

- (Exam Topic 4)
HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
Usert UserGroup1
User? UserGroup?
Userd UserGroupa

The tenant contains the devices shown in the following table.

Name Owner Installed apps Platform Microsoft Intune
Devicel User1 None Windows 10 | Enrolled
Device? User2 App2 Android Mot enrolled
Deviced Userd None 105 Not enrolled

You have the apps shown in the following table.

Name Type
App1 105 store app
App2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
App1 can be assigned as a required install for User3. O O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O ®)
App3 can be installed automatically for UserGroup1 D, O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-windows-10-app-deploy

NEW QUESTION 233

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD).

The domain contains two servers named Serverl and Server2 that run Windows Server 2016. Serverl has the File Server Resource Manager role service
installed.

You need to configure Serverl to use the Azure Rights Management (Azure RMS) connector. You install the Microsoft Management connector on Serverl.
What should you do next on Serverl?

A. Run the GenConnectorConfig.psl script.

B. Configure the URL of the AIPMigrated group.
C. Enable BitLocker Drive Encryption (BitLocker).
D. Install a certification authority (CA).

Answer: A

Explanation:

If you want to use the server configuration tool for the RMS connector, to automate the configuration of registry settings on your on-premises servers, download
and run the GenConnectorConfig.ps1 script.

References:

https://docs.microsoft.com/en-us/azure/information-protection/install-configure-rms-connector#installing-the-rm

NEW QUESTION 238

;(Ei);irzr;rsgg/t)ses Windows Defender Advanced Threat Protection (ATP). Windows Defender ATP includes the machine groups shown in the following table.
Rank | Machine group Members
l ' Groupl Tag Equals demo And 0S In Windows 10
2 | Group? Tag Equals demo
3 | Group3 Domain Equals adatum.com
| Groupd Domain Equals adatum.com And 0S In Windows 10
Last | Ungrouped machines (default) | Not applicable

You onboard a computer named computerl to Windows Defender ATP as shown in the following exhibit.

Q computerl

5

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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Computerl will be a member of [answer choice]. A
Group3 only

Group4 only

Group3 and Group4 onlv
Ungrouped machines

If vou add the tag demo to Computerl, the v
computer will be a member of [answer choice]. |Groupl only

Groupl and Group2 only

Groupl, Group2, Group3, and Group4
Ungrouped machines

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Computerl will be a member of [answer choice]. hd
Group3 only
Group4 only
Group3 and Group4 onlv
Ungrouped machines
If vou add the tag demo to Computerl, the b4
computer will be a member of [answer choice]. |Groupl only
Groupl and Group2 only _ _
Groupl, Group2, Group3. and Group4|
Ungrouped machines |

NEW QUESTION 240

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD

NEW QUESTION 243

- (Exam Topic 4)

You create a new Microsoft 365 subscription and assign Microsoft 365 E3 licenses to 100 users. From the Security & Compliance admin center, you enable
auditing.

You are planning the auditing strategy.

Which three activities will be audited by default? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. An administrator creates a hew Microsoft SharePoint site collection.
B. An administrator creates a new mail flow rule.

C. A user shares a Microsoft SharePoint folder with an external user.
D. A user delegates permissions to their mailbox.

E. A user purges messages from their mailbox.

Answer: ABC

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-andcompliance?

NEW QUESTION 248

- (Exam Topic 4)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.
You need to assign the following improvement action to Userl:Enable self-service password reset. What should you do first?

A. From Compliance Manager, turn off automated testing.
B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).
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C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0 https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/active-directory-users-assign-role-azure-p

NEW QUESTION 252

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to connect to Microsoft Exchange Online PowerShell and run the following cmdlets:

> Search-MailboxAuditLog
> Test-ClientAccessRule
> Set-GroupMailbox

> Get-Mailbox
Which cmdlet will generate an entry in the Microsoft Office 365 audit log?

A. Search-MailboxAuditLog

B. Test-ClientAccessRule

C. Set-GroupMailbox

D. Get-Mailbox D18912E1457D5D1DDCBD40AB3BF70D5D

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 257

- (Exam Topic 4)

You have a Microsoft 36S subscription.

Your company purchases a new financial application named App1l.

From Cloud Discovery in Microsoft Cloud App Security, you view the Discovered apps page and discover that many applications have a low score because they
are missing information about domain registration and consumer popularity.

You need to prevent the missing information from affecting the Appl score. What should you configure from the Cloud Discover settings?

A. Organization details
B. Default behavior

C. Score metrics

D. App tags

Answer: C

Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/discovered-app-queries

NEW QUESTION 260

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B

NEW QUESTION 265

- (Exam Topic 4)

You have a new Microsoft 365 subscription.

A user named Userl has a mailbox in Microsoft Exchange Online.

You need to log any changes to the mailbox folder permissions of User1.

Which command should you run? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

W Userl W Strue
Set-AdminAuditLogConfig -AdminAuditLogEnabled
Set-Mailbox -AuditEnabled
Set-UnifiedAuditSetting -UnifiedAuditLogingestionEnabled

A. Mastered

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

B. Not Mastered
Answer: A

Explanation:

To enable auditing for a single mailbox (in this example, belonging to Holly Sharp), use this PowerShell command: Set-Mailbox username -AuditEnabled $true
References:

https://support.microsoft.com/en-us/help/4026501/office-auditing-in-office-365-for-admins https://docs.microsoft.com/en-
us/powershell/module/exchange/mailboxes/set-mailbox?view=exchange-ps

NEW QUESTION 270
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.
You deploy a third-party antivirus solution to the devices. You need to ensure that the devices are marked as compliant.
Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device Require ' Notconfigured ]

Device Security

Firewall Require L Notconhgured ]

Trusted Platform Module (TPM) Require \ LT ed

Antiirus Hequire L Notconfigured ]

Antispyware Require L Notcopfiqured  J
Defender

Microsoft Defender Antimahware T Mot configured

Microsoft Defender Antimalware minimum Mot configured

VEersmwn

Microsoft Defender Animalware security

Mot configured
inteligence up-do-date

Real-time protection Mot configured

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

NEW QUESTION 271

- (Exam Topic 4)

Your company is based in the United Kingdom (UK).

Users frequently handle data that contains Personally Identifiable Information (PII).

You create a data loss prevention (DLP) policy that applies to users inside and outside the company. The policy is configured as shown in the following exhibit.
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Mew DLP policy

Review your settings

Choose the information to protect Template name

LLE Personally identifiable Information (PIlj Data
MName your policy

Paolicy marme

LLE. Personally Identifiable information [Pl Data
Choose locations

Description

Applies to content in these locations

@ Review your settings
Exchange amal
SharePoint sites
Cinelrive accounis

Policy settings

If the content contains these types of sansitive info: LLE
Miatranal Insurasoe: Numiber (MINOLLS. F UK Padiport Mumber
then notify people with a policy tip and emasl message

If there are at least 10 mstances of the same ype of sensitive
nte, block: sccess 1o the content and send an inoident report
With & migh severity level But allow peosple 10 overnde

Turn policy on after it's created?

&3

Back | Create | anicel

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If a user attempts to upload a document to a Microsoft SharePoint v
site, and the document contains one UK passport number, the allowed
document will be [answer choice]. blocked without warning

blocked. but the user can override the policy

If a user attempts to email 100 UK passport numbers to a user in v
the same company, the email message will be [answer choice] | allowed

blocked without warning
blocked. but the user can override the poliey

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Allowed

blocked, but the user can override the policy

* 1. If a user attempts to upload a document to a Microsoft SharePoint site, and the document contains one UK passport number, the document will be: allowed
explanation

When setting the policy tips and notifications, the document won't be blocked, it just shows a policy tip, if you set up this policy yourself, you will see there are no
(block) actions configured for this rule.

* 2. If a user attempts to email 100 UK passport numbers to a user in the same company, the email message will be: blocked, but the user can override the policy
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 276

- (Exam Topic 4)

Your company uses Microsoft Cloud App Security.

You plan to integrate Cloud App Security and security information and event management (SIEM). You need to deploy a SIEM agent on a server that runs
Windows Server 2016.

What should you do? To answer, select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.
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First action to perform v

Install Java B.

Install Microsoft WNET Framework 3.5.

Add the Windows Internal Database feature

Add the Setup and Boot Event Collection feature

Second action to perform v
Fun the Set-MMagent emdlet.

Add the Setup and Boot Event Collection feature

Run the java command and specify the -jar parameter

Run the Install-WindowsFeature cmdlet and specify the -source parameter.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/integrate-your-siem-server-with-office-365-cas

NEW QUESTION 279
- (Exam Topic 4)

You have a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.

| Mame | Platform
Device | MacrS
-I-r.i.". :'-"'i"f iowt 10 Pro for Worlatations
:I‘-c".-:r' | Windows 10 Enterprise
Devaced | oS
rD-r-w-:-.-i | Andnosd

You plan to enable VPN access for the devices.
What is the minimum number of configuration policies required?

oowp
P N Ol W

Answer: D

NEW QUESTION 280
- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. The company stores 2 TBs of data in

SharePoint Online document libraries. The tenant has the labels shown in the following table.

Name | Type
1 i Rt b
¥ 2 1 . i |
I niouT
Statements Yes MNo
Label1 can now be used as a sensitivity labed or an Azure Information

HroteChion Llabed
Label? can now De used as a retenbion label or an AZure Informabon

r P i
Frotechon labe

Labeld can now be used as a senstivity labed or an AZure Informatng

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes Mo
Labell can now be used as a sensitiaty label or an Azure Information | |
HroteChion Llabed —l—
- -
Label? can now De used as a retenbion label or an AZure Informabon 3 |
=-| tecton label | F—
Labeld can now be used as 3 sensitiaty labed or an Azure Inforr I 1 1

NEW QUESTION 284
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains two users named Userl and User2.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

On September 5, 2019, you create and enforce a terms of use (ToU) in the tenant. The ToU has the following settings:
Name: Termsl

Display name: Terms1 name

Require users to expand the terms of use: Off

Require users to consent on every device: Off

Expire consents: On

Expire starting on: October 10, 2019

VWV VNVNVNVY

Frequency: Monthly

Userl accepts Terms1 on September 5, 2019. User2 accepts Terms1 on October 5, 2019.

When will Terms1 expire for the first time for each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: v
October 5, 2019

October 10, 2019
November 5, 2019
November 10, 2019

User2: v
October 5, 2019

October 10, 2019
November 5, 2019
November 10, 2019

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 286

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Mame Member of group Arure AD role
a [Meferaier | ST nt Maone
Aormnisira
: | I | Mone

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 291

- (Exam Topic 4)

You use Windows Defender Advanced Threat Protection (Windows Defender ATP). You have the Windows Defender ATP machine groups shown in the following
table.

Name Rank Members
Group1 1 Operating system in Windows 10
Group? 2 Mame ends with London
Group3 3 Operating system in Windows Server
2016
Ungrongied Last Mot applicable

machines (default)

You plan to onboard computers to Windows Defender ATP as shown in the following table.

Name Operating system
Computer1-London Windows 10
Serveri-London Windows Server 2016

To which machine group will each computer be added? To answer, select the appropriate options in the answer are.
NOTE: Each correct selection is worth one point.
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Computer1-London: v

Group1
Group?2
Group3
Ungrouped machines

Serveri1-London: v
Group1

Group2

Group3

Ungrouped machines

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Computer1-London v
Group1,
Group2
Group3
Ungrouped machines
Serveri-London: v
(Group1
| Group2
Group3
Ungrouped machines

NEW QUESTION 296

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII). Solution: From the Cloud App Security admin
center, you create an access policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 299

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Microsoft Cloud App Security
B. Azure Sentinel

C. Azure Web Application Firewall
D. Azure Defender

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts?view=0365-worldwide

NEW QUESTION 301

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A. Yes
B. No

Answer: A
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Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 302
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that has auditing turned on. The subscription contains the users shown in the following table.

MName License
Admin Microsoft Office 365 ES
Admin Mone

New audit retention policy

MName *:

Policy1

Description

Record Types

AzureActiveDirectory -

Activities

Added user -

LUsers:

Duration =
90 Days

i@ & Months

1 Year

Priarity
100

You plan to create a new user named Userl.
How long will the user creation audit event be available if Adminl or Admin2 creates Userl? To answer, select the appropriate options in the answer area.
Each correct selection is worth one point.

AdminT: b

30 days
90 days
& months

1 year

AdminZ: -

30 days
90 days
& months

1 year

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Admint: v

30 days

90 days
b months |

1 year

NEW QUESTION 307
- (Exam Topic 4)
You create a Microsoft 365 subscription.

Your company’s privacy policy states that user activities must NOT be audited. You need to disable audit logging in Microsoft 365.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

Set-AdminAuditlogConfig
Set-AuditConfig
Set-AuditConfigurationRule

Set-SupervisoryReviewPolicyV2

-AdminAuditLogEnabled
-AdminAuditLogParameters
-LogLevel

-UnifiedAuditLogingestionEnabled

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/turn-audit-log-search-on-or-off

NEW QUESTION 311
- (Exam Topic 4)
You configure a conditional access policy. The locations settings are configured as shown in the Locations exhibit. (Click the Locations tab.)

Locations

Control user access based on their physical
location.,

The users and groups settings are configured as shown in the Users and Groups exhibit. (Click Users and Groups tab.)
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Users and groups %

In de A
'\hl:.l F=
I wser
® ) Select users and groups
i
Security reader o

Members of the Security reader group report that they cannot sign in to Microsoft Active Directory (Azure AD) on their device while they are in the office.
You need to ensure that the members of the Security reader group can sign in in to Azure AD on their device while they are in the office. The solution must use the

principle of least privilege.
What should you do?

A. From the conditional access policy, configure the device state.

B. From the Azure Active Directory admin center, create a custom control.
C. From the Intune admin center, create a device compliance policy.

D. From the Azure Active Directory admin center, create a named location.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 312

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name | Member of Microsoft 365 role group

Admin Content Explorer List viewer

Content Explorer Content viewer

4

Admin2 | Secunty Administratorn
| Content Explorer List Viewer

e = - i S

You have labels in Microsoft 365 as shown in the following table.

[ Name Type
[ | ::Ih--|_': ensitivity
! Label/ Hetention - |

The content in Microsoft 365 is assigned labels as shown in the following table.

Name Type . Label |
File1 Fiie in SharePoint Online J Label]
Mail 1 Emaill message in Exchange Online | Label

You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer Area

Statements Yes
Admin1 can view the contents of File1 by using Content expls
Adming can view the contents of File1 by using
Adming Can use « QONTent axpiorer t Veriny tnat 3 1gned T {
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Area

Statements Yes No

Admini can wiew the contents of File1 by us et exj

—

ALIMINE Can view The |

Admingd can use Lontent explorer | arif

NEW QUESTION 316

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From Windows PowerShell, you run the New-complianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 320

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Directory (Azure ADO tenant named Contoso.com. The tenant contains the users shown in the
following table.

You create a relation label named Labell that has the following configurations: Retains content for five years.

Automatically deletes all content that is older than five years.

You turn on Auto labeling for Labell b using a policy named Policyl. Policyl has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Label 1 by using a policy named Policyl. Policy has the following configurations:

* Applies to content that contains the word Merger

» Specifies the OneDrive accounts and SharePoint sites locations You run the following command

Set RetentionConpliancePolicy Policyl RestrictiveRelention $true Force

For each of the following statements select Yes if the statement is true Otherwise, select No NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo
] il 1l A AL ’
= BImve =t it sites iy
L 1 4 4 ] -I :I
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area

Statements Yes Mo

NEW QUESTION 325
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- (Exam Topic 4)

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains a user named Userl. You need to ensure that Userl can perform
the following tasks in Microsoft Store for Business:

* Assign licenses to users.

* Procure apps from Microsoft Store.

* Manage private store availability for all items.

The solution must use the principle of least privilege.

Which Microsoft Store for Business role should you assign to Userl?

A. Basic Purchaser

B. Device Guard signer
C. Admin

D. Purchaser

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-store/microsoft-store-for-business-overview

NEW QUESTION 329

- (Exam Topic 4)

You have Windows 10 Pro devices that are joined to an Active Directory domain. You plan to create a Microsoft 365 tenant and to upgrade the devices to Windows
10 Enterprise. You are evaluating whether to deploy Windows Hello for Business for SSO to Microsoft 365 services. What are two prerequisites of the
deployment? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Microsoft Azure Active Directory (Azure AD)

B. smartcards

C. Microsoft Intune enrollment

D. TPM-enabled devices

E. computers that have biometric hardware features

Answer: AC

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-hybrid-aadj-sso

NEW QUESTION 334

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings. You install the Group Policy Management Console (GPMC)
on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.

Solution: You copy the Group Policy Administrative Templates from a Windows 10 computer to Serverl. Does this meet the goal?

A.yes
B. No

Answer: A

NEW QUESTION 338

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2. All users are assigned a Microsoft 365 Enterprise E5 license and
auditing is turned on.

You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)
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New audit retention policy

Hame

Paolcy1

Desoription

Record Types

AzureActvelirectony -

Acthvities

Added user, Delefed user, Resel user password, Chonged user password, Changed user kcense, (T =

Usery

Admin

Dhuraticn *
® 90 Days

6 Months

1 Year

Priority *

100

After Policyl is created, the following actions are performed:
> Adminl creates a user named Userl.

> Admin2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User1 v

0 days
30 days
90 days
180 days
365 days

User2 v

0 days
30 days
90 days
180 days
365 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION 339

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Security & Compliance admin center, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No
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Answer: B

NEW QUESTION 342

- (Exam Topic 4)

You purchase a new computer that has Windows 10, version 21H1 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.

What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.
B. Install the latest feature update and all the quality updates released since version 21H1.
C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 344

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Platform Azure Active Directory (Azure AD)
Device1 Windows 10 Joined
Device?2 Windows 10 Registered
Device3 Windows 10 Not joined or registered
Deviced Android Registered

You plan to review device startup performance issues by using Endpoint analytics. Which devices can you monitor by using Endpoint analytics?

A. Devicel only

B. Devicel and Device2 only
C. Devicel, Device2, and Device3 only
D. Devicel, Device2, and Device4 only

E. Devicel, Device2, Device3, and Device4

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/analytics/overview

NEW QUESTION 349

- (Exam Topic 4)
HOTSPOT

Your network contains an Active Directory forest named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).
You use Microsoft System Center Configuration Manager (Current Branch) for device management. You have the Windows 10 devices shown in the following

table.
Name | Collection
Devicel Collectionl
Device?2 Collection?2

You configure Configuration Manager co-management as follows:

D’ Automatic enrollment in Intune: Pilot

> Pilot collection: Collection2
You configure co-management workloads as shown in the following exhibit.
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| Properties x

Erablemert  Workdoads  Sragng

For vhrdoas 10 devices that are in 8 co-management state. you can hane Mecrosoht
Intune s1an difaert woridoads Choose Pilot intume 10 havé infune manage
the workicads for Mmhﬂuzulmlﬂnhtwm H you sre

not ready o move workloads 1 Infune Corbguraton Manager
Leper moryg
Confguraton Marager Fict Inture irture
Complance polloes '
Rescurce scorss polcees: .
Endport Protecton .

I ==

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Microsoft Intune manages the compliance policies for Devicel. Q )
Configuration Manager manages the Windows Update policies for Devicel. O Q
Microsoft Intune manages Endpoint Protection for Device2. O Q
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
z . e a =
Microsoft Intune manages the compliance policies for Devicel. £ ! ;
. . . 8.5 . 7\
Configuration Manager manages the Windows Update policies for Devicel. O Lo
: ; : - [
Microsoft Intune manages Endpoint Protection for Device2. (®) Q

NEW QUESTION 353

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network. You need to identify the name of the administrator by
using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Activities to search for: v

Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

Field to filter by: v

ltem

User

Detail

IP address
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Activities to search for: v
Exchange mailbox activities
Site administration activities.
Show results for all activities |
Role administration activities
Field to filter by: v
Item
User
|Detail
IP address

NEW QUESTION 354

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 355

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records. You need to ensure that the option to mark content
as a regulatory record is visible when you create retention labels.

What should you do first?

A. Configure custom detection rules.

B. Create an Exact Data Match (EDM) schema.
C. Run the Sec-RegulacoryComplianceUl cmdlet.
D. Run the Sec-LabelPolicy cmdlet.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-worldwide

NEW QUESTION 358

- (Exam Topic 4)

In Microsoft 365, you configure a data loss prevention (DLP) policy named Policyl. Policyl detects the sharing of United States (US) bank account numbers in
email messages and attachments.

Policyl is configured as shown in the exhibit. (Click the Exhibit tab.)

S L canient wnen the condrhions are met

B Blark nene L1 s clmarime amA rarte et arencr B 1P P
‘_._'_, BIOCKE DEODE TFOMm $Na ng and EEINET 3CCESS IO Sharéa Santent
By default, wsers are blocked from sending email messages to people, You can choose who hat access to shared SharePaint and OneDrive content
Block these people trom accessing SharePgint and OneDrive content
Everyone. Only the content owner, the kast moditier, and the site admin will contmue to have access
sy & ~
) Only people outside your organization, People inside your organization will continue to have access
[} Enceypt email messages (applies only to content in Exchange)

You need to ensure that internal users can email documents that contain US bank account numbers to external users who have an email suffix of contoso.com.
What should you configure?

A. an action

B. a group

C. an exception
D. a condition
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Answer: C

Explanation:

Editing Policy settings > +New Rule > Exceptions We won't apply this rule to content that matches any of these exceptions. > +Add an exception > [Dropdownbox]
Except if the recipient domain is.

Except if recipient domain is Detects when content is sent in an email message to the recipient domains you specify.

NEW QUESTION 362

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From the subscription, you perform an audit log search, and you download all the results. You plan to review the audit log data by using Microsoft Excel.
You need to ensure that each audited property appears in a separate Excel column. What should you do first?

A. From Power Query Editor, transform the JSON data.

B. Format the Operations column by using conditional formatting.
C. Format the AuditData column by using conditional formatting.
D. From Power Query Editor, transform the XML data.

Answer: A

Explanation:

After you search the Office 365 audit log and download the search results to a CSV file, the file contains a column named AuditData, which contains additional
information about each event. The data in this column is formatted as a JSON object, which contains multiple properties that are configured as property:value pairs
separated by commas. You can use the JSON transform feature in the Power Query Editor in Excel to split each property in the JSON object in the AuditData
column into multiple columns so that each property has its own column. This lets you sort and filter on one or more of these properties

References:

https://docs.microsoft.com/en-us/microsoft-365/compliance/export-view-audit-log-records

NEW QUESTION 364

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Security & Compliance retention policies. You implement a preservation lock on a retention policy that is assigned
to all executive users.

Which two actions can you perform on the retention policy? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point?

A. Add locations to the policy

B. Reduce the duration of policy

C. Remove locations from the policy
D. Extend the duration of the policy
E. Disable the policy

Answer: AD

NEW QUESTION 365
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant and a Microsoft 365 E5 subscription. The tenant contains the users shown in the following table.

Name Role
Userl Secunty adnumstrator
Llger? Secunty operator
User3 accunty réader
LUlserd Comphance admumstrator

You plan to implement Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).
You verify that role-based access control (RBAC) is turned on in Microsoft Defender ATP.
You need to identify which user can view security incidents from the Microsoft Defender Security Center. Which user should you identify?

A. Userl
B. User2
C. User3
D. User4

Answer: A

NEW QUESTION 370

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune. You need to use Microsoft Endpoint Manager to deploy a
managed Google Play app to the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Create an app configuration policy
Link the account to Intune

Create a Microsoft account

Configure a mobile device management @

(MDM) push certificate

OO

Add the app

Create a Google account

Assign the app

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work#assign-a-managed-google-play-a

NEW QUESTION 371

- (Exam Topic 4)
HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Role
Useri Global admin
User2 None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name Role
Usert MNone
User? Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated
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Reference:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business https://docs.microsoft.com/en-

us/education/windows/education-scenarios-store-for-business#basic-purchaser-rol

NEW QUESTION 375
- (Exam Topic 4)

You have 100 computers that run Windows 8.1 and are enrolled in Upgrade Readiness. Two of the computers are configured as shown in the following table.

=

Name _&r_c_lj'itecihr: | [ Mcmgrz_ ﬁp_pl_i'cati;dns installed
feabit  1GB | Appt

12-bit | 2 GB AppZ

S

| ComputerZ

e

From Upgrade Readiness, you view the applications shown in the following table.

__Name | UpgradeDecision
App1 Ready to upgrade
-"«1'1;}_-‘ Review in progress

You enroll a computer named Computer3 in Upgrade Readiness. Computer3 has the following configurations:

> 8 GB of memory
> 64-bit architecture

> An application named App3 installed App3 is installed on Computer3 only.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

Computer1 has an UpgradeDecision status of Ready to upgrade. ()

Computer2 has an UpgradeDecision status of Ready to upgrade.

Computer3 has an UpgradeDecision status of Ready to upgrade. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes

Computer1 has an UpgradeDecision status of Ready to upgrade. ()
Computer2 has an UpgradeDecision status of Ready to upgrade. ()

Computer3 has an UpgradeDecision status of Ready to upgrade ':C)T

NEW QUESTION 377
- (Exam Topic 4)

No

O Ol 0

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.
You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.

ASR2 will be used to configure Microsoft Defender SmartScreen.

Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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ASR1:

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

ASR2:

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

NEW QUESTION 378
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You add Devicel to an Active Directory group.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

References:
https://www.scconfigmgr.com/2017/11/30/how-to-setup-co-management-part-6/

NEW QUESTION 379
- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

The company purchases a cloud app named Appl that supports Microsoft (loud App Security monitoring. You configure Appl to be available from the My Apps

portal.
You need to ensure that you can monitor Appl from Cloud App Security What should you do?

A. From the Device Management admin center, create an app configuration policy.
B. From the Azure Active Directory admin center, create an app registration.

C. From the Device Management admin center, create an app protection policy.

D. From the Azure Active Directory admin center, create a conditional access policy.

Answer: C
Explanation:

https://docs.microsoft.com/en-us/intune/apps/app-protection-policies

NEW QUESTION 383

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You create a retention label as shown in the Retention Label exhibit. (Click the Retention Label tab.)
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Review your settings

it wall take up to 1 day to apply the retenbon pobcy 10 the kocations you chose.

o Hame your label MName

Edonths

O Label settings

Description for admins

B Review your settings

Description for users

Retention

Retain and Defete

Baci Create ths label s e

You create a label policy as shown in the Label Policy Exhibit. (Click the Label Policy tab.)

Automatically apply a label to Detect content that matches this query:

content

™ Conditions

we'll apply thas policy 1o content that matches these conditsons.

. Choose label to auto-apply

Choose conditions Frogect

' MName your policy

Review your settings

Hack Pt Caficé

The label policy is configured as shown in the following table.

Configuration Value
Label to auto-apply 6Months
' Locations Exchange email |

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Any sent email message that contains the word ProjectX willbe O O
deleted immediately.
Any sent email message that contains the word ProjectX willbe (O O
retained for six months.
Users are required to manuallv apply a label to email messages () )

that contain the work ProjectX.
A. Mastered
B. Not Mastered
Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies

NEW QUESTION 384
- (Exam Topic 4)
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 385

- (Exam Topic 4)

Your company purchases a cloud app named Appl.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy

From the Cloud App Security admin
center, add an app connector

Signin to App1

Create a conditional access policy @

From the Azure Active Directory admin
center, configure the Diagnostic settings

©O

From the Azure Active Directory admin
center, add an app reqistration for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

NEW QUESTION 387

- (Exam Topic 4)

You need to grant a user a named Userl access to download compliance reports from the Security & Compliance reports from the Security from the Security &
Compliance admin center. The solution must use the principle of least privilege.

What should you do?

A. Add Userl to the Security Reader role group

B. Create a new role group that has the Preview role and add Userl to the role group.
C. Add userl to the Compliance Administrator role group.

D. Add Userl to the Service Assurance User role group.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/download-existing-reports?view=0365-worldwide
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NEW QUESTION 391

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You configure a new alert policy as shown in the following exhibit.

How do you want the alert to be triggered?

O Every time an activity matches the rule

O When the volume of matched activities reaches a threshold

More than orequalto 15 activities
During the last 60 minutes
On All users V4

@ When the volume of matched activities becomes unusual

On All users v

You need to identify the following:
> How many days it will take to establish a baseline for unusual activity.

> Whether alerts will be triggered during the establishment of the baseline.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline: v

=i | =] L | =k

Whether the alerts will be triggered during the
establishment of the baseline:

Alerts will be triggered.
Alerts will not be triggered.
Alerts will be triggered only after the process to

establish the baseline has been running for one day.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies ?view=0365-worldwide

NEW QUESTION 392

- (Exam Topic 4)

You have a Microsoft 365 subscription

All users are assigned a Microsoft 365 E3 License.

You enable auditing for your organization.

What is the maximum amount of time data will be retained in the Microsoft 365 audit log?

A. 2 years
B. 1 year

C. 30 days
D. 90 days

Answer: D
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Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 397

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You configure a device compliance policy as shown in the following exhibit.

Compliance settings | /|

Microsoft Defender ATP

Low
Device Health

Block
System Security

Require

Dewvice default

Jata storage on dev Require
' L Block
Actions for noncompliance =/
Action Schedule
Immediately
Immediately

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

When a device reports a medium threat level, the device wll v
be locked remotely

display a notification

marked as compliant

marked as noncompliant

removed from the database

Rooted devices will be v

allowed to access company resources
marked as compliant

prevented from accessing company resources
reported with a low device threat

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-android

NEW QUESTION 401

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create a retention label named Retentionl as shown in the following exhibit.
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Create retention label

& Nam

@ Label Setting Review and finish
Mame

& MName

@ Finish Eclit

Retention settings

Betention penod Fetention action

Bazed on
Based on when it wWas oreatedo

Edlit

You apply Retention! to all the Microsoft OneDrive content.

On January 1, 2020, a user stores a file named Filel in OneDrive. On January 10, 2020, the user modifies Filel.
On February 1, 2020, the user deletes Filel.

When will Filel be removed permanently and unrecoverable from OneDrive?

A. February 1, 2020
B. July 1.2020

C. July 10, 2020

D. August 1, 2020

Answer: B
NEW QUESTION 404

- (Exam Topic 4)
From the Security & Compliance admin center, you create a content export as shown in the exhibit. (Click the Exhibit tab.)

SharePoint Content Export

x  Restart report { | + Download report B Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, exciuding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
Mot enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yes

The export data was prepared within region:
Default region

Feedback

What will be excluded from the export?
A. a 10-MB XLSX file

B. a 5-MB MP3 file

C. a 5-KB RTF file

D. an 80-MB PPTX file

Answer: B

Explanation:
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Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint
don't perform full-text indexing on these types of files. These types of files are considered to be unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=03 https://docs.microsoft.com/en-
us/office365/securitycompliance/export-a-content-search-report

NEW QUESTION 405

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses a default domain named contoso.com. Three files were created on February 1, 2019, as shown in the following
table.

Name Stored in
File1 Microsoft OneDnve
| File2 A Microsoft SharePointlibrary |
[File3 Microsoft Exchange Online i
email

On March 1, 2019, you create two retention labels named Labell and Label2.
The settings for Lablel are configured as shown in the Labell exhibit. (Click the Labell tab.)

1]

Lt el

Lhser TRk 1BOS 18 orwres rosofl com

The settings for Lable2 are configured as shown in the Label2 exhibit. (Click the Label2 tab.)

When thes b 8 appsed to content

You apply the retention labels to Exchange email, SharePoint sites, and OneDrive accounts. For each of the following statements, select Yes if the statement is
true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Statements Yes No
File1 will be deleted automatically on February1, 2020 O O
If User1 does not complete the disposition review within 90 days of receiving O O
the notification, File2 will be deleted automatically after February 1, 2021
File3 will be deleted automatically after February 1, 2021 O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Retention overrides deletion. Box 2: No

Content in a document library will be moved to the first-stage Recycle Bin within 7 days of disposition, and

then permanently deleted another 93 days after that. Thus 100 days in total. Box 3: No

Items in an Exchange mailbox will be permanently deleted within 14 days of disposition. References:
https://docs.microsoft.com/en-us/office365/securitycompliance/labels https://docs.microsoft.com/en-us/office365/securitycompliance/disposition-reviews

NEW QUESTION 407
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