\i/ Exam Recommend!! Get the Full CCSK dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/CCSK-exam-dumps.html (117 New Questions)

Passing Certification Exams Made Easy

CSA
Exam Questions CCSK

Certificate of Cloud Security Knowledge

visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full CCSK dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/CCSK-exam-dumps.html (117 New Questions)

NEW QUESTION 1
Which statement best describes the Data Security Lifecycle?

A. The Data Security Lifecycle has six stages, is strictly linear, and never varies.

B. The Data Security Lifecycle has six stages, can be non-linear, and varies in that some data may never pass through all stages.
C. The Data Security Lifecycle has five stages, is circular, and varies in that some data may never pass through all stages.

D. The Data Security Lifecycle has six stages, can be non-linear, and is distinct in that data must always pass through all phases.
E. The Data Security Lifecycle has five stages, can be non-linear, and is distinct in that data must always pass through all phases.

Answer: B

NEW QUESTION 2
What is true of companies considering a cloud computing business relationship?

A. The laws protecting customer data are based on the cloud provider and customer location only.

B. The confidentiality agreements between companies using cloud computing services is limited legally to the company, not the provider.
C. The companies using the cloud providers are the custodians of the data entrusted to them.

D. The cloud computing companies are absolved of all data security and associated risks through contracts and data laws.

E. The cloud computing companies own all customer data.

Answer: C

NEW QUESTION 3
Use elastic servers when possible and move workloads to new instances.

A. False
B. True

Answer: B

NEW QUESTION 4
Which layer is the most important for securing because it is considered to be the foundation for secure cloud operations?

A. Infrastructure
B. Datastructure
C. Infostructure

D. Applistructure
E. Metastructure

Answer: A

NEW QUESTION 5
In volume storage, what method is often used to support resiliency and security?

A. proxy encryption

B. data rights management
C. hypervisor agents

D. data dispersion

E. random placement

Answer: D

NEW QUESTION 6

What are the primary security responsibilities of the cloud provider in the management infrastructure?
A. Building and properly configuring a secure network infrastructure

B. Configuring second factor authentication across the network

C. Properly configuring the deployment of the virtual network, especially the firewalls

D. Properly configuring the deployment of the virtual network, except the firewalls

E. Providing as many API endpoints as possible for custom access and configurations

Answer: D

NEW QUESTION 7

CCM: In the CCM tool, ais a measure that modifies risk and includes any process, policy, device, practice or any other actions which modify risk.
A. Risk Impact

B. Domain

C. Control Specification

Answer: C

NEW QUESTION 8
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For third-party audits or attestations, what is critical for providers to publish and customers to evaluate?

A. Scope of the assessment and the exact included features and services for the assessment
B. Provider infrastructure information including maintenance windows and contracts

C. Network or architecture diagrams including all end point security devices in use

D. Service-level agreements between all parties

E. Full API access to all required services

Answer: C

NEW QUESTION 9
What is the newer application development methodology and philosophy focused on automation of application development and deployment?

A. Agile

B. BusOps

C. DevOps

D. SecDevOps
E. Scrum

Answer: C

NEW QUESTION 10
Which cloud-based service model enables companies to provide client-based access for partners to databases or applications?

A. Platform-as-a-service (PaaS)
B. Desktop-as-a-service (DaaS)
C. Infrastructure-as-a-service (laaS)
D. Identity-as-a-service (IDaaS)
E. Software-as-a-service (SaaS)

Answer: A

NEW QUESTION 10
What are the primary security responsibilities of the cloud provider in compute virtualizations?

A. Enforce isolation and maintain a secure virtualization infrastructure

B. Monitor and log workloads and configure the security settings

C. Enforce isolation and configure the security settings

D. Maintain a secure virtualization infrastructure and configure the security settings
E. Enforce isolation and monitor and log workloads

Answer: A

NEW QUESTION 13
Which of the following items is NOT an example of Security as a Service (SecaaS)?

A. Spam filtering

B. Authentication

C. Provisioning

D. Web filtering

E. Intrusion detection

Answer: C

NEW QUESTION 15

Which statement best describes why it is important to know how data is being accessed?

A. The devices used to access data have different storage formats.

B. The devices used to access data use a variety of operating systems and may have different programs installed on them.
C. The device may affect data dispersion.

D. The devices used to access data use a variety of applications or clients and may have different security characteristics.
E. The devices used to access data may have different ownership characteristics.

Answer: D

NEW QUESTION 16

Network logs from cloud providers are typically flow records, not full packet captures.

A. False
B. True

Answer: B

NEW QUESTION 18
What should every cloud customer set up with its cloud service provider (CSP) that can be utilized in the event of an incident?
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A. A data destruction plan
B. A communication plan
C. A back-up website

D. A spill remediation kit
E. A rainy day fund

Answer: B

NEW QUESTION 22
Which attack surfaces, if any, does virtualization technology introduce?

A. The hypervisor

B. Virtualization management components apart from the hypervisor
C. Configuration and VM sprawl issues

D. All of the above

Answer: D

NEW QUESTION 26
Which of the following statements are NOT requirements of governance and enterprise risk management in a cloud environment?

A. Inspect and account for risks inherited from other members of the cloud supply chain and take active measures to mitigate and contain risks through operational
resiliency.

B. Respect the interdependency of the risks inherent in the cloud supply chain and communicate the corporate risk posture and readiness to consumers and
dependent parties.

C. Negotiate long-term contracts with companies who use well-vetted software application to avoid the transient nature of the cloud environment.

D. Provide transparency to stakeholders and shareholders demonstrating fiscal solvency and organizational transparency.

E. Both B and C.

Answer: C

NEW QUESTION 27
Any given processor and memory will nearly always be running multiple workloads, often from different tenants.

A. False
B. True

Answer: B

NEW QUESTION 29
What is true of a workload?

A. Itis a unit of processing that consumes memory
B. It does not require a hardware stack

C. Itis always a virtual machine

D. It is configured for specific, established tasks

E. It must be containerized

Answer: A

NEW QUESTION 30
Cloud applications can use virtual networks and other structures, for hyper-segregated environments.

A. False
B. True

Answer: B

NEW QUESTION 34
Which type of application security testing tests running applications and includes tests such as web vulnerability testing and fuzzing?

A. Code Review

B. Static Application Security Testing (SAST)

C. Unit Testing

D. Functional Testing

E. Dynamic Application Security Testing (DAST)

Answer: E

NEW QUESTION 38

CCM: A hypothetical start-up company called "ABC" provides a cloud based IT management solution. They are growing rapidly and therefore need to put controls
in place in order to manage any changes in

their production environment. Which of the following Change Control & Configuration Management production environment specific control should they implement
in this scenario?
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A. Policies and procedures shall be established for managing the risks associated with applying changes to business-critical or customer (tenant)-impacting
(physical and virtual) applications and systemsystem interface (API) designs and configurations, infrastructure network and systems components.

B. Policies and procedures shall be established, and supporting business processes and technical measures implemented, to restrict the installation of
unauthorized software on organizationally-owned ormanaged user end-point devices (e.

C. issued workstations, laptops, and mobile devices) and IT infrastructure network and systems components.

D. All cloud-based services used by the company's mobile devices or BYOD shall be pre-approved for usage and the storage of company business data.
E. None of the above

Answer: A

NEW QUESTION 40
What is known as a code execution environment running within an operating system that shares and uses the resources of the operating system?

A. Platform-based Workload
B. Pod

C. Abstraction

D. Container

E. Virtual machine

Answer: D

NEW QUESTION 42

CCM: The Architectural Relevance column in the CCM indicates the applicability of the cloud security control to which of the following elements?
A. Service Provider or Tenant/Consumer

B. Physical, Network, Compute, Storage, Application or Data

C. SaaS, PaaS or laaS

Answer: C

NEW QUESTION 47

Select the best definition of “compliance” from the options below.

A. The development of a routine that covers all necessary security measures.

B. The diligent habits of good security practices and recording of the same.

C. The timely and efficient filing of security reports.

D. The awareness and adherence to obligations, including the assessment and prioritization of corrective actions deemed necessary and appropriate.
E. The process of completing all forms and paperwork necessary to develop a defensible paper trail.

Answer: D

NEW QUESTION 49

CCM: Cloud Controls Matrix (CCM) is a completely independent cloud assessment toolkit that does not map any existing standards.

A. True
B. False

Answer: B

NEW QUESTION 53
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