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NEW QUESTION 1

HOTSPOT - (Topic 1)

You plan to create a custom sensitive information type that will use Exact Data Match (EDM).

You need to identify what to upload to Microsoft 365, and which tool to use for the upload. What should you identify? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Upload: |pata hashes
Data on thie XML format

igitally signed data

Lhoe Lazre Stodmdge Fxplone
EL3M1 upload agent
Theae MicTosail 365 compliance conter
Thas Seell=0H crndiet

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Uises Jasure stonage Explonse
L0 uplaad sgent
The Rcrosolt T65 complance contmr
T Sank= ¥ cmcibet

NEW QUESTION 2

- (Topic 1)

You need to protect documents that contain credit card numbers from being opened by users outside your company. The solution must ensure that users at your
company can open the documents.

What should you use?

A. a retention policy

B. a sensitivity label policy

C. a sensitivity label

D. a data loss prevention (DLP) policy

Answer: D

NEW QUESTION 3

HOTSPOT - (Topic 1)

You have a Microsoft 365 tenant that uses a domain named canstoso.com.

A user named Userl leaves your company. The mailbox of Userl is placed on Litigation Hold, and then the account of User1 is deleted from Azure Active
Directory (Azure AD).

You need to copy the content of the Userl mailbox to a folder in the existing mailbox of another user named User2.

How should you complete the PowerShell command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arco
EinactiveMailbow = Gel-Mailbow  Thad U iveHellbostiniy -~ Tdenrity oo sl ngus t shed namse >
[ T —— T i ree ianlbeas BT b werita | Do . 0Lt Dol shedilame
M- M il e el il et 1 iteatonold Enabied
Aol s :... eI et el Targetfnet i liler “User) Ml lbox™
S -PA o topmgre e daalbors
A. Mastered

B. Not Mastered
Answer: A
Explanation:

https://docs.microsoft.com/en-us/microsoft-365/compliance/restore-an-inactive-mailbox?view=0365-worldwide

NEW QUESTION 4
- (Topic 1)
You have a Microsoft OneDrive for Business folder that contains the files shown in the following table.
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Type

Number of files

JPg

50

.docx

300

Ixt

50

Zip

20

In Microsoft Cloud App Security, you create a file policy to automatically apply a classification.

What is the effect of applying the policy?

A. The policy will apply to only the .docx and .txt file
B. The policy will classify the files within 24 hours.

C. The policy will apply to all the file

D. The policy will classify only 100 files daily.
E. The policy will apply to only the .docx file
F. The policy will classify only 100 files daily.

G. The policy will apply to only the .docx and .txt file

H. The policy will classify the files immediately.
Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

NEW QUESTION 5
- (Topic 1)
You create a label that encrypts email data.

Users report that they cannot use the label in Outlook on the web to protect the email messages they send.
You need to ensure that the users can use the new label to protect their email. What should you do?

A. Wait six hours and ask the users to try again.

B. Create a label policy.
C. Create a new sensitive information type.
D. Modify the priority order of label policies

Answer: D
NEW QUESTION 6

- (Topic 1)
Your company has a Microsoft 365 tenant that

The company uses Microsoft Office 365 Message Encryption (OMI ) to encrypt email sent to users in fabrikam.com.

uses a domain named contoso.

A user named Userl erroneously sends an email to user2@fabrikam You need to disable user2@fabrikam.com from accessing the email. What should you do?

A. Run the New-ComplianceSearchAction cmdlet.
B. Instruct Userl to delete the email from her Sent Items folder from Microsoft Outlook.

C. Run the Get-MessageTrace Cmdlet.
D. Run the Set-OMEMessageRevocation Cmd
E. instruct Userl to select Remove external ac

Answer: C

NEW QUESTION 7
HOTSPOT - (Topic 1)

While creating a retention label, you discover that the Mark items as a regulatory record option is unavailable.
You need to ensure that the option is available when you create retention labels in the Microsoft Purview compliance portal.
How should you complete the PowerShell script? To answer, select the appropriate options in the answer area.

let.
cess from Microsoft Outlook on the web.

NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 8
HOTSPOT - (Topic 1)

fuserCredential = Get-Credential

Import-Hodule | ExchangeOnlineManagement -

Az

ExchangeOnhneManagement
| Microsoft.Online.SharePoint. PowerShell
| MicrosoftTeams I

{M-IPPE%: w | -Credential SUserCredential
Il‘:nnneﬂ-ﬁ-adnn e

Connect-AzureAD

Connect-AzAccount

H—Rgmtnqtmphmcul ¥ | -Enabled Strue

Enable-ComplianceTagStorage
New-ComphanceTag

Set-RegulatoryComphancelll

Set-RetentionCompliancePolicy

$UserCredential = Get-Credential

lmport-Module Euﬂeﬂrﬂmwawt By

Az

ExchangeOnhneManagement

| Microsoft.Online SharePoint PowerShell

| MicrosoftTeams |
Connect-IPPS w | .Credential SUserCredential
Connect-Aadrm -
Connect-AzureAD
Connect-AzAccount

DCiC

Connect- IPPSSesson

l &t-mmtﬂ[ﬁmﬂﬂmﬂll - I -Enabled Strue

Enable-ComplianceTagStorage
New-ComphanceTag

Set-RegulatoryComphancel|

Set-RetentionCompliancePolicy

You have a Microsoft 365 E5 subscription.
You create an adaptive scope named Scope 1 as shown in the following exhibit.
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& Name

e Scope type

@ Finish

Review and finish

Mame
SCope

Edi

Description

Lchit

Type
Group

Edit

Query summary
MName starts with Group

Eciil

.

You create a retention policy named Policyl that includes Scopel.

To which three locations can you apply Policyl? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one point.

- Add scopes

Choose lecations to apply the policy

Based on the scopes you added, this policy can be applied to content in these locations.

Status Location

Add scopes to see them here

A. Mastered
B. Not Mastered

Answer: A

Explanation:

@ Exchange email

@‘ SharePoint sites

&

DOneDrive accounts

Microsoft 365 Groups

Skype for Business

Teams channel messages

Teams chats

Teams private channel messages

&8 &8 & & @ &

Yammer community messages [Preview)
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-+ Add scopes

Add scopes to see them here

Choose locations to apply the policy

Based on the scopes you added, this policy can be applied to content in these locations.

Status Lacation
[ = - =
| @ Exchange email |
_________ -
o e e m
i % SharePoint sites |
- e EE O S N RS S - |
| &  OneDrive accounts |

- o S e S S A S

Microsoft 365 Groups

Skype for Business

Teams chats

Teams private channel messages

o
®
@ Teams channel messages
w
o
o

Yammer community messages (Preview)

NEW QUESTION 9

HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 tenant that contains a sensitivity label named labell. You plan to enable co-authoring for encrypted files.
You need to ensure that files that have labell applied support co-authoring.

Which two settings should you modify? To answer, select the settings in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Encryption
Control who can access files and email messages that have this label applied. Learmn maore about encryption settings
{:} Reamowe ancnyption if the file or email is er rypled
@ Coand oL BNy el S '!l"\-_;'.
I Finming o encrypRion empacts Olfion fikies fford, Porve Ponmnl, Bndet) 15 Furss Ehis I.|I,q_1.-.|t;:1;\.'||l-c:: Bedmeg e les will e encrygiscd bor secuily resior, perioiemance will o whomar wheny the
T i O tiel] O Sowncl, el soone Sduisefoen [ dedd el ime featues will be Rmeiad or unavaitable. Leam more
-'l.',-_-ir_'.r'. PEMMISRONS NOWw OF let users decida?
; SESEON PEBTTHS SIS PO

T A b P B i i will e rrnmatsralhy Erdaread sisea 1 labal it aeraied b ™ Al CHiEs
b E=rsd iyl eings you choose will be automatscally enforced whien the label i@ oppised to emas and Cifice hle

User access to content expires (1)

| A number of days ater label is applied i

E Access expires this many days aﬂ;er the label is applied
1 80

Allow offiine access (1)

| Atways ¥

Assign permissions to specific users and groups * [

Assign permissions

Users and groups Permissions
Mo data available

¥ | Use Double Key Encryption (i)

https.//sts.contosc.com

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Co-authoring and AutoSave aren't supported and don't work for labeled and encrypted Office documents that use any of the following configurations for encryption:
? Let users assign permissions when they apply the label and the checkbox In Word,

PowerPoint, and Excel, prompt users to specify permissions is selected. This configuration is sometimes referred to as "user-defined permissions".

? User access to content expires is set to a value other than Never.

? Double Key Encryption is selected.
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NEW QUESTION 10

- (Topic 1)

You have a Microsoft 365 tenant that uses Microsoft Teams.

You need to ensure that all internal communication is stored for a minimum of seven years. What should you create first?

A. a retention label

B. a Microsoft SharePoint Online site

C. a Microsoft Exchange Online shared mailbox
D. a retention label policy

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention?view=0365-worldwide

NEW QUESTION 10

- (Topic 1)

Your company has a Microsoft 365 tenant.

The company performs annual employee assessments. The assessment results are recorded in a document named Assessment | cmplatc.docx that is created by
using Microsoft Word template. Copies of the employee assessments are sent to employees and their managers. The assessment copies are stored in mailboxes,
Microsoft SharePoint Online sites, and OneDrive for Business folders. A copy of each assessment is also stored in a SharePoint Online folder named
Assessments.

You need to create a data loss prevention (DLP) policy that prevents the employee assessments from being emailed to external users. You will use a document
fingerprint to identify the assessment documents.

What should you include in the solution?

A. Create a fingerprint of AssessmentTemplate.docx.

B. Create a sensitive info type that uses Exact Data Match (EDM).

C. Create a fingerprint of TOO sample documents in the Assessments folder.
D. Import 100 sample documents from the Assessments folder to a seed folder.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/document-fingerprinting?view=0365-worldwide

NEW QUESTION 12

HOTSPOT - (Topic 1)

You need to recommend an information governance solution that meets the HR requirements for handling employment applications and resumes.

What is the minimum number of information governance solution components that you should create? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Minimum number of retention labels: v

W =

Minimum number of auto-labeling policies: v

W =

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Minimum number of retention labels: J v

Minimum number of auto-labeling policies: v

s W;M'—-l

NEW QUESTION 17
HOTSPOT - (Topic 1)
You have a Microsoft SharePoint Online site named Sitel that contains the files shown in the following table.

Name Number of IP addresses in the file
File1.txt 2
File2.docx | 6
File3dat | 4

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DIP rules shown in the following table.

Name | Content contains Policy tip
Rule1 | 1 or more IP addresses | Tip1
Rule2 | 2 or more IP addresses | Tip2
Rule3 | 6 or more IP addresses | Tip3

M—lﬂé

You apply DLP1 to Sitel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No,
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
File1.txt has the Tip1 policy tip.
File2.docx has the Tip3 policy tip.
File3.dat has the Tip2 policy tip.
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes No
File1.txt has the Tip1 policy tip.

File2.doox has the Tip3 policy tip.

File3.dat has the Tip2 policy tip. | I

NEW QUESTION 19
HOTSPOT - (Topic 1)
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You have a Microsoft 365 subscription.
In Microsoft Exchange Online, you configure the mail flow rule shown in the following exhibit.

Protect with OMEv2

[} Edit rule conditions ) Edit rule settings

Status: Enabled

Enable or disable rule

@D ovies

Rule settings

Rule name Mode

Protect with OMEv2 Enforce

Severity Set date range

Not Specfied Specfic date range is not set
Senders address Priority

Matching Header 0

Rule description
Apply this rule if

Is sent to Outside the organuation
ond Includes these words in the message subject: [Encrypt]

Do the following
nghts protect message with RMS template: Encrypt

Rule comments

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
Angwer Arca

miust fegn i 1D 1he fhce 365 Message Encrypii

| will be unable to read messages
will have messages decrypled automatically

Recipeents from an external Microsoft 365 subscription [answer cholce].  willbeunableforeadmessages ===~
| must sign in to the Office 365 Message Encryption (OME) portal to read message

will be unable to read me

[ will have messages decrypted automatically

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Arswer Area

| will be unable 1o read messages
will have messages decrypled automatically

Recipeents from an external Microsoft 365 subscnption [answer choice]. | will be ynable 1o read messages _——
L must sign in to the Office 365 Message Encryption (OME) portal to read message

will be unable 1o read messages

| wiilll have messages decrypted automancally
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NEW QUESTION 23
- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring a file policy in Microsoft Cloud App Security.

You need to configure the policy to apply to all files. Alerts must be sent to every file owner who is affected by the policy. The policy must scan for credit card

numbers, and alerts must be sent to the Microsoft Teams site of the affected department.
Solution: You use the Data Classification service inspection method and send alerts as email.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/dcs-inspection https://docs.microsoft.com/en-us/cloud-app-security/data-protection-policies

NEW QUESTION 26
- (Topic 1)

You have a Microsoft 365 E3 subscription.
You plan to audit all Microsoft Exchange Online user and admin activities.

You need to ensure that all the Exchange audit log records are retained for one year. What should you do?

A. Modify the record type of the default audit retention policy.
B. Modify the retention period of the default audit retention policy.
C. Create a custom audit retention pol

D. Assign Microsoft 365 Enterprise E5 licenses to all users.

Answer: D

NEW QUESTION 30
HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 tenant that contains three groups named Groupl, Group2, and Group3.

You have the users shown in the following table.

Name

Member of

Userl

Groupl

User?2

Groupl, Group3

User3

Group2, Group3

You have the sensitivity labels

+ Create a label =
Name
General
Confidential

Low
Medium
High
Top Secret
Low

Medium

High

shown in the following exhibit.

Publish labels ¢ Refresh

You have the label policies shown in the following table.
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Apply this default

Name Labels to publish SrauR label to documents

Policyl Confidential Groupl Confidential
Confidential — Low
Confidential - Medium
Confidential — High
Policy2 All labels Group?2 Confidential — Medium

Policy3 Confidential Group3 Top Secret
Confidential - Low
Confidential — Medium
Confidential — High
Top Secret

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
The Confidential label will be applied to all the documents created by Userl.

User2 can apply the General label to all the documents created by User2.

User3 can change the label applied to a document created by Userl.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Statements Yes No

=1
L =

The Confidential label will be applied to all the documents created by Userl.

User2 can apply the General label to all the documents created by User2.

User3 can change the label applied to a document created by Userl. Ke)

NEW QUESTION 35

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant and 500 computers that run Windows 10. The computers are onboarded to the Microsoft 365 compliance center.

You discover that a third-party application named Tailspin_scanner.exe accessed protected sensitive information on multiple computers. Tailspin_scanner.exe is
installed locally on the computers.

You need to block Tailspin_scanner.exe from accessing sensitive documents without preventing the application from accessing other documents.

Solution: From the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings,

you add the application to the unallowed apps list. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Unallowed apps is a list of applications that you create which will not be allowed to access a DLP protected file.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-using?view=0365- worldwide

NEW QUESTION 37

HOTSPOT - (Topic 1)

You need to implement an information compliance policy to meet the following requirements:

? Documents that contain passport numbers from the United States, Germany, Australia, and Japan must be identified automatically.

? When a user attempts to send an email or an attachment that contains a passport

number, the user must receive a tooltip in Microsoft Outlook.

? Users must be blocked from using Microsoft SharePoint Online or OneDrive for Business to share a document that contains a passport number.

What is the minimum number of sensitivity labels and auto-labeling policies you should create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Sensitivity labels:

v

SN e

Auto-labeling policies:

SN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Sensitivity labels:

Auto-labeling policies:

NEW QUESTION 38
- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl. Some email messages sent to Userl appear to have been read and

deleted before the user viewed them.

When you search the audit log in the Microsoft Purview compliance portal to identify who signed in to the mailbox of Userl, the results are blank.
You need to ensure that you can view future sign-ins to the mailbox of Userl. Solution: You run the Set-AuditConfig -Workload Exchange command.

Does that meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 39
HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 subscription.
You have the alerts shown in the following exhibit
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Data loss prevention £ Remove from navigation

Overview  Policies Alerts Endpoint DLP settings  Activity explorer

Export Fafrach 2items [P Customize columns
Filter "y Reset "5 Filters
Time range: 2/9/2022.2/9/2022 ~ User: Any Alert status: Any Alert severty: Any

Alert nama Sawerity Shatuy

DLP policy match for documaent Filed.docx’ in SharePoint aam .= Hiet oleed

DLP policy match for document ‘Fileldocx’ in SharePolnt maw .. Active

Answer Arcl
The alert status for Filet docn canm be changed o [answer cholce] -

Dismissed only
Investigating ony
Fasohd ondy

Investigating and Drsrmissed only
inwestigating, Deemmsed, and ilesntved

The alert status for Filed docs can be charged to [answer cholce] -
Active only
Irneestig ating ondy
Investigating and Desmitded

Active, Inveshgatmg, and Dismessed

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Anwer Aren
The slert status for Filet docn can be charged to [answer choloe] -
Duimissed arily
Investigating ondy
Resohved ondy
Investigating and Dwrnissad only
Ireatigating Deamated, pnd Rentved
The alevt status for Filed docs can be charged to [answer choloe] w
Active only

Irnvesing ating Crdy
~Imeshoating and Deunitied, _

d Acive, imvosgatng snd Dvamased

NEW QUESTION 43

- (Topic 1)

You have a Microsoft 365 tenant.

You have a database that stores customer details. Each customer has a unique 13-digit identifier that consists of a fixed pattern of numbers and letters.

You need to implement a data loss prevention (DLP) solution that meets the following requirements:

* Email messages that contain a single customer identifier can be sent outside your company,

» Email messages that contain two or more customer identifiers must be approved by the company s data privacy team.

Which two components should you include in the solution? Each correct answer presents part of the solution. NOTE Each correct selection is worth one point.

A. a sensitive information type
B. a DLP policy

C. a mail flow rule

D. a sensitivity label

E. a retention label

Answer: AC

NEW QUESTION 45

- (Topic 1)

You have a Microsoft 365 E5 subscription that uses Microsoft Purview. The subscription contains two groups named Groupl and Group2.
You need to implement a policy to detect messages that present a conflict of interest between the users in Groupl and the users in Group2.
What should you use in the Microsoft Purview compliance portal?

A. Insider risk management

B. Privacy risk management
C. Information barriers

D. Communication compliance
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Answer: C

NEW QUESTION 48

HOTSPOT - (Topic 1)

You have a Microsoft 365 E5 tenant.

Data loss prevention (DLP) policies are applied to Exchange email, SharePoint sites, and OneDrive accounts locations.
You need to use PowerShell to retrieve a summary of the DLP rule matches from the last seven days.

Which PowerShell module and cmdlet should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Module: v

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Online

Cmdlet: v
Get-DlpDetailReport
Get-DlpDetectionsReport
Get-DlpPolicy
Get-DIpSiDetectionsReport

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Module: v
Azure i&c_tige_Directory (Azure AD)
'Exchange Online |
SharePoint Online
Cmdlet: v

—_— e e e Mo e e == =y

'Get-DIpDetectionsReport |

b .-

Get-DlpPolicy
Get-DlpSiDetectionsReport

NEW QUESTION 49

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers are joined to Azure Active Directory (Azure AD).

You need to ensure that Endpoint DLP policies can protect content on the computers. Solution: You deploy the Endpoint DLP configuration package to the
computers. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started ?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-endpoints?view=0365-worldwide

NEW QUESTION 53
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You are configuring a data loss prevention (DLP) policy to report when credit card data is found on a Windows
10 device joined to Azure Active Directory (Azure AD).

You plan to use information from the policy to restrict the ability to copy the sensitive data to the clipboard.
What should you configure in the policy rule?

A. the incident report
B. an action

C. user notifications
D. user overrides

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-using ?view=0365- worldwide

NEW QUESTION 55

- (Topic 1)

You have a Microsoft 365 E5 tenant.

You create a data loss prevention (DLP) policy.

You need to ensure that the policy protects documents in Microsoft Teams chat sessions. Which location should you enable in the policy?

A. OneDrive accounts

B. Teams chat and channel messages
C. Exchange email

D. SharePoint sites

Answer: A

NEW QUESTION 57
- (Topic 1)
You have a Microsoft 365 alert named Alert2 as shown in the following exhibit

Status Category Activity count Last occurrence...

Data loss prevention 1 & days ago

You need to manage the status of Alert2. To which status can you change Alert2?

A. The status cannot be changed.

B. Dismissed only

C. Investigating only

D. Active or Investigating only

E. Investigating, Active, or Dismissed

Answer: E
NEW QUESTION 62

HOTSPOT - (Topic 1)
You have a Microsoft 365 tenant named contoso.com that contains two users named Userl and User2. The tenant uses Microsoft Office 365 Message Encryption

EJO'SI:aArIi)bIans to send emails that contain attachments as shown in the following table.
Subject To Attachment type Message size
Maill User2@contoso.com | .docx 40 MB
Mail2 User4d@outlook.com | .doc 3 MB
Mail3 User3@gmail.com Xlsx 7 MB
User2 plans to send emails that contain attachments as shown in the following table.
Subject To Attachment type Message size
Mail4 Userl@contoso.com | .pptx 4 MB
Mail5 User4@outlook.com | .jpg 6 MB
Mail6 User3@gmail.com .docx 3 MB

For which emails will the attachments be protected? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Userl: v

Maill only

Mail3 only

Maill and Mail2 only
Mail2 and Mail3 only
Maill, Mail2, and Mail3

User2: v

Mail5 only

Mail6 only

Mail4 and Mail5 only
Mail4 and Mail6 only
Maill, Mail2, and Mail3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Userl: v
Maill only
Mail3 only
Maill and Mail2 only
~ Mail2 and Mail3 only :
~ Maill, Mail2, and Mail3
User2: v
Mail5 only
Mailé only

Mail4 and Mail5 only

- s O O O W S e .

|
__________ d

Maill, Mail2, and Mail3

NEW QUESTION 63

- (Topic 1)

You need to ensure that documents in a Microsoft SharePoint Online site that contain a reference to Project
Alpha are retained for two years, and then deleted.

Which two objects should you create? Each correct answer presents part of the solution. (Choose two.)
NOTE: Each correct selection is worth one point.

A. a retention policy

B. an auto-apply label policy
C. a sensitive info type

D. a retention label

E. a sensitivity label

F. a publishing label policy

Answer: BD

Explanation:
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Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-retention-labels-automatically ?view=0365Worldwide

NEW QUESTION 65
- (Topic 1)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role group
Admin1 | eDiscovery Manager
Admin2 | eDiscovery Administrator
Admin3 | none

You need to ensure that Admin3 can create holds in owing table. To what should you add Admin3?

A. the Global Administrator role

B. the eDiscovery Manager role group

C. the Compliance Manager Contributors role group
D. the eDiscovery Administrator role group

Answer: D

NEW QUESTION 68

HOTSPOT - (Topic 1)

You have a Microsoft 365 subscription that contains two groups named Groupl and Group2.
You have the compliance assessments shown in the following table.

Name Group
Cal Group1
Cal Group1
Ca3 Group?

You have the improvement actions shown in the following table.

Action Compliance Improvement action Paints Action type
assessment

Action] Cal Create and publish a retention label 5 Technical
ActionZ Ca2 | Create and publish a retention label 5 | Technical
Action3 Ca3 Enable Windows 10 Security baseline 3 Technical
Actiond Cal Restrict access to privileged accounts 10 Operational &
Action5 Ca2 Update security awareness training 10 Operational
Actionb Ca3 Update security awareness training 10 Operational

You perform the following actions:

* Create and publish a retention label.

 Implement security awareness training for all users.

* For Action4, change Implementation status to Implemented

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes
The comphance score for Cal will increase by 15 points
The complance score for Ca2 will increase by 15 points
The compliance score for Ca3 will increase by 10 paints
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-400 Dumps From Exambible
exam blb|@ https://www.exambible.com/SC-400-exam/ (154 Q&AS)

Answer Area

Statements Yes Neo

The comphance score for Cal will increase by 15 points
The complance score for Ca2 will increase by 15 points i

The compliance score for Cad wall increase L'u',- 10 paints |

NEW QUESTION 70

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You recently discovered that the developers at your company emailed Azure Storage keys in plain text to third parties.

You need to ensure that when Azure Storage keys are emailed, the emails are encrypted. Solution: You configure a mail flow rule that matches the text patterns.
Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/exchange/policy-and-compliance/mail-flow-rules/conditions-and-exceptions?view=exchserver-2019

NEW QUESTION 75

- (Topic 1)
You have a Microsoft 365 tenant that contains the users shown in the following table.
Name Role
Userl Global administrator
User2 Security administrator
User3 Compliance administrator
User4 Search administrator

You configure a retention label to trigger a disposition review at the end of the retention period.
Which users can access the Disposition tab in the Microsoft 365 compliance center to review the content?

A. Userl only
B. User2 only
C. User3 only
D. Userl and User3
E. User3 and User4

Answer: C

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-andcompliance-center?view=0365-worldwide

NEW QUESTION 80
- (Topic 1)
You have a data loss prevention (DLP) policy configured for endpoints as shown in the following exhibit.
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From a computer named Computerl, 3 user can sometimes upload files to cloud services and sometimes cannot. Other users experience the same issue. What
are two possible causes of the issue? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. The Access by unallowed apps action is set to Audit only.

B. The computers are NOT onboarded to the Microsoft 365 compliance center.

C. The Copy to clipboard action is set to Audit only.

D. There are file path exclusions in the Microsoft 365 Endpoint data loss prevention (Endpoint DIP) settings.

E. The unallowed browsers in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings are NOT configured.

Answer: DE

NEW QUESTION 83

- (Topic 1)

You need to recommend a solution that meets the Data Loss Prevention requirements for the HR department.
Which three actions should you perform? Each correct answer presents part of the solution. (Choose three.)
NOTE: Each correct selection is worth one point.

A. Schedule EdmUploadAgent.exe to hash and upload a data file that contains employee information.
B. Create a sensitive info type rule package that contains the EDM classification.

C. Define the sensitive information database schema in the XML format.

D. Create a sensitive info type rule package that contains regular expressions.

E. Define the sensitive information database schema in the CSV format.

Answer: ABC

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-custom-sensitive-information-types-withexact-data-match-based-
classification?view=0365-worldwide

NEW QUESTION 88

- (Topic 1)

You need to create a retention policy to retain all the files from Microsoft Teams channel conversations and private chats.
Which two locations should you select in the retention policy? Each correct answer present part of the solution.

NOTE: Each correct selection is worth one point.

A. Team channel messages
B. OneDrive accounts

C. SharePoint sites

D. Exchange email

E. Office 365 groups

F. Team chats

Answer: BC

Explanation:
Reference:
https://support.microsoft.com/en-us/office/file-storage-in-teams-df5cc0a5-d1bb-414c-8870- 46c6eb76686a

NEW QUESTION 90
HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type
Group1 | Microsoft 365
GroupZ | Security

The subscription contains the resources shown in the following table.
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Name Type
Site Microsoft SharePoint Online site
Team Microsoft Teams team

You create a sensitivity label named Label 1.

You need to publish Label! and have the label apply automatically.

To what can you publish Label 1, and to what can Label! be auto-applied? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Publish to: | Group1 and Site1 only '6
Site1 only
Group1 only
Group1 and Group?2 only
Site1 and Team1 only
Group1, Group2, Site1, and Team1

Auto-apply to: ‘ Site onls '{4

Group1 only

| Group1 and GroupZ only

Group1 and Sitel only

Site1 and Team1 only

| Group 1, GroupZ, Site1, and Team1

Publish to: | Group1 and Site1 only '6
Site1 only
Group1 only
Group1 and GroupZ only

Group and Site1 only

Site1 and Team1 only
Group1, GroupZ2, Sitel, and Team 1

Auto-apply to: ! Site onls '{4

[Group Tonly”

| Group1 and GroupZ only

Group1 and Sitel only

Site1 and Team1 only

| Group 1, GroupZ, Site1, and Team1

NEW QUESTION 91

- (Topic 1)

You have a Microsoft 365 subscription.
You need to be notified by email whenever an administrator starts an eDiscovery search. What should you do from the Microsoft Purview compliance portal?

A. From eDiscovery, create an eDiscovery case.
B. From Policies, create an alert policy.

C. From Records management, create event type.
D. From Content search, create a new search.

Answer: B

NEW QUESTION 93

- (Topic 1)

You are creating a data loss prevention (DLP) policy that will apply to all available locations. You configure an advanced DLP rule in the policy. Which type of
condition can you use in the rule?

A. Keywords

B. Content search query
C. Sensitive info type

D. Sensitive label
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Answer: A

NEW QUESTION 94

- (Topic 1)

Your company has a Microsoft 365 tenant that uses a domain named contoso.com. You are implementing data loss prevention (DLP).

The company's default browser is Microsoft Edge.

During a recent audit, you discover that some users use Firefox and Google Chrome browsers to upload files labeled as Confidential to a third-party Microsoft
SharePoint Online site that has a URL of https://m365x076709.sharepoint.com. Users are blocked from uploading the confidential files to the site from Microsoft
Edge.

You need to ensure that the users cannot upload files labeled as Confidential from Firefox and Google Chrome to any cloud services.

Which two actions should you perform? Each correct answer presents part of the solution. (Choose two.)

NOTE: Each correct selection is worth one point.

A. From the Microsoft 365 Endpoint data loss prevention (Endpoint) DLP settings, add m365x076709.sharepoint.com as a blocked service domain.
B. Create a DLP policy that applies to the Devices location.

C. From the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings, add Firefox and GoogleChrome to the unallowed browsers list.
D. From the Microsoft 365 compliance center, onboard the devices.

E. From the Microsoft 365 Endpoint data loss prevention (Endpoint) DLP settings, add contoso.com as anallowed service domain.

Answer: CD

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 97

- (Topic 1)

You have a Microsoft 365 tenant that contains a Microsoft SharePoint Online site named Sitel.
You have the users shown in the following table.

Name Group/role
User1 Site1 member group
User2 Site1 member group
User3 Site1 owner group
User4 Sharepoint administrator role

You create a data loss prevention (DLP) policy for Sitel that detects credit card number

information. You configure the policy to use the following protection action:

? When content matches the policy conditions, show policy tips to users and send them an email notification.
You use the default notification settings.

To Sitel, Userl uploads a file that contains a credit card number. Which users receive an email notification?

A. Used and User2 only

B. Used and User4 only

C. Used, User2, User3, and User4
D. Used only

E. Used and User3 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-the-default-dlp-policy ?view=0365-worldwide

NEW QUESTION 100

- (Topic 1)

You have a Microsoft SharePoint Online site named Sitel that contains a document library. The library contains more than 1,000 documents. Some of the
documents are job applicant resumes. All the documents are in the English language.

You plan to apply a sensitivity label automatically to any document identified as a resume. Only documents that contain work experience, education, and
accomplishments must be labeled automatically.

You need to identify and categorize the resumes. The solution must minimize administrative effort.

What should you include in the solution?

A. a trainable classifier

B. a keyword dictionary OC.

C. afunction

D. an exact data match (EDM) classifier

Answer: A

NEW QUESTION 102

- (Topic 1)

You have a Microsoft SharePoint Online site that contains employee contracts in a document library named

Contracts.

The contracts must be treated as records in accordance with your company's records management policy.

You need to implement a solution to automatically mark all the contracts as records when they are uploaded to Contracts.
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Which two actions should you perform? Each correct answer presents part of the solution. (Choose two.)
NOTE: Each correct selection is worth one point.

A. Create a sensitivity label.

B. Create a retention label.

C. Configure a default label on the Contracts document library.
D. Create a retention policy.

E. Create a SharePoint Records Center.

F. Create a retention lock.

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwide

NEW QUESTION 104

- (Topic 1)

You have a Microsoft 365 E5 subscription.

You are implementing insider risk management.

You need to maximize the amount of historical data that is collected when an event is triggered.
What is the maximum number of days that historical data can be collected?

Answer: D

NEW QUESTION 106
- (Topic 1)
You have a Microsoft 365 E5 subscription.

You need to identify personal data stored in the subscription and control the transfer of personal data between users and groups.

Which type of license should you acquire?

A. Microsoft Purview Audit (Premium)
B. Priva Privacy Risk Management
C. Microsoft 365 E5 Compliance

D. Priva Subject Rights Requests

Answer: C
NEW QUESTION 108

HOTSPOT - (Topic 1)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Microsoft 365 role | Role group

Admin1 | Global Administrator None

Admin2 | Compliance Administrator | None

User3 User Compliance Manager Contributors
Userd | User | Compliance Manager Administrators
User5 User | None

You create an assessment named Assesmentl as shown in the following exhibit.
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Assessment1

Status Created

@ In progress 1/15/2021
Generate report

Overview Controls Your mprovement actions  Microsoft actions

Rewview details about this assessment and understand your progress toward completion.

49% Assessment progress

108372169

‘ Your points achieved (O
0r0es

Microsoft managed points achieved ()
1083 on

Which users can update the title of Assessmentl, and which users can add User5 to the Compliance Manager Readers role group? To answer, select the
appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Can updats the Assessment] tithe: I Admng and Usesd only - I
Userd onby
Adming and Userd onby
Admind, Admind. and Userd only
Admind, Admind, User, and Userd ondy

Can add Users to the Compliance Manager Readers role group: | Adminl and Userd onky v I
Adrman] cnly
Admin and Admin2 only
Admint and Userd only
Admand, Admind, and Userd only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Can update the Assessment] title: I Admang and Userd only - I
Lseed poby

: Adming and Userd onlby T

Admind, Admind, and Userd only
Admind, Admind, Userd, and Userd ondy

Can add User5 to the Compliance Manager Readers role gmup':—[ Adminl and Userd only ! b I
Admand only
Admin and Admin? only
Admint and Userd only
Admind, Admind, and Userd only

NEW QUESTION 113

- (Topic 1)

You have a Microsoft 365 ES tenant that uses Microsoft Teams and contains two users named Userl and User2.

You create a data loss prevention (DLP) policy that is applied to the Teams chat and channel messages location for userl and user2.
Which Teams entities will have DLP protection? Purview compliance portal?

A. 1:1/n chats and general channels only

B. 1:1/chats and private channels only

C. 1:1/ chats, general channels, and private channels
D. DLP policy matches

Answer: BD

NEW QUESTION 115
- (Topic 1)
You have a data loss prevention (DLP) policy that applies to the Devices location. The policy protects documents that contain States passport numbers.
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Users reports that they cannot upload documents to a travel management website because of the policy.

You need to ensure that the users can upload the documents to the travel management website. The solution must prevent the protected content from being
uploaded to other locations.

Which Microsoft 365 Endpoint data loss prevention (Endpoint DLP) setting should you configure?

A. Unallowed apps
B. File path exclusions
C. Service domains
D. Unallowed browsers

Answer: C

Explanation:

You can control whether sensitive files protected by your policies can be uploaded to specific service domains from Microsoft Edge.

? If the list mode is set to Block, then user will not be able to upload sensitive items to those domains. When an upload action is blocked because an item matches
a DLP policy, DLP will either generate a warning or block the upload of the sensitive item.

? If the list mode is set to Allow, then users will be able to upload sensitive items only to those domains, and upload access to all other domains is not allowed.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-using?view=0365-worldwide

NEW QUESTION 117

- (Topic 1)

You implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You have computers that run Windows 10 and have Microsoft 365 Apps installed. The computers are joined to Azure Active Directory (Azure AD).
You need to ensure that Endpoint DLP policies can protect content on the computers. Solution: You enroll the computers in Microsoft intune.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-started ?view=0365-worldwide

NEW QUESTION 119

- (Topic 1)

You create a retention label that has a retention period of seven years.

You need to ensure that documents containing a credit card number are retained for seven years. Other documents must not be retained.
What should you create?

A. a retention label policy of type publish

B. a retention policy that retains files automatically
C. a retention policy that deletes files automatically
D. a retention label policy of type auto-apply

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-retention-labels-automatically ?view=0365-worldwide

NEW QUESTION 124

- (Topic 1)

You have a Microsoft 365 subscription that uses Microsoft Exchange Online.

You need to receive an alert if a user emails sensitive documents to specific external domains.
What should you create?

A. a data loss prevention (DLP) policy that uses the Privacy category
B. a Microsoft Cloud App Security activity policy

C. a Microsoft Cloud App Security file policy

D. a data loss prevention (DLP) alert filter

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-policy- reference?view=0365-worldwide

NEW QUESTION 125

HOTSPOT - (Topic 2)

How many files in Site2 will be visible to Userl and User2 after you turn on DLPpolicyl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-400 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/SC-400-exam/ (154 Q&AS)

Number of files visible to Userl: v
1
2
3
4

Number of files visible to User2: v
1
2
3
4

A. Mastered

B. Not Mastered

Answer: A
Explanation:
Number of files visible to User1: v
1
2
3
4
Number of files visible to User2: v
s |
)
2
3
4

NEW QUESTION 129
HOTSPOT - (Topic 2)
You are reviewing policies for the SharePoint Online environment.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Statements

If a user creates a file in Sited on January 1, 2021, users will be able to
access the file on January 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2026.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Statements

If a user creates a file in Site4 on January 1, 2021, users will be able to
access the file on January 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2023.

If a user deletes a file from Site4 that was created on January 1, 2021,

an administrative user will be able to recover the file on April 15, 2026.
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NEW QUESTION 133
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