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NEW QUESTION 1

Refer to

the exhibits.

Exhibit A

config duplication
edit 1
set srcaddr "10.0.1.0/24"
set dataddr "10.1.0.0/24"
set sarcintf "ports”
set dstintf "overlay”
set service "ALL"
set packet-duplication force
next
end

bran

chl _fgt # diagnose sys sdwan zone

1+E?

Zone SASE index=2

members (0) :
Zone overlay index=4

members(3): 19(T_INET 0 _0) 20(T_INET 1 0) 21(T_MPLS 0)
Zone underlay index=3

members(2): 3(portl) 4(port2)
Zone virtual-wan-link index=l

members (0) :
1.274665 port5 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275788 T _INET 0 0 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
1.275790 T_INET 1 0 ocut 10.0.1.101 -> 10.1.0.7: icmp: echo request

5801 T:HPLS_EI out 10.0.1.101 -> 10.1.0.7: icmp: echo request

1.278365 T_INET 1 0 in 10.1.0.7 -> 10.0.1.101: icmp: echo reply
1.278553 port5 out 10.1.0.7 =-> 10.0.1.101: icmp: echo reply
Exhibit B

3.874431 T_INET 1 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request

3.87
3.87
3.87
3.87
3.87

4630 port5 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
4895 T_INET 0 0 inmn 10.0.1.101 -> 10,.1.0.7: icmp: echo request
5125 T_MPLS 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo request
5054 port5 in 10.1.0.7 -> 10.0.1.101: icmp: echo reply

5308 T_INET 1 0 cut 10.1.0.7 -> 10.0.1.101: icmp: echo reply

Exhibit A shows the packet duplication rule configuration, the SD-WAN zone status output, and the sniffer output on FortiGate acting as the sender. Exhibit B
shows the sniffer output on a FortiGate acting as the receiver.
The administrator configured packet duplication on both FortiGate devices. The sniffer output on the sender FortiGate shows that FortiGate forwards an ICMP
echo request packet over three overlays, but it only receives one reply packet through T_INET_1_0.

Based on the output shown in the exhibits, which two reasons can cause the observed behavior? (Choose two.)

A. On the receiver FortiGate, packet-de-duplication is enabled.

B. Thel
C.Thel

CMP echo request packets sentover T_INET_0_0 and T_MPLS_0 were dropped along the way.
CMP echo request packets received over T_INET_0_0 and T_MPLS_0 were offloaded to NPU.

D. On the sender FortiGate, duplication-max-num is set to 3.

Answer: AD

NEW QUESTION 2
In a hub-and-spoke topology, what are two advantages of enabling ADVPN on the IPsec overlays? (Choose two.)

A. It provides the benefits of a full-mesh topology in a hub-and-spoke network.
B. It provides direct connectivity between spokes by creating shortcuts.

C. It enables spokes to bypass the hub during shortcut negotiation.

D. It enables spokes to establish shortcuts to third-party gateways.

Answer: AB

NEW QUESTION 3
Which are two benefits of using CLI templates in FortiManager? (Choose two.)

A. You can reference meta fields.

B. You can configure interfaces as SD-WAN members without having to remove references first.

C. You can configure FortiManager to sync local configuration changes made on the managed device, to the CLI template.
D. You can configure advanced CLI settings.

Answer: AD

NEW QUESTION 4
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What is the route-tag setting in an SD-WAN rule used for?

A. To indicate the routes for health check probes.

B. To indicate the destination of a rule based on learned BGP prefixes.
C. To indicate the routes that can be used for routing SD-WAN traffic.
D. To indicate the members that can be used to route SD-WAN traffic.

Answer: B

NEW QUESTION 5
Refer to the exhibit.

config system virtual-wan-link

set status enable

set load-balance-mode source-ip-based

config members

edit 1

interface “portl”
gateway 100.64.1.254
source 100.64.1.1
cost 15

interface “port2”
gateway 100.64.2.254

priority 10

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN
rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 6
Which two statements describe how IPsec phase 1 main mode is different from aggressive mode when performing IKE negotiation? (Choose two )

A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. A total of six packets are exchanged between an initiator and a responder instead of three packets.
D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: BC

NEW QUESTION 7
Refer to the exhibit.

ike 0:T INET O 0:214: recelved informational regquest

1ke T INET O 214: processing notify type SHORTCUT QUERY

ke T INET O re wortcut-query 9065761962601467474
07409008f7fbd17e/000000000000C 000 192.2.0.1 10.0.1. 101->1 2.101 psk ¢4 pph tel 32
nat ver . mode

1 ™ Lo TAIEe ) F - - ' - ] - % - - Cial .

nlu-rr':.. w e A AL -.—I - - o W o ok o ok o 1' - - - :’;.11!. < W KLU .nI " o W . jﬁ:r

+ =Tabh

L.Vl dsd

1ke 0:T INET 0 l: forward shortcut-query 9065761962601467474
07409008£7fbd17e/0000000000000000 152.2.0.1 10.0.1.101->1 2.101 psk &4 ppl tel 31
ver 2 mode U, ext-mapping 192.2.C ). 12301

Which statement about the role of the ADVPN device in handling traffic is true?

A. This is a spoke that has received a query from a remote hub and has forwarded the response to its hub.
B. Two hubs, 10.0.1.101 and 10.0.2.101, are receiving and forwarding queries between each other.

C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

D. Two spokes, 192.2.0.1 and 10.0.2.101, forward their queries to their hubs.

Answer: C
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NEW QUESTION 8

What is a benefit of using application steering in SD-WAN?

A. The traffic always skips the regular policy routes.
B. You steer traffic based on the detected application.

C. You do not need to enable SSL inspection.

D. You do not need to configure firewall policies that accept the SD-WAN traffic.

Answer: B

NEW QUESTION 9

Which two performance SLA protocols enable you to verify that the server response contains a specific value? (Choose two.)

A. http

B. icmp
C. twamp
D. dns

Answer: AD

Explanation:

Pages 85,86 in Study guide 7.0 Pages 100,101 in Study guide 7

NEW QUESTION 10
Refer to the exhibit.

branchl fgt # diagnose sys sdwan service 3
Service(3): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(2), TOS(O0x0/0x0}, Protocol(0: 1->65535), Mode(priority), link-
loss), link-cost-threshold(0), heath-check(VPN_PING)
Mambers(3):
1: Seq num(3 T _INET 0 0), alive, packet loss: 2.000%, selected
2: Seq num(4 T HPLE ), alive, packet loss: 4.000%, selected
3: Seq num(5 T_IHE"_l_DI. alive, packet loss: 12.000%, selected
Src address(l):
10.0.1.0-10.0.1.255
Dat address(l):
10.0.0.0-10.255.255.255
branchl fgt (3) ¢ show
config service
edit 3
set name “"Corp®
sat mode priority
set dat "Corp-net”
set arc "LAN-net”
set health-check "VPN_PING"
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 5 3 {
next
end

coa

t-factor (packet-

The exhibit shows the SD-WAN rule status and configuration.
Based on the exhibit, which change in the measured packet loss will make T_INET_1_0 the new preferred member?

A. When all three members have the same packet
B. When T_INET_0_0O has 4% packet loss.

C. When T_INET_0_0O has 12% packet loss.

D. When T_INET_1_0 has 4% packet loss.

Answer: A

NEW QUESTION 10

loss.

Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.
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config vpn lpseCc phasel-interface
edit "T_INET O 0"

set interface "portl"”

st lke-varsion 2

set keylife 28800

set peertype any

set net-device disable

set proposal aesl2B-shaZS6 aesl5é-shadbt aeslZ8gom-prishalbé aesslSégom-prishalsd
chacha20polyl305-prfsha25é

set comments " [created by FMG VPM Manager]®

set idle-timecut enable

sat ldle-timesoutinterval 5

set auto-discovery-receiver enable

set remote-gw 100.64.1.1

set psksecret ENC
eD5rVsaKlMeAyVYt 12958524 Psew lelwY023IhnFWviwbbdeltScSltCa+iNYhujT8gyctDi+WuszpmuIvEBrRzrVh
TDEkHaW2au”hAprQOdHUfaCz JOhME TmPw+8heZXB7EdbSku/ nZEHbOcKLkKY Je/pSI9IMweV2 1 ZUgF i vIpKNxHxpH
LReOFShoHOlSPFRz5IYCV A==

nexc

end

What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD-WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.
D. You must disable idle-timeout.

Answer: B

NEW QUESTION 13
What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)

A. The FortiGate cloud key has not been added to the FortiGate cloud portal.

B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager
C. The zero-touch provisioning process has completed internally, behind FortiGate.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Answer: AC

NEW QUESTION 17

Refer to the exhibit.

sgssion info: proto=6 proto state=ll duration=242 expire=3349 timeocut=3600
flags=00000000 socktype=0 sockport=0 av_ idx=0 use=4

origin-shaper=

reply-shaper=

per_ip_ shaper=

class_id=0 ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

state=log dirty may dirty ndr £f00 app_valid
statistic(bytes/packets/allow_err): org=3421/20/1 reply=3777/17/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post dev=7->3/3->7 gwy=0.0.0.0/0.0.0.0
hook=post dir=org act=snat 10.0.1.101:34676->128.66.0.1:22(192.2.0.1:34676)
hook=pre dir=reply act=dnat 128.66.0.1:22->192.2.0.1:34€76(10.0.1.101:34676)
hook=post dir=reply act=noop 128.66.0.1:22->10.0.1.101:34676(0.0.0.0:0)
pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0 policy id=2 pol uuid idx=14721 auth_info=0 chk _client_info=( wd=0
serial=000032d9 tos=ff/ff app list=2000 app=16060 url cat=0

sdwan_mbr seq=1 sdwan_service_id=2

rpdb link id=f£f000002 rpdb svc id=0 ngfwid=n/a

npu state=0x001008

Which statement explains the output shown in the exhibit?

A. FortiGate performed standard FIB routing on the session.

B. FortiGate will not re-evaluate the session following a firewall policy change.

C. FortiGate used 192.2.0.1 as the gateway for the original direction of the traffic.
D. FortiGate must re-evaluate the session due to routing change.

Answer: D

NEW QUESTION 20

Which two statements about the SD-WAN zone configuration are true? (Choose two.)

A. The service-sla-tie-break setting enables you to configure preferred member selection based on the best route to the destination.
B. You can delete the default zones.

C. The default zones are virtual-wan-link and SASE.

D. An SD-WAN member can belong to two or more zones.

Answer: AC
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NEW QUESTION 21
Refer to the exhibit.

branchl fgt # diagnose sys sdwan service 3
Service(3): Address Mode (IPV4) flags=0x200 use-shortcut-sla
>en(5), TOS(0x0/0x0), Protocol(0: 1=>85535), Mode(priority }
factor(latency), link-cest-threshold(l0), heath-check (VPN PING)
Members (3): =
l: Seq num(3 T INET O 0), alive, latency: 101.349, selected
2: Seq num(4 T INET 1 0), alive, latency: 151.278, selected
3: Seq num(s T _MPLS 0), alive, latency: 200.584, selected
Src address(l):
10.0.1.0-10.0.1.255
Det address(l):
10.0.0.0-10.255,255.255%
krah:hlifqt (3) % show
config service
edit 2
s&¢t name "Corp™
set mode priority
set dst "Corp-net"™
set src "LAN-net"
set health-check "VPN_PING"
gset priority-members 3 4 5
next
end

link=-cost-

The exhibit shows the SD-WAN rule status and configuration.

Based on the exhibit, which change in the measured latency will make T_MPLS_0 the new preferred member?

A. When T_INET_0_0 and T_MPLS_0 have the same latency.
B. When T_MPLS_0 has a latency of 100 ms.

C. When T_INET_0_0O has a latency of 250 ms.

D. When T_N1PLS_0 has a latency of 80 ms.

Answer: D

NEW QUESTION 26
Refer to the exhibit.

config vpn 1psec phasel-interface
edit T INET QO Q¢
et Type dynamic
set i1nterface "portl”™
set keylife 2880
SetT FC"E".."'C}"]_'_'C BI".‘J.'
set net-device disable
et proposal aeslZgE-shalse
set add-route enable
set psksecret ENC
ZvondUrfkOW4d 1 18vNI+EywxBEGS4dZDTTIWHEdSYaLE14+pRpYOx/ NTmSg
161y TgDx21P/OfRexTOQIZgCGRYZIMBeFTONK TREAUXODFDCpBBhEIAL +03CYBML Wk FZmdl
HKSEXakpm2SR11tELgISGg==
next
end

Which configuration change is required if the responder FortiGate uses a dynamic routing protocol to exchange routes over IPsec?

A. type must be set to static.

B. mode-cfg must be enabled.

C. exchange-interface-ip must be enabled.
D. add-route must be disabled.

Answer: D

Explanation:

for using "non ike" routes (for example BGP/static and so on) you must do disable the add-route that inject automatically kernel route based on p2 selectors from

the remote site from the SD-WAN_7.2_Study Guide page 236

NEW QUESTION 30
Refer to the exhibit.
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~onfig system sdwan
set atatus enable
11 :-;-1 ]!.'.:1:::;?_':' SOULrL Ce '.i"?.'-._ h. I.‘*..'.‘-'-:.f
config zone
gdit “virtual-wan-1link"”
next
edir "SASE"
——
edit "underlay”
next
end
config members
edit ]
set interface “"porcl"™
et ne "underlay”
set gateway 1%2. .
o e
edit :
set interface "port2"
=%+ ne "underlay”

=Y i

Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD-WAN rules?

A. All traffic from a source IP to a destination IP is sent to the same interface.

B. All traffic from a source IP is sent to the same interface.

C. All traffic from a source IP is sent to the most used interface.

D. All traffic from a source IP to a destination IP is sent to the least used interface.

Answer: A

NEW QUESTION 32
Refer to the exhibit.

Create New SD-WAN Interface Member

Sequence Number 1 <
Interface Member

SD-WAN Zone & virtual-wan-link v
Gateway IP 0.0.00

Cost 0 v
Status .

Priority 0 v
Advanced Options

Which two SD-WAN template member settings support the use of FortiManager meta fields? (Choose two.)

A. Cost

B. Interface member
C. Priority

D. Gateway IP

Answer: BD

NEW QUESTION 35

Which two tasks are part of using central VPN management? (Choose two.)

A. You can configure full mesh, star, and dial-up VPN topologies.

B. You must enable VPN zones for SD-WAN deployments.

C. FortiManager installs VPN settings on both managed and external gateways.

D. You configure VPN communities to define common IPsec settings shared by all VPN gateways.

Answer: AD
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NEW QUESTION 40
Which SD-WAN setting enables FortiGate to delay the recovery of ADVPN shortcuts?

A. hold-down-time

B. link-down-failover

C. auto-discovery-shortcuts
D. idle-timeout

Answer: A

NEW QUESTION 42
Which three matching traffic criteria are available in SD-WAN rules? (Choose three.)

A. Type of physical link connection

B. Internet service database (ISDB) address object
C. Source and destination IP address

D. URL categories

E. Application signatures

Answer: BCE
NEW QUESTION 47

Refer to the exhibit.
# diagnose sys session list

session info: proto=§ prﬁti‘_statﬂﬂf‘l duration=39% expire=3593 timecut=3600 flags=00000000
socktype=0 sockport=0 av idx=0 use=4

statesmay dirty npu =

orgin->sink: org pre->post, reply pre->post dev=7->5/5->7 gwy=10.10.10.1/10.9.31.160

pos/ (before,after) 0/(0,0), O/ (0D,0)

misc=0 policy id=l auth_info=0 chk client _info=0 vd=0

serial=00045e02 tos=ff/{f app list=0 app=0 url cat={

sdwan mbr seg=1 sdwan service id=1 a
rpdb_link_id=80000000 rpdb svc_id=0 ngfwide=n/a

npu_state=0x4000c00

npu info: flag=0x81/0x81, offlcad=8/8, ips offlcad=0/0, epid=64/76, ipid=76/64,
vian=0x0000/0x0000

vliifid=76/64, vrtag_in=0x0000/0x0000 in npu=1/1, out_npu=1/1, fwd en=0/0, gqid=2/2
reflect info 0:

dev=T->6/6->7

npu_state=0x4000800

npu info: flag=0x00/0x81, offload=0/8, ips offlcad=0/0, epid=0/76, ipid=0/65, vlan=0x0000/0x0000
v1iifid=0/65, vtag in=0x0000/0x0000 in_npu=0/1, out npu=0/1, fwd en=0/0, qid=0/2
total reflect session num: 1

total session 1

# diagnose netlink interface list
ifeportl family=00 type=l index=5 mtu=l1500 link=0 master=0

ifeportZ family=00 typewl index=€& mtu=l500 link=0) master=0
ifsportl family=00 type=1 index=7 mtu=1500 link=0 master=(

The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate appliance that supports hardware offloading. Based
on the information shown in the exhibits, which two statements about the session are true? (Choose two.)

A. The reply direction of the asymmetric traffic flows from port2 to port3.
B. The auxiliary session can be offloaded to hardware.

C. The original direction of the symmetric traffic flows from port3 to port2.
D. The main session cannot be offloaded to hardware.

Answer: AB

NEW QUESTION 48
Refer to the exhibit.
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config system interface
edit “port2a”™
set vdom "root"
set 1p 192.2.0.9 255.255.255.248
set allowaccess ping
set type physical
set role wan
set snmp-index 2
set preserve-session-route enable
next
end

Based on the exhibit, which two actions does FortiGate perform on traffic passing through port2? (Choose two.)

A. FortiGate does not change the routing information on existing sessions that use a valid gateway, after a route change.

B. FortiGate performs routing lookups for new sessions only, after a route change.
C. FortiGate always blocks all traffic, after a route change.
D. FortiGate flushes all routing information from the session table, after a route change.

Answer: AB

NEW QUESTION 51

What are two benefits of using the Internet service database (ISDB) in an SD-WAN rule? (Choose two.)
A. The ISDB is dynamically updated and reduces administrative overhead.

B. The ISDB requires application control to maintain signatures and perform load balancing.

C. The ISDB applies rules to traffic from specific sources, based on application type.

D. The ISDB contains the IP addresses and port ranges of well-known internet services.

Answer: AD

NEW QUESTION 53

Which two statements about SD-WAN central management are true? (Choose two.)
A. The objects are saved in the ADOM common object database.

B. It does not support meta fields.

C. It uses templates to configure SD-WAN on managed devices.

D. It supports normalized interfaces for SD-WAN member configuration.

Answer: AC

Explanation:

Normalized interfaces are not supported for SD-WAN templates. You can create multiple SD-WAN zones and add interface members to the SD-WAN zones. You
must bind the interface members by name to physical interfaces or VPN interfaces.https://docs.fortinet.com/document/fortigate/7.0.0/sd-wan-new-

features/794804/new-sd-wan-template

NEW QUESTION 55
Refer to the exhibits. Exhibit A

- o~ 1 & 2 2 aTatM
pranchl fgt (3) # show
config service
edit 3
e [— LI . 1]
Set name IE
set mode sla
- . L R - -
set ds Corp-net
- - My AAT e "
set S LG Lak—net
= iF = " -
config sla
edit "VPN PING"
""‘. : i 1...
next
edit "VPN HTTP"™
l.'r" T .i.-n.‘u -
next
end
set pricrity-members 3 4 S
set gateway enable
next
end

Exhibit B
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branchl fgt # diagnose sys sdwan service
ervice(3d): Address Mode(IPV4) flags=0x2( use-shortcuct=-sla
Gen(l), TOS(Ox0/0x0), Protocol(0: 1=->65535), Mode(=sla), sla-compare-order
Members (2)
l1: Seq num(> T MPLS 0), alive, sla(0Ox3), giad(0}), cfg order(2), costi{lQ), selected
2: Seq num(4 T_INET_ 1 _0), alive, sla(Oxl), gi1d(0), cfg_order(l), cost(0), selected
3: Seq num(3 T _INET 0 _0), alive, sla(0x0), gid(0), cfg order(0), cost(0), selected
Sr¢ address(l)
10.0.1.0-10.0.1.255
Dst addressi(l
10.0.0.0-10.255.255.255
branchl fgt # get router info routing-table all | grep T
.0.0.0/8 [1/0] via T INET | tunnel .64 |
[1/0] wia T INET 1 0 tunnel 100.64.1.%
s 10.201.1.254/32 [15/0] via T INET 0 0 tunnel 100.64.1.1
5 202.1.254/32 [15/0) wia T IMNET 0 tunnel 100.64.1.9
5 10.203.1.254/32 [15/0)] via T MPLS 0 tunnel 172.16.1.5
branchl fgt # diagnose sys sdwan member | grep 7T
Member (3): interface: T _INET 0 _0, flags=0x4 , ateway: 1 64.1.1, pee: 10.201.1.254,
sriority: 0 1024, weight: 0
Member (4) : interface: T INET 1 0, flags=0x4 , gateway: 100.64.1.9, peer: 10.202.1.254,
priority: 0 1024, welﬁﬁEL ] -
Member (5): interface: T MPLS 0, flags=0x4 , gateway: 172.16.1.5, peer: 10.203.1.254,
pricrity: 0 1024, h?Lg'E )

Exhibit A shows the configuration for an SD-WAN rule and exhibit B shows the respective rule status, the routing table, and the member status.
The administrator wants to understand the expected behavior for traffic matching the SD-WAN rule. Based on the exhibits, what can the administrator expect for
traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays.
B. The traffic will be routed over T_INET_0_0O.

C. The traffic will be routed over T_MPLS_0.

D. The traffic will be routed over T_INET_1 0.

Answer: D

NEW QUESTION 56
Refer to the exhibit.

id=20085 trac

_id=847 func=print pkt detail line=5428 msg="vd-root:0 received a
packet (proto=¢€, 10.1.10.1:33920- >74.125.195.93:443) from portl3. flag [.], seq
2018554516, ack 4141536963, win 2238"%

1d=20085 trace_id=847 func=resoclve_ip tuple fast line=5508 msg="Find an existing
session, id-0¢ J,r"J'.'cI:'l, original direction”

1d=20085 trace id=847 func=shaper handler line=82]1 msg="exceeded shaper limit, drop"

Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 58

Which statement about using BGP for ADVPN is true?

A. IBGP is preferred over EBGP, because IBGP preserves next hop information.
B. You must use BGP to route traffic for both overlay and underlay links.

C. You must configure BGP communities.

D. You must configure AS path prepending.

Answer: A

NEW QUESTION 61
Refer to the exhibit.
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config vpn ipsec phasel-interface
edit “FIRST VPN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl
next

edit “SECOND VEN”

set type dynamic
set interface “portl”
set peertype any
set proposal aesl2B8-sha2b56 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto

set authusrgrp “second-group”

set psksecret fortinet2

next
edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.
Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match all possible IPsec dial-up interfaces?
(Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.

Answer: AC

NEW QUESTION 64
Which two statements are true about using SD-WAN to steer local-out traffic? (Choose two.)

A. FortiGate does not consider the source address of the packet when matching an SD-WAN rule for local-out traffic.
B. By default, local-out traffic does not use SD-WAN.

C. By default, FortiGate does not check if the selected member has a valid route to the destination.

D. You must configure each local-out feature individually, to use SD-WAN.

Answer: BD

NEW QUESTION 67
Refer to the exhibit.
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Edit Performance SLA
e VPN _HTTP
IP Version iPva )
Probe Mode Active Passive LSl ga ity
Protocol Ping TCPECHO UDPECHO BRI TWAMP DNS TQ
Srrver
10.1.0.7

Port 0 -
Participants All SD-WAN Members [0

@ T_NET 1.0

E T_MPLS. O

3 Entries Selected

Enable Probe Packets a
http- get J
hitp- match successtully

Based on the exhibit, which two statements are correct about the health of the selected members? (Choose two.)

A. After FortiGate switches to active mode, FortiGate never fails back to passive monitoring.
B. During passive monitoring, FortiGate can’t detect dead members.

C. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

D. FortiGate passively monitors the member if TCP traffic is passing through the member.

Answer: BD

NEW QUESTION 68

Which two interfaces are considered overlay links? (Choose two.)

A. LAG

B. IPsec
C. Physical
D. GRE

Answer: BD

NEW QUESTION 70
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