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NEW QUESTION 1
- (Topic 3)
Which wireless security protocol relies on Perfect Forward Secrecy?

A. WPA3
B. WPA
C. WEP
D. WPA2

Answer: A
NEW QUESTION 2

- (Topic 3)
Refer to the exhibit.

SwitchNshow ip dhep anooping

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping s configured on following VLANS:

1

DHCP snooping is operational on following VLANS:

1

DHCP snooping Is configured on the following L3 Interfaces:
Insertion of option 82 is disabled

circuit-id default format: vian-mod-port

remote-id: aabb.ccD0. 6500 (MAC])

Dption 82 on untrusted port i= not allowed

verification of hwaddr field is enabled

Verification of giaddr Meld is enabled

DHCP snooping trust/rate is configured on the following Interfaces:
Interface Trusted Allow option Rate limit (pps)

Switchiishow Ip dhep snooping statistics detall
Packets Processed by DHCP Snooping = 34
Packets Dropped Because

IDB not known = 0

Queue full =0

Interface is in errdisabled = O

Rate limit exceeded = 0

Received on untrusted ports = 32
Monzero giaddr = 0

Source mac not equal to chaddr = O

Mo Binding entry = 0

Insertion of opt22 fail=0

Unknown packet = 0

Interface Down =0

Unknown output interface = 0
Misdirected Packets = O

Packets with Invalid Size = 0

Packets with Invalid Option = 0

The DHCP server and clients are connected to the same switch. What is the next step to complete the DHCP configuration to allow clients on VLAN 1 to receive

addresses from the DHCP server?

A. Configure the ip dhcp snooping trust command on the interlace that is connected to the DHCP client.
B. Configure the ip dhcp relay information option command on the interface that is connected to the DHCP client.
C. Configure the ip dhcp snooping trust command on the interface that is connected to the DHCP server.

D. Configure the Ip dhcp relay information option command on the interface that is connected to the DHCP server.

Answer: C

NEW QUESTION 3
- (Topic 3)

An engineer is configuring remote access to a router from IP subnet 10.139.58.0/28. The domain name, crypto keys, and SSH have been configured. Which

configuration enables the traffic on the destination router?
A)

interface FastEthernet0/0

ip address 10.122.49.1 255.255.255.240

access-group 120 in

ip access-list extended 120

permit tcp 10.139.58.0 255.255.255.248 any eq 22

B)

interface FastEthernet0/0

ip address 10.122.49.1 255.255.255.252

ip access-group 110 in

ip access-list extended 110

permit tcp 10.139.58.0 0.0.0.15 host 10.122.49.1 eq 22

C)
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interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.248
ip access-group 10 in

ip access-list standard 10
permit udp 10.139.58.0 0.0.0.7 host 10.122.49.1 eq 22
D)

interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.252
ip access-group 105 in

ip access-list standard 105
permit tcp 10.139.58.0 0.0.0.7 eq 22 host 10.122.49.1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 4

DRAG DROP - (Topic 3)
Drag and drop the Rapid PVST+ forwarding slate actions from the loft to the right. Not all actions are used.

BPDUS recelved are forwarded Lo the system module. action

BPDUSs received from the system module are

proceased and tranamitted. action

Frames received from
thes attached segment are discanded,

Frames recaived from H
the attached segment are processed.

Switched frames recehved from other ports are advanced.

The port in the forwarding state responds to nebwork [o]
MANSQENNT Mtsnges.

&

A. Mastered
B. Not Mastered

Answer: A

Explanation:

— s s E e mes s e S mee Es meS e e e aes

| EPDUSs received are forwarnded o the system module,

l BFDUS received are forwarnded Lo the systéem module.

i — Ll PR R R T B,

r BPDUs received from the system module are —1| BPDU=z received lrom the system module are

processed and transmitbed,

Frames received from | Frames received from
the attached segment are discanded. | the attached segment are discarded.

Frames received from The port in the forwarding state responds to nebwork
the attached segment are processed, MANAQErent Massages,

Switched frames received from other ports are advanced.

B -

The port in the fonswarding state responds to nebwark =
MANSIEWENT MEESages.

47

NEW QUESTION 5
- (Topic 3)
What are two benefits of FHRPs? (Choose two.)

A. They enable automatic failover of the default gateway.

Guaranteed success with Our exam guides visit - https://www.certshared.com



[_] CertShared

Certshared now are offering 100% pass ensure 200-301 dumps!

https://www.certshared.com/exam/200-301/ (903 Q&AS)

B. They allow multiple devices to serve as a single virtual gateway for clients in the network.

C. They are able to bundle multiple ports to increase bandwidth.
D. They prevent loops in the Layer 2 network.

E. They allow encrypted traffic.

Answer: AB

NEW QUESTION 6
- (Topic 3)

What causes a port to be placed in the err-disabled state?

A. nothing plugged into the port
B. link flapping

C. shutdown command issued on the port

D. latency

Answer: B

NEW QUESTION 7
- (Topic 3)

What is a function of Opportunistic Wireless Encryption in an environment?

A. offer compression

B. increase security by using a WEP connection

C. provide authentication

D. protect traffic on open networks

Answer: D

NEW QUESTION 8
- (Topic 3)

Which interface mode must be configured to connect the lightweight APs in a centralized architecture?

A. WLAN dynamic
B. management
C. trunk

D. access

Answer: D
NEW QUESTION 9

- (Topic 3)
Refer to the exhibit.

“ FastEthernet 0/1 FastEthernel 0/1 m

switchport mode trunk

switchport mode trunk

switchport mode trunk

switchport mode trunk

FastEtharnat 02 FastEthemet 0/2

SWl#ishow run interface fastEthernet 0/1
switchport trunk encapsulation dotlg

switchport trunk allowed wlan 100,200,300
channel-group 1 mode on

SWlkshow run interface fastEthernet 0/2
switchport trunk encapsulation dotlg

switchport trunk allowed wvlan 100,200,300
channel-group 1 mode on

SW2#show run interface fastEthernet 0/1
switchport trunk encapsulation dotlg

switchport trunk allowed vlan 100,200,300
channel-group 1 mode active

SW2#show run interface fastEthernet 0/2
switchport trunk encapsulation dotlg

switchport trunk allowed vlan 100,200, 300
channel-group 1 mode active

An engineer built a new L2 LACP EtherChannel between SW1 and SW2 and executed these show commands to verify the work. Which additional task allows the
two switches to establish an LACP port channel?

A. Change the channel-group mode on SW2 to auto

B. Change the channel-group mode on SW1 to desirable.

C. Configure the interface port-channel 1 command on both switches.
D. Change the channel-group mode on SW1 to active or passive.

Answer: D
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NEW QUESTION 10
- (Topic 3)

Which value is the unique identifier that an access point uses to establish and maintain wireless connectivity to wireless network devices?

A. VLANID
B. SSID
C. RFID
D. WLANID

Answer: B
NEW QUESTION 10

- (Topic 3)
Refer to the exhibit.

A# show ip ospf neighbor
Heighbor ID Pri  Stats Dead Time Address Interface
172.1.1.1 1 EXCHANGE/ - 00:00:36 172 .16.32.1 Seriald.1

An engineer assumes a configuration task from a peer Router A must establish an OSPF neighbor relationship with neighbor 172 1 1 1 The output displays the

status of the adjacency after 2 hours. What is the next step in the configuration process for the routers to establish an adjacency?

A. Configure router A to use the same MTU size as router B.

B. Set the router B OSPF ID to a nonhost address.

C. Configure a point-to-point link between router A and router B.
D. Set the router B OSPF ID to the same value as its IP address

Answer: B
NEW QUESTION 14

- (Topic 3)
Refer to the exhibit.

10.0.1.0 724 100 20724

[ it Goga 0/0 i Goga 0970

int Goga 041 F 4 iril Caagan OV 1

W00.40 24

A el Caagam 041

Nt Gsoaga OV0

WOoA0/24

Routers R1 and R3 have the default configuration The router R2 priority is set to 99 Which commands on R3 configure it as the DR in the 10.0 4.0/24 network?

A. R3(config)#interface Gig0/1 R3(config-if)#ip ospf priority 100
B. R3(config)#interface Gig0/0 R3(config-if)#ip ospf priority 100
C. R3(config)#interface Gig0/0 R3(config-if)i=ip ospf priority 1
D. R3(config)#interface Gig0/1 R3(config-if)#ip ospf priority O

Answer: B

NEW QUESTION 15

- (Topic 3)

Which protocol is used for secure remote CLI access?
A. HTTPS

B. HTTP

C. Telnet

D. SSH

Answer: D
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NEW QUESTION 16
DRAG DROP - (Topic 3)

Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.

configure the BRDL guard feature

202, 1g double tagging

configure the dynarmic ARR Inspection festure

ARP spoofing

configure the rook guard Feature

urwiarted superiar BPDU

configure a WLAN access control st

urmvanted BPDUs on PortFast-enabled interfaces

A. Mastered
B. Not Mastered

Answer: A

Explanation:

configure a WLAN access control Bst

| configure a WLAN access control Bst

configure the BRI guard feature

NEW QUESTION 18
- (Topic 3)
Refer to the exhibit.

10.73.65.64/30

Loopbacko: .65
10.10.1.14/32 Fa0/0

N
66 - N
Fa0/0 R86

Loopback0:
10.10.1.86/32

A static route must be configured on R14 to forward traffic for the 172 21 34 0/25 network that resides on R86 Which command must be used to fulfill the request?

A. ip route 172.21.34.0 255.255.255.192 10.73.65.65
B. ip route 172.21.34.0 255.255.255.0 10.73.65.65
C. ip route 172.21.34.0 255.255.128.0 10.73.65.64
D. ip route 172.21.34.0 255.255.255.128 10.73.65.66

Answer: D

NEW QUESTION 23
DRAG DROP - (Topic 3)

Drag and drop the descriptions of AAA services from the left onto the corresponding services on the right.

allows the user to change Lo enable mode

P comelinng

limits the user's acoess permissions

logs sassion statistics

records user comimands

SECURES ROCEES 1O routers

validates user credentials

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
L allows the user o change o enable mode j
[— limits the user's sacoess permissions

l— logs session statistics
R g il
I]- records user commands

L o o~
r SSCURES BOCASS Bo routers

i validates user credentials i

NEW QUESTION 24
- (Topic 3)

Accoumnting
| records user commands
| Iogs Session Statistics
[Authentication
| ek user eredenti ]
| alows the user to change 1o enabls mode 1
Authonzation
‘ limits the user's Brosss permissions |
socures accoss to roubers

A network engineer is installing an IPv6-only capable device. The client has requested that the device IP address be reachable only from the internal network.

Which type of IPv6 address must the engineer assign?

A. unigue local address

B. link-local address

C. aggregatable global address
D. IPv4-compatible IPv6 address

Answer: B

NEW QUESTION 28

- (Topic 3)

Refer to the exhibit.
A

During outage

Rlfshow ip route 10.1.1.10
¥ Network not in table

Normal operation

Rl#show ip route 10.1.1.10
Routing entry for 10.1.1.0/24

Routing Descriptor Blocks:

Gi0/0 10 -

Known via "espf 1", distance 110, metric 2, type intra area
Last update from 172.16.2.2 on GigabitEthernet0/0, 00:00:18 ago

* 172.16.2.2, from 10.1.1.10, 00:00:18 ago, via GigabitEthernet0/0
Route metric is 2, traffic share count is 1

Which route must be configured on R1 so that OSPF routing is used when OSPF is up. but the server is still reachable when OSPF goes down?

A. ip route 10.1.1.10 255.255.255.255 172.16.2.2 100
B. ip route 10.1.1.0 255.255.255.0 gi0/1 125

C. ip route 10.1.1.0 255.255.255.0 172.16.2.2 100

D. ip route 10.1.1.10 255.255.255.255 gi0/0 125

Answer: D

NEW QUESTION 30
- (Topic 3)

How does Rapid PVST+ create a fast loop-free network topology?

A. It requires multiple links between core switches

B. It generates one spanning-tree instance for each VLAN
C. It maps multiple VLANS into the same spanning-tree instance

D. It uses multiple active paths between end stations.

Answer: A

NEW QUESTION 32
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- (Topic 3)
Which two components comprise part of a PKI? (Choose two.)

A. preshared key that authenticates connections

B. RSA token

C. CA that grants certificates

D. clear-text password that authenticates connections
E. one or more CRLs

Answer: BC
NEW QUESTION 37

- (Topic 3)
Refer to the exhibit.

TenGigabitEthernetl/0/0 is up, line protocol is up
Hardware is BUILT-IN=-ZT+6X1GE, addreas ia T4al0.ZfTa.0123 (bia Tdald.Zf7a.01Z23)
Dascription: Uplink
Intesrnat addreas is 10.1.1.1/24
MTU 1500 byteas, BW 10000000 Kbit/sec, DLY 10 usac,
reliability 235/253, txload 1/255, rxload 1/2353
Encapsulation ARPA, loopback not sat
Esepalive not supported
Full Duplex, 10000Mbps, link type is force-up, media type is unknown media type
output flow-control is on, input flow-control is on
ARF type: ARPA, ARPF Timscut 04:00:00
Last Ainput 00:00:00, ocutput 00:05:40, ocutput hang navar
Last ﬂ.“m of “show intarface”™ Ccounters neaver
Input gueus: 0/375/0/0 (size/max/drops/flushas); Total scutput dropa: 0
ueveing strategy: fife
Cutput gqueus: 0/40 (size/max)
S5 minute input rate 6160000 bita/sec, 1113 packats/sac
S5 minute output rate 11213000 bits/esec, 1553 packsta/sac
12662416065 packets input, 1260703223289%4 bytes, 0 no buffar
Raceived 14117163 broadcasts (0 IF multicasts)
0 runts, 0 gianta, 0 throttles
0 input arrors, 0 CRC, 0 framsa, 0 overrun, 0 ignored
0 watchdog, ZE2Z71385 multicast, 0 pause input
T90777T9058 packets cutput, S0TAT5042&6832 bytes, 0 undarruns
oUtput arrors, B662416065 collisions, 1 intarface rasats
unknown protocol drops
babbles, O late collision, O deaferred
lost carrier, 0 no carrier, 0 pausas output
ocutput buffer failures, 0 cutput buffers swapped ocut
carrier transitions

HooOoO0OO

Traffic that is flowing over interface TenGigabitEthernet0/0 experiences slow transfer speeds. What is the reason for the issue?

A. heavy traffic congestion
B. a duplex incompatibility
C. a speed conflict

D. queuing drops

Answer: C

NEW QUESTION 40
FILL IN THE BLANK - (Topic 3)
Refer to Ebe exhibit.

et e I L B I s R I

209.165.201.0/27 is subnetted, 1 subnels
B 209.165.201.0 [20/0] via 10.10.12 2, 02:26:33

209 165,202 0/27 is subnetted, 1 subnets
B 209.165.202.128 [20/0] via 10.10.12.2, 02:26:03

10.0.0.0/8 is vanably subnetted, 8 subnets, 4 masks
C 10.10.10.0/28 is directly connected, GigabitEthernet(/0
C 10.10.11.0/30 is directly connected, FastEthemet2/0
Cc 10.10.12.0/30 is direclly connected, GigabitEthermet0/1
8] 10.10.13.0/25 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet0/0
(0] 10.10.13.128/28 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet(/0
0 10.10.13.144/28 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet0/0
0 10.10.13.160/29 [110/2] via 10.10.10.1, 00:00:04, GigabilEthernet0/0
0 10.10.13.208/29 [110/2] via 10.10.10.1, 00:00:04, GigabitEthernet(/0
S* 0000/0[1/0] wa 1010112

Drag and drop the prefix lengths from the left onto the corresponding prefixes on the right Not all prefixes are used

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Diagram Description automatically generated with low confidence

NEW QUESTION 45
- (Topic 3)
Refer to the exhibit.
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R1N =how ip routs | bagin gateway
Gateway of last resort is 209.165.200.254 to network 0.0.0.0
S 90.0.0.0/0 [1/0)] wia 209.165.200.254, Seriald/0/1
is directly connected, Sarial0/ 071

172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

172.16.1.0/2d is directly connected, FastEtharnetd/ 0

172.16.1.1/32 is directly connected, FastEtharnatd/0

172.16.2.0/24 [120/2) wia 207.165.200.250, 00:00:25, Sariald/0/0

182.168.1.0/24 [110/4437) wia 207.165.200.254, 00:00:17, Serisld/0/1
. 2.0/24 [90/84437] wia Z07.165.200.254, 00:00:15, Seriald/0/1
207.165.200.0/24 is8 variably subnetted, 5 subnhnets, 2 mASKkS
Z07.165.200. Z44/30 [1/1] wviam 207.165.200.254, Seriald/s0/1
Z07.165.200. 248730 is directly connected, Seriald/0/0
Z07.165.200. 249732 18 directly connectéd, Seriald/0/0
Z0T7.165.200.252/30 is directly connected, Seriald/0/1
Z07.165.200.253/32 is directly connected, Seriald/0/1

FOFEOw ODOREPO
'.l
w
1]
'.l
&
]

Which network prefix was learned via EIGRP?

A. 172.16.0.0/16

B. 192.168.2.0/24
C. 207.165.200.0/24
D. 192.168.1.0/24

Answer: B

NEW QUESTION 46
- (Topic 3)
Refer to the exhibit.

l g0/0 a g0/1 .

DHCP Client DHCP Server
172.16.2.2

Router#show run
Building configuration...
L]

interface GigabitEthernet0/0

ip address 10.10.10.1 255.255.255.0
duplex autec

speed auto

L)

interface GigabitEthernet0/1

ip address 172.16.2.1 255.255.255.0
duplex auto

spead auto
!

An engineer is configuring a new router on the network and applied this configuration. Which additional configuration allows the PC to obtain its IP address from a

DHCP server?

A. Configure the ip dhcp relay information command under interface Gi0O/1.

B. Configure the ip dhcp smart-relay command globally on the router

C. Configure the ip helper-address 172.16.2.2 command under interface Gi0/0
D. Configure the ip address dhcp command under interface Gi0O/0

Answer: C

NEW QUESTION 50

- (Topic 3)

An engineer must configure R1 for a new user account. The account must meet these requirements:

* |t must be configured in the local database.

* The username is engineer.

* |t must use the strongest password configurable. Which command must the engineer configure on the router?

A. R1 (config)# username engineer2 algorithm-type scrypt secret test2021

B. R1(config)# username engineer2 secret 5 .password S1$b1Ju$kZbBS1Pyh4QzwXyZ
C. R1(config)# username engineer?2 privilege 1 password 7 test2021

D. R1(config)# username englneer2 secret 4 S1Sb1Ju$kZbBS1Pyh4QzwXyZ

Answer: B

NEW QUESTION 51
- (Topic 3)
Refer to the exhibit.
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The following must be considered:
» SW1 is fully configured for all traffic
» The SW4 and SW9 links to SW1 have been configured
» The SW4 interface Gi0/1 and Gi0/0 on SW9 have been configured
» The remaining switches have had all VLANs adde d to their VLAN database
Which configuration establishes a successful ping from PC2 to PC7 without interruption to traffic flow between other PCs?
A)
SWdig
interface Gi0/2
switchport mode trunk
switchport trunk allowed vian 14

SW11s

interface Gi0/1

switchport mode trunk
switchport trunk allowed vian 14

SWoz=

interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 108

B)
SWde
interface Gi0/2
switchport mode trunk
switchport trunk allowed vian 14

SW11n

interface Gi0/1

switchport mode trunk

switchport trunk allowed vian 14 %,

SWos

interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 108

C)
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D)

SWis
interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 14,108

SW11g
interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 14,108

interface Gi0/1

switchport mode trunk
switchport trunk allowed vian 14,108

SWaz
interface Gi0/2

switchport mode trunk
switchport trunk allowed vian 14

SWd#
interface Gi0/2

switchport mode access
switchport access vian 14

SW1i#
interface Gi0/2

switchport mode access
switchport access vian 14

!

interface Gi0/0

switchport mode access
switchport access vian 14

interface Gi0/1

switchport mode trunk

SWoz
interface Gi0/2

switchport mode access
switchport access vian 14

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 55

- (Topic 3)

Refer to the exhibit.

C

Doono

R1# show ip route
Codes:
C - connacted,

8 - static, I - IGRP,

R - RIP, M - moblile,

B-BGEP, D -

EIGRP, EX - EIGRP external, O - O5PF, IA - OSPF inter area N1 - OSPF NSSA
external type 1, N2 - OSPF NSSA external type 2, El1 - OSPF external type
1, E2 - OSPF external type 2, E — EGP

i - 18-18, L1 - IS-IS lewvel-1, 12 - IS-IS lewvel-2,

U - per-user static route, o - CDR

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Loopback

10.
10.
10.
10.
10.
10.

a
0
0
o
0
o

.0.0/8 is variably subnetted, 4 subnets, 2 masks
-1.3/32 [110/100] wia 10.0.1.100, 00:39:08, Seriall
.1.0/24 is directly connected, Serial0

.1.5/32 [110/5] wia 10.0.1.50, 00:39:08, Seriall
.10.0/24 [110/10] wia 10.0.1.4, 00:39:08, Gigabit Ethernet 0/0
.10.0/24 [90/10] wvia 10.0.1.5, 00:39:08, Gigabit Ethernet 0/1

* - gandidate default,

Web traffic is coming in from the WAN interface. Which route takes precedence when the router is processing traffic destined for the LAN network at 10 0.10.0/24?

A. via next-hop 10.0.1.5
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B. via next-hop 100 1.4
C. via next-hop 10.0 1.50
D. via next-hop 10.0 1 100

Answer: A

NEW QUESTION 57
DRAG DROP - (Topic 3)

Drag and drop the facts about wireless architectures from the left onto the types of access point on the right. Not all options are used.

supports automatic deployment

ranaged from a web-based dashboard

accessible for management via Telnet, S5M, or a web GUI

configured and managed by a WLC

requires a management [P address ‘

A. Mastered
B. Not Mastered

Answer: A

Explanation:

supports automatic deployment |

I

accessible for management via Telnet, S5H, or a web GUIT ]

l requires a management [P address |‘

NEW QUESTION 58
- (Topic 3)

Which two spanning-tree states are bypassed on an interface running PortFast? (Choose two.)

A. disabled
B. listening
C. forwarding
D. learning
E. blocking

Answer: BD

NEW QUESTION 60
DRAG DROP - (Topic 3)

I I
ranaged from a web-based dashboard |
1 configured and managed by a WLC
—————————————— L
| accessible for management via Telnet, S5, or a web Ul |
Kloud-Based Access Paint
1 configured and managed by & WLC | i requires a management 1P address |

An engineer is tasked to configure a switch with port security to ensure devices that forward unicasts multicasts and broadcasts are unable to flood the port The
port must be configured to permit only two random MAC addresses at a time Drag and drop the required configuration commands from the left onto the sequence

on the right Not all commands are used.

Flchport mode doest

switchport port-seCurty

ytchport port-security mac-address 0060.3EDD. 7748

switchport port-secunty mad-address 0000.D3ED. 8224

switchport port-security mad-addness whicky

savitchport port-security maximim 2

waritchport port-securily volation shuldown
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

——— ——— ——

gwnitchpart port-sefunity I

____________ I watchport port-secunty maximem 2

_— 1”““{“*’”“'%‘“[““ L—--------—------—

e e e e e —

wavitchport port-security maximum 2 |

NEW QUESTION 65
- (Topic 3)

| switchpart port-Setunty wolation shutdown

. B — R G w—

Which type of IPv6 address is similar to a unicast address but is assigned to multiple devices on the same network at the same time?

A. global unicast address
B. anycast address

C. multicast address

D. link-local address

Answer: B

NEW QUESTION 66

- (Topic 3)

Refer to the exhibit.

ip domain-name CNAC.com
'

interface GigabitEthernet0/0/0

duplex auto

speed auto
1

line vty 0 15
login local

Rl#show crypto key mypubkey rsa

Rl#show ssh
¥No SSHvZ2Z server connections running.
¥No SSHvl server connections running.

ip address 192.168.1.10 255.255.255.0

Which two commands must be added to update the configuration of router R1 so that it accepts only encrypted connections? (Choose two )

A. username CNAC secret R!41!14319115@
B. ip ssh version 2

C.linevty04

D. crypto key generate rsa 1024

E. transport input ssh

Answer: DE

NEW QUESTION 71
- (Topic 3)

Which PoE mode enables powered-device detection and guarantees power when the device is detected?

A. dynamic
B. static
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C. active
D. auto

Answer: B

NEW QUESTION 72
- (Topic 2)
Which networking function occurs on the data plane?

A. forwarding remote client/server traffic

B. facilitates spanning-tree elections

C. processing inbound SSH management traffic
D. sending and receiving OSPF Hello packets

Answer: A

NEW QUESTION 73
- (Topic 2)
What are two differences between optical-fiber cabling and copper cabling? (Choose two)

A. Light is transmitted through the core of the fiber

B. A BNC connector is used for fiber connections

C. The glass core component is encased in a cladding

D. Fiber connects to physical interfaces using Rj-45 connections
E. The data can pass through the cladding

Answer: AC

NEW QUESTION 76
- (Topic 2)
Which WPA3 enhancement protects against hackers viewing traffic on the Wi-Fi network?

A. TKiP encryption
B. AES encryption
C. scrambled encryption key
D. SAE encryption

Answer: D

NEW QUESTION 79
- (Topic 2)
Which two protocols must be disabled to increase security for management connections to a Wireless LAN Controller? (Choose two )

A. Telnet
B. SSH
C.HTTP
D. HTTPS
E. TFTP

Answer: AC

NEW QUESTION 80
- (Topic 2)
What is the same for both copper and fiber interfaces when using SFP modules?

A. They support an inline optical attenuator to enhance signal strength
B. They provide minimal interruption to services by being hot-swappable
C. They offer reliable bandwidth up to 100 Mbps in half duplex mode

D. They accommodate single-mode and multi-mode in a single module

Answer: B

NEW QUESTION 83

- (Topic 2)

Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the
administrative distance of the route that will be installed in the routing table?

A. 20
B. 90
C. 110
D. 115

Answer: B

Explanation:
The Administrative distance (AD) of EIGRP is 90 while the AD of OSPF is 110 so EIGRP route will be chosen to install into the routing table.
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NEW QUESTION 86
- (Topic 2)
Why does a switch flood a frame to all ports?

A. The frame has zero destination MAC addresses.

B. The source MAC address of the frame is unknown

C. The source and destination MAC addresses of the frame are the same
D. The destination MAC address of the frame is unknown.

Answer: B

NEW QUESTION 91
- (Topic 2)
A packet is destined for 10.10.1.22. Which static route does the router choose to forward the packet?

A. ip route 10.10.1.0 255.255.255.240 10.10.255.1

B. ip route 10.10.1.16 255.255.255.252 10.10.255.1
C. ip route 10.10.1.20 255.255.255.252 10.10.255.1
D. ip route 10.10.1.20 255.255.255.254 10.10.255.1

Answer: C

NEW QUESTION 92
- (Topic 2)
Which communication interaction takes place when a southbound API Is used?

A. between the SDN controller and PCs on the network

B. between the SON controller and switches and routers on the network

C. between the SON controller and services and applications on the network
D. between network applications and switches and routers on the network

Answer: B

NEW QUESTION 95

- (Topic 2)

A corporate office uses four floors in a building

* Floor 1 has 24 users

* Floor 2 has 29 users

* Floor 3 has 28 users

*Floor 4 has 22 users

Which subnet summarizes and gives the most efficient distribution of IP addresses for the router configuration?

A. 192.168.0.0/26 as summary and 192.168.0.0/29 for each floor
B. 192.168.0.0.24 as summary and 192.168.0.0/28 for each floor
C. 192.168.0.0/23 as summary and 192.168.0.0/25 for each floor
D. 192.168.0.0/25 as summary and 192.168.0.0/27 for each floor

Answer: D

NEW QUESTION 100
- (Topic 2)
An engineer configured an OSPF neighbor as a designated router. Which state verifies the designated router is in the proper mode?

A. Exchange
B. 2-way

C. Full

D. Init

Answer: C

NEW QUESTION 101
- (Topic 2)
Which function is performed by DHCP snooping?

A. propagates VLAN information between switches
B. listens to multicast traffic for packet forwarding
C. provides DDoS mitigation

D. rate-limits certain traffic

Answer: A

NEW QUESTION 102
- (Topic 2)
Refer to Exhibit.
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__ SeDAV1 20132126 1) [—
& s e
Atianta + Se0i00 Se00 .~ rfi;""gm"

Lot

Detaut Roue 10 via Se0/V1 Staic route to Lol on Allanta via Se0/0/

20121126 Configured routers IPvE addresses
. Atlarta
_ Serial OO : 201211126
2023126 Serial 00/ - 201311126
Loopback1 2000-1/128
: . New York

$e0/090 = Se00 Serial 0/0/0 - 2012-2/126
Senal 001 - 202321126
Mew-York Loopback?: 20002128

Lo2 - Washington

Senal 00/0 - 2023-3126
Senal 0001 - 20133126
Loopbackd: 20003128

An engineer is configuring the NEW York router to reach the Lol interface of the Atlanta router using interface Se0/0/0 as the primary path. Which two commands
must be configured on the New York router so that it can reach the Lol interface of the Atlanta router via Washington when the link between New York and Atlanta
goes down? (Choose two)

A. ipv6 router 2000::1/128 2012::1
B. ipv6 router 2000::1/128 2012::1 5
C. ipv6 router 2000::1/128 2012::2
D. ipv6 router 2000::1/128 2023::2 5
E. ipv6 router 2000::1/128 2023::3 5

Answer: AE

Explanation:

Floating static routes are static routes that have an administrative distance greater than the administrative distance (AD) of another static route or dynamic routes.
By default a static route has an AD of 1 then floating static route must have the AD greater than 1. Floating static route has a manually configured administrative
distance greater than that of the primary route and therefore would not be in the routing table until the primary route fails.

NEW QUESTION 106
- (Topic 2)
Refer to the exhibit.

R17 Fa0/0 2001:db8:2::201 /64

R17 Fal/0 2001:db8:3::201/64 i +dbhg-3:-
R17 Fa2/0 2001:db8:5::101/64 n:: :::;g ﬁ: mi ﬂﬂ:

anum Fa0/ Fal/o Falfo

R16 Fa0/0 2001:db8:2::101 /64

2001:db8:4::302/64

Which IPv6 configuration is required for R17 to successfully ping the WAN interface on R18?
A)
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R172

!

no ip domain lookup

ip cef

!

interface FastEthernet0/0

no Ip address

duplex auto

speed auto

ipv6 address 2001:D0B88:3::201/64
!

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipv6 address 2001:088:2::201/64
]

no cdp log mismatch duplex

ipv6 route 2001:0B88:4::/64 2001:0B88:5::101
B)

R17#%

|

no ip domain lookup

ip cef

ipv6 unicast-routing

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:2::201/64

!

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipv6 address 2001:0B8:3::201/64

!

no cdp log mismatch duplex

ipv6 route 2001:D88:4::/64 2001:DB8:3::301

C)

R17#

!

no ip domain lookup
ip cef

ipv6 cef

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:2::201/64

!

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipv6 address 2001:0B8:3::201/64

!

no cdp log mismatch duplex

ipv6 route 2001:DB8:4::/64 2001:DB8:4::302
D)
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R17#
!

no ip domain lookup

ip cef

ipv6 unicast-routing

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:2::201/64
|

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipvb address 2001:DB8:3::201/64
'

no cdp log mismatch duplex
ipv6 route 2001:DB8:4::/64 2001:DB8:2::201

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
ipv6 unicast-routing statement included (IPv6 is enabled on the router).Compared to the exhibit, Fa0/0 and Fa0/1 have correct configurations.The route to subnet
2001:db8:4::/64 points to R18’s Fal/0 (correct next-hop).

NEW QUESTION 111
- (Topic 2)
What is a role of access points in an enterprise network?

A. connect wireless devices to a wired network

B. support secure user logins to devices or the network
C. integrate with SNMP in preventing DDoS attacks

D. serve as a first line of defense in an enterprise network

Answer: A
NEW QUESTION 112

- (Topic 2)
Refer to the exhibit.

interface GigabitEthernet3/1/4

switchport voice vian 50
|

An administrator is tasked with configuring a voice VLAN. What is the expected outcome when a Cisco phone is connected to the GigabitEfriemet3/1/4 port on a
switch?

A. The phone and a workstation that is connected to the phone do not have VLAN connectivity

B. The phone and a workstation that is connected to the phone send and receive data in VLAN 50.
C. The phone sends and receives data in VLAN 50, but a workstation connected to the phone has no VLAN connectivity
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D. The phone sends and receives data in VLAN 50, but a workstation connected to the phone sends and receives data in VLAN 1

Answer: D

NEW QUESTION 117

- (Topic 2)

An engineer must configure an OSPF neighbor relationship between router R1 and R3 The authentication configuration has been configured and the connecting
interfaces are in the same 192.168 1.0/30 sublet. What are the next two steps to complete the configuration? (Choose two.)

A. configure the hello and dead timers to match on both sides
B. configure the same process ID for the router OSPF process
C. configure the same router ID on both routing processes

D. Configure the interfaces as OSPF active on both sides.

E. configure both interfaces with the same area ID

Answer: AE

NEW QUESTION 119
- (Topic 2)
When OSPF learns multiple paths to a network, how does it select a route?

A. It multiple the active K value by 256 to calculate the route with the lowest metric.

B. For each existing interface, it adds the metric from the source router to the destination to calculate the route with the lowest bandwidth.
C. It divides a reference bandwidth of 100 Mbps by the actual bandwidth of the existing interface to calculate the router with the lowest cost.
D. It count the number of hops between the source router and the destination to determine the router with the lowest metric

Answer: C

NEW QUESTION 123
- (Topic 2)
Which statement correctly compares traditional networks and controller-based networks?

A. Only traditional networks offer a centralized control plane

B. Only traditional networks natively support centralized management

C. Traditional and controller-based networks abstract policies from device configurations
D. Only controller-based networks decouple the control plane and the data plane

Answer: D

Explanation:

Most traditional devices use a distributed architecture, in which each control plane is resided in a networking device. Therefore they need to communicate with
each other via messages to work correctly.In contrast to distributed architecture, centralized (or controller-based) architectures centralizes the control of networking
devices into one device, called SDN controller

NEW QUESTION 125
- (Topic 2)
Which protocol requires authentication to transfer a backup configuration file from a router to a remote server?

A.DTP
B. FTP
C. SMTP
D. TFTP

Answer: B
NEW QUESTION 130

- (Topic 2)
Refer to Exhibit.

SWi: SW2:

interface FastEthernet0/1 interface FastEthernet0/1

switchport trunk encapsulation dotlg swltchpﬁrt trunk Encapﬂulatiﬁn dﬁth

::i::ii:;: tmkt:::ve vian 998 sw:i.tchpnrt trunk native wvlan 99
switchport mode trunk

Which action do the switches take on the trunk link?

A. The trunk does not form and the ports go into an err-disabled status.
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B. The trunk forms but the mismatched native VLANs are merged into a single broadcast domain.
C. The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link.

D. The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state.

Answer: B

Explanation:

The trunk still forms with mismatched native VLANs and the traffic can actually flow between mismatched switches. But it is absolutely necessary that the native

VLANSs on both ends of a trunk link match; otherwise a native VLAN mismatch occurs, causing the two VLANS to effectively merge.

For example with the above configuration, SW1 would send untagged frames for VLAN 999. SW2 receives them but would think they are for VLAN 99 so we can

say these two VLANSs are merged.

NEW QUESTION 133
- (Topic 2)
What is the primary function of a Layer 3 device?

A. to analyze traffic and drop unauthorized traffic from the Internet
B. to transmit wireless traffic between hosts

C. to pass traffic between different networks

D. forward traffic within the same broadcast domain

Answer: C
NEW QUESTION 138

- (Topic 2)
Refer to the exhibit.

Switchl#ishow etherchannel summary
Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R = Layer3 5 = Layer2
U - in use £ - failed teo alloccate aggregator
u - unsuitable for bundling
W - waiting to be aggregated
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

------ e e e e e e e, -
1 FPol (5D) LACP FaO/2(I) Fal/1(I)

Switchlishow run

Building configuration...
interface Port-channell

!

interface FastEthernetD/1
channel-group 1 mode passive
!

interface FastEthernet0/2
channel-group 1 mode passive

Switch2#show run

Building configuration...
interface Port-channell

!

interface FastEthernet0/1
channel-group 1 mode passive
'

interface FastEthernet0/2
channel-group 1 mode passive

Which change to the configuration on Switch?
allows the two switches to establish an GtherChannel?

A. Change the protocol to EtherChannel mode on.
B. Change the LACP mode to active

C. Change the LACP mode to desirable

D. Change the protocol to PAgP and use auto mode

Answer: B

NEW QUESTION 139
- (Topic 2)

Which two values or settings must be entered when configuring a new WLAN in the Cisco Wireless LAN Controller GUI? (Choose two)

A. management interface settings

B. QoS settings

C. Ip address of one or more access points
D. SSID

E. Profile name

Answer: DE

NEW QUESTION 144
- (Topic 2)
What is the benefit of configuring PortFast on an interface?
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A. After the cable is connected, the interface uses the fastest speed setting available for that cable type

B. After the cable is connected, the interface is available faster to send and receive user data

C. The frames entering the interface are marked with higher priority and then processed faster by a switch.

D. Real-time voice and video frames entering the interface are processed faster

Answer: B

NEW QUESTION 145
- (Topic 2)
Refer to the exhibit.

Rlfshow ip routs

C 192 . 168.1 .0/26 is directly connscted, FastEthernetl/1

Which two prefixes are included in this routing table entry? (Choose two.)

A.192.168.1.17
B. 192.168.1.61
C.192.168.1.64
D. 192.168.1.127
E. 192.168.1.254

Answer: BC

NEW QUESTION 148
- (Topic 2)
What prevents a workstation from receiving a DHCP address?

A.DTP
B. STP
C. VTP
D. 802.10

Answer: B
NEW QUESTION 153

DRAG DRORP - (Topic 2)
Refer to the exhibit.

[rootiEcstTeast ~]§ ip routs
default via 152.168.1.153 dev ethl proto static

[root@HoatTest =~]§ ip addr show ethl
athl: m=mtu 1500 qdisc pfifo fast glan 1000
link fathar 00:0C:22:83:79:A3 bed ff:ff-Ff-ff-FF-FF
inet 192.168.1.200/26 brd 152.168.1.255 scopa global ethl
inaté fefl::20c:29ff:fefY: 7902/ /64 scope link
valid 1ft forevar praferred lft forswver

152.168.1.0/26 dev ethl proto kernel scope link src 192.168.1.200 metric 1

Drag and drop the networking parameters from the left onto the correct values on the right.

default gateway 00:0C:22
host IP address 00:0C:22:83:79:A3
NIC MAC address 192.168.1.193
NIC vendor OUI 192 168.1.200
subnet mask 255.255.255.192

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NIC vendor OUI —> 00:0C:22NIC MAC address —> 00:0C:22:83:79:A3default gateway —>192.168.1.193host IP address —> 192.168.1.200subnet mask —>

255.255.255.192

The “ip route” and “ip addr show eth1” are Linux commands.+ “ip route”: display the routing table+ “ip addr show eth1”: get depth information (only on ethl
interface) about your network interfaces like IP Address, MAC Address information
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NEW QUESTION 155
- (Topic 2)
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC

NEW QUESTION 160
- (Topic 2)
What are two benefits of FHRPs? (Choose two.)

A. They prevent (oops in the Layer 2 network.

B. They allow encrypted traffic.

C. They are able to bundle muftlple ports to increase bandwidth

D. They enable automatic failover of the default gateway.

E. They allow multiple devices lo serve as a single virtual gateway for clients in the network

Answer: DE
NEW QUESTION 165

- (Topic 2)
Refer to the exhibit.

ip arp inspection vlian 5-10

interface fastethernet 0/1
switchport mode ACCess
switchport access vian 5

What is the effect of this configuration?

A. All ARP packets are dropped by the switch

B. Egress traffic is passed only if the destination is a DHCP server.

C. All ingress and egress traffic is dropped because the interface is untrusted

D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 167
- (Topic 2)
Which configuration management mechanism uses TCP port 22 by default when communicating with managed nodes?

A. Ansible
B. Python
C. Puppet
D. Chef

Answer: A

NEW QUESTION 170
- (Topic 2)
Refer to the exhibit.

Internet

Gig/2 Gily/2

For security reasons, automatic neighbor discovery must be disabled on the R5 Gi0/1 interface. These tasks must be completed:
« Disable all neighbor discovery methods on R5 interface GiO/1.

« Permit neighbor discovery on R5 interface GiO/2.

« Verify there are no dynamically learned neighbors on R5 interface Gi0O/1.

* Display the IP address of R6*s interface Gi0/2. Which configuration must be used?
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R5(config)#int Gi0/1
R&(config-if ##no cdp run
R5(config-if #exit
R5(config)#lldp run
R&(config#cdp enable
R5#sh cdp neighbor
R5#sh lldp neighbor

. ' R5(config)#int Gi0/M
R5(config-ifj#no cdp enable
R5(config-if jtexit
R5(config)#no lidp run
RS(config#edp run
R5#sh cdp neighbor
R5#sh lidp neighbor

R5(config#int Gi0/1
R5(config-if #no cdp enable
R5(config-if fexit
R5(config)#no lidp run
R5(config)#cdp run

R5#sh cdp neighbor detail
R5#sh lidp neighbor

R5(config#int Gi0/1
R5(config-if#no cdp enable
R5(config-if fexit
R5(config)#lldp run
R5(config)#no cdp run
R5#sh cdp neighbor detail
R5#sh lldp neighbor

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
NEW QUESTION 172

- (Topic 2)
Refer to the exhibit.

Designated Router (ID) 10.11.11.11, Interface address 10.10.10.1
Backup Designated router (ID)10.3.3.3, Interface address 10.10.10.3
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 00:00:08

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/1/1, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 6

Last flood scan time is 0 msec, maximum is 1 msec

Neighbor Count is 3, Adjacent neighbor countis 3

Adjacent with neighbor 10.1.1.4

Adjacent with neighbor 10.2.2.2

Adjacent with neighbor 10.3.3.3 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

The show ip ospf interface command has been executed on R1 How is OSPF configured?
A. The interface is not participating in OSPF

B. A point-to-point network type is configured
C. The default Hello and Dead timers are in use
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[_] CertShared

D. There are six OSPF neighbors on this interface
Answer: C

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first- ospf/13689-17.html

NEW QUESTION 176
- (Topic 2)
R1 has learned route 10.10.10.0/24 via numerous routing protocols. Which route is installed?

A. route with the lowest cost

B. route with the next hop that has the highest IP
C. route with the shortest prefix length

D. route with the lowest administrative distance

Answer: D

NEW QUESTION 181
- (Topic 2)
Which protocol prompts the Wireless LAN Controller to generate its own local web administration SSL certificate for GUI access?

A. HTTPS

B. RADIUS
C. TACACS+
D. HTTP

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80/b_cg80_chapter_011.html

NEW QUESTION 183
- (Topic 2)
Refer to the exhibit.

s
=

seo00 §°

—d

& Configured routers IPvl addresses
! Se(0

Atlarta

Aflanta r‘:f:;-“"f!m Serial 00/ - 2012 11126
Lot Loopbacki 2000 1/128
Mew York
Senal 0000 2012 21126
Serial 0011 - 2023 2126
Loopback? 2000 2/128
Washington
SeD00 Shuped®™ Se00/1 Senal 000 - 20233126
e Loopback3. 2000 128
Mew York
Lo2

An engineer configured the New York router with state routes that point to the Atlanta and Washington sites. When command must be configured on the Atlanta

and Washington routers so that both sites are able to reach the loopback?2 interface on the New York router?

A. ipv6 route ::/0 Serial 0/0/1

B. ipv6 route 0/0 Serial 0/0/0

C. ipv6 route ::/0 Serial 0/0/0

D. ip route 0.0.0.0.0.0.0.0 Serial 0/0/0
E. ipv6 route ::/0 2000::2

Answer: C

NEW QUESTION 186
- (Topic 2)
Refer to the exhibit.

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
J CEr‘tSharEd https://www.certshared.com/exam/200-301/ (903 Q&AS)

E -
- .
-

C
il
-
-
P

L)} 1lp adaress 19

nfig)d ip route 10.1.1. 295.255.255. 192.11¢

Router R2 is configured with multiple routes to reach network 10 1.1 0/24 from router R1. What protocol is chosen by router R2 to reach the destination network
10.1 1 0/247

A. eBGP
B. static
C. OSPF
D. EIGRP

Answer: B

NEW QUESTION 189
- (Topic 2)
Which type of traffic is sent with pure iPsec?

A. broadcast packets from a switch that is attempting to locate a MAC address at one of several remote sites
B. multicast traffic from a server at one site to hosts at another location

C. spanning-tree updates between switches that are at two different sites

D. unicast messages from a host at a remote site to a server at headquarters

Answer: D

Explanation:
“The original poster makes a correct observation that EIGRP does not work in a pure IPSEC environment. IPSEC was designed to process unicast traffic.

NEW QUESTION 191
- (Topic 2)
What does an SDN controller use as a communication protocol to relay forwarding changes to a southbound API?

A. OpenFlow
B. Java

C. REST

D. XML

Answer: A

NEW QUESTION 196
- (Topic 2)
Refer to Exhibit.

Guaranteed success with Our exam guides visit - https://www.certshared.com



- 5 Certshared now are offering 100% pass ensure 200-301 dumps!
D ICF."I tShaI ed https://www.certshared.com/exam/200-301/ (903 Q&AsS)

Which configuration must be applied to the router that configures PAT to translate all addresses in VLAN 200 while allowing devices on VLAN 100 to use their own
IP addresses?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 201
- (Topic 2)
An engineer must configure a WLAN using the strongest encryption type for WPA2- PSK. Which cipher fulfills the configuration requirement?

A. WEP
B. RC4
C. AES
D. TKIP

Answer: C
Explanation:
Many routers provide WPA2-PSK (TKIP), WPA2-PSK (AES), and WPA2- PSK (TKIP/AES) as options. TKIP is actually an older encryption protocol introduced

with WPA to replace the very-insecure WEP encryption at the time. TKIP is actually quite similar to WEP encryption. TKIP is no longer considered secure, and is
now deprecated. In other words, you shouldn’t be using it.
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AES is a more secure encryption protocol introduced with WPA2 and it is currently the strongest encryption type for WPA2-PSK.

NEW QUESTION 203
- (Topic 2)
What Is a syslog facility?

A. Host that is configured for the system to send log messages

B. password that authenticates a Network Management System to receive log messages
C. group of log messages associated with the configured severity level

D. set of values that represent the processes that can generate a log message

Answer: C

Explanation:

Cisco Community — Difference between logging level and logging facility Post by ahmednaas

“The logging facility command basically tells the syslog server where to put the log message. You configure the syslog server with something like:
local7.debug /var/adm/local7.log

Now, when you use the “logging facility local7” on your device, all messages with severity “debug” or greater should be saved in /var/adm/local7.log.”
Example: on a switch, any process (CDP, SNMP, etc.) can generate a log message. On a syslog server, the logging facility is the place where all received
messages with the same priority level are stored.

NEW QUESTION 206
- (Topic 2)
Refer to the exhibit.

ip arp inspection vlan 2
intarface fastethernet 0/1

switchport mode access
switchport access vlan 2

What is the effect of this configuration?

A. The switch port interface trust state becomes untrusted

B. The switch port remains administratively down until the interface is connected to another switch
C. Dynamic ARP inspection is disabled because the ARP ACL is missing

D. The switch port remains down until it is configured to trust or untrust incoming packets

Answer: A

Explanation:
Dynamic ARP inspection (DAI) is a security feature that validates ARP packets in a network. It intercepts, logs, and discards ARP packets with invalid IP-to-MAC
address bindings. This capability protects the network from certain man-in-the-middle attacks. After enabling DAI, all ports become untrusted ports.

NEW QUESTION 210
- (Topic 2)
Which type of API allows SDN controllers to dynamically make changes to the network?

A. northbound API
B. REST API
C. SOAP API
D. southbound API

Answer: D

Explanation:
Cisco overview doc for SDN here: https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/VMDC/SDN/SDN. html

NEW QUESTION 215
- (Topic 2)
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Routerl{config/#interface GigabitEthernetl/1
Routerl(config-ifjddescription ***Connection to Router2®+*#
Routerl(config-ifiip address 10.10.10.1 255.255.255.252
Routerl(config-if)#ip ospf hello-interval S

Routerl(config/#router ospf 1000
Routerl({config-router)érouter-id 1.1.1.1
Router1(config-router)inetwork 10.10.10.0 0.0.0.3 area 0

Router2{configl#interface GigabitEthernetl/1
Router2(config-ifjddescription ***Connection to Routerl##ss
Router2(config-fj#ip address 10.10.10.2 255.255,255.252
Router2({configlfrouter ospf 1001

Router2(config-router)¥router-id 2.2.2.2
Router2({config-router)¥network 10.10.10.0 0.0.0.3 area 0
Router2{config-router)¥passive-interface default
Router2{config-router)#no passive-interface GigabitEthernetl/1

Refer to the exhibit. After the configuration is applied, the two routers fail to establish an OSPF neighbor relationship. what is the reason for the problem?

A. The OSPF router IDs are mismatched.

B. Router2 is using the default hello timer.

C. The network statement on Routerl is misconfigured.
D. The OSPF process IDs are mismatched.

Answer: B
NEW QUESTION 216

DRAG DROP - (Topic 2)
Drag and drop the AAA terms from the left onto the description on the right.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

1-1, 2-4, 3-3, 4-2

NEW QUESTION 219
- (Topic 2)
When a WPA2-PSK WLAN is configured in the wireless LAN Controller, what is the minimum number of characters that in ASCII format?

.6
.8
.1
.1

o0 w>

2
8
Answer: B

NEW QUESTION 221
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- (Topic 2)

What are two characteristics of an SSID? (Choose Two)

A. It can be hidden or broadcast in a WLAN

B. It uniquely identifies an access point in a WLAN
C. It uniquely identifies a client in a WLAN

D. It is at most 32 characters long.

E. IT provides secured access to a WLAN

Answer: BE

NEW QUESTION 224
- (Topic 2)

When a client and server are not on the same physical network, which device is used to forward requests and replies between client and server for DHCP?

A. DHCP relay agent
B. DHCP server
C. DHCPDISCOVER
D. DHCPOFFER

Answer: A

NEW QUESTION 226
- (Topic 2)

An administrator must secure the WLC from receiving spoofed association requests. Which steps must be taken to configure the WLC to restrict the requests and

force the user to wait 10 ms to retry an association request?

A. Enable Security Association Teardown Protection and set the SA Query timeout to 10

B. Enable MAC filtering and set the SA Query timeout to 10

C. Enable 802.1x Layer 2 security and set me Comeback timer to 10
D. Enable the Protected Management Frame service and set the Comeback timer to 10

Answer: C

NEW QUESTION 227
- (Topic 2)
Refer to the exhibit.

R1# sh ip ospf int gig0/0
Gig0/0 is up, line protocol 135 uj
Internet Address 10.201.24.F
Process ID 100, Route ID 192.1
Topology-MTII Disabl
! ] ne
Tranamit Delay 13 1 sec, Stati
Designated Router (ID) 192.168.
No backup designated router on
Timer intervals confiqured, Hello
wob-resync timeout 40
Hello due in 00:00:07
§sh ip ospf int gig0/0
gig0/0 is up, line protocol is uj
Internet Address 10.201.24.1/2
Process ID 100, Rout ID 173
Transmit Delay is 1 sec, State
Designated Router (ID) 1 16.1
No backup designated router on
Timer intervals configured, Hel

L ]

ea 1, Attached via Network

1, Hetwork WV BROADCAST, Cost:
Shutdown Topology Name
no Base
riority 1
Interface address 10.2( 29.

Wait 40,

a l

, Network Type BROADCAST
ri ity 1

nterface addre: | 11
network

, Daad ., HWa 0, Ret

Hetransmit

Statemant

What action establishes the OSPF neighbor relationship without forming an adjacency?

A. modify hello interval
B. modify process ID
C. modify priority

D. modify network type

Answer: A

NEW QUESTION 230
- (Topic 2)

What benefit does controller-based networking provide versus traditional networking?

A. moves from a two-tier to a three-tier network architecture to provide maximum redundancy
B. provides an added layer of security to protect from DDoS attacks
C. allows configuration and monitoring of the network from one centralized port
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D. combines control and data plane functionality on a single device to minimize latency

Answer: C

NEW QUESTION 233
- (Topic 2)
Refer to the exhibit.

10.150.1.254/24 |,

10.150.1.1/24 10.150.1.2/24 end

RTR-1:
hostname RTR-1

interface GigabitEthernet0/0

ip address 10.150.1.254 255.255.255.0
duplex auto

speed auto

!

access-list 10 deny host 10.150.1.1
!

line con 0

password 7 0822455D0A16

login

!

line vty 0 4

access-class 10 in

password 7 0822455D0Al16

login

!

An access list is created to deny Telnet access from host PC-1 to RTR-1 and allow access from all other hosts A Telnet attempt from PC-2 gives this message:"%

Connection refused by remote host" Without allowing Telnet access from PC-1, which action must be taken to permit the traffic?

A. Add the access-list 10 permit any command to the configuration
B. Remove the access-class 10 in command from line vty 0.4.

C. Add the ip access-group 10 out command to interface g0/0.

D. Remove the password command from line vty 0 4.

Answer: A

NEW QUESTION 234
- (Topic 2)
Refer to the exhibit.

Switch#show etherchannel summary
[output omitted]

Which two commands were used to create port channel 10? (Choose two )
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int range g0/0-1
channel-group 10 mode active

int range g0/0-1
channel-group 10 mode desirable

int range g0/0-1
channel-group 10 mode passive

int range g0/0-1
channel-group 10 mode auto

int range g0/0-1
channel-group 10 mode on

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: AC

NEW QUESTION 239
- (Topic 2)
Which two primary drivers support the need for network automation? (Choose two.)

A. Eliminating training needs

B. Increasing reliance on self-diagnostic and self-healing
C. Policy-derived provisioning of resources

D. Providing a ship entry point for resource provisioning
E. Reducing hardware footprint

Answer: CD

NEW QUESTION 243
- (Topic 2)
What Is the path for traffic sent from one user workstation to another workstation on a separate switch In a lhree-lter architecture model?

A. access - core - distribution - access

B. access - distribution - distribution - access

C. access - core - access

D. access -distribution - core - distribution - access

Answer: D

NEW QUESTION 245
- (Topic 2)
Which technology must be implemented to configure network device monitoring with the highest security?

A.IP SLA
B. syslog
C. NetFlow
D. SNMPv3

Answer: C

NEW QUESTION 247
- (Topic 2)
Refer to the exhibit.

10.0.0.0/24 is subsetted, 1 subnets
C 10.0.0.0 is directly connected, FastEthernet0/1
C 172.160.0/16 is directly connected, FastEthernet0/0
D 192.168.0.0/24 [90/30720] wvia 172.16.0.2, 00:00:03, FastEthernet0/0

Which route type does the routing protocol Code D represent in the output?

A. internal BGP route

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/200-301/ (903 Q&AS)

B. /24 route of a locally configured IP
C. statically assigned route
D. route learned through EIGRP

Answer: D

NEW QUESTION 250
- (Topic 2)
Where is the interface between the control plane and data plane within the software- defined architecture?

A. control layer and the infrastructure layer

B. application layer and the infrastructure layer
C. application layer and the management layer
D. control layer and the application layer

Answer: A
NEW QUESTION 251

- (Topic 2)
Refer to the exhil:_)it.

R1# show ip route | begin gateway

Gateway of last resort is 209.163.200.246 to network 0.0.0.0

§* 0.0.0.0/0 [1/0) wvia 209.165.200.246, Serial0/1/0

is directly connected, Serial0/1/0

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
172.16.3.0/24 [1/0) via 209.165.200.250, Serial0/0/0
172.16.3.0/28 [110/1) via 209.165.200.254, 00:00:28, Serial0/0/1
209.165.200.0/24 1is variably subnetted, 6 subnets, 2 masks
209.165.200.244/30 is directly connected, Serial0/1/0
209.165.200.245/32 is directly connected, Serial0/1/0
209.165.200.248/30 is directly connected, Serial0/0/0
209.165.200.249/32 is directly connected, Serial0/0/0
209.165.200.252/30 is directly connected, Serial0/0/1
209.165.200.253/32 is directly connected, Serial0/0/1

(=

o aOen

A packet is being sent across router R1 to host 172.16.0.14. What is the destination route for the packet?

A. 209.165.200.254 via Serial0/0/1
B. 209.165.200.254 via Serial0/0/0
C. 209.165.200.246 via Serial0/1/0
D. 209.165.200.250 via Serial0/0/0

Answer: A

NEW QUESTION 255
- (Topic 2)
Which port type supports the spanning-tree portfast command without additional configuration?

A. access ports

B. Layer 3 main Interfaces
C. Layer 3 suninterfaces
D. trunk ports

Answer: A

NEW QUESTION 257
- (Topic 2)
Which JSON data type is an unordered set of attribute- value pairs?

A. array

B. string

C. object
D. Boolean

Answer: C

NEW QUESTION 260

- (Topic 2)

What are two characteristics of a controller-based network? (Choose two)
A. The administrator can make configuration updates from the CLI

B. It uses northbound and southbound APIs to communicate between architectural layers
C. It moves the control plane to a central point.
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D. It decentralizes the control plane, which allows each device to make its own forwarding decisions
E. It uses Telnet to report system issues.

Answer: BC

NEW QUESTION 264
- (Topic 2)
Which action must be taken to assign a global unicast IPv6 address on an interface that is derived from the MAC address of that interface?

A. configure a stateful DHCPvV6 server on the network
B. enable SLAAC on an interface

C. disable the EUI-64 bit process

D. explicitly assign a link-local address

Answer: A

NEW QUESTION 266
- (Topic 2)
What is a function of a Layer 3 switch?

A. move frames between endpoints limited to IP addresses

B. transmit broadcast traffic when operating in Layer 3 mode exclusively
C. forward Ethernet frames between VLANSs using only MAC addresses
D. flood broadcast traffic within a VLAN

Answer: A

NEW QUESTION 270
- (Topic 2)
Which two must be met before SSH can operate normally on a Cisco 10S switch? (Choose two)

A. The switch must be running a k9 (crypto) 10S image

B. The Ip domain-name command must be configured on the switch
C. IP routing must be enabled on the switch

D. A console password must be configured on the switch

E. Telnet must be disabled on the switch

Answer: AB

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-shell- ssh/4145-ssh.html

NEW QUESTION 272
- (Topic 2)
How do traditional campus device management and Cisco DNA Center device management differ in regards to deployment?

A. Cisco DNA Center device management can deploy a network more quickly thantraditional campus device management

B. Traditional campus device management allows a network to scale more quickly than with Cisco DNA Center device management

C. Cisco DNA Center device management can be implemented at a lower cost than most traditional campus device management options

D. Traditional campus device management schemes can typically deploy patches and updates more quickly than Cisco DNA Center device management

Answer: A

NEW QUESTION 276
- (Topic 2)
Which result occurs when PortFast is enabled on an interface that is connected to another switch?

A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down
D. After spanning tree converges PortFast shuts down any port that receives BPDUSs.

Answer: A

Explanation:

Enabling the PortFast feature causes a switch or a trunk port to enter the STP forwarding-state immediately or upon a linkup event, thus bypassing the listening
and learning states.

Note: To enable portfast on a trunk port you need the trunk keyword “spanning-tree portfast trunk

NEW QUESTION 280
- (Topic 2)
Which IPv6 address type provides communication between subnets and is unable to route on the Internet?

A. global unicast

B. unigue local
C. link-local
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D. multicast
Answer: B
NEW QUESTION 283

- (Topic 2)
Refer to the exhibit.

gio/1
198.51.100.1

fa0/0

gi0/0
192.0.2.2 DHCP server
198.51.100.100

An engineer deploys a topology in which R1 obtains its IP configuration from DHCP. If the switch and DHCP server configurations are complete and correct. Which
two sets of
commands must be configured on R1 and R2 to complete the task? (Choose two)

A. R1(config)# interface faO/OR1(config-if)# ip helper-address 198.51.100.100

B. R2(config)# interface gi0/OR2(config-if)# ip helper-address 198.51.100.100

C. R1(config)# interface fa0/0 R1(config-if)# ip address dhcp R1(config-if)# no shutdown
D. R2(config)# interface gi0/0 R2(config-if)# ip address dhcp

E. R1(config)# interface faO/OR1(config-if)# ip helper-address 192.0.2.2

Answer: BC

NEW QUESTION 287
- (Topic 2)
An engineer needs to configure LLDP to send the port description time length value (TLV). What command sequence must be implemented?

A. switch(config-line)#lldp port-description
B. switch(config)#lldp port-description

C. switch(config-if)#lldp port-description
D. switch#lldp port-description

Answer: B

NEW QUESTION 292

- (Topic 2)

A network administrator enabled port security on a switch interface connected to a printer. What is the next configuration action in order to allow the port to learn
the MAC address of the printer and insert it into the table automatically?

A. enable dynamic MAC address learning
B. implement static MAC addressing.

C. enable sticky MAC addressing

D. implement auto MAC address learning

Answer: C

NEW QUESTION 293
- (Topic 1)

Refer to the exhibit Router R1 Fa0/0 is unable to ping router R3 Fa0'1. Which action must be taken in router R1 to help resolve the configuration issue?
A. set the default network as 20.20.20.0/24

B. set the default gateway as 20.20.20.2
C. configure a static route with Fa0/1 as the egress interface to reach the 20.20.20.0/24 network
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D. configure a static route with 10.10.10.2 as the next hop to reach the 20.20.20.0/24 network

Answer: D

NEW QUESTION 298
- (Topic 1)
What is the difference regarding reliability and communication type between TCP and UDP?

A. TCP is reliable and is a connection-oriented protocol UDP is not reliable and is a connectionless protocol
B. TCP is not reliable and is a connection-oriented protocol; UDP is reliable and is aconnectionless protocol
C. TCP is not reliable and is a connectionless protocol; UDP is reliable and is a connection- oriented protocol
D. TCP is reliable and is a connectionless protocol; UDP is not reliable and is a connection- oriented protocol

Answer: A

NEW QUESTION 299
- (Topic 1)

After installing a new Cisco ISE server, which task must the engineer perform on the Cisco WLC to connect wireless clients on a specific VLAN based on their

credentials?

A. Enable the allow AAA Override

B. Enable the Even: Driven RRM.

C. Disable the LAG Mode or Next Reboot.

D. Enable the Authorized MIC APs against auth-list or AAA.

Answer: A

NEW QUESTION 304
- (Topic 1)
Which switch technology establishes a network connection immediately when it is plugged in?

A. PortFast

B. BPDU guard
C. UplinkFast

D. BackboneFast

Answer: A

Explanation:

PortFast is useful to connect hosts and switches to a switch. Access layer switches are more frequently “plugged in” and “plugged out” than distribution or core

layer switches. Also, this feature’s target is just to minimize STP convergence time.

NEW QUESTION 308
- (Topic 1)
Which 802.11 frame type is association response?

A. management
B. protected frame
C. control

D. action

Answer: A

Explanation:
Reference: https://en.wikipedia.org/wiki/802.11_Frame_Types

NEW QUESTION 309

- (Topic 1)

Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable
What is the result of this configuration?

A. The link is in a down state.

B. The link is in an error disables state
C. The link is becomes an access port.
D. The link becomes a trunk port.

Answer: D

NEW QUESTION 314
- (Topic 1)
Refer to the exhibit.
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101010 %

Router R4 is dynamically learning the path to the server. If R4 is connected to R1 via OSPF Area 20, to R2 v2ia R2 BGP, and to R3 via EIGRP 777, which path is

installed in the routing table of R4?

A. the path through R1, because the OSPF administrative distance is 110

B. the path through R2. because the IBGP administrative distance is 200

C. the path through R2 because the EBGP administrative distance is 20

D. the path through R3. because the EIGRP administrative distance is lower than OSPF and BGP

Answer: C

NEW QUESTION 319
- (Topic 1)
Which WAN access technology is preferred for a small office / home office architecture?

A. broadband cable access

B. frame-relay packet switching

C. dedicated point-to-point leased line

D. Integrated Services Digital Network switching.

Answer: A

NEW QUESTION 323
- (Topic 1)
Which state does the switch port move to when PortFast is enabled?

A. forwarding
B. listening
C. blocking
D. learning

Answer: A

NEW QUESTION 324
DRAG DROP - (Topic 1)

Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.

Configure BPDU guard. 802.1q double tagging
Configure dynamic ARP inspection ARP spoofing
Configure root guard unwanted superior BPDUs
Configure VACL. urwanted BPDUs on PortFast-enabled interfaces

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Double-Tagging attack:
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. 50210
Dan ISRS00 V100 . . .
Nagve SwitchA " Swilch B
VL AN 10D VLAN 100
Attacker Target in
VLAN 200

In this attack, the attacking computer generates frames with two 802.1Q tags. The first tag matches the native VLAN of the trunk port (VLAN 10 in this case), and
the second matches the VLAN of a host it wants to attack (VLAN 20).When the packet from the attacker reaches Switch A, Switch A only sees the first VLAN 10
and it matches with its native VLAN 10 so this VLAN tag is removed. Switch A forwards the frame out all links with the same native VLAN 10. Switch B receives the
frame with an tag of VLAN 20 so it removes this tag and forwards out to the Victim computer.Note: This attack only works if the trunk (between two switches) has
the same native VLAN as the attacker.To mitigate this type of attack, you can use VLAN access control lists (VACLs, which applies to all traffic within a VLAN. We
can use VACL to drop attacker traffic to specific victims/servers) or implement Private VLANsS.ARP attack (like ARP poisoning/spoofing) is a type of attack in which
a malicious actor sends falsified ARP messages over a local area network as ARP allows a gratuitous reply from a host even if an ARP request was not received.
This results in the linking of an attacker's MAC address with the IP address of a legitimate computer or server on the network. This is an attack based on ARP
which is at Layer 2.Dynamic ARP inspection (DAI) is a security feature that validates ARP packets in a network which can be used to mitigate this type of attack.

NEW QUESTION 325
- (Topic 1)
Which statement identifies the functionality of virtual machines?

A. Virtualized servers run most efficiently when they are physically connected to a switch that is separate from the hypervisor
B. The hypervisor can virtualize physical components including CP

C. memory, and storage

D. Each hypervisor can support a single virtual machine and a single software switch

E. The hypervisor communicates on Layer 3 without the need for additional resources

Answer: B

NEW QUESTION 328
- (Topic 1)
What are two benefits of controller-based networking compared to traditional networking?

A. controller-based increases network bandwidth usage, while traditional lightens the load on the network.

B. controller-based inflates software costs, while traditional decreases individual licensing costs

C. Controller-based reduces network configuration complexity, while traditional increases the potential for errors
D. Controller-based provides centralization of key IT function

E. While traditional requires distributes management function

F. controller-based allows for fewer network failure, while traditional increases failure rates.

Answer: CD

Explanation:

Cisco DNA Center Device Management

* 3. Monitor the cloud for software update

* 5. Uses CLI templates to apply a consistent configuration to multiple devices at an individual location

* 6. Uses NetFlow to analyse potential security threats throughout the network and take appropriate action on that traffic
Traditional device management

* 2. Manages device configuration on a per-device basis

* 4, Security is managed near the perimeter of the network with firewalls, VPNs, and IPS

? Implements changes via an SSH terminal

NEW QUESTION 330
- (Topic 1)
Which implementation provides the strongest encryption combination for the wireless environment?

A. WPA2 + AES
B. WPA + AES
C. WEP

D. WPA + TKIP

Answer: A

NEW QUESTION 332

- (Topic 1)

In QoS, which prioritization method is appropriate for interactive voice and video?
A. expedited forwarding

B. traffic policing

C. round-robin scheduling

D. low-latency queuing

Answer: D

NEW QUESTION 334
- (Topic 1)
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Which two minimum parameters must be configured on an active interface to enable OSPFv2 to operate? (Choose two)

A. OSPF area

B. OSPF MD5 authentication key
C. iPv6 address

D. OSPf process ID

E. OSPf stub flag

Answer: AD

NEW QUESTION 336
- (Topic 1)
What describes the operation of virtual machines?

A. Virtual machines are responsible for managing and allocating host hardware resources

B. In a virtual machine environment, physical servers must run one operating system at a time.
C. Virtual machines are the physical hardware that support a virtual environment.

D. Virtual machines are operating system instances that are decoupled from server hardware

Answer: B
NEW QUESTION 339

DRAG DROP - (Topic 1)
Drag and drop the IPv4 network subnets from the left onto the correct usable host ranges on the right

172.28.228.1 -

172.48.228.194/18 172.28.239.25%4

172.28.228.144/21

172.28.228. 14423 1;;222;515&15?;
172.28.228.144/25 172.18.228.145

- 172.28.228.150

17228 228.194109 172.28.192.1
e - 172 28,255,254
A. Mastered
B. Not Mastered
Answer: A
Explanation:
. oo L | e o — e S
172.28.226.144/18 i 172.28.228.194/23
o DA T e e i
| 172.28.228.144121 | 172.28.228. 144121
|
| 172.28. 228144/ 23 172.28.728.184/25
172.28.228.144/25 | 172.28. 2168.184/ 20
|
|

NEW QUESTION 342
- (Topic 1)
What uses HTTP messages to transfer data to applications residing on different hosts?

A. OpenFlow
B. OpenStack
C. OpFlex

D. REST

Answer: D
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NEW QUESTION 344
- (Topic 1)
What are two functions of a Layer 2 switch? (Choose two)

A. acts as a central point for association and authentication servers

B. selects the best route between networks on a WAN

C. moves packets within a VLAN

D. moves packets between different VLANs

E. makes forwarding decisions based on the MAC address of a packet

Answer: AE
NEW QUESTION 348

- (Topic 1)
How does HSRP provide first hop redundancy?

A. It load-balances traffic by assigning the same metric value to more than one route to the same destination m the IP routing table.

B. It load-balances Layer 2 traffic along the path by flooding traffic out all interfaces configured with the same VLAN.
C. It forwards multiple packets to the same destination over different routed links n the data path
D. It uses a shared virtual MAC and a virtual IP address to a group of routers that serve as the default gateway for hosts on a LAN

Answer: D
Explanation:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp_fhrp/configuration/xe-16/fhp-xe-16-book/fhp-hsrp-mgo.html

NEW QUESTION 352
DRAG DROP - (Topic 1)
Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 355
- (Topic 1)
How are the switches in a spine-and-leaf topology interconnected?

A. Each leaf switch is connected to one of the spine switches.

B. Each leaf switch is connected to two spine switches, making a loop.
C. Each leaf switch is connected to each spine switch.
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D. Each leaf switch is connected to a central leaf switch, then uplinked to a core spine switch.

Answer: B

NEW QUESTION 356
- (Topic 1)
Which resource is able to be shared among virtual machines deployed on the same physical server?

A. disk

B. applications

C. VM configuration file
D. operating system

Answer: C

NEW QUESTION 360
- (Topic 1)
What is an advantage of Cisco DNA Center versus traditional campus device management?

A. It supports numerous extensibility options including cross-domain adapters and third- party SDKs.
B. It supports high availability for management functions when operating in cluster mode.

C. It enables easy autodiscovery of network elements m a brownfield deployment.

D. It is designed primarily to provide network assurance.

Answer: A

NEW QUESTION 363
- (Topic 1)
What occurs to frames during the process of frame flooding?

A. Frames are sent to every port on the switch in the same VLAN except from the originating port
B. Frames are sent to every port on the switch that has a matching entry in the MAC address table.
C. Frames are sent to all ports, including those that are assigned to other VLANSs.

D. Frames are sent to every port on the switch in the same VLAN.

Answer: A

NEW QUESTION 365
- (Topic 1)
What must be considered when using 802:11 ta?

A. It is compatible with 802 lib- and 802 11-compliant wireless devices

B. Itis used in place of 802 11b/g when many nonoverlapping channels are required
C. It is susceptible to interference from 2 4 GHz devices such as microwave ovens.
D. It is chosen over 802 11b/g when a lower-cost solution is necessary

Answer: A
NEW QUESTION 367

- (Topic 1)
Refer to the exhibit.

- T y-——
b 1
SW 1

-

switchport trunk allowed vian 10
switchport trunk encapsulation dot1g
switchport mode trunk

R1: sSW1: sSWwa2:
interface Ethernet0/0 interface Ethernet0/0 interface Ethernet0/1
no ip address switchport trunk encapsulation doilg switchport trunk encapsulation dotig
! switchport mode trunk switchport mode trunk
! !
interface Ethernet0/1 interface Ethernet(/2

switchport access vian 20
swilchport mode access

What commands are needed to add a subinterface to Ethernet0/0 on R1 to allow for VLAN 20, with IP address 10.20.20.1/24?

A. R1(config)#interface ethernet0/0 R1(config)#encapsulation dotlq 20R1(config)#ip address 10.20.20.1 255.255.255.0
B. R1(config)#interface ethernet0/0.20 R1(config)#encapsulation dotlq 20R1(config)#ip address 10.20.20.1 255.255.255.0

C. R1(config)#interface ethernet0/0.20 R1(config)#ip address 10.20.20.1 255.255.255.0
D. R1(config)#interface ethernet0/0 R1(config)#ip address 10.20.20.1 255.255.255.0

Answer: B

NEW QUESTION 368
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- (Topic 1)
Which mode must be used to configure EtherChannel between two switches without using a negotiation protocol?

A.on

B. auto

C. active

D. desirable

Answer: A

Explanation:

The Static Persistence (or “on” mode) bundles the links unconditionally and no negotiation protocol is used. In this mode, neither PAgP nor LACP packets are

sent or received.

NEW QUESTION 369
- (Topic 1)
Refer to the exhibit.
ip arp inspection vian 2-10
Interface fastethernet 0/1
ip arp inspection trust

L ' |

If the network environment is operating normally, which type of device must be connected to interface FastEthernet 0/1?

A. DHCP client
B. access point
C. router

D. PC

Answer: C
NEW QUESTION 374

- (Topic 1)
Refer to the exhibit.

_.-'—-—_ﬂ_._-_\q“'""—-..
18 S L
R1 10.10.10.16/30 internet )
17 \ )
; s
10.10.10.0/30 Firawal
1

10.10.13.10725

Rl¥sh ip reo
i - - . - - - - - - (] 1 Y s B = - - T T
rateway o lasSt IeSO0IT 15 1U.10.10.10 0 NDetwork UV.u.u.u

4 N £l § i o - - T s .1 - . ] oy 3 -

10.0.0.0 f8 1s wvariably subnetted, 4 subnets, 3 masks
. -~ - - ~ ~ = . = o T aw — . = = a0 -
= 10.10.10.0/30 1s directly connected, FastEthernetl/1
Fo - . - . - - el J"-:_ l_".l':l"f'u - - - - ~ --’.:"F'u — R T - y 5
D 10.10.13.0/25 [110/6576] wia 10.10. 10.1, 06:58:21, FastEctharnatO/1
C 10.10.10.1&6/30 is directly connected, FastEthernet0/24

- S - - - - Fo- = - - - s - - - o - - s — — 1

o 10.10.13.1 44728 [110/110) wia 10.10.1 0.1; 06:58:21; FastEthernet(
- - - - - - IrTa - - - - - - - - o o - = o
B U.0.V. o L 4 13 AU, 1V.10. - S & F o ot

Which type of route does R1 use to reach host 10.10.13.10/327
A. floating static route

B. host route

C. default route

D. network route

Answer: D

Explanation:

From the output, we see R1 will use the entry “O 10.10.13.0/25 [110/4576] via 10.10.10.1, ..."” to reach host 10.10.13.10. This is a network route.Note: “B*

0.0.0.0/0..." is a default route.

NEW QUESTION 375
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- (Topic 1)
What is recommended for the wireless infrastructure design of an organization?

A. group access points together to increase throughput on a given channel

B. configure the first three access points are configured to use Channels 1, 6, and 11

C. include a least two access points on nonoverlapping channels to support load balancing
D. assign physically adjacent access points to the same Wi-Fi channel

Answer: B

NEW QUESTION 380
- (Topic 1)
What is the purpose of a southbound API in a control based networking architecture?

A. Facilities communication between the controller and the applications

B. Facilities communication between the controller and the networking hardware
C. allows application developers to interact with the network

D. integrates a controller with other automation and orchestration tools.

Answer: B

Explanation:
https://www.ciscopress.com/articles/article.asp?p=2995354&seqNum=2#:~:text=The%20S
outhbound%?20Interface,communicate%20t0%20the%20networking%20devices.&text=The
%200verall%20goal%20is%20network,from%20being%200nly%20a%20protocol.

The Southbound Interface

In a controller-based network architecture, the controller needs to communicate to the networking devices.

NEW QUESTION 385
- (Topic 1)
Which WAN topology provides a combination of simplicity quality, and availability?

A. partial mesh

B. full mesh

C. point-to-point
D. hub-and-spoke

Answer: C

NEW QUESTION 389
- (Topic 1)
Which function is performed by the collapsed core layer in a two-tier architecture?

A. enforcing routing policies

B. marking interesting traffic for data polices
C. attaching users to the edge of the network
D. applying security policies

Answer: A
NEW QUESTION 392

- (Topic 1)
Refer to the exhibit.

R1® abow ip routs
Codan: C -~ connactad, 5 - atatic, I = IG8F, R = RIF, W = mabile, B = BOP
D = EIGAF, EX - EIGAF axtarnal, O - CESFF, IA OSPY intar Aarea
Nl - GSFF MISA astarnal Ltype 1, Wi - OSFF N3ISA axtarnal Lyps 2
El = QSPFr axtarnal Cype 1, E2 = OSPY axUArnal typs 2, E = EGF
L = 25-13, L1 = I3-1I8 leval-1, L1 = I5-13 lavel-2, * - candidatse dafaclt
U = par-sasr SLAtic route, o = QDN
Gataway of last resoIt is not set
C 1.0.0.0/8 1s directly connacted, Loopback
10.2.0.0/% is variably scboatted, 4 subsets, 7 masks
190.9.1.%/32 [110/100] wia 10.€.1.3, 90:39:08, Sariald
19.0.1.0/24 is directly comnacted, Seriald
10.9.1.5%/32 [110/3] wia 10.0.1.30, 00:39:08, Bariald
10.0.1.4/32 [110/10) wia 19.0.1.4, 09:39:08, Bariald

o 0N o

What is the next hop address for traffic that is destined to host 10.0.1.5?
A.10.0.1.3

B. 10.0.1.50

C.10.0.1.4

D. Loopback D

Answer: B
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NEW QUESTION 397
- (Topic 1)
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?

A. Itis a broadcast IP address

B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 398
- (Topic 1)
In which situation is private IPv4 addressing appropriate for a new subnet on the network of an organization?

A. There is limited unique address space, and traffic on the new subnet will stay local within the organization.
B. The network has multiple endpoint listeners, and it is desired to limit the number of broadcasts.

C. Traffic on the subnet must traverse a site-to-site VPN to an outside organization.

D. The ISP requires the new subnet to be advertised to the internet for web services.

Answer: A

NEW QUESTION 399

- (Topic 1)

A port security violation has occurred on a switch port due to the maximum MAC address count being exceeded. Which command must be configured to increment
the security- violation count and forward an SNMP trap?

A. switchport port-security violation access
B. switchport port-security violation protect
C. switchport port-security violation restrict
D. switchport port-security violation shutdown

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/25ew/configuration/guide/conf/port_sec.html

NEW QUESTION 402
- (Topic 1)
Which device controls the forwarding of authentication requests for users when connecting to the network using a lightweight access point?

A. TACACS server

B. wireless access point
C. RADIUS server

D. wireless LAN controller

Answer: B

NEW QUESTION 403
- (Topic 1)
Which MAC address is recognized as a VRRP virtual address?

A. 0000.5E00.010a
B. 0005.3711.0975
C. 0000.0C07.AC99
D. 0007.C070/ABO1

Answer: A
Explanation:

With VRRP, the virtual router's MAC address is 0000.5E00.01xx , in which xx is the VRRP group.

NEW QUESTION 404
- (Topic 1)
Refer to the exhibit.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
_' CEFtSharEd https://www.certshared.com/exam/200-301/ (903 Q&AS)

Which switch in this configuration will be elected as the root bridge?

SW1: 0C:E0:38:00:94:04
SW2: 0C:0E:15:22:05:97
SW3: 0C:0E:15:1A:3C:9D
SW4: 0C:E0:18:A1:B3:19

A. SwW1
B. SwW2
C. SW3
D. SW4

Answer: C

NEW QUESTION 408

- (Topic 1)

Which two events occur automatically when a device is added to Cisco DNA Center?
(Choose two. )

A. The device Is assigned to the Global site.

B. The device Is placed into the Unmanaged state.
C. The device is placed into the Provisioned state.
D. The device is placed into the Managed state.

E. The device is assigned to the Local site.

Answer: AB
NEW QUESTION 409

- (Topic 1)
Refer to the exhibit.

PC-A: 10.10.10.0 PC-B: 10.10.100.0
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0

When PC-A sends traffic to PC-B, which network component is in charge of receiving the packet from PC-A verifying the IP addresses, and forwarding the packet
to PC-B?

A. Layer 2 switch
B. Router
C. Load balancer
D. firewall

Answer: B
Explanation:

PC--A and PC-B are not in the same network. Switches send traffic in layer 2 and within the same VLA while routers route traffic to different subnet and at layer 3.

NEW QUESTION 414
- (Topic 1)
How do TCP and UDP differ in the way that they establish a connection between two endpoints?

A. TCP uses synchronization packets, and UDP uses acknowledgment packets.
B. UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN, SYN ACK and ACK bits
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C. UDP provides reliable message transfer and TCP is a connectionless protocol
D. TCP uses the three-way handshake and UDP does not guarantee message delivery

Answer: D

NEW QUESTION 415
- (Topic 1)
What is the benefit of using FHRP?

A. reduced management overhead on network routers

B. balancing traffic across multiple gateways in proportion to their loads
C. higher degree of availability

D. reduced ARP traffic on the network

Answer: C
NEW QUESTION 416

DRAG DROP - (Topic 1)
Drag and drop the network protocols from the left onto the correct transport services on the right.

Connaction Onented
SMTP
SHMP
TFTP
volP
[connectioniess
SSH
FTP
A. Mastered
B. Not Mastered
Answer: A
Explanation:
[Connecton Onented
SMTP |'|' 1
I

NEW QUESTION 417
- (Topic 1)
How is the native VLAN secured in a network?

A. separate from other VLANs within the administrative domain
B. give it a value in the private VLAN range

C. assign it as VLAN 1

D. configure it as a different VLAN ID on each end of the link
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Answer: A

NEW QUESTION 421
- (Topic 1)

Which two components are needed to create an Ansible script that configures a VLAN on a switch? (Choose two.)

A. cookbook
B. task

C. playbook
D. model

E. recipe

Answer: CD

NEW QUESTION 426
- (Topic 1)

What does a router do when configured with the default DNS lookup settings, and a URL is entered on the CLI?

A. initiates a ping request to the URL

B. prompts the user to specify the desired IP address

C. continuously attempts to resolve the URL until the command is cancelled
D. sends a broadcast message in an attempt to resolve the URL

Answer: D

NEW QUESTION 431
- (Topic 1)
Which API is used in controller-based architectures to interact with edge devices?

A. overlay

B. northbound
C. underlay

D. southbound

Answer: D

NEW QUESTION 436
- (Topic 1)
What is a function of the Cisco DNA Center Overall Health Dashboard?

A. It provides a summary of the top 10 global issues.
B. It provides detailed activity logging for the 10 devices and users on the network.
C. It summarizes the operational status of each wireless devise on the network.

D. It summarizes daily and weekly CPU usage for servers and workstations in the network.

Answer: A

NEW QUESTION 437
- (Topic 1)
Which output displays a JSON data representation?
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e g
‘response”: {
“taskid™ {};

" ustrirg'

).

“version”: “string”

}

B. {
‘response”- {
“taskid"- {},
“url”™- “string”
%,
“version”- “string”
}

G
‘response” {
“taskid™: 3.
ILI,_r_ hsmrg-
).
‘version”: "string”
}

D.

‘response”. {

“taskid”. {3

B : Hsu_im-

I3
“version”. “string”

)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

JSON data is written as name/value pairs.A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a
value:“name”:"Mark”JSON can use arrays. Array values must be of type string, number, object, array, boolean or null.For
example:{"name”:"John”,“age”:30,"“cars”:[ “Ford”, “BMW", “Fiat” ]}JJSON can have empty object like “taskid”:{}

NEW QUESTION 439
DRAG DRORP - (Topic 1)
Drag and drop the IPv6 address type characteristics from the left to the right.

attached to a single subnet

addresses with prefix FC00::/7

configured only once per interface

addressing for exclusive use internally without Intemet routing

A. Mastered
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B. Not Mastered

Answer: A

Explanation:

attached to a single subnet

I addresses with prefix FCD0: /7

T T A S T S A S T S A T S e S T S A R T S A R T S R T S AL T S T S s T e = T

addressing for exclusve use internally without Intemat routing '
|

e, —

attached to a single subnet

NEW QUESTION 441
- (Topic 1)
What is a function of Wireless LAN Controller?

A. register with a single access point that controls traffic between wired and wireless endpoints.
B. use SSIDs to distinguish between wireless clients.

C. send LWAPP packets to access points.

D. monitor activity on wireless and wired LANsS

Answer: C

Explanation:
Lightweight APs (LAPSs) is devices require no initial configuration. LAPs use the Lightweight Access Point Protocol (LWAPP) to communicate with a WLAN
controller (WLC), as shown in the below figure. Controller-based APs are useful in situations where many APs are required in the network. As more APs are

added, each AP is automatically configured and managed by the WLC.

Controller-Based AP

NEW QUESTION 442
- (Topic 1)
When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)

A. 2000::/3
B. 2002::5
C. FC00::/7
D. FF02::1
E. FF02::2

Answer: DE
Explanation:
Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/xe-3s/ipv6-xe-36s-book/ip6-multicast.html
When an interface is configured with IPv6 address, it automatically joins the all nodes (FF02::1) and solicited-node (FF02::1:FFxx:xxxx) multicast groups. The all-
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node group is used to communicate with all interfaces on the local link, and the solicited-nodes multicast group is required for link-layer address resolution. Routers
also join a third multicast group, the all-routers group (FF02::2).

NEW QUESTION 445
- (Topic 1)
Which protocol does an IPv4 host use to obtain a dynamically assigned IP address?

A. ARP
B. DHCP
C.CDP
D. DNS

Answer: B

Explanation:
https://www.geeksforgeeks.org/how-dhcp-server-dynamically-assigns-ip-address-to-a-
host/#:~:text=DHCP%20is%20an%?20abbreviation%20for,subnet%20mask%20and%?20gat eway%20address.

NEW QUESTION 446
DRAG DROP - (Topic 1)
Drag and drop the SNMP manager and agent identifier commands from the left onto the functions on the right

show snmp chassis displays information about the SNMP recipient

show snmp community displays the [P address of the remote SNMP device

show snmp enginelD dispiays the SNMP security model in use

show snmp group displays the SNMP access string
show snmp host displays the SNMP server serial number
A. Mastered
B. Not Mastered
Answer: A
Explanation:
1
show snmp chassis show snmp host I
]
show snmp community show snmp enginelD [
show snmp enginelD show snmp group
I
show snmp group show snmp community
show snmp host show snmp chassis
NEW QUESTION 451
- (Topic 1)

Refer to the exhibit.

cisco ospf vrf ("Rl default”:
ensure => ‘present’,
auto_cost => '100°,

Which type of configuration is represented in the output?
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A. Ansible
B. JSON
C. Chef
D. Puppet

Answer: D

NEW QUESTION 455
- (Topic 1)
Refer to the exhibit.

GO0/2

G0/0 0/1

PC1 PC2

PCL1 is trying to ping PC3 for the first time and sends out an ARP to S1 Which action is taken by S1?

A. It forwards it out GO/3 only

B. It is flooded out every port except G0/0.
C. It drops the frame.

D. It forwards it out interface G0/2 only.

Answer: B

NEW QUESTION 457
- (Topic 1)

What is a recommended approach to avoid co-channel congestion while installing access points that use the 2.4 GHz frequency?

A. different nonoverlapping channels
B. different overlapping channels

C. one overlapping channel

D. one nonoverlapping channel

Answer: A

NEW QUESTION 460
- (Topic 1)

Which technology is used to improve web traffic performance by proxy caching?

A. WSA
B. Firepower
C. ASA
D. FireSIGHT

Answer: A

NEW QUESTION 463
- (Topic 1)

Which HTTP status code is returned after a successful REST API request?

A. 200
B. 301
C. 404
D. 500

Answer: A

NEW QUESTION 465

- (Topic 1)

What does physical access control regulate?

A. access to spec fie networks based on business function
B. access to servers to prevent malicious activity

C. access :0 computer networks and file systems

D. access to networking equipment and facilities

Answer: D
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NEW QUESTION 470
- (Topic 1)
Refer to the exhibit.

fd00:12::1/64 1d00:13::1/64

fd00:12:: fd00:13::3/64

200 1:db8: 2 3::/64

333 &

[y, 2001:00b8:23::14/64

Which two commands, when configured on router R1, fulfill these requirements? (Choose two.)
Packets towards the entire network 2001:db8:2::/64 must be forwarded through router R2. Packets toward host 2001:db8:23::14 preferably must be forwarded
through R3.

A. Ipv6 route 2001:db8:23::/128 fd00:12::2

B. Ipv6 route 2001:db8:23::14/128 fd00:13::3

C. Ipv6 route 2001:db8:23::14/64 fd00:12::2

D. Ipv6 route 2001:db8:23::/64 fd00:12::2

E. Ipv6 route 2001:db8:23::14/64 fd00:12::2 200

Answer: DE

NEW QUESTION 475
DRAG DROP - (Topic 1)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 478
DRAG DROP - (Topic 1)

Drag and drop the 802.11 wireless standards from the left onto the matching statements on the right

B02.11a Operates in the 2.4 GHz and 5 GHz bands.
802.11 Operates in the 2.4 GHz band only and supports & maximum
i data rate of 54 Mbps.
802.11b Operates i the 5 GHE band only and supports & madmiem data
: rate that can excesd 100 Mbps.
Bl2.11g Supports a maximum data rate of 11 Mbps,
. only and supports 3 maximum data rate of 58 Mbps.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
802.11a
Bod.11ac 802.11g
} 802.11b 802.11ac
B02.11b
B802.11a

NEW QUESTION 481
DRAG DROP - (Topic 1)

Drag and drop the DNS lookup components from the left onto the functions on the right.

eache local database of address mappings that
improves name-resolution performance
DS service that maps hostnames 1o IP addresses
domain disables DNS services on a Cisco device
R e
no ip domain-lookup mdaMMme

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 486
- (Topic 1)
Aside from discarding, which two states does the switch port transition through while using RSTP (802.1w)? (Choose two)

A. listening
B. blocking
C. forwarding
D. learning
E. speaking

Answer: CD

NEW QUESTION 489
- (Topic 1)
An engineer must configure a/30 subnet between two routers. Which usable IP address and subnet mask combination meets this criteria?

‘interface ¢0/0
description to HQ-AJ371:19452
ip address 209.165.201.2 2566.255.2656.252

interface ¢0/0
description to HQ-A371:19452
ip address 10.2.1.3 256.255.2565.262

interface ¢0/0
description to HQ-AJ371:19452
ip address 172.16.1.4 255.2565.255.248

interface ¢0/0
description to HQ-A371:19452
ip address 192.168.1.1 25656.2565.255.248

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 492
- (Topic 1)
What are two functions of an SDN controller? (Choose two)

A. Layer 2 forwarding

B. coordinating VTNs

C. tracking hosts

D. managing the topology

E. protecting against DDoS attacks

Answer: BD
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NEW QUESTION 493

- (Topic 1)

A manager asks a network engineer to advise which cloud service models are used so employees do not have to waste their time installing, managing, and
updating software which is only used occasionally Which cloud service model does the engineer recommend?

A. infrastructure-as-a-service

B. platform-as-a-service

C. business process as service to support different types of service
D. software-as-a-service

Answer: D
NEW QUESTION 494

- (Topic 1)
Refer to the exhibit.

R2f§shew ip nat translations

Pro Inside glocbal Inside local outside leocal outside global
tcp 172.23.104.3:43268 10.4.4.4:43268 172.23.103.10:23 172.23.103.10:23
tep 172.23.104.4:45507 10.4.4.5:45507 172.23.103.10:80 172.23.103.10:80

An engineer configured NAT translations and has verified that the configuration is correct. Which IP address is the source IP?

A.10.4.4.4
B.10.4.4.5
C.172.23.103.10
D.172.23.104.4

Answer: D

Explanation:

NAT is used to send a packet to the outside network, using a public IP address to make it routable. The NAT logic is "inside-to-outside" FIRST and "outside-to-
inside" THEN. This way, configuring NAT means “choosing a public IP address" for any outbound packet" IN THE FIRST PLACE, where "public IP address"
translates to "inside global address". Among the given answers, the only inside global address is 172.123.104.4.

NEW QUESTION 495
- (Topic 1)
Which option about JSON is true?

A. uses predefined tags or angle brackets () to delimit markup text
B. used to describe structured data that includes arrays

C. used for storing information

D. similar to HTML, it is more verbose than XML

Answer: B

Explanation:

JSON data is written as name/value pairs.A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a
value:“name”:"Mark”JSON can use arrays. Array values must be of type string, number, object, array, boolean or null..For
example:{"name”:"John”,"age”:30,"“cars”:[ “Ford”, “BMW”", “Fiat” ]}

NEW QUESTION 497
- (Topic 1)
Refer to the Exhibit.
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Swilch 1 Switch 2
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[ ]
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PC A PCB
Switch 1 Switch 2
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After the switch configuration the ping test fails between PC A and PC B Based on the output for switch 1. which error must be corrected?

A. There is a native VLAN mismatch

B. Access mode is configured on the switch ports.
C. The PCs are m the incorrect VLAN

D. All VLANSs are not enabled on the trunk

Answer: A

Explanation:

From the output we see the native VLAN of Switchl on GiO/1 interface is VLAN 1 while that of Switch2 is VLAN 99 so there would be a native VLAN mismatch.

NEW QUESTION 501
- (Topic 1)

What is a similarity between OM3 and OM4 fiber optic cable?

A. Both have a 50 micron core diameter
B. Both have a 9 micron core diameter

C. Both have a 62.5 micron core diameter
D. Both have a 100 micron core diameter

Answer: A

NEW QUESTION 505
- (Topic 1)

Which device tracks the state of active connections in order to make a decision to forward a packet through?

A. wireless access point
B. firewall

C. wireless LAN controller
D. router

Answer: B

Explanation:

Stateful inspection, also known as dynamic packet filtering, is a firewall technology that monitors the state of active connections and uses this information to
determine which network packets to allow through the firewall.

NEW QUESTION 507
- (Topic 1)

Which spanning-tree enhancement avoids the learning and listening states and

immediately places ports in the forwarding state?

A. BPDUfilter

B. PortFast

C. Backbonefast
D. BPDUguard
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Answer: B

Explanation:
PortFast

Spanning Tree Portfast causes layer 2 switch interfaces to enter forwarding state immediately, bypassing the listening and learning states. It should be used on
ports connected directly to end hosts like servers or workstations. Note: If portfast isn’t enabled, DHCP timeouts can occur while STP converges, causing more

problems.
https://skminhaj.wordpress.com/2015/03/04/spanning-tree-stp-rstp-mst-enhancements/

NEW QUESTION 510
- (Topic 1)
Refer to the exhibit.

4 Internet /—ﬂrh
__./
=

Gi 0/2 Gi 01

LY
n

\w

RZ2¥contfig t

k2 (config) #access-list 101 deny top 10.0.20.0 0.0.63

10.0.10.0 0.0.0.63 ag smtp

R2 (config) #access-1list 101 denv tcp 10.0.20.0 0.0.0.63
0.10.0 0.0.0.63 eq wws

=i

3% B = = B K

e |

An extended ACL has been configured and applied to router R2 The configuration failed to work as intended Which two changes stop outbound traffic on TCP

ports 25 and 80 to 10.0.20 0 26 from the 10.0.10 0/26 subnet while still allowing all other traffic? (Choose two )

A. Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.
B. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic

C. The source and destination IPs must be swapped in ACL 101

D. The ACL must be configured the Gi0/2 interface inbound on R1

E. The ACL must be moved to the GiO/1 interface outbound on R2

Answer: BC

NEW QUESTION 515
- (Topic 1)
What protocol allows an engineer to back up 20 network router configurations globally while using the copy function?

A. SMTP
B. SNMP
C.TCP
D.FTP

Answer: B

NEW QUESTION 516
- (Topic 1)
What are two fundamentals of virtualization? (choose two)

A. The environment must be configured with one hypervisor that serves solely as a network manager to monitor SNMP traffic
B. It allows logical network devices to move traffic between virtual machines and the rest of the physical network

C. It allows multiple operating systems and applications to run independently on one physical server.

D. It allows a physical router to directly connect NICs from each virtual machine into the network

E. It requires that some servers, virtual machines and network gear reside on the Internet

Answer: BC

NEW QUESTION 518
- (Topic 1)
Which technology is appropriate for communication between an SDN controller and applications running over the network?

A. OpenFlow

B. REST API
C. NETCONF
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D. Southbound API

Answer: B

NEW QUESTION 520
- (Topic 1)
Which QoS Profile is selected in the GUI when configuring a voice over WLAN deployment?

A. Bronze
B. Platinum
C. Silver

D. Gold

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81831-qos-wlic-lap.html
Cisco Unified Wireless Network solution WLANSs support four levels of QoS: Platinum/Voice, Gold/Video, Silver/Best Effort (default), and Bronze/Background.

NEW QUESTION 525
- (Topic 1)
When a switch receives a frame for a known destination MAC address, how is the frame handed?

A. sent to the port identified for the known MAC address

B. broadcast to all ports

C. forwarded to the first available port

D. flooded to all ports except the one from which it originated

Answer: A

NEW QUESTION 527
- (Topic 1)
What is the role of a firewall in an enterprise network?

A. Forwards packets based on stateless packet inspection

B. Processes unauthorized packets and allows passage to less secure segments of the network
C. determines which packets are allowed to cross from unsecured to secured networks

D. explicitly denies all packets from entering an administrative domain

Answer: C

NEW QUESTION 529

SIMULATION - (Topic 5)

Physical connectivity is implemented between the two Layer 2 switches, and the network connectivity between them must be configured.

* | . Configure an LACP EtherChannel and number it as 44; configure it between switches SWI and SW2 using interfaces EthernetO/O and Ethernet0/1 on both
sides. The LACP mode must match on both ends.

* 2. Configure the EtherChannel as a trunk link.

* 3. Configure the trunk link with 802. Iq tags.

* 4. Configure VLAN 'MONITORING' as the untagged VLAN of the EtherChannel.

Guidelines

This is a lab item in which tasks will be performed on virtual devices.

* Refer to the Tasks tab to view the tasks for this lab item.

* Refer to the Topology tab to access the device console(s) and perform the tasks.

» Console access is available for all required devices by clicking the device icon or using the tab(s) above the console window.
» All necessary preconfigurations have been applied.

» Do not change the enable password or hostname for any device.

» Save your configurations to NVRAM before moving to the next item.

* Click Next at the bottom of the screen to submit this lab and move to the next question.

» When Next is clicked, the lab closes and cannot be reopened.
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SW1

e0/0| |e0r1
LAcP ][
e0/0| |e0r1

SW2

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To configure an LACP EtherChannel and number it as 44, configure it between switches SW1 and SW2 using interfaces Ethernet0/0 and Ethernet0/1 on both
sides, configure the EtherChannel as a trunk link, configure the trunk link with 802.1q tags, and configure VLAN ‘MONITORING’ as the untagged VLAN of the
EtherChannel, you need to follow these steps:

? On both SW1 and SW2, enter the global configuration mode by using the

configure terminal command.

? On both SW1 and SW2, select the two interfaces that will form the EtherChannel by using the interface range ethernet 0/0 - 1 command. This will enter the
interface range configuration mode.

? On both SW1 and SW2, set the protocol to LACP by using the channel-protocol

lacp command.

? On both SW1 and SW2, assign the interfaces to an EtherChannel group number 44 by using the channel-group 44 mode active command. This will create a
logical interface named Port-channel44 and set the LACP mode to active on both ends. The LACP mode must match on both ends for the EtherChannel to form.
? On both SW1 and SW2, exit the interface range configuration mode by using the exit command.

? On both SW1 and SW2, enter the Port-channel interface configuration mode by using the interface port-channel 44 command.

? On both SW1 and SW2, configure the Port-channel interface as a trunk link by using the switchport mode trunk command.

? On both SW1 and SW2, configure the Port-channel interface to use 802.1q tags for VLAN identification by using the switchport trunk encapsulation dotlq
command.

? On both SW1 and SW2, configure VLAN ‘MONITORING’ as the untagged VLAN of the Port-channel interface by using the switchport trunk native vlan
MONITORING command.

? On both SW1 and SW2, exit the Port-channel interface configuration mode by using the exit command.

? On both SW1 and SW2, save the configuration to NVRAM by using the copy running-config startup-config command.

NEW QUESTION 533
SIMULATION - (Topic 5)

Guidelines

This is a lab item in which tasks will be perfformed on virtual devices

« Refer to the Tasks 1ab 1o view the tasks for this lab item

« Refer 1o the Topology tab to access the device console(s) and perform the tasks

« Console access is available for all required devices by clicking the device icon or using the tab(s) above the console
window

« All necessary preconfigurations have been applied

« Do not change the enable password or hostname for any device

» Save your configurations to NVRAM before moving 1o the next item

« Click Next at the bottorn of the screen to submit this [ab and move 1o the next quastion

« ‘When Next is clicked. the lab closes and cannol be reopened

All physical cabling between the two switches is installed. Configure the network connectivity between the switches using the designated VLANs and interfaces.
* 1. Configure VLAN 100 named Compute and VLAN 200 named Telephony where required for each task.

* 2. Configure Ethernet0/1 on SW2 to use the existing VLAN named Available.

* 3. Configure the connection between the switches using access ports.

* 4, Configure Ethernet0/1 on SW1 using data and voice VLANS.
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* 5. Configure Ethemet0/1 on SW2 so that the Cisco proprietary neighbor discovery protocol is turned off for the designated interface only.

sw2.

'*’ e0/0 VLAN 100 e0/0 @

e0/1 e0/1
VLAN
VLAN 100 "Available"
VLAN 200

e

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer as below configuration:
on swl enable conf t vlan 100
name Compute vlan 200

name Telephony int e0/1

switchport voice vlan 200 switchport access vlan 100 int e0/0

switchport mode access do wr
on sw2

Vlan 99

Name Available Int e0/1
Switchport access vlan 99 do wr

NEW QUESTION 538
DRAG DROP - (Topic 4)

Drag and drop the characteristic from the left onto the IPv6 address type on the right.

Global Unicast Address
provides for one-to-one communication
canfined to a single link
Link-Local Address
serves as the next-hop addresses
is routable and reachable via the Internet

A. Mastered

B. Not Mastered

Answer: A

Explanation:
Global Unicast Address

T e e e e e e e e e e e

provides for one-to-one communication

confined to a single link

serves as the next-hop addresses

is routable and reachable via the Internet

NEW QUESTION 541
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DRAG DROP - (Topic 4)
Refer to the exhibit.

Hl§ show ip route | begin gateway

Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 3 subnpats, 5 masks

172.16.2.128/25% [110/3184437) wia 207.165.200.250, 00:00:25, Serial0/0/0
172.16.3.84/27 [110/3184437) wia 207.165.200.250, 00:00:25, Seriald/0/0
172.16.3.128/28 [110/3184437) wia 207.165.200.250, 00:00:25, Seriall/0/0
172.16.3.192/2% [110/3184437) wia 207.165.200.250, 00:00:25, Sarial0/0/0
172.16.4.0/23 [110/3184437] wia 207.165.200.2%0, 00:00:25, Sarial0/0/0
207.165.200.0/24 is wariably subnetted, 4 subnets, 2 masks
207.165.200.248/30 is directly connected, SarialQ/O/0

207.165.200.249/32 is directly connscted, Serial0/0/0
207.165.200.252/30 is directly connscted, Serial0/0/1

207.165.200.233/32 is directly connected, Seriall/0/1

[l s Il o ¢ ]

Drag and drop the learned prefixes from the left onto the subnet masks on the right

172.16.3.128 235.255.254 .0
172.16.3.54 255.255.255.128
172.16.2.128 255.255.255.24
172.16.3.192 255.255.255.240
172.16.4.0 255.755.255.248
A. Mastered
B. Not Mastered
Answer: A
Explanation:
172.16.3.128 172.16.4.0

I 172.16.3.64 172.16.2.128
172.16.2.128 \ 17216384

C N G RN RN R R R R EEN R R

172.16.3.192 | 172.16.3,128
1 172.16.4.0 | 172.16.3.192

NEW QUESTION 544
DRAG DRORP - (Topic 4)
Drag and drop the IPv6 addresses from the left onto the corresponding address types on the right.

[kl Umcast
20008 a0 ey 12 '
febas92%acele: 7ol bl obd): LT ifde
Driclecl Usicast
felilr 3002 M feebolbaa
#05::1:3 podtecast
g Lecal
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

20008600 caly:: 122

feba:9ddaele: Tals bl obdd: 1aMdidlde

T
#0501 pouteit
#o5::1
g Local

NEW QUESTION 549
- (Topic 4)

feba-926a e8e: 7ads: bl oba: Lale: Bt

A packet from a company s branch office is destined to host 172.31.0.1 at headquarters. The sending router has three possible matches in its routing table for the
packet prefixes: 172. 31.0 .0/16.72.31.0.0724. and 172.31 0 0/25.

How does the router handle the packet?

A. It sends the traffic via prefix 172.31.0.0/16

B. It sends the traffic via the default gateway 0.0.0.070.

C. It sends the traffic via prefix 172.31.0.0/24
D. It sends the traffic via prefix 172.31.0.0/25

Answer: D

NEW QUESTION 553
- (Topic 4)

What are two differences between WPA2 and WPA3 wireless security? (Choose two.)

A. WPA3 um AES for stronger protection than WPA2 which uses SAE

B. WPA2 uses 1 M-bit key encryption and WPAS requires 256-brt key encryption

C. WPA3 uses AES for stronger protection than WPA2 which uses TKIP WPA3 uses

D. SAE tor stronger protection than WPA2 which uses AES

E. WPA2 uses 12B-M key encryption and WPA3 supports 128 bit and 192 bit key encryption

Answer: CE

NEW QUESTION 556
DRAG DROP - (Topic 4)

Drag and drop the statements about networking from me left onto the corresponding networking types on the right

flradtons Networhng
Thus type implements changes individually a1 each device.
This type leverages controlers 1o handls network manzgement.
Fa-malummhﬂ#ﬂmmmwm
Cantroller -Based Netwarking

This type provides 3 centraled view of the network.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:

Fuuuuuuuuu_uu_.___.u_qF
f adtansl Networlong

This type implements changes individually 51 eath desice. |

T A g g g L i
[

IMzntenance costs sre hegher than with other networkong optons.

Fes=s s s s s s s s s s T
| I

[Mamtenance costs are hugher than with other networking aptions

= ICantroller -Based Networkong

| |

i Thes tyoe provides 3 centraliped view of the network : Thes tvpe leverages controders to hande network management
 M— - —

NEW QUESTION 558
- (Topic 4)
Which WLC interface provides out-of-band management in the Cisco Unified Wireless Network Architecture?

A. service port
B. virtual

C. AP-Manager
D. dynamic

Answer: A

NEW QUESTION 559
- (Topic 4)
How do TCP and UDP fit into a query-response model?

A. TCP establishes a connection prior to sending data, and UDP sends immediately.
B. TCP uses error detection for packets, and UDP uses error recovery.

C. TCP avoids using sequencing, and UDP avoids using acknowledgments.

D. TCP encourages out-of-order packet delivery, and UDP prevents re-ordering.

Answer: A

NEW QUESTION 560
- (Topic 4)
Which REST method updates an object in the Cisco DNA Center Intent API?

A. CHANGE
B. UPDATE
C. POST

D. PUT

Answer: D

Explanation:

PUT is most-often utilized for **update** capabilities, PUT-ing to a known

resource URI with the request body containing the newly-updated representation of the original resource.However, PUT can also be used to create a resource in
the case where the resource ID is chosen by the client instead of by the server. In other words, if the PUT is to a URI that contains the value of a non-existent
resource ID. Again, the request body contains a resource representation. Many feel this is convoluted and confusing. Consequently, this method of creation should
be used sparingly, if at all. Alternatively, use POST to create new resources and provide the client-defined ID in the body representation—presumably to a URI that
doesn’t include the ID of the resource (see POST below).On successful update, return 200 (or 204 if not returning any content in the body) from a PUT. If using
PUT for create, return HTTP status 201 on successful creation. A body in the response is optional—providing one consumes more bandwidth. It is not necessary to
return a link via a Location header in the creation case since the client already set the resource ID.PUT is not a safe operation, in that it modifies (or creates) state
on the server, but it is idempotent. In other words, if you create or update a resource using PUT and then make that same call again, the resource is still there and
still has the same state as it did with the first call.If, for instance, calling PUT on a resource increments a counter within the resource, the call is no longer
idempotent. Sometimes that happens and it may be enough to document that the call is not idempotent. However, it's recommended to keep PUT requests
idempotent. It is strongly recommended to use POST for non-idempotent requests.Examples:

https://www.restapitutorial.com/lessons/httpmethods.html

NEW QUESTION 565
DRAG DROP - (Topic 4)
Drag and drop the characteristic from the left onto the IPv6 address type on the right.
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Global Uinkcast Adkdress
provides one-to-many communications
has a unicast source sent to a group
Pulticast
enables aggregation of routing prefixes l
Is routable and reachable via the Inbermet [

A. Mastered
B. Not Mastered

Answer: A

Explanation:

L provides one-to-maiy communications ,

e R R N T e

e

Is routable and reachable via the Inbernet

has a unicast sounce sent to & group

NEW QUESTION 570

- (Topic 4)

After a recent security breach and a RADIUS failure, an engineer must secure the console port of each enterprise router with a local username and password.
Which configuration must the engineer apply to accomplish this task?

aaa new-model

line con 0

password plaintextpassword
privilege level 15

username localuser secret plaintextpassword
line con 0

login authentication default
privilege level 15

username localuser secret plaintextpassword
line con 0

no login local

privilege level 15

aaa new-model

aaa authorization exec default local

aaa authentication login default radius

username localuser privilege 15 secret plaintextpassword

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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NEW QUESTION 574
- (Topic 4)
Refer to the exhibit.

"Test Questions™ : |
"Automation”,
*Configuration”,

).

“Test _Exam Level"” [

].

“Test_Rasponse” : |
“Correct”,
“Incorrect”,

How many objects, Keys and JSON list values are present?

A. three objects, two Keys, and three JSON list values
B. three objects, three keys and two JSON Ml values
C. one object, three keys, and three JSON list values
D. one object, three keys and two JSON list values

Answer: C

NEW QUESTION 577
- (Topic 4)
What is used as a solution for protecting an individual network endpoint from attack?

A. Router

B. Wireless controller
C. Anti software

D. Cisco DNA Center

Answer: C
NEW QUESTION 578

- (Topic 4)
Refer to the exhibit.

access-list 10 permit 10.0.0.0 0.0.0.255
interface Serial0

ip access-list 10 in

A network administrator must permit traffic from the 10.10.0.0/24 subnet to the WAN on interlace Serial0. What is the effect of the configuration as the
administrator applies the command?

A. The permit command fails and returns an error code.

B. The router accepts all incoming traffic to Serial0 with the last octet of the source IP set to 0.
C. The sourced traffic from IP range 10.0.0.0 -10.0.0.255 is allowed on Serial0.

D. The router fails to apply the access list to the interface.

Answer: C
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NEW QUESTION 583
- (Topic 4)
What happens when a switch receives a frame with a destination MAC address that recently aged out?

A. The switch references the MAC address aging table for historical addresses on the port that received the frame.
B. The switch floods the frame to all ports in all VLANs except the port that received the frame
C. The switch drops the frame and learns the destination MAC address again from the port that received the frame
D. The switch floods the frame to all ports in the VLAN except the port that received the frame.

Answer: D

NEW QUESTION 588
- (Topic 4)
Which IPv6 address range is suitable for anycast addresses for distributed services such DHCP or DNS?

A. FF00:1/12

B. 2001:db8:0234:ca3e::1/128

C. 2002:db84:3f37:ca98:be05:8/64
D. FE80::1/10

Answer: A
NEW QUESTION 593

DRAG DROP - (Topic 4)
Drag and drop the characteristics of transport layer protocols from the left onto the corresponding protocols on the right.

free
guarantees packet delivery
uses a 32-bit sequence number
ideal for voice traffic
provides support for retransmission of lost packets uoe
offers minimal overhead within a paciet
requires less computer resources
A. Mastered
B. Not Mastered
Answer: A
Explanation:
- R | [reP
guarantees packet detivery
——————————————— ] | provides suppart for retransmission of lost packets |
uses a 32-bit sequence number
; ideal for voice traffic ! uses a 32-bit sequence number
provides support for retransmission of lost packets UDP
L T L T ideal for voice traffic
| offers minimal overhead within a packet I
______________ = requires less computer resources
reguines less computer resoUroes
offers minimal overhead within a packet

NEW QUESTION 598
- (Topic 4)
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172.16.5.0/24

10.10.10.0/24

Refer to the exhibit. The router R1 is in the process of being configured. Routers R2 and R3 are configured correctly for the new environment. Which two
commands must be configured on R1 for PC1 to communicate to all PCs on the 10.10.10.0/24 network? (Choose two.)

A. ip route 10.10.10.0 255.255.255.0 192.168.2.3

B. ip route 10.10.10.10 255.255.255.255 192.168.2.2
C. ip route 10.10.10.10 255.255.255.255 g0/1

D. ip route 10.10.10.8 255.255.255.248 g0/1

E. ip route 10.10.10.0 255.255.255.248 192.168.2.2

Answer: AE
NEW QUESTION 602

- (Topic 4)
Refer to the exhibit.

b 10.10.10.0724

= Fa02  Fo0R @S0
o0 o0 2

10.10.10.1 Fa0r 1010102

Fal/

emmma

G

Rli#show ip ospf neighbor

Neighbor ID Fri State Dead Time  Address Interface
10.10.10.2 1 FULL/BDR 00:00:37 10.10.10.2 FastEthernet0/0
10.10.10.3 1 FULL/DR 00:00:35 10.10.10.3 FastEthernet0/0

R1 has taken the DROTHER role in the OSPF DR/BDR election process. Which configuration must an engineer implement so that R1 is elected as the DR?

R 1config =interface FastEthernet 00
R1{config-N=ip ospf priority 1
R1zclear ip ospf process

R1{config=interface FastEthernet 010
K1 (configf)=ip ospf priority 200
Rizclear ip ospf process

Riconfig winterface FastEthernet 0/1
R3(config-f)#ip ospf priority 200
Rsclear ip ospf process

R2(confhg =interface FastEthernet V2
R2(config-{)&ip ospf priority 1
R2sclear ip ospf process

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 604

- (Topic 4)

A router has two static routes to the same destination network under the same OSPF process. How does the router forward packets to the destination if the next-
hop devices are different?
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A. The router chooses the route with the oldest age.

B. The router load-balances traffic over all routes to the destination.
C. The router chooses the next hop with the lowest MAC address.
D. The router chooses the next hop with the lowest IP address.

Answer: B

NEW QUESTION 605
- (Topic 4)
A WLC sends alarms about a rogue AP, and the network administrator verifies that the alarms are caused by a legitimate autonomous AP.

A. Place the AP into manual containment.

B. Remove the AP from WLC management.

C. Manually remove the AP from Pending state.
D. Set the AP Class Type to Friendly.

Answer: B

NEW QUESTION 607
- (Topic 4)
Refer the exhibit.

R19#sh int fa0/0

FastEthernet0/0 is up, line protocol is up

Hardware is DEC21140, address is ca02.7788.0000 (bia ca02.7788.0000)
Description: SALES_SUBNET

Internet address is 10.32.102.2/30

MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (60 sec)

Full-duplex, 100Mb/s, 100BaseTX/FX

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:01, output 00:00:00, output hang never

Last clearing of "show interface” counters never

Input queue: 0/300/0/0 (size/max/drops/flushes); Total output drops:
135298429

Queueing strategy: fifo

Output queue: 0/300 (size/max)

30 second input rate 0 bits/sec, 0 packets/sec

30 second output rate 0 bits/sec, 0 packets/sec

73310 packets input, 7101162 bytes

Received 73115 broadcasts (0 IP multicasts)

0 runts, O giants, O throttles

O input errors, 4 CRC, O frame, O overrun, O ignored

0 watchdog

0 input packets with dribble condition detected

3927513096455 packets output, 14404034810952 bytes, 0 underruns
0 outout errors. 11 collisions. 0 interface resets

What is the cause of poor performance on router R19?

A. excessive collisions

B. speed and duplex mismatch
C. port oversubscription

D. excessive CRC errors

Answer: A

NEW QUESTION 612

- (Topic 4)

By default, how long will the switch continue to know a workstation MAC address after the workstation stops sending traffic?

A. 200 seconds
B. 300 seconds
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C. 600 seconds
D. 900 seconds

Answer: B

NEW QUESTION 616
DRAG DROP - (Topic 4)

Drag and drop the TCP or UDP details from the left onto their corresponding protocols on the right.

trarsmitted based on data canteined in the padket without the
nead for & data chanre|

provides best-cifort senvics

requires the cllent and the server to establish a connedtion before
seriding the packet

supports rolisble data transmission

A. Mastered
B. Not Mastered

Answer: A

Explanation:

trarsmitted based on data contained in the padect without the
nesd for & data channel |

prosides best-cffart senvice i

| requires the client and the server to establish a connection before

supports refizble data transmission

NEW QUESTION 619
DRAG DROP - (Topic 4)

=3

r'equlres the client and the servar to establish a connection before
serding the packet

need for & data channel

J transmitted Based on data corteined in the padet without tmll

Drag and drop the DNS commands from the left onto their effects on the right.
Drag and drop the DNS commands from the left onto their effects on the right.

ip domain-fockup

adds an entry to the host table

ip domain-name

completes the FQDN of the DNS server

ip host switch_1 192.168.0.1

displays address-mapping information

Ip name-server

enables host-to-1P-address translation

show hasts

specifies the IF address of the DNS server

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Drag and drop the DNS commands from the left onto their effects on the right.

e e ] e e t
ip domain-fockup ; ’_ ip domain-name i
I.i 1
ip domain-name | ‘ ip domain-lookugp
' ip host switch_1 192.168.0.1 l show hosts
|
Ip name-server ip host switch_1 192.168.0.1
_______________________ l
shaw hasts ‘ ip name-server

NEW QUESTION 620
- (Topic 4)
Refer to the exhibit.

ISP Cloud

Ospfarea

Router R1 receives static routing updates from routers A. B, C, and D. The network engineer wants R1 to advertise static routes in OSPF area 1. Which nary

address must be advertised in OSPF?

A. 10.1.40.0/25
B. 10.1.40.0/24
C. 10.1.40.0/23
D. 10.1.41.0/25

Answer: C

NEW QUESTION 623
FILL IN THE BLANK - (Topic 4)
Refer to the exhibit.
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Boston Chicago

2001:db8:14a4:41a4::/64

S0/1 .2 =
S0/1 .1 .nﬁ?

EO0/1
ca-01-be-4a-00-01

EO/M1
ca-01-bf-a4-00-01

2001:db8:1a44:41a4::/64

2001:db8:1aad4:41a4:::;

DNS DNS

End End
User 1 User 2 Server 1 Server 2

Refer to the exhibit. The IPv6 address for the LAN segment on router R1 must be configured using the EUI-64 format. When configured which ipv6 address is

produced by the router?

A. 2001:db8:1a44:41a4:C801:BEFF:FE4A:1
B. 2001:db8:1a44:41a4:C081:BFFF:FE4A:1
C. 2001:db8:1a44:41a4:4562:098F:FE36:1

D. 2001:db8:1a44:41a4:C800:BAFE:FF00:1

Answer: B
NEW QUESTION 627

- (Topic 4)
Refer to the exhibit.

MacOs$§ ifconfig

en: flags=8863<UP,BROADCAST, SMART , RUNNING, SIMPLEX ,MULTICAST> mtu 1300
options=400<CHANNEL_IO>
ether £0:18:98:64:60:32
inet6 fe80::492:c09f:57ctf:8cléVenl prefixlen 64 secured scopeid Oxé
inet 10.8.138.14 netmask Oxffffe000 broadcast 10.8.159.25%
ndé options=201<PERFORMNUD,DAD>
media: autoselect
Status: active

A network engineer must provide configured IP addressing details to investigate a firewall rule Issue. Which subnet and mask Identify what is configured on the

en0 interface?

A. 10.8.0.0/16
B. 10.8.64.0/18
C. 10.8.128.0/19
D. 10.8.138.0/24

Answer: D

NEW QUESTION 631

- (Topic 4)

Why is a first-hop redundancy protocol implemented?

A. to protect against default gateway failures

B. to prevent loops in a network

C. to enable multiple switches to operate as a single unit

D. to provide load-sharing for a multilink segment

Answer: A
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NEW QUESTION 632
- (Topic 4)
Refer to the exhibit.

“Routers”:["R1*,"R2","R3"],
"Switches™: ["SW1","SW2", "SW3"]

What is represented by "R1" and "SW1" within the JSON output?

A. key
B. array
C. value
D. object

Answer: C

NEW QUESTION 633

DRAG DROP - (Topic 4)

Drag and drop the statements about networking from the left onto the corresponding
networking types on the right. Not all statements are used.

This type deploys a consistent configuration across Controller-based Networking
multiple devices.

al |

A distributed control plane is needed. -

This type requires a distributed management plane.

Traditional Networki
Southbound APls are used to apply configurations | "

Morthbound APls interact with end devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Controller-based Networking :— This type deploys a consistent configuration across multiple devices.— Southbound APls are used to apply
configurations.Traditional Networking :— A distributed control plane is needed.— This type requires a distributed management plane.

On a SND network the control plane is centralized on the the SND controller not distributed on the networking devices.

Northbound APIs do not interact with end devices. They allow the SND controller to interact with applications on the application plane

NEW QUESTION 634
- (Topic 4)
Refer to the exhibit.

GigabitEthernet0/0/0

GigabitEthernet0/0/0

A network engineer must configure the link with these requirements:

» Consume as few IP addresses as possible.

* Leave at least two additional useable IP addresses for future growth. Which set of configurations must be applied?
A)

R1(config-if}#ip address 10.10.10.1 255.255.255.252
R2(config-ifj#ip address 10.10.10.2 255.255.255.252

B)
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R1(config-if#ip address 10.10.10.1 255.255.255.248
R2(config-if#ip address 10.10.10.4 255.255.255.248

C)

R1(config-if#ip address 10.10.10.1 255.255.255.0
R2(config-if#ip address 10.10.10.5 255.255.255.0

D)

R1(config-if#ip address 10.10.10.1 255.255.255.240
R2(config-if #ip address 10.10.10.12 255.255.255.240

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

We have to configure the link which will need 2 IP addresses, 1 for each port on each Router. We also need 2 spare IPs for future growth, so overall we need 4
usable IP addresses. If we consider using the /30 (255.255.255.252) mask, it will give us 22 (=4) i.e., total 4 IPs and 2 usable IPs, which doesn't fulfil the given
requirements. So, we can consider using the next /29 (255.255.255.248) mask, which gives us 273 (=8) i.e., total 8 IP address and 6 usable IP addresses, which

perfectly fulfil the given requirements.

NEW QUESTION 635
- (Topic 4)
What is a function performed by a web server?

A. provide an application that is transmitted over HTTP
B. send and retrieve email from client devices

C. authenticate and authorize a user's identity

D. securely store flies for FTP access

Answer: A
NEW QUESTION 639

DRAG DROP - (Topic 4)
Drag and drop the characteristic from the left onto the IPv6 address type on the right.

alobal Unicast Address
enables aggregation of routing prefixes
provides for one-to-one communication
provides ang-to-many communications R
sends packets to a group address rather than a single address

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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lelobal Unicast Address

1 I
' enables aggregation of rguting prefixes 1 enables aggregaton of routing orefixes I

D I I o O i

provides for one-to-one communication

T T T T T e T I-

provides ong-to-many communications

sends packets to a group address rather than a single address

-

NEW QUESTION 644
- (Topic 4)
Which security method is used to prevent man-in-the-middle attack?

A. authorization
B. authentication
C. anti-replay

D. accounting

Answer: B
NEW QUESTION 649

- (Topic 4)
Refer to the exhibit.

SWl#show spanning-tree vlan 30

VLANOO30
Spanning tree enabled protocol rstp
Root ID Priority 32798
Address 0025.63e9.¢c800
Cost ;o
Port 1 (FastEthernet 2/1)
Hello Time 2 sec
Max Age 30 sec
Forward Delay 20 sec

[Output suppressed]

What are two conclusions about this configuration? {Choose two.)

A. The spanning-tree mode is Rapid PVST+.
B. This is a root bridge.

C. The root port is FastEthernet 2/1.

D. The designated port is FastEthernet 2/1.
E. The spanning-tree mode is PVST+.

Answer: A

NEW QUESTION 650
- (Topic 4)
Which two capabilities of Cisco DNA Center make it more extensible as compared to traditional campus device management? (Choose two.)

A. REST APIs that allow for external applications to interact natively
B. adapters that support all families of Cisco 10S software

C. SDKs that support interaction with third-party network equipment
D. customized versions for small, medium, and large enterprises

E. modular design that is upgradable as needed

Answer: AC

NEW QUESTION 654

- (Topic 4)

Which benefit does Cisco ONA Center provide over traditional campus management?

A. Cisco DNA Center leverages SNMPv3 tor encrypted management, and traditional campus management uses SNMPV2.
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B. Cisco DNA Center automates HTTPS for secure web access, and traditional campus management uses HTTP.

C. Cisco DNA Center leverages APls, and traditional campus management requires manual data gathering.

D. Cisco DNA Center automates SSH access for encrypted entry, and SSH Is absent from traditional campus management.

Answer: B

NEW QUESTION 656
DRAG DROP - (Topic 4)

Drag and drop the elements of a security program from the left onto the corresponding descriptions on the right.

document that outhnes an orgamization’s seCunty goals
Fvaraness and practices and the roles and responsibiliies of the
G GANIATON'S perionnel
. tactical document that sets out specific tasks and
aduc maethods 1o maintain secunty
user-awaeness learming level
securty policy that focuses on learning about topics and
practices beyond what is typically reguired by the user's job
Ukt gwareness learning level that focuses on seurty practices
Oy S that all empioyess must understand and enforce
user-awareness learning level that focuses on
training teaching employess how to perform tasks specifically
required by their jobs
A. Mastered
B. Not Mastered
Answer: A
Explanation:
#U-‘J\
cocument that outiings an organzation’s secunty goals
WA nESs and practices and the rodes and responsibilities of the
organization’s personnel
tactcal document that sets out specific tasks and 5'- *
ecaion methods to mantan security f ‘.t
uSr- gveareness leaming bevel ‘m
secunty poalicy that focuses an learming about topics and A
pracoces beyond what is typically required by the user's job
user-awareness leaming bevel that focuses on security practices
Secerky siandad that all employees must understand and anforce
LY
A
user-rwareness learming level that focuses on ( ..",.}\
training teaching employees how to perform tasks specifically \
required by their jobs

https://www.ciscopress.com/articles/article.asp?p=1998559&seqNum=3

NEW QUESTION 661
- (Topic 4)
Refer to the exhibit.
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R _1# show ip route

192.168.20.0/26 [90/24513456] wvia 10.10.10.1
192.168.20.0/24 [120/5]) wvia 10.10.10.2
192.168.0.0/19 [110/219414] wvia 10.10.10.13
192.168.0.0/16 is variably subnetted, 4 subnets, 4 masks
192.168.20.0/27 [90/4123710] wvia 10.10.10.12
192.168.20.0/25 [90/14464211] via 10.10.10.11

; 0.0.0.0/0 [1/0] via 10.10.10.14

mMoODoODwWwOoO XD

Packets are flowing from 192.168 10.1 to the destination at IP address 192.168.20 75. Which next hop will the router select for the packet?

A.10.10101
B. 10.10.10.11
C.10.10.10.12
D. 10.101014

Answer: B

Explanation:

The router will select the next hop based on the longest prefix match in the routing table. The destination IP address 192.168.20.75 belongs to the network
192.168.0.0/19, which is a classless network created by subnetting the classful network 192.168.0.0/16. The routing table has two entries for the network
192.168.0.0/19, one with a metric of 219414 and another with a metric of 5. The router will choose the entry with the lower metric, which is 5, and forward the
packet to the next hop 10.10.10.111.

NEW QUESTION 662
- (Topic 4)
Why would VRRP be implemented when configuring a new subnet in a multivendor environment?

A. when a gateway protocol is required that support more than two Cisco devices for redundancy

B. to enable normal operations to continue after a member failure without requiring a change In a host ARP cache
C. to ensure that the spanning-tree forwarding path to the gateway is loop-free

D. to interoperate normally with all vendors and provide additional security features for Cisco devices

Answer: A
NEW QUESTION 665

DRAG DROP - (Topic 4)
Drag and drop the AAA features from the left onto the corresponding AAA security services on the right. Not all options are used.

(uthentication
It enables the device to aflow user- or group-based access.
It leverages a RADIUS server to grant user access to & reverse
Telnet session.
It records the amount of time for which a user accesses the
nebwork on & remole Server
juthorization

It restricts the CLI commands that a user ks able to perform.

It uses TACACS+ to log the configuration commands entered by a!
network administralos

It veerifies the user before granting access to the device,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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|uthentication

P S e e L g e e It reconds the amount of time for which a user accesses the
_______________ mtwork on a remote Sefver,

It leverages a RADIUS server to grant user 80Cess 10 8 reverse '
Telnet session.

e e mew e e e ew e ew e mew g e

It uses TACACS+ to log H'nmiﬂwmﬂmmrmdsmedb\ra]
network administrator

It records the amaount of time for which a user accesses the I
Retwork On & remobe Server, I
P R R N R m

It leverages a RADIUS server [o grant user access {0 a reverse I
| Telnet session. |

R N R WA T T

It uses TACACS+ to log the configuration commands enterad by
network administrator,

It resstricts the CL1 commands that & user is able to perform.

NEW QUESTION 668
- (Topic 4)
Which type of IPv4 address type helps to conserve the globally unique address classes?

A. multicast
B. private
C. loopback
D. public

Answer: B
NEW QUESTION 670

DRAG DROP - (Topic 4)
Drag and drop the characteristic from the left onto the IPv6 address type on the right.

Global Unicast Address
is publicly routable in the same way as IPv4 addresses
serves as the next-hop addresses
required on all IPvé devices Link-Local Address
provides for one-to-one communication

A. Mastered

B. Not Mastered

Answer: A

Explanation:
Ghobal Unicast Address

is publicly routable in the same way as IPvd addresses

required on all IPVE devices | Link-Local Address

provides for one-to-one comminication !

o wm mw  m mw w mm m mm mw mw mw owm mm mw mw mm w ww mw ww mw w

NEW QUESTION 671
DRAG DROP - (Topic 4)
Drag and drop the IPv6 address types from the left onto their description on the right.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 200-301 dumps!
D CEr‘tShafEd https://www.certshared.com/exam/200-301/ (903 Q&AS)

2001:D88: boed: 1234:458d:3acc multicast address used only locally within the ste
; : . ! . . : address that 5 automabically created on a bak when [Pvé 5
FDO0: 0000:0000: 1224:2153:3992: 219d: coca seahingd o 2n Selaifhcs

FEBO:abcl M- 12de: 3992 sddress that s prohibted from routing to the [ntemet

FF0S:: 23:bacf22:1111 address that s unigue and resenved for dotumentation purposses

A. Mastered
B. Not Mastered

Answer: A

Explanation:

2001:088::beed: 1234 4564 3acC FROS:: 23:becf:22:1111

FOGO 00000000 1a2d-a153: 3992 a19d cxca i I FEBO: :abof - 12de: 3992
_______________ |
L i
FEBO; .abcf M9 1 2de: 3592 I I FDO0: 0000:0000: 1a2d-2153:3992:a19d :coca
i FFOS::23:becf:22:1111 2001:088::beed: 1234:4564: 3ace I

NEW QUESTION 674
- (Topic 4)
What must be considered before deploying virtual machines?

A. location of the virtual machines within the data center environment

B. whether to leverage VSM to map multiple virtual processors to two or more virtual machines
C. resource limitations, such as the number of CPU cores and the amount of memory

D. support for physical peripherals, such as monitors, keyboards, and mice

Answer: C

NEW QUESTION 679

- (Topic 4)

Refer to the exhibit.

How does router R1 handle traffic to the 172.16.1.4/30 subnet?

A. It sends all traffic over the path via 172.16.9.5 using 172.16.4.4 as a backup.
B. It sends all traffic over the path via 10.0.1.100.

C. It load-balances traffic over 172.16.9.5 and 172.16.4.4.

D. It sends all traffic over the path via 172.16.4.4.

Answer: C

NEW QUESTION 680
DRAG DROP - (Topic 4)
Drag and drop the characteristics of device-management technologies from the left onto the corresponding deployment types on the right.
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orchestrates background device configuration

provides greater flexibity for custom and non-standard
configurations

el On Der-devVicE Management

wpPOrts open APl

uses indivedual software management

A. Mastered
B. Not Mastered

Answer: A

Explanation:

supports centralized software management

provides greater fledbiity for custom and non-standard
configurations orchestrates background device configurabon

] feles 0N Der-device management reles on per-device management i

provides greater fledbilty for custom and non-standard

configurations
supports open APls i |
uses indrhadual software management |

uses indnadual software management I

RIDDOTS 0pen APLS

NEW QUESTION 682
- (Topic 4)
When is the PUT method used within HTTP?

A. when a nonidempotent operation is needed
B. to update a DNS server

C. to display a web site

D. when a read-only operation it required

Answer: B
NEW QUESTION 683

- (Topic 4)
Refer to the exhibit.

VLAN 10
fo/1

192.168.0.0/24
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An engineer assigns IP addressing to the current VLAN with three PCs. The configuration must also account for the expansion of 30 additional VLANS using the
same Class C subnet for subnetting and host count. Which command set fulfills the request while reserving address space for the expected growth?

A. Switch(config)#interface vlan 10Switch(config-if)#ip address 192.168.0.1 265 255.255.252
B. Switch(config)#interface vlan 10Switch(config-if)#ip address 192.168.0.1 255 255.255.248
C. Switch(config)#interface vlan 10Switch(config-if)#ip address 192.168.0.1 255 255.255.0

D. Switch(config)#interface vlan 10Switch(config-if)#ip address 192.168.0.1 255.255.255.128

Answer: B

NEW QUESTION 685
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