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NEW QUESTION 1
- (Exam Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enrollment restrictions.

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 2
- (Exam Topic 1)
On which server should you install the Azure ATP sensor?

A. Server 1
B. Server 2
C. Server 3
D. Server 4
E. Server 5

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 3

- (Exam Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain hamed contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: Define a Configuration Manager device
collection as the pilot collection. Add Devicel to the

collection.

Does this meet the goal?

A.Yes
B. NO

Answer: A

Explanation:

Devicel has the Configuration Manager client installed so you can manage Devicel by using Configuration Manager. To manage Devicel by using Microsoft
Intune, the device has to be enrolled in Microsoft Intune. In the Co-management Pilot configuration, you configure a Configuration Manager Device Collection that
determines which devices are auto-enrolled in Microsoft Intune. You need to add Devicel to the Device Collection so that it auto-enrols in Microsoft Intune. You
will then be able to manage Devicel using Microsoft Intune. Reference: https://docs.microsoft.com/en-us/configmgr/comanage/how-to-enable

NEW QUESTION 4

- (Exam Topic 1)

You need to configure a conditional access policy to meet the compliance requirements. You add Exchange Online as a cloud app.
Which two additional settings should you configure in Policyl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Suggested Answer
References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

NEW QUESTION 5

- (Exam Topic 1)

You need to meet the compliance requirements for the Windows 10 devices.
What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C

NEW QUESTION 6

- (Exam Topic 2)

You need to meet the technical requirement for log analysis.

What is the minimum number of data sources and log collectors you should create from Microsoft Cloud App Security? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Minimum number of data sources: v
1
3
6
Minimum number of log collectors: [ ¥
1
3
6
A. Mastered

B. Not Mastered
Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/cloud-app-security/discovery-docker

NEW QUESTION 7
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- (Exam Topic 2)
You need to protect the U.S. PII data to meet the technical requirements.
What should you create?

A. a data loss prevention (DLP) policy that contains a domain exception

B. a Security & Compliance retention policy that detects content containing sensitive data
C. a Security & Compliance alert policy that contains an activity

D. a data loss prevention (DLP) policy that contains a user override

Answer: A

NEW QUESTION 8

- (Exam Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition states clearly that Sign-in risk

NEW QUESTION 9
- (Exam Topic 2)
Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides
C. DLP incidents

D. Top Senders and Recipients

Answer: C

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for
identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 10
- (Exam Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 10
- (Exam Topic 3)
You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 15
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- (Exam Topic 3)

You need to configure the information governance settings to meet the technical requirements.

Which type of policy should you configure, and how many policies should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Policy type: I Retention

Label

Auto-labeling

Number of required policies: 2

A. Mastered
B. Not Mastered

Answer: A
Explanation: )
Answer Arca
lell:? ::’,pe I ""CH"'I:IZ"I"IT!-_‘."‘I {‘f
Label
| e r———
Retention

Auto-labeling

Number of requred policies: 2

NEW QUESTION 19

- (Exam Topic 4)

HOTSPOT

You create the Microsoft 365 tenant.

You implement Azure AD Connect as shown in the following exhibit.

Azure Active Directory admin center

0 Home » Azure AD Connect

Azure AD Connect

b
K Troubleshoot 'E) Refresh
[ 1] z
‘ SYNC STATUS
° Sync Status Enabled
Bl
Last Sync Less than 1 hour ago
)
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Dizabled 0 agents

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
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Answer Area

During Projectl, sales department users can access [answer choice] applications v
by using 550.

both on-premises and cloud-based
only cloud-based
only on-premises

If Active Directory becomes unavailable during Projectl, sales department users

can access the resources [answer choice]. ¥

both on-premises and in the cloud
in the cloud only
on-premisas only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: only on-premises

In the exhibit, seamless single sign-on (SSO) is disabled. Therefore, as SSO is disabled in the cloud, the Sales department users can access only on-premises
applications by using SSO.

In the exhibit, directory synchronization is enabled and active. This means that the on-premises Active Directory user accounts are synchronized to Azure Active
Directory user accounts. If the on-premises Active Directory becomes unavailable, the users can access resources in the cloud by authenticating to Azure Active
Directory. They will not be able to access resources on-premises if the on-premises Active Directory becomes unavailable as they will not be able to authenticate
to the on-premises Active Directory.

Box 2: in the cloud only

NEW QUESTION 24

- (Exam Topic 4)

You need to ensure that all the sales department users can authenticate successfully during Projectl and Project2.
Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication

B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO
D. password hash synchronization

Answer: C

Explanation:

Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365. Project2: After the successful completion of Projectl,
Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 25

- (Exam Topic 4)

Which role should you assign to Userl?

Available Choices (select all choices that are correct)

A. Hygiene Management
B. Security Reader

C. Security Administrator
D. Records Management

Answer: B

Explanation:

A user named Userl must be able to view all DLP reports from the Microsoft 365 admin center.

Users with the Security Reader role have global read-only access on security-related features, including all information in Microsoft 365 security center, Azure
Active Directory, Identity Protection, Privileged Identity Management, as well as the ability to read Azure Active Directory sign-in reports and audit logs, and in
Office 365 Security & Compliance Center.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles

NEW QUESTION 27

- (Exam Topic 5)

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

A. Enable auditing.
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B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.
D. Create a communication compliance policy.
Answer: A

Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal
investigations, and compliance obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured,
recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk teams, and
compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.

Note: Permissions alert policies
Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the

Organization Management role group in Exchange Online.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 28
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.

Microsoft Secure Score

Overview  Improvement actions  History  Metncs & trends
Actions you can take to improve vour Microsoft Secure Score. Score updates may take up t
chiCns you Can Tase 1.0 Mprove your Microsoft Sedureé Score cOfg UpOales may [ up I
Exg 12 items arch ie
Appieed 1 -
Rank I1"'F:':-.|'rll'.r|'|" achior Seare Impac
1 Require MEA for administrative roles « 16.95%
2 Ensure all users can complete multi-factor authentication fod =1525%
Enable policy 10 block leqacy authentication «13.565
4 Turn on user rsk policy «11.86%
5 T On Sign-in sk policy «11.86
h Lo not alle 2% 0o qr C Nt 1o unmanaged applica 5,78
T Enable self-sennce pasiword reset «1.69
8 1 On Custome ckbox feature 1.69
! > [imite 1 administrative ro = 1.69
10 Designate more than one global admin +1.69%

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access

C. Enable policy to block legacy authentication
D. Enable self-service password reset
E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 33
- (Exam Topic 5)
Your company purchases a cloud app named Appl.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

3

)

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
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Actions Answer Area

Deploy Azure Active Directory
{Azure AD) Apphcation Proy

From the Cloud App Secunty admin
center, add an app connector

Signinto App1 @

Create a conditional access policy @

©O

From the Azure Active Directory admin
center, configure the Diagnostic setlings

From the Azure Active Directory admin
center, add an app registration for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

NEW QUESTION 37

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1l | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
PROVISION FROM ACTIVE DIRECTORY
é Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

.F.'I anage provisioning (Preview]

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
9 Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as
user2@fabrikam.com.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
This is not a permissions issue.

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.
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NEW QUESTION 40
- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel. Sitel contains the files shown in the following table.

Name Number of IP addresses in the file
File1.docx 1
File2.txt 2
File3.xlsx ]

You create a sensitivity label named Sensitivityl and an auto-label policy that has the following configurations:
» Name: AutoLabell

> Label to auto-apply: Sensitivity1
> Rules for SharePoint Online sites: Rule1-SPO
® Choose locations where you want to apply the label: Sitel Rule1-SPO is configured as shown in the following exhibit.

Edit rule
Name *
Description

Rule1 description

Conditions

We'll apply this policy to content that matches these conditions.
Content contains sensitive info types o

Defaul All of these &
Sensitive info types
IP Address Accuracy | 85 |to| 100 |instance count 2 to Any &
Add

Create group

t Add condition

m Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Sensitivity1 is applied to File1.docx. O O
Sensitivity1 is applied to File2.txt. O O
. . : O Q
Sensitivity1 is applied to File3.xlsx.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w https://docs.microsoft.com/en-
us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 44

— m—

- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name | Platform |

LevViICe VY INIOWS cnterpnse

e W e

it
i

-

-

=

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?
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A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4

D. Devicel, Device2, Device3, and Device4d

Answer: A

NEW QUESTION 48

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts?view=0365-worldwide

NEW QUESTION 50

- (Exam Topic 5)

Your company has a Microsoft 365 tenant

You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.

. Priocity | Name | Allowed platform . Assigned to

The device limit restriction are configured as shown in the following table.
| Prorty |  Name | Devicellmit | Assignedto

St et im P 4

Argwer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restricti

NEW QUESTION 55

- (Exam Topic 5)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

> Require complex passwords.

> Require the encryption of data storage devices.

> Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant. Which two components should you create? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
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NEW QUESTION 56

- (Exam Topic 5)

Your company has a Microsoft E5 tenant.

The company must meet the requirements of the ISO/IEC 27001:2013 standard. You need to assess the company’s current state of compliance.
What should you use?

A. eDiscovery

B. Information governance

C. Compliance Manager

D. Data Subject Requests (DSRs)

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001

NEW QUESTION 59

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

A user named userl@contoso.com was recently provisioned.

You need to use PowerShell to assign a Microsoft Office 365 E3 license to Userl. Microsoft Bookings must
NOT be enabled.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

W | -Scopes User.ReadWrite.All, Organization.Read.All

Connect-AzureAD

Connect-MgGraph
Connect-MS0OLSarvice

$E3 = ¥ || Where SkuPartNumber -eq ‘EnterprisePack’
Get-AzureADUser '

NS 1

Get-MSOLACcountSKU |

$disabledPlans = $E3.3ervicePlans Where ServicefPlantame -in
{"MICROSOFTEBOOKINGS®) | select -ExcludePreoperty ServicePlaniD

fLicensedptions= @(

@
Skuld = $E3.5kuld
DisabledPlans = fdizabledPlans

w | “Userld Userl@contoso.com -AddLicenses SLicense0ptions -Removelicenses @(

Set-ArureADUser
Set-MgUserLicense
Set-MSOLUser

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Connect-MgGraph

Assign Microsoft 365 licenses to user accounts with PowerShell Use the Microsoft Graph PowerShell SDK

First, connect to your Microsoft 365 tenant.

Assigning and removing licenses for a user requires the User.ReadWrite.All permission scope or one of the other permissions listed in the 'Assign license'
Microsoft Graph API reference page.

The Organization.Read.All permission scope is required to read the licenses available in the tenant. Connect-MgGraph -Scopes User.ReadWrite.All,
Organization.Read.All

Box 2: Get-MgSubscribedSku

Run the Get-MgSubscribedSku command to view the available licensing plans and the number of available licenses in each plan in your organization. The number
of available licenses in each plan is ActiveUnits - WarningUnits - ConsumeduUnits.

Box 3: Set-MgUserLicense

Assigning licenses to user accounts

To assign a license to a user, use the following command in PowerShell.

Set-MgUserLicense -Userld $userUPN -AddLicenses @{Skuld = "<Skuld>"} -RemoveLicenses @() This example assigns a license from the SPE_E5 (Microsoft
365 E5) licensing plan to the unlicensed user

belindan@litwareinc.com:

$e5Sku = Get-MgSubscribedSku -All | Where SkuPartNumber -eq 'SPE_E5'

Set-MgUserLicense -Userld "belindan@litwareinc.com" -AddLicenses @{Skuld = $e5Sku.Skuld}

-RemovelLicenses @()

Reference:

https://learn.microsoft.com/en-us/microsoft-365/enterprise/assign-licenses-to-user-accounts-with-microsoft-365
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NEW QUESTION 61

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Security & Compliance retention policies. You implement a preservation lock on a retention policy that is assigned
to all executive users.

Which two actions can you perform on the retention policy? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point?

A. Add locations to the policy

B. Reduce the duration of policy

C. Remove locations from the policy
D. Extend the duration of the policy
E. Disable the policy

Answer: AD

NEW QUESTION 62

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
» Windows 10

* Android

*OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: C

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 67

- (Exam Topic 5)

Your company has a Microsoft 365 subscription.

You need to identify all the users in the subscription who are licensed for Office 365 through a group membership. The solution must include the name of the group
used to assign the license.

What should you use?

A. Active users in the Microsoft 365 admin center

B. Reports in Microsoft Purview compliance portal

C. the Licenses blade in the Microsoft Entra admin center
D. Reports in the Microsoft 365 admin center

Answer: D

Explanation:

Microsoft 365 Reports in the admin center

You can easily see how people in your business are using Microsoft 365 services. For example, you can identify who is using a service a lot and reaching quotas,
or who may not need a Microsoft 365 license at all.

Which activity reports are available in the admin center

Depending on your subscription, here are the available reports in all environments.

Report Public GCC GCC- DoD Office 365 operated by
High 21Vianet

Microsoft browser usage Yes N/AT AT n/Aal  Ngal

Email activity Yes s Yes Yes Yes

Email apps usage Yes Yes Yes Yes Yes

Mailbox usage Yes Yes Yes Yes  Yes

Office activations Yes Yas Yes Yes Yes

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/activity-reports

NEW QUESTION 70
- (Exam Topic 5)
You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and two users shown in the following table.
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Name Member of
User1 All users, Sales team
Userz2 All users, Office users
In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit.
Policy configurations
Create ¢ 'L Reorder priofity  H Total policy configurations: 3
Mame Priority 1 Recommendation status
0
1
2

The policies use the settings shown in the following table.

Policy Default Shared Folder Location Default

Office
Theme

All users | hitps/sharepoint contoso comfaddins_all_users Colorful

Office https isharepoint contoso. comiaddins_office users White

Users

Policy

Sales hitps/isharepoint contoso.comiaddins_sales_team_users_ Dark

Team Gray

Policy

What is the default share folder location for Userl and the default Office theme for User2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
The default shared folder location for User1 is v

hitps.//sharepoint contoso.com/addins_all_users
https //sharepoint contoso.com/addins_office_users
hitps:/isharepoint contoso.com/addins_sales_team_users_

The default Office theme for User 2 is v
Colorful
Dark Gray
White
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

NEW QUESTION 73
- (Exam Topic 5)
You have an Azure AD tenant that contains the users shown in the following table.

Name | Member of
User1 Group1
User2 Group2
User3 Group3
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.
Name Permission Assigned
user group
Microsoft Defender View data, Alerts Group3
for Endpoint investigation, Active
administrator remediation actions,
(default) Manage secunty settings
Rolel View data, Alerts Group1
investigation
Role2 View data Group?2

Microsoft Defender for Endpoint contains the device groups shown in the following table.
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Rank Device group Device User access
name
1 ATP1 Devicel Group1
Last | Ungrouped devices | Devicel Group2
(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE; Each correct selection is worth one point.

Answer Area

Statements

User1 can run an antivirus scan on Device2.

Uiser2 can collect an investigation package from Device2.

User3 can isolate Devicel.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements

User1 can run an antivirus scan on Device2.

User2 can collect an investigation package from Device2.

User3 can isolate Devicel.

NEW QUESTION 78

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

Yes

L

From Azure AD Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as shown in the following exhibit.

Activation
Setting
ACtivatetn mammum Suration fhours)
On RCtnation, réguire
Require justification on actrvation
Require iicket informatean on actecation
Require approval (o actrate

Approvers

Assignment
Setting
Allgw pemynent hgadie aignment
Expure @hgedle a5sgnemants after
Allgw pEmAREN ACie Asaghment
Expird actred afRgRMEnts altes
Reguire Azure Multi-Facter Authentahion on Ctve ajsgnment

Réquire juHCcatson of 0t Astaghment

State

@ houn(s)
ATure MRS
et

-]

-]

one

Slate

[24+]

3 gt
2]

15 days!
ey

ey

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
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Answer Area
A user that Is assigned the Global Administrater role as active [answer chodce)]. | s v
Gl lose the roe after wght bours 0
can reactivate the role every eight hours
can reactivate the role every 15 days
will lose the robe after 15 days
You can make the Global Adminstrator role available to activation requests [answer choice) r
for up to elght hours
far up to three months
for up to 15 days
until the reguests are revooed manuaily
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: will lose the role after eight hours

From exhibit: Activation, Activation maximum duration (hours): 8 hour(s) Box 2: for up to three months
We see from exhibit: Assignment, Expire eligible assignment after: 3 month(s)

NEW QUESTION 79
- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.

-
Domains
- Add domain = Buydomain () Refresh
Domain name | Cratus @ Choose columns
L] Subl.contoso221018.onmicrosoftcom (D... : A Possible service issues
a contoso.com : @ Incomplete setup
O contoso22 1018.onmicrosoft.com : @ Feanthy
O Subl.contosol 21018 onmicrosoft.com . Incomplete setup

Which domain name suffixes can you use when you create users?

A. only Subl.contoso221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contos0221018.onmicrosoft.com

C. onlvcontoso221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contoso221018.onmicrosoft.com
D. all the domains in the subscription

Answer: B

NEW QUESTION 82

- (Exam Topic 5)

HOTSPOT

You have an Azure AD tenant named g_on_t_o_so:c_(_)m_t_hqt_ contains the users shown in the following table.

| Name _ Member of Multi-Factor Auth Status

Iser] Lroup ' Disabled
User2 | Group! | Enforced
Multi-factor authentication (MFA) is configured to use 131.107.5.0/24 as trusted IPs. The tenant contains the named locations shown in the following table.
Name | IP address range . Trusted location |
ocation 131.107.20.0/24 Yes |

You create a conditional access policy that has the following configurations:

> Users or workload identities assignments: All users

> Cloud apps or actions assignment; Appl

» Conditions: Include all trusted locations

» Grant access: Require multi-factor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
?—l‘_‘l--n;.l e
When User1 connects to App1 from a device that has an IP E_ﬂ_a 9]
address of 121.107.50.10, User1 must use MFA.
When UserZ2 connects to App1 from a device that has an IP |_|

address of 121.107.20.15, User2 must use MFA.

When User2 connects to App1 from a device that has an IP |
address of 131.107.5.5, User2 must use MFA.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

*131.107.50.10 is in a Trusted Location so the conditional access policy applies. The policy requires MFA. However, Userl's MFA status is disabled. The MFA
requirement in the conditional access policy will override the user's MFA status of disabled. Therefore, Userl must use MFA.

Box 2: Yes.

*131.107.20.15 is in a Trusted Location so the conditional access policy applies. The policy requires MFA so User2 must use MFA.

Box 3: No.

IP not from Trusted Location so Policy does not apply, Subnet 131.107.5.5 is not in the range of 131.107.50.0/24

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 84

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix

Userl Contoso.com

User2 Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Q Azure AD Connect cloud provisioning
—

This feature allows you to manage provisioning from the cloud.

Manage provisioning (FPreview)

Azure AD Connect sync

Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
9 Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain

Pass-through authentication Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you set the UPN suffix for User2 to @contoso.com. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. You can enable users to sign on using a
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different UPN (different domain), by adding the domain to Microsoft 365 as a custom domain. Alternatively, you can configure the user account to use the existing

domain (contoso.com).

NEW QUESTION 89
- (Exam Topic 5)
You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure

Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Save the audit logs 1o:

Azure Active Directory admin center blade to use to view the
saved audit logs:

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Save the audi bogs 00 Azure Log Analybics
Azure Active Derectory admin center Blade 10 use 10 view the  Audit fog

saved audit 1ogs

NEW QUESTION 92
- (Exam Topic 5)
You have a Microsoft 365 subscription.

You have an Azure AD tenant that contains the users shown in the following table.

Name Role

Userl | Secunty Administrator

User2 | Global Administrator

Users | Service Support Administrator
You configure Tenant properties as shown in the following exhibit.

Technical contact

I User1@contoso.com

Global privacy contact

|

Privacy statement URL
i http://contoso.com/privacy

Which users will be contacted by Microsoft if the tenant experiences a data breach?

A. Used only
B. User2 only
C. User3 only
D. Used and User2 only
E. User2 and User3 only

Answer: B

Explanation:

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration. The customer's tenant administrator will be notified.

Reference:
https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office 365

NEW QUESTION 97
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains a user named Userl.

The subscription has a single anti-malware policy as shown in the following exhibit.
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"IN -

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.
How will the email message and the attachments be processed?

A. Both attachments will be remove

B. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following
text: 'Malware was removed.’

C. The email message will be quarantined, and the message will remain undelivered.

D. Both attachments will be remove

E. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the
following text: 'Malware was removed."

F. The malware-infected attachment will be remove

G. The email message will be quarantined, and Userl will receive a copy of the message containing only the uninfected attachment.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection ?view=036

NEW QUESTION 98

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to ensure that users are prevented from opening or downloading malicious files from Microsoft Teams, OneDrive, or SharePoint Online.
What should you do?

A. Create a newAnti-malware policy

B. Configure the Safe Links global settings.

C. Create a new Anti-phishing policy

D. Configure the Safe Attachments global settings.

Answer: D

Explanation:

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams

In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint, OneDrive, and Microsoft Teams provides an additional layer of
protection against malware. After files are asynchronously scanned by the common virus detection engine in Microsoft 365, Safe Attachments opens files in a
virtual environment to see what happens (a process known as detonation). Safe Attachments for SharePoint, OneDrive, and Microsoft Teams also helps detect
and block existing files that are identified as malicious in team sites and document libraries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-team

NEW QUESTION 101
- (Exam Topic 5)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.
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Name Role
Admin1 Security reader

Admin2 User administrator

Admin3 Security administrator
Admind Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:
By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the
recipients list.

NEW QUESTION 104

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune. You create an Android app protection policy named
Policy! that is targeted to all Microsoft apps and assigned to all users.

Policy! has the Data protection settings shown in the following exhibit.

Select apps to exempt

Save copies of org data () Allow Block

Allow user to save copies to | SharePoint W
selected services (|

Transfer telecommunicationdatato (1) | Any Dialer App W
Dialer App Package ID

Dialer App Name

Received data from other apps (i) Al Apps R
Open datainto Org documents (i) Alticw Block

Allow users to open data from i alatiad v
services ()

Restrict cut, copy, and paste between Policy managed apps with paste in W
other apps (i)

Cut and copy character limit 0
for any app

Screen capture and Google Assistant (1) (D Block
Approved keyboards (7 Require

Select keyboards to approve Select

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.

Answer Area

A user can copy files from Micrasoft OneDrive to [answer choice] only. b il
Onelrive
local storage
Microsoft SharePaint Online
Microsoft SharePoint Online and COneDrive

A user can copy and paste text from [answer cholce] to Microsoft -
Word document stored in Microsoft OneDrive. | any app
only managed apps
only unmanaged apps
A. Mastered

B. Not Mastered

Answer: A
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Explanation:

Answer Area

A user can copy files from Microsoft OneDrive to [answer choice] only. v
OneDrive

l Microsoft SharePoint Online
0 Tero e and OneDrive
A user can copy and paste text from [answer cholce] to Microsoft -
Word document stored in Microsoft OneDrive.  [any a

only managed apps
oan ly unmanaged apps

NEW QUESTION 109

- (Exam Topic 5)

DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group2. You need to ensure that each group can perform the tasks shown
in the following table.

Group Task
Group . Manage service requests
. Purchase new senices
. Manage subscriptions
. Momitor service health
roup/ . AsSHgN heenses
L Add users and Qroups

¥ Lreate and manage User views

. Update password expiration pohcies

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area
'Billing Administrator Group: [ Role ;
"Global Administrator _ : :
Group: | Role i

"Helpdesk Administrator

"License Administrator

"Service Support Administrator

" User Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Billing admin manage service request

Purchase new services Etc.

Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:

- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles

NEW QUESTION 114

- (Exam Topic 5)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.
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You need to order the appropriate version of Windows 10 for the new devices. The version must Meet the following requirements.

Be serviced for a minimum of 24 moths.
Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-
supported-configurations

NEW QUESTION 115

- (Exam Topic 5)

You have a Microsoft 365 subscription. You have a user named Userl. You need to ensure that Used can place a hold on all mailbox content. What permission
should you assign to Userl?

A. the Information Protection administrator ide from the Azure Active Directory admin center.
B. the eDiscovery Manager tote from the Microsoft 365 compliance center.

C. the Compliance Management role from the Exchange admin center.

D. the User management administrator role from the Microsoft 365 admin center.

Answer: B

NEW QUESTION 120

- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) method
registered
User1 Group1 Microsoft Authenticator app (push notification)
User? GroupZ Microsoft Authenticator app (push notification)
User3 Group1 None

You configure the Microsoft Authenticator authentication method policy to enable passwordless authentication as shown in the following exhibit.

Enable and Target  Configure

travie @D

ke  Exchude

Tarpet D Al users (8) Select groups

Add groups
Narme

Groug1

Both Userl and User2 report that they are NOT prompted for passwordless sign-in in the Microsoft Authenticator app.

Type
[

Regeviiation Austhertication mode

|y

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
= o b

User? will be prompied for passwordless authentication once User! sets up phone sign-in in DD
f -5 &

the Microsoft Authenticator app b

User2 will be prompted for passwordless authentication once User2 sets up phone sign-in in

the Micrasoft Authenticator app.

Userd can use passwordless authentecation without furiher action.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: Yes

Userl is member of Groupl.
Userl has MFA registered method of Microsoft Authenticater app (push notification)
The Microsoft Authenticator authentication method policy is configured for Group1, registration is optional, authentication method is any.

Note: Microsoft Authenticator can be used to sign in to any Azure AD account without using a password. Microsoft Authenticator uses key-based authentication to
enable a user credential that is tied to a device, where the device uses a PIN or biometric. Windows Hello for Business uses a similar technology.

This authentication technology can be used on any device platform, including mobile. This technology can also be used with any app or website that integrates
with Microsoft Authentication Libraries.
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Box 2: No

User2 is member of Group2.

The Microsoft Authenticator authentication method policy is configured for Groupl, not for Group2. Box 3: No

User3 is member of Groupl.

User3 has no MFA method registered.

User3 must choose an authentication method.

Note: Enable passwordless phone sign-in authentication methods

Azure AD lets you choose which authentication methods can be used during the sign-in process. Users then register for the methods they'd like to use.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-phon

NEW QUESTION 122

- (Exam Topic 5)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl. you need to preserve a copy of all the email messages that contain the word ProjectX.
What should you do first?

A. From the Exchange admin center create a mail flow rule.

B. From Microsoft 365 Defender, start a message trace.

C. From Microsoft Defender for Cloud Apps, create an activity policy.

D. From the Microsoft Purview compliance portal, create a label and a label policy.

Answer: D

NEW QUESTION 127

- (Exam Topic 5)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 130

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

> Captures Microsoft Teams channel messages that contain threatening or violent language.
> Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

A. Data Subject Requests (DSRs)

B. Insider risk management policies

C. Communication compliance policies
D. Audit log retention policies

Answer: C

NEW QUESTION 133

- (Exam Topic 5)

Your company has digitally signed applications.

You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never
analyzes them.

What should you create in the Microsoft Defender Security Center?

A. a custom detection rule

B. an allowed/blocked list rule
C. an alert suppression rule
D. an indicator

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 135
- (Exam Topic 5)
Your network contains an Active Directory domain named adatum.com that is synced to Azure AD. The domain contains 100 user accounts.
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The city attribute for all the users is set to the city where the user resides.
You need to modify the value of the city attribute to the three-letter airport code of each city. What should you do?

A. From Windows PowerShell on a domain controller, run the Gec-ADUser and Sec-ADUser cmdlets.

B. From Azure Cloud Shell, run the Gec-ADUser and Sec-ADUser cmdlets.

C. From Windows PowerShell on a domain controller, run the Gec-MgUser and Updace-MgUser cmdlets.
D. From Azure Cloud Shell, run the Gec-MgUser and Update-MgUser cmdlets.

Answer: A

Explanation:

The user accounts are synced from the on-premise Active Directory to the Microsoft Azure Active Directory (Azure AD). Therefore, the city attribute must be
changed in the on-premise Active Directory.

You can use Windows PowerShell on a domain controller and run the Get-ADUser cmdlet to get the required users and pipe the results into Set-ADUser cmdlet to
modify the city attribute.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:

* 1. From Windows PowerShell on a domain controller, run the Get-ADUser and Set-ADUser cmdlets.

* 2. From Active Directory Administrative Center, select the Active Directory users, and then modify the Properties settings.

Other incorrect answer options you may see on the exam include the following:

* 1. From the Azure portal, select all the Azure AD users, and then use the User settings blade.

* 2. From Windows PowerShell on a domain controller, run the Get-AzureADUser and Set-AzureADUser cmdlets.

* 3. From the Microsoft 365 admin center, select the users, and then use the Bulk actions option.

* 4. From Azure Cloud Shell, run the Get-ADUser and Set-ADUser cmdlets. Reference:
https://docs.microsoft.com/en-us/powershell/module/addsadministration/set-aduser

NEW QUESTION 139

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next
month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator
intervention. What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate

NEW QUESTION 140

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:
» Microsoft Teams

® Microsoft OneDrive

2 Microsoft Exchange Online

» Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.

What is the minimum number of retention policies that you should create?

00w
A WDN PP

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=0365-worldwide

NEW QUESTION 143
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

* [

| Mame [ Role
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You ate implementing Microsoft Defender for Endpoint

You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal. Which users can enable RBAC, and winch users will
no longer have access to the Microsoft 365 Defender portal after RBAC is enabled? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.
Answer Area

Users that can enabile REAC l Admunt and Adming onby

x

Admm] anly

Admin1, Admind, and Admin® only

Admin1, Admind, Admind, and Admins only

Users that will no longer have aocess to the

Mecrosoft 265 Defender portal

Adminl, Admins, and Admand only

Admins only
Admn3 angd Admind only

Admnd and Admind only

o

Admind, Admird, and Admin5 on

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Litri :M: can El'h!-t.‘ff REA{. | Adrman 1 and Ao |:_ l-'”_r

Admini onl

hd-rnnimmmn?uﬂy

Admm 1, Adming, and Admmns only

Admmn 1, Admmnd. Admind, and AdminS only

Lisers that will nd longer have acoess to the

Microsoft 365 Defender portat: | Admind. Admind, and Admin’ only

Admun® only
Admani and Admnd only

NEW QUESTION 148
- (Exam Topic 5)
You have several devices enrolled in Microsoft Endpoint Manager

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.

Mame Role Member of
sier Choud gewie admarastiator | O oA
BT Intume admenrTraton Growupd

Priority | Name _ Device limit | Assigned to |
E Poiicy! | 15 Croupt
2 [Pomy2 |10 [ GroupA
Dgtaull | Al users 5 All users

You add user as a device enroliment manager in Endpoint manager
For each of the following statements, select Yes if the statement is true. Otherwise, select No
Ardwer Area
Statements

Usér ! can ennoll & manrmium of 10 daced in Endpaint Mansger

Userd can enncll 3 maxsrum of 10 Seveces in Endponml Mlanaspe

Ui 3 cam enoell sn urdsmelad numiber of deaces in Fradpoint Manaosr

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yei Mo

NEW QUESTION 153

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You configure a new alert policy as shown in the following exhibit.

How do you want the alert to be triggered?

O Every time an activity matches the rule

-"::J When the volume of matched activities reaches a threshold

More than orequalto 15 activities
During the last 860 minutes
On All users W

@] When the volume of matched activities becomes unusual

On All users o

You need to identify the following:

> How many days it will take to establish a baseline for unusual activity.

® Whether alerts will be triggered during the establishment of the baseline.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline: v

’-_h-qm_-

Whether the alerts will be tnggered dunng the

establishment of the baseline: v
Alerts will be tnggered.
Alerts will not be tnggered
Alerts will be triggered only after the process to
establish the baseline has been running for one day.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies?view=0365-worldwide

NEW QUESTION 158

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy. You need to identify the following information:

» The number of email messages quarantined by zero-hour auto purge (ZAP)

* The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.
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Answer Area

To identify the number of emails gquarantined by ZAP.  Theeat protechion status %
Mailflow status report
Spoct detections
Threat protection status

URL threat protection

To idenufy the number of times users chicked a malickous link  Malflow status report ot
ALl Mailflow status report
Spoof detections
Threat protechion status

URL threat protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

To identify the number of emails quarantined by ZAP:  Threat protection status ™
Mailflow status report
Spoof detections
et potecon sttus__

URL threat protection

To identify the number of times wsers cdlicked 3 malicious Ink  Mailflow status repornt -
UL Mailfiow status report
Spoof detections
Threat protechon status

LFL threat pratechian

NEW QUESTION 163

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

> Identify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
> Report on shared documents that contain PIl. What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy

D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dIp-learn-about-dlp?view=0365-worldwide

NEW QUESTION 168
- (Exam Topic 5)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name Platform BitLocker Drive Encryption Member of
(BitLocker)
Devicel | Windows 10 Disabled Group, Group!
Device | Windows 10 | Disabled Groupd. Group3 |
E\'!:""-'I'.’.‘.\ '-'-"5-'.:':\'-'_‘ 1 ..' :'I‘::EIL'E".".! '._.'":'.':'n.-:i. I

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name | Require BitLocker | Mark noncompliant | Assigned
| | after (days)

Policy! | Require | § No

Pohcy? | Fequire 10 Yes |

Policy3 | Not configured [ 15 Jves |

The device compliance policies have the assignments shown in the following table.

| Name | Assigned to

| Policy? AOUD,

| 5

Policy3 | Group

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Device1 is marked as noncomphiant after 10 days

Dewice? is marked as noncomphiant after 10 day

Device3 1s marked as noncomphant after 15 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 170

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 175
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name ; Type 1

1 Anti-phishing

- - -
POlICYZ Anti-spam
Policy2 | Anti-malware
Policy4 Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 180

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 184
- (Exam Topic 5)
HOTSPOT
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Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool: . o
AccessChk )
Azure AD fﬂnnec?
Active Directory Explorer
IdFix

O—0—0

Required group membership: v
Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: IdFix

Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window’s Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you're not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

Reference: https://microsoft.github.io/idfix/

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups

NEW QUESTION 186

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You configure a device compliance policy as shown in the following exhibit.
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Compliance settings

Microsoft Defender ATP

Low
Device Health
Block
System Security
Regquire
Device default
Require
Block
Actions for noncompliance
Action Schedule

Immediately

Immediately

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

When a device reports a medium threat level, the dewice will v
[be locked remately
display a notification
marked as comphant
marked as noncomphant
removed from the database

Rooted devices will be v
|allowed to access company resources
marked as comphant
ipreuented from accessing company resources

reponted with a low device threat

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-android

NEW QUESTION 191

- (Exam Topic 5)

Your network contains three Active Directory forests. There are forests trust relationships between the forests. You create an Azure AD tenant.

You plan to sync the on-premises Active Directory to Azure AD.

You need to recommend a synchronization solution. The solution must ensure that the synchronization can complete successfully and as quickly as possible if a
single server fails.

What should you include in the recommendation?

A. one Azure AD Connect sync server and one Azure AD Connect sync server in staging mode

B. three Azure AD Connect sync servers and one Azure AD Connect sync server in staging mode
C. six Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode
D. three Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode

Answer: A

Explanation:

Azure AD Connect can be active on only one server. You can install Azure AD Connect on another server for redundancy but the additional installation would need
to be in Staging mode. An Azure AD connect installation in Staging mode is configured and ready to go but it needs to be manually switched to Active to perform
directory synchronization.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 194

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains a group named Groupl and the users shown
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in the following table:

Admini Conditional Access administrator

Admin2 | Security administrator

Admin3 User administrator

The tenant has a conditional access policy that has the following configurations: Name: Policyl
Assignments:

- Users and groups: Groupl

- Cloud aps or actions: All cloud apps

> Access controls:

> Grant, require multi-factor authentication

> Enable policy: Report-only

You set Enabled Security defaults to Yes for the tenant.

For each of the following settings select Yes, if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Admin1 can set Enable policy for Policy1 to On. 0O O
Admin2 can set Enable policy for Policy1 to Off. g B

Admin3 can set Users and groups for Policy1 to All users. o) o)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Report-only mode is a new Conditional Access policy state that allows administrators to evaluate the impact of Conditional Access policies before enabling them in
their environment. With the release of report-only mode:

> Conditional Access policies can be enabled in report-only mode.

> During sign-in, policies in report-only mode are evaluated but not enforced.

> Results are logged in the Conditional Access and Report-only tabs of the Sign-in log details.

> Customers with an Azure Monitor subscription can monitor the impact of their Conditional Access policies using the Conditional Access insights workbook.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-on

NEW QUESTION 195

- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Mame Member of group _ Azure AD role

None

jHam:

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 200
- (Exam Topic 5)
You have the sensitivity labels shown in the following exhibit.
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2 = sensitvity

Labels Label policies Auto-labeling{preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is apphed (automatically or by the user), the content or site is protected
based on the seftings vou choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Leam muors

Create alabel o Publishlabels " Refresh

Mame Order Created by Last modified

Label1 .. D-highest Prwi 04/24/2020

= Labkel2 i Prvi 041242020

Label3 0-highest Prvi 04/24/2020

Labeld .. D-highest Prvi 04/24/2020

= Label5 w B Prvi 04/24/2020

Labeld O-highest Prvi 047242020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 204

- (Exam Topic 5)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
Name Member of
Userl Groupl
User2 Group2
User3 Groupl. Group2
You integrate Microsoft Intune and contoso.com as shown in the following exhibit.
Configure
Mezrosalh Intune
Fsave X Discard M0

MOM user scope @ Some All

Select groups

2
Groups Group1
MDM terms of use URL @& | hitps://portal.manage.microsoft.com/TermsofUse.aspx
MDM discovery URL @ https://enroliment.manage.microsoft.com/enrolimentserver/discov ...
MOM compliance URL & | hitpsi//portal.manage.microsoft.com/TportalAction=Compliance
Restore default MDM URLs
MAM User scope @ m Some All
Select groups
. >

Groups Group2

MAM Terms of use URL @&
MAM Discovery URL @ https://wip.mam.manage microsoft.com/Enroll

MAM Compliance URL &

Restore default MAM URLs
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You purchase a Windows 10 device named Devicel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 joins Device1 to contoso.com, Device1 is enrolied in Intune automatically. O ®
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O O
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 205

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft Entra admin center, you assign SecAdminl the Security Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 206

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the Azure AD credentials. Does this
meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the Azure AD credentials are configured correctly in Azure AD
Connect. It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering

NEW QUESTION 209
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.
MName Require BitLocker Require the device to be at or under the
machine risk score
| lequired .I.:r-
Policy AT, nfiqured Medium

Pt .
nir .
FOCY rECILITE | L OV

The tenant contains the devices shown in the following table.
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Mame BitLocker Drive, Microsoft Defender for Policies applied
Encryption Endpoint risk status
|  (BitLocker) | |
Device1 Configured High Policy1, Policy3
Deviceld Mot configured | Medium Policy2, Policy3
Device3 Not configured | Low Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1l is marked as compliant. O 0
Device2 is marked as compliant, O @

Device3 is marked as compliant. @ O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 213
- (Exam Topic 5)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.

What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 218

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Identity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:

» Assignments: All users

» Controls: Require Azure AD multifactor authentication registration
» Enforce Policy: On

® On August 3, you create two users named Userl and User2.

Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

User Date

Userl | August S
User2 | August 7

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Userl: | - v
§Augu5tﬁ }
August 17 '
August 19
September 3
September 5

User2: v |

August 8
August 17
August 19
August 21
September 7
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi-Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21 Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection

NEW QUESTION 220

- (Exam Topic 5)

You have a Microsoft 365 subscription.

Your company has a customer ID associated to each customer. The customer IDs contain 10 numbers followed by 10 characters. The following is a sample
customer ID: 12-456-7890-abc-de-fghij.

You plan to create a data loss prevention (DLP) policy that will detect messages containing customer IDs. D18912E1457D5D1DDCBD40AB3BF70D5D
What should you create to ensure that the DLP policy can detect the customer IDs?

A. a sensitive information type
B. a sensitivity label

C. a supervision policy

D. a retention label

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/custom-sensitive-info-types?view=0365-worldwide

NEW QUESTION 224

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune. Which platform can you manage by using the profiles?

A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D
NEW QUESTION 229

- (Exam Topic 5)
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

| Block execution of potentially
Name Type . .
obfuscated scripts (js/vbsips)
Policy1 Attack surface reduction | Audit mode
(ASR) [
Policy2 | Microsoft Defender ATE | Disable
Baseline
‘Policy3 | Device configuration Not configured
profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: D

NEW QUESTION 231

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.
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Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 232

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role

User Global Administrator

User? Senice Support

Admimistrator

User3 Cloud Application

Administrator

Userd MNone

You plan to provide User4 with early access to Microsoft 365 feature and service updates.

You need to identify which Microsoft 365 setting must be configured, and which user can modify the setting. The solution must use the principle of least privilege.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: | A4
Office installation options

Privileged access

1 Release preferenr:;s

User: v

Userl only
User2 only
User3 only
Userl and User2 only
Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Microsoft 365 setting: v
Office installation options
Privileged access
Release preferences

User: - v
Userl only
User2 only

User3 only

Userl and User2 only
Userl and User3 only

NEW QUESTION 236
- (Exam Topic 5)
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You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Usert Group1, Group?2
User? Group2, Group3
User3 Group1, Group3
In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.
Name Priority | Applies to
Policy1 0 Group1
Policy? 1 Group?
Policy3 2 Group3
The policies use the settings shown in the following table.
Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 has their cache cleared on close. O O
User2 has Cursor movement setto Visual. O ®)
User3 has Cursor movement setto Visual. O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

NEW QUESTION 240

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements:

Identify documents that are stored in Microsoft Teams and SharePoint that contain Personally Identifiable Information (PII).
Report on shared documents that contain PIl. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANs.

® From the Security & Compliance tab of your browser, click Home.

 Click Data loss prevention > Policy.

 Click + Create a policy.

® In Start with a template or create a custom policy, click Custom > Custom policy > Next.

® In Name your policy, provide the following details and then click Next: a. Name: EU Citizen PII Policy

b. Description: Protect the personally identifiable information of European citizens

> Etc. Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-t
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NEW QUESTION 244

- (Exam Topic 5)

You have a Microsoft 365 subscription.

From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From Windows PowerShell, you run the New-complianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 249

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You plan to create a retention policy as shown in the following exhibit.

nfprmation govemance » Credte retention policy
E Mame - T
| Review and finish
a Fatd o o It "'-glu: LakE w10 Ghe diry' B0 Appiy 1hes pOECY 10 1he IGCEhanS yOU feedhed
I Folicy name
Lo
T Pl Fuit
@ Finish Ecrigscn

Locatorn 80 sppty the policy
Exchsnge emasl (AR Recipsents
ShaerpPoint gitis A 54w
COneDrive sorounts (Al Acoooess)
Wioindalt Y85 Grou (A0 GRougd)

Edst

Rat@nt wetlings

Dietirte it o eval of retenton paniod
Diederte cerns, tharl e cide than T yeant batsd on when ey wene crested
Bkt
.; Fermi Sl aoe Gureally oo than T yeied will Be Sebeted aftes pou B on tres podcy. Then b especelly bmportang 1o nole for b aliomi wooged b BT

wnaroet flor susmple. "4 Teamd chaly | Bovause &3 TR ST o DRt Lo plelr S0 et O QIR0 el e o Ry Spbripd

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft SharePoint files that are affected by the policy will
b [answer choice] | -
recoverabile for up 1o seven years
deleted seven years after they were creéated
retained for ondy seven years from when they were crealed

Oince the policy is created, [answer choice] | b
some data may be defeted immediately
data will be retamed for a mimmum of seven years
users will be prevented from permanently deleting email messages for Seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created. Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5 years and others retained for 10 years, a retention policy
wouldn't be able to do this. When you need to specify retention settings at the item level, use retention labels.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention
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NEW QUESTION 251
- (Exam Topic 5)
You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft

Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device limit restrictions

ehine higw m

Priarity

B gt

prey dEvetrs #aCh wkeET Cil ennd

Mpme

Device lamat

Ansbgred

Tl

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

g,

wray wifF Bgugre A %]

' Lewam mode on Mg thel w880 works

Reguine Multi- Factor Auth to join dewces (D)

- -

Blammism homibed of deioet per e [0

5

S

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM). For each of the following statement, select Yes if the statement is true.
Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Arngwer Arca

NEW QUESTION 253
- (Exam Topic 5)
You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains the users shown in the following table.

Statements

Name | Microsoft Store for Business role | Azure Active Directory (Azure AD) role
Userl | Purchaser Billing administrator

UserZ | Admin Global administrator

User3d | Basic Purchaser None

Userd | Basic Purchaser, Device Guard signer | Global reader

All users have Windows 10 Enterprise devices.

Yes

The Products & services settings in Microsoft Store for Business are shown in the following exhibit.
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@ Microsoft Remote Desktop

F:L.I...:”:I-._.. ﬂ

Licenses Billing Seltings & Actions

Unlimited licenses €0.00.....

Excel Maobile

Licenses Billimg Settings & Actions

Unlimited licenses €0.00.......

N pHrvabe SharE

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User2 can install the Microsoft Remote Desktop app from the pnvate store O O
User1 can install the Microsoft Remote Desktop app from Microsoft Store for Business. O O
User4 can manage the Microsoft Remote Desktop app from the pnvate store Q O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Text Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 258

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups. Which cmdlet should you run?

A. set-unifiedGroup

B. Set-Labelpolicy

C. Execute-AzureAdLebelSync
D. Add-UnifiedGroupLinks

Answer: C

NEW QUESTION 259

- (Exam Topic 5)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profile.Assign the profile to all the computer

B. Instruct users to restart their computer and perform a network restart.

C. Enroll the computers in Microsoft Intun

D. Create a configuration profile by using the Edition upgrade and mode switch templat

E. From the Microsoft Endpoint Manager admin center, assign the profile to all the computers and instruct users to restart their computer.

F. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

G. Instruct users to run the provisioning package from SharePoint Online.

H. From the Azure Active Directory admin center, create a security group that has dynamic device membershi

I. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B

NEW QUESTION 261
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.
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~ Platform Count !
| Windows 10 150 |
| Android 50
| Linux 150

A

You need to configure an incident email notification rule that will be triggered when an alert occurs only on a Windows 10 device. The solution must minimize
administrative effort.
What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldw https://docs.microsoft.com/en-
us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=

NEW QUESTION 265

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices. You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Windows 10 compliance policy
Windows 10 and later

Encryplion
Encryption of data storage on device Require [ Nolconbgured ]

Device Secunity

Firewall Require ot conbigured
Trusted Platform Module (TPR) Requere 0l gured
Aninarus Heguire [ HMotconhgewed ]
Anlispyware Requre L Notconfigured
Dedender

Micrasofl Delender Antimahwane HELIe Mot configured
Microsoft Defender Anbimabware miminmueTs Hat configured
Verson
Microsoft Defender Antimalware secunty [ Heouwwe ) Mat configured
imeligence up-do-date
Real-trme protection L Hequee 3 Mot configured

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

NEW QUESTION 270

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 compliance center, you add Userl to the Compliance Manager Assessors role group.

Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 272
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription.
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You need to create Conditional Access policies to meet the following requirements:

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android and iOS devices. Only users in the finance department must be able to sign
in to an Azure AD enterprise application named

App1l. All other users must be blocked from signing in to Appl.

What is the minimum number of Conditional Access policies you should create?

Tmoow>
®No oA w

Answer: B

Explanation:

* Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in
to Appl.

One Policy.

* Only users in the R&D department must be blocked from signing in from both Android and iOS devices. One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network. One policy

* All users must be blocked from signing in from outside the United States and Canada. Only users in the R&D department must be blocked from signing in from
both Android One Policy

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access

NEW QUESTION 277

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

» Customize the common attachments filter.

> Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area

“Ant-mahvare C

Customize the common atachments flter |

“Anti-phishing

Enable impersonation protection for sender domains: |

“Anti-spam
"Safe Attachments
A. Mastered

B. Not Mastered
Answer: A

Explanation:

A close-up of a question Description automatically generated

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies

& Rules > Threat policies > Anti-Malware in the Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2
* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
quarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:
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Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365
Automatically created default policy v o
Create custom policies v o
Commaon policy settings” o of
Spoot settings o o
First contact safety tip v W
Advanced phishing threshaolds o
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-policies-configure https://learn.microsoft.com/en-
us/microsoft-365/security/office-365-security/anti-phishing-policies-about

NEW QUESTION 282

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You need to compare the current Safe Links configuration to the Microsoft recommended configurations. What should you use?

A. Microsoft Purview

B. Azure AD Identity Protection
C. Microsoft Secure Score

D. the configuration analyzer

Answer: C

NEW QUESTION 285

- (Exam Topic 5) You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web. What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B
NEW QUESTION 288

- (Exam Topic 5)
You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name | Role

Lgesr Exchangs Admunisirator

| 11ca e Al S

| WsEre EET AdmInsirator
4

| T 31008l ACIMINISLI ator

| Userd MNone

-

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.
Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.
F. Delete any user in Azure AD.

Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).
Only on users who are non-admins or in any of the following limited admin roles:

« Directory Readers

» Guest Inviter

* Helpdesk Administrator

* Message Center Reader

* Reports Reader

» User Administrator Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#availab
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NEW QUESTION 290

- (Exam Topic 5)

DRAG DROP

You have a Microsoft 365 E5 tenant.

You need to implement compliance solutions that meet the following requirements:

* Use a file plan to manage retention labels.

« Identify, monitor, and automatically protect sensitive information.

» Capture employee communications for examination by designated reviewers.

Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once,

more than once, or not at all. You may need to drag the split bat between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Wutions Answer Arca

Data loss prevention

igentfly, momitor, and automatcally protect

sEnsitine INformaa thon

Infarmation goveinanos

Ingadér fik mansgemant

Capture employes communications for
examinytion by detignated reviewers

Use a file plan 10 manage retention labels

Records management

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 293
- (Exam Topic 5)
Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office. What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 297

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 subscription.

You are planning a threat management solution for your organization.

You need to minimize the likelihood that users will be affected by the following threats:

> Opening files in Microsoft SharePoint that contain malicious content

> Impersonation and spoofing attacks in email messages

Which policies should you create in Microsoft 365 Defender? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Opening files in SharePoint that contain malicious content:

Impersonation and spoofing attacks in email messages:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Opening files in SharePoint that contain malicious content: | hd
Anti-spam
Ati-Phishing

 Safe Attachments _!
Safe Links

Impersonation and spoofing attacks in emall messages: | w
| Anti-spam
i| Anti-Phishing |
| Safe Attachments
Safe Links

NEW QUESTION 300
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant.

industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey
B. From Compliance Manager, create an assessment

C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B
NEW QUESTION 301

- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl is configured as shown in the following exhibit.

Group1

Private group = 1owner o 1 member

General  Members  Settings Microsolt Teams
General settings Privacy

Allow eternal senders to @) Private

omail thes group

. : I ) Puble

Send copies of group

conversations and evenls

1O QU MEermiDers

Hide trom imy

organization’s global

adddress list

An external user named Userl has an email address of userl@outlook.com. You need to add Userl to Groupl.

What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Action: ~ | ¥

{Add Userl to the subscription as an active user, E
For Groupl, change the Privacy setting to Public.
For Groupl, select Allow external senders to email this group.
Invite Userl to collaborate with your organization as a guest.

Portal: | | V¥ |
The Microsoft Entra admin center

The Exchange admin center

The Microsoft 365 admin center

‘The Microsoft Purview compliance portal

— — — — — e

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: Invite Userl to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps. Navigate with your Web browser to
https://admin.microsoft.com.

On the left pane, click on “Users”, then click “Guest Users”.

On the “Guest Users” page, to create a new guest user, click on either the “Add a guest user” link on the top of the page or click on “Go to Azure Active Directory
to add guest users” link at the bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at
https://aad.portal.azure.com.

On the “New user” page in the Microsoft Azure portal, you must choose to either “Create user” or “Invite user”. If you choose the “Create user” option, this will
create a new user in your organization, which will have a login address with format username@tenantdomain,dot,com. If you choose the “Invite user” option, this
will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which they can accept in order to begin collaborating.
For the purpose of creating a guest user, you must choose the “Invite user” option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products

Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The
entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft Entra Permissions
Management, formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center
(aad.portal.azure.com).

Reference:

https://stefanos.cloud/kb/how-to-manage-microsoft-365-guest-users https://m365admin.handsontek.net/microsoft-entra-admin-center-unites-azure-ad-with-family-
of-identity-and-ac

NEW QUESTION 305

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You have the retention policies shown in the following table.

" Name | Location | Retain items Start the ~ Attheend of the
for a specific | retention period retention period
period based on
| Pol oyl | SharePoint 'I.:r'l.":.l'.::. | When items were | Delete items automatically
sites created
Policy2 | SharePgint | 2 years When items were | Do nothing
Siles last modified

Both policies are applied to a Microsoft SharePoint site named Sitel that contains a file named Filel.docx. Filel.docx was created on January 1, 2022 and last
modified on January 31,2022. The file was NOT modified again.
When will Filel.docx be deleted automatically?

A. January 1,2023
B. January 1,2024
C. January 31, 2023
D. January 31, 2024
E. never

Answer: D

Explanation:

for the four different principles:

* 1. Retention wins over deletion. Content won't be permanently deleted when it also has retention settings to retain it. While this principle ensures that content is
preserved for compliance reasons, the delete process can still be initiated (user-initiated or system-initiated) and consequently, might remove the content from
users' main view. However, permanent deletion is suspended.

* 2. Etc. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 309

- (Exam Topic 5)

You have device compliance policies shown in the following table.
Hame Plattorm | Assignment

1 LT T i e P
|
LN - &
{
oy

The device compliance state for each policy is shown in the following table.

Palcyl Corilurst

oy N grace pencd

it

NOTE: Each correct selection is worth one point.
Anterer frea

Statements Yes Mo
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Liea

Statements Yes MNa

NEW QUESTION 312
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP). You need to create a detection exclusion in Azure ATP.

Which tool should you use?

A. the Security & Compliance admin center

B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 317
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

Name Type
Group1 Microsoft 365
Group?2 Distribution
Group3 Mail-enabled secunty
Group4 Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:

» Can be added to Compliancel as recipients of noncompliance notifications
> Can be assigned to Compliancel

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Can be added to Complance1 as recipients v
of noncomphance notifications. Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1 A 4
Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:

https://www.itpromentor.com/devices-or-users-when-to-target-which-policy-type-in-microsoft-endpoint-manage

NEW QUESTION 321

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?
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A. Android

B. CentOS Linux
C.i0Ss

D. Window 10

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 324
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type
Croup1 | Microsoft 36

Group2 | Distnbution

-‘E_rc-L.::i' Mail-enabled security
‘Groupd | Security

You plan to publish a sensitivity label named Labell. To which groups can you publish Labell?

A. Groupl only

B. Groupl and Group2 only

C. Groupl and Group4 only

D. Groupl, Group2, and Group3 only

E. Groupl Group2, Group3, and Group4

Answer: A

Explanation:

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams-groups-sites

NEW QUESTION 329

- (Exam Topic 5)

Your company has offices in five cities. The company has a Microsoft 365 tenant.

Each office is managed by a local administrator. You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:  Local administrators must be able to manage only the
resources in their respective office.

> Local administrators must be prevented from managing resources in other offices.

> Administrative effort must be minimized.

What should you include in the recommendation?

A. device categories

B. scope tags

C. configuration profiles

D. conditional access policies

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 332

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to be notified when a single user downloads more than 50 files during any 60-second period. What should you configure?

A. a session policy

B. afile policy

C. an activity policy

D. an anomaly detection policy

Answer: D

NEW QUESTION 333

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.
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A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD

NEW QUESTION 336

- (Exam Topic 5)

You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.
Company policy requires that the devices have the following configurations:

> Require complex passwords.

> Require the encryption of removable data storage devices.

> Have Microsoft Defender Antivirus real-time protection enabled.

You need to configure the devices to meet the requirements. What should you use?

A. an app configuration policy
B. a compliance policyC a security baseline profile D a conditional access policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 341

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices, You enable device clean-up rules
What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 344

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains a user named Userl. You plan to implement insider risk management.

You need to ensure that Userl can perform the following tasks:

> Review alerts.

» Manage cases.

> Create notice templates.

» Review user emails by using Content explorer. The solution must use the principle of least privilege. To which role group should you add User1?

A. Insider Risk Management

B. Insider Risk Management Analysts

C. Insider Risk Management Investigators
D. Insider Risk Management Admin

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure?view=0365-wo

NEW QUESTION 347

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange Administrator role. Does this meet the goal?

A.Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp
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NEW QUESTION 350

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2. All users are assigned a Microsoft 365 Enterprise E5 license and
auditing is turned on.

You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)

New audit retention policy

Record Types

AzureActiveDirectory =

Activities

Added user, Delsied yser, Resel usar password, Changed user password, Changed user kcenss, . (T} -

Users

Admini

Druration *
B Months

1 Year

Pricrity

100

After Policyl is created, the following actions are performed:
» Adminl creates a user named Userl.

» Admin2 creates a user named User2.
How long will the audit events for the creation of Userl and User2 be retained? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: v

0 days
30 days
90 days
180 days
365 days

User2: A 4

0 days
30 days
90 days
180 days
365 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION 355
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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IName: Member of

User1 | Group]

| User2 | Group2

You puichasgrthe devices shown in the following table.
| Name | Platform |

| Devicel | Windows 10 |

| Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings: 2 Show app and profile configuration progress: Yes
> Allow users to collect logs about installation errors: Yes

> Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O Q
status page will appear.

If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O O
status page will appear.

If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment O ¢
status page will appear.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION 358

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that includes the following active eDiscovery case:
» Name: Casel

? Included content; Groupl, Userl, Sitel

® Hold location: Exchange mailboxes, SharePoint sites, Exchange public folders The investigation for Casel completes, and you close the case.
What occurs after you close Casel? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Holds are turned off for: v
User1 only

All locations
Site1 and Group1 only

Holds are placed on a delay hold for: v
30 days
90 days
120 days
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/close-or-delete-case?view=0365-worldwide

NEW QUESTION 363
- (Exam Topic 5)
You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?
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A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD Identity Protection

E. groups that have dynamic membership

Answer: A
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-def

NEW QUESTION 368
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Type
Mailbox1 Microsoft Exchange Online mailbox
Accountl Microsoft OneDrive account
Sitel Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?

A. Mailbox1 and Sitel only

B. Mailbox1, Accountl, and Sitel only

C. Accountl and Sitel only

D. Mailbox1, Accountl, Sitel, and Channell
E. Accountl, Sitel, and Channell only

Answer: E
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 373

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 377

- (Exam Topic 5)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area
An app configuration policy Company-owned devices: Solution
An app protection policy Personal devices: Solution

A compliance policy

A configuration profile
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application, Word Description automatically generated

NEW QUESTION 379

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 383
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