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NEW QUESTION 1
Refer to the exhibit.

Max (K) Retain OverflowAction Entries Log

15,168 0 OverwriteAsNeeded 20,792 Application

15,168 0 OverwriteAsNeeded 12,559 System

15,360 0 OverwriteAsNeeded 11,173 Windows PowerShell

Which command was executed in PowerShell to generate this log?

A. Get-EventLog -LogName*

B. Get-EventLog -List

C. Get-WinEvent -ListLog* -ComputerName localhost
D. Get-WinEvent -ListLog*

Answer: A

NEW QUESTION 2
Which command does an engineer use to set read/write/execute access on a folder for everyone who reaches the resource?

A. chmod 666
B. chmod 774
C. chmod 775
D. chmod 777

Answer: D

NEW QUESTION 3
The physical security department received a report that an unauthorized person followed an authorized individual to enter a secured premise. The incident was
documented and given to a security specialist to analyze. Which step should be taken at this stage?

A. Determine the assets to which the attacker has access

B. Identify assets the attacker handled or acquired

C. Change access controls to high risk assets in the enterprise
D. Identify movement of the attacker in the enterprise

Answer: D
NEW QUESTION 4
Refer to the exhibit.
e Time Seurce Destination Pretocol Length Info
1 0000000 10.0.0.2 10.128.0.2 TCP 54 3341 -=80 [SYM] Seg=0 Win=512 Len=0
2 0.003937 10.128.0.2 10:0.0.2 TCP 58 B0 ->3222 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460
3 0.005514 10.128.0.2 10.0.0.2 TCP S84 B0-> 3341 [SYN. ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460
4 0.008429 10.0.0.2 1012802 TCP 4 3347 > B0 [SYN] Seg=0 Win=512 Len=0
5 0010233 10.128.0.2 10.0.0.2 TCP 58 80 -> 3220 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MS5=1450
6 0014072 10.128.0.2 10.0.0.2 TCP &8 B0 -> 3342 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460
7 0016830 10.0.0.2 10.128.0.2 TCP 4 3343 > 80 [SYN] Seg=0 Win=512 Len=0
8 0022220 10.128.0.2 10.0.0.2 TCP 5B B0 -=3343 [SYM. ACK] Seq=0 Ack=1 Win=23200 Len=0 MS5S5=1460
9 0.0234% 10.128.0.2 10,002 TCP 58 80> 3219 [SYN. ACK] Seq=0 Ack=1 Win=29200 Lean=0 MSS=1450
10 0.025243 10002 10.128.0.2 TCP 58 3344 > 80 [SYN] Seg=0 Win=512 Len=0
11 0028672 1012802 10.0.0.2 TCP 58 B0 ->3218 [SYM. ACK] Seq=0 Ack=1 Win=29200 Len=0 M35=1460
12 0028038 10.128.0.2 10.0.0.2 TCFP 58 80 -> 3221 [SYN. Seq=0 Ack=1 Win=29200 Len=0 MSS5=1460
13 0.030523 10.128.0.2 10.0.0.2 TCP 58 80 -> 3344 [SYN. ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460

# Frame 1: 54 byles on wire (432 bits), 54 bytes caplured (432 bits)

% Ethernet II, Src:d2:01:0a:f0:00:17 (42:01:0a:f0:00:17), Dst: 42:01:02:0:00:01 (42:04:0a:10:00:01)

# Internet Protocol version 4, src: 10.0.0.2 Dst: 10.128.0.2

B Transmission Concrol Protocol, Src Porc: 3341, Dst Pord: 80 Seqg 0, Len: |
sSource port: 3341
pestination port:gl
[stream index: O]
[TCP Segment Len: 0]
Segquence number: 0 (relative sequence number)
[Mext sequence number: 0 (relative sequence number)]

- Acknowledgmen! number- 1023350804
0101 .... = Header Length: 20 bytes (5)
(]
B
Window size value: 512
[Calculated window size: 512]
Checksum: OxBdSa [unverified)
[Checksum Status: Unverified]
Lirgant pointer: 0
# [Timestamps]

What is the threat in this Wireshark traffic capture?

A. A high rate of SYN packets being sent from multiple sources toward a single destination IP
B. A flood of ACK packets coming from a single source IP to multiple destination IPs
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C. A high rate of SYN packets being sent from a single source IP toward multiple destination IPs
D. A flood of SYN packets coming from a single source IP to a single destination IP

Answer: D

NEW QUESTION 5
How is a SIEM tool used?

A. To collect security data from authentication failures and cyber attacks and forward it for analysis

B. To search and compare security data against acceptance standards and generate reports for analysis
C. To compare security alerts against configured scenarios and trigger system responses

D. To collect and analyze security data from network devices and servers and produce alerts

Answer: D

NEW QUESTION 6

Drag and drop the phases to evaluate the security posture of an asset from the left onto the activity that happens during the phases on the right.

Answer Area
vulnerability assessment gathering information on a target for future use
persistence probing the target to discover operating system
details
erolon confirming the existence of known vuinerabilities
P in the target system
using previoulsy identified vulnerabilities to gain
cover tracks access to the target system
. inserting backdoor access or covert channels to
foLInaRSaIee ensure access to the target system
- erasing traces of actions in audit logs and
enumeration registry entries

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

vulnerability assessment persistence
persistence reconnaissance
exploit vulnerability assessment
cover tracks exploit
reconnaissance enumeration
enumeration cover tracks

NEW QUESTION 7

An employee who often travels abroad logs in from a first-seen country during non-working hours. The SIEM tool generates an alert that the user is forwarding an
increased amount of emails to an external mail domain and then logs out. The investigation concludes that the external domain belongs to a competitor. Which two

behaviors triggered UEBA? (Choose two.)

A. domain belongs to a competitor
B. log in during non-working hours
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C. email forwarding to an external domain
D. log in from a first-seen country
E. increased number of sent mails

Answer: AB

NEW QUESTION 8

Employees report computer system crashes within the same week. An analyst is investigating one of the computers that crashed and discovers multiple shortcuts
in the system’s startup folder. It appears that the shortcuts redirect users to malicious URLs. What is the next step the engineer should take to investigate this
case?

A. Remove the shortcut files

B. Check the audit logs

C. Identify affected systems

D. Investigate the malicious URLs

Answer: C

NEW QUESTION 9
Refer to the exhibit.
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Cisco Rapid Threat Containment using Cisco Secure Network Analytics (Stealthwatch) and ISE detects the threat of malware-infected 802.1x authenticated
endpoints and places that endpoint into a Quarantine VLAN using Adaptive Network Control policy. Which telemetry feeds were correlated with SMC to identify the
malware?

A. NetFlow and event data

B. event data and syslog data
C. SNMP and syslog data

D. NetFlow and SNMP

Answer: B

NEW QUESTION 10
A company recently completed an internal audit and discovered that there is CSRF vulnerability in 20 of its hosted applications. Based on the audit, which
recommendation should an engineer make for patching?

A. Identify the business applications running on the assets
B. Update software to patch third-party software

C. Validate CSRF by executing exploits within Metasploit
D. Fix applications according to the risk scores

Answer: D

NEW QUESTION 10

What is a limitation of cyber security risk insurance?

A. It does not cover the costs to restore stolen identities as a result of a cyber attack

B. It does not cover the costs to hire forensics experts to analyze the cyber attack

C. It does not cover the costs of damage done by third parties as a result of a cyber attack

D. It does not cover the costs to hire a public relations company to help deal with a cyber attack
Answer: A

NEW QUESTION 14
Refer to the exhibit.
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Token-Based Authentication

REST Client REST API

HTTP GET Request
Get Access Token (Username, Password)

Authenticate User
HTTP error Code 401 (unauthorized User)

e = —— —— ————

Generate Access and Refresh tokens )

HTTP 200 OK
Access and Refresh tokens

-+

Al HTTP actions
Request for access to the Resource (Access token) >

Validate Access token )
HTTP error Code 401 (unautherized User)

RS ol st et i B & ST

Appropriate HTTP response
Give access to Resource

-

in case the access
token expires

HTTP POST
Generate new Access token (Access and Refresh takenj._

Validate Access and Refresh tokens

HTTP error Code 401 {unauthorized User)

Generate new Access and Refresh tokens

HTTP 200 OK
- Return Access and Refresh token

REST Client REST API

How are tokens authenticated when the REST API on a device is accessed from a REST API client?

A. The token is obtained by providing a passwor

B. The REST client requests access to a resource using the access toke

C. The REST API validates the access token and gives access to the resource.
D. The token is obtained by providing a passwor

E. The REST API requests access to a resource using the access token, validates the access token, and gives access to the resource.

F. The token is obtained before providing a passwor

G. The REST API provides resource access, refreshes tokens, and returns them to the REST clien
H. The REST client requests access to a resource using theaccess token.

I. The token is obtained before providing a passwor

J. The REST client provides access to a resource using the access toke

K. The REST API encrypts the access token and gives access to the resource.

Answer: D

NEW QUESTION 16
Refer to the exhibit.
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An engineer is investigating a case with suspicious usernames within the active directory. After the engineer investigates and cross-correlates events from other
sources, it appears that the 2 users are privileged, and their creation date matches suspicious network traffic that was initiated from the internal network 2 days

prior. Which type of compromise is occurring?

A. compromised insider

B. compromised root access

C. compromised database tables
D. compromised network

Answer: D

NEW QUESTION 19
Refer to the exhibit.

Threat Actor

Multiple concurrent /7 »
APl requests 1y
£

Application

Cloud

Service Legitimate users

Denied access

A threat actor behind a single computer exploited a cloud-based application by sending multiple concurrent API requests. These requests made the application
unresponsive. Which solution protects the application from being overloaded and ensures more equitable application access across the end-user community?

A. Limit the number of API calls that a single client is allowed to make

B. Add restrictions on the edge router on how often a single client can access the API

C. Reduce the amount of data that can be fetched from the total pool of active clients that call the API
D. Increase the application cache of the total pool of active clients that call the API

Answer: A

NEW QUESTION 21

An organization installed a new application server for IP phones. An automated process fetched user credentials from the Active Directory server, and the

application will have access to on-premises and cloud services. Which security threat should be mitigated first?
A. aligning access control policies

B. exfiltration during data transfer

C. attack using default accounts

D. data exposure from backups

Answer: B

NEW QUESTION 26
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An engineer is utilizing interactive behavior analysis to test malware in a sandbox environment to see how the malware performs when it is successfully executed.
A location is secured to perform reverse engineering on a piece of malware. What is the next step the engineer should take to analyze this malware?

A. Run the program through a debugger to see the sequential actions

B. Unpack the file in a sandbox to see how it reacts
C. Research the malware online to see if there are noted findings
D. Disassemble the malware to understand how it was constructed

Answer: C

NEW QUESTION 31

An engineer is going through vulnerability triage with company management because of a recent malware outbreak from which 21 affected assets need to be
patched or remediated. Management decides not to prioritize fixing the assets and accepts the vulnerabilities. What is the next step the engineer should take?

A. Investigate the vulnerability to prevent further spread
B. Acknowledge the vulnerabilities and document the risk
C. Apply vendor patches or available hot fixes

D. Isolate the assets affected in a separate network

Answer: D

NEW QUESTION 35

Drag and drop the cloud computing service descriptions from the left onto the cloud service categories on the right.

Answer Area

triggers a block of code when triggered by a
specific event

allows renting full servers or virtual machines

focuses on developing, testing, and delivering
applications

allows hosting and managing a virtual
environment

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Saas

PaaS

laaS

FaaS

triggers a block of code when triggered by a
specific event

focuses on developing, testing, and delivering
applications

allows renting full servers or virtual machines

allows hosting and managing a virtual
environment

focuses on developing, testing, and delivering
applications

allows renting full servers or virtual machines

allows hosting and managing a virtual
environment

triggers a block of code when triggered by a
specific event

NEW QUESTION 38
Refer to the exhibit.
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An engineer received a report that an attacker has compromised a workstation and gained access to sensitive customer data from the network using insecure

protocols. Which action prevents this type of attack in the future?

A. Use VLANS to segregate zones and the firewall to allow only required services and secured protocols
B. Deploy a SOAR solution and correlate log alerts from customer zones

C. Deploy IDS within sensitive areas and continuously update signatures

D. Use syslog to gather data from multiple sources and detect intrusion logs for timely responses

Answer: A

NEW QUESTION 42

An organization lost connectivity to critical servers, and users cannot access business applications and internal websites. An engineer checks the network devices
to investigate the outage and determines that all devices are functioning. Drag and drop the steps from the left into the sequence on the right to continue

investigating this issue. Not all options are used.

Answer Area
run show access-list Step 1
run show config Step 2
validate the file MD5 Step 3
generate the core file Step 4

verify the image file hash

check the memory logs

verify the memory state

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
run show access-list run show config
run show config check the memory logs
validate the file MD5 verify the memory state
generate the core file run show access-list

verify the image file hash

check the memory logs

verify the memory state

NEW QUESTION 44
What is the HTTP response code when the REST API information requested by the authenticated user cannot be found?

A. 401B.-402C.403D.404E.405

Answer: A

NEW QUESTION 48
An engineer receives a report that indicates a possible incident of a malicious insider sending company information to outside parties. What is the first action the
engineer must take to determine whether an incident has occurred?

A. Analyze environmental threats and causes

B. Inform the product security incident response team to investigate further
C. Analyze the precursors and indicators

D. Inform the computer security incident response team to investigate further

Answer: C

NEW QUESTION 51

A threat actor used a phishing email to deliver a file with an embedded macro. The file was opened, and a remote code execution attack occurred in a company’s
infrastructure. Which steps should an engineer take at the recovery stage?

A. Determine the systems involved and deploy available patches

B. Analyze event logs and restrict network access

C. Review access lists and require users to increase password complexity

D. Identify the attack vector and update the IDS signature list

Answer: B

NEW QUESTION 52
Drag and drop the function on the left onto the mechanism on the right.
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Answer Area
creates the set of executable tasks Orchestration
minimizes redundancies and steamlines
repetitive tasks
organizes components to seamlessly run
applications
systematically executes large workflows SMIOTasON
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
creates the set of executable tasks Orchestration
organizes components to seamlessly run
minimizes redundancies and steamlines applications
repetitive tasks ]
_ creates the set of executable tasks
organizes components to seamlessly run
applications
systematically executes large workflows : mta;n:ga‘.qon , -
minimizes redundancies and steamlines
repetitive tasks

systematically executes large workflows

NEW QUESTION 54
An engineer is moving data from NAS servers in different departments to a combined storage database so that the data can be accessed and analyzed by the
organization on-demand. Which data management process is being used?

A. data clustering
B. data regression
C. data ingestion
D. data obfuscation

Answer: A

NEW QUESTION 56

An engineer receives an incident ticket with hundreds of intrusion alerts that require investigation. An analysis of the incident log shows that the alerts are from
trusted IP addresses and internal devices. The final incident report stated that these alerts were false positives and that no intrusions were detected. What action
should be taken to harden the network?

A. Move the IPS to after the firewall facing the internal network
B. Move the IPS to before the firewall facing the outside network
C. Configure the proxy service on the IPS

D. Configure reverse port forwarding on the IPS

Answer: C
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NEW QUESTION 58
Refer to the exhibit.

alert tcp SEXTERNAL_NET any -> SHOME_NET 143 ( msg:"PROTOCOL-
IMAP login brute force attempt”;

flow:to_server,established,no_stream;

content:"LOGIN" fast_pattern nocase; detection_filter:track

by_dst, count §, seconds 900; metadata:ruleset community;

service:imap; reference:.url attack.mitre.org/techniques/T1110;
classtype:suspicious-login; sid:2273; rev:12; )

IDS is producing an increased amount of false positive events about brute force attempts on the organization’s mail server. How should the Snort rule be modified

to improve performance?

A. Block list of internal IPs from the rule

B. Change the rule content match to case sensitive
C. Set the rule to track the source IP

D. Tune the count and seconds threshold of the rule

Answer: B

NEW QUESTION 61
Refer to the exhibit.

def map_to_lowercase_letler(s):
return ord('a’) + ((s-ord('a')) % 26}
def next_domain{domain).
dl = [ord(x) for x in list{domain)]
di[0] = map_to_lowercase_letter(dI[0] + dI[3])
di[1] = map_te_lowercase_letter{dI[0] + 2dI[1])
dif2] = map_to_lowercase_letter(dIi[0] + di[2] - 1)
di[3] = map_to_lowercase_letter(di[1] + dI[2] + dI[3])
return ".jein({[chr{x) for x in di])
def isBanjoriTail(seed):
for c0 in xrange(97,123):
for c1 in xrange(97, 123):
for €2 in xrange(97,123):
for ¢3 in xrange (97,123):
domain = chr{cQ)+chr{c1)+chric2)+chr(c3)
domain = next_domain(demain)
if seed.startswith{domain):
return False
return True
seeds = {
"nhcisatformalisticirekb.com”,
"egfesatformalisticirekb.com”,
"gwfusatformalisticirekb.com”,
“gijhsatformalisticirekb.com”,
"siowsatformalisticirekb.com”,
“dhansatformalisticirekb.com”,
"zvogsatformalisticirekb.com”,
"yaewsatformalisticirekb.com"”,
“wgxfsatformalisticirekb.com”,
"vixisatformalisticirekb. com”,
“usjssatformalisticirekb.com”,
"selzsatformalisticirekb.com”,
"nzjgsatformalisticirekb.com”,
"kencsatformalisticirekb.com”,
“fzkxsatformalisticirekb.com”,
"pabysatformalisticirekb.com”,
ior sead in seads!
print seed.isEanjonTail(seed)

What results from this script?

A. Seeds for existing domains are checked
B. A search is conducted for additional seeds
C. Domains are compared to seed rules

D. A list of domains as seeds is blocked

Answer: B

NEW QUESTION 64

A European-based advertisement company collects tracking information from partner websites and stores it on a local server to provide tailored ads. Which

standard must the company follow to safeguard the resting data?
A. HIPAA

B. PCI-DSS

C. Sarbanes-Oxley

D. GDPR

Answer: D
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NEW QUESTION 67
A company launched an e-commerce website with multiple points of sale through internal and external e- stores. Customers access the stores from the public
website, and employees access the stores from the intranet with an SSO. Which action is needed to comply with PCI standards for hardening the systems?

A. Mask PAN numbers
B. Encrypt personal data
C. Encrypt access

D. Mask sales details

Answer: B

NEW QUESTION 69
What is a principle of Infrastructure as Code?

A. System maintenance is delegated to software systems

B. Comprehensive initial designs support robust systems

C. Scripts and manual configurations work together to ensure repeatable routines
D. System downtime is grouped and scheduled across the infrastructure

Answer: B

NEW QUESTION 74
An engineer wants to review the packet overviews of SNORT alerts. When printing the SNORT alerts, all the packet headers are included, and the file is too large

to utilize. Which action is needed to correct this problem?

A. Modify the alert rule to “output alert_syslog: output log”

B. Modify the output module rule to “output alert_quick: output filename”
C. Modify the alert rule to “output alert_syslog: output header”

D. Modify the output module rule to “output alert_fast: output filename”

Answer: A

NEW QUESTION 78

A SOC team is informed that a UK-based user will be traveling between three countries over the next 60 days. Having the names of the 3 destination countries and
the user's working hours, what must the analyst do next to detect an abnormal behavior?

A. Create a rule triggered by 3 failed VPN connection attempts in an 8-hour period

B. Create a rule triggered by 1 successful VPN connection from any nondestination country

C. Create a rule triggered by multiple successful VPN connections from the destination countries

D. Analyze the logs from all countries related to this user during the traveling period

Answer: D

NEW QUESTION 82
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