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NEW QUESTION 1
Which component must be installed before the first CPM installation?

A. PTA
B. PSM
C. PVWA
D. EPM

Answer: A

NEW QUESTION 2
What would be a good use case for the Replicate module?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero
B. Integration with an Enterprise Backup Solution is required.

C. Off site replication is required.

D. PSMis used

Answer: C

NEW QUESTION 3
The PrivateArk clients allows a user to view the contents of the vault like a filesystem.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 4
You are successfully managing passwords in the alpha cyberark com domain; however, when you attempt to manage a password in the beta cyberark com
domain, you receive the 'network path not found' error. What should you check first?

A. That the username and password are correct

B. That the CPM can successfully resolve addresses in the beta cyberark com domain

C. That the end user has the correct permissions on the safe.

D. That an appropriate trust relationship exists between alpha.cyberark com and betacyberark.com

Answer: B

NEW QUESTION 5
A customer wants to store PSM recordings for 100 days and estimates they will have 10 Windows sessions per day for 100 minutes each.
What is the minimum storage required for the Vault and PAReplicate for the PSM recordings?

A. 25 GB Most Voted
B. 250 GB

C. 500 GB

D.5GB

Answer: B

NEW QUESTION 6

Which parameter must be provided when registering a primary Vault in Azure, but not in Amazon Web Services?
A. /RecPub

B. /AdminPass

C. /MasterPass

D. /RDPGateway

Answer: D

NEW QUESTION 7

Which of the following are prerequisites for installing PVYWA Check all that Apply.
A. Web Services Role

B. NET 4.5.1 Framework Feature

C. Remote Desktop Services Role

D. Windows BitLocker

Answer: A

NEW QUESTION 8
You are beginning the post-install process after a manual PSM installation is completed. What must you do?
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A. Disable screen saver for the PSM local users.
B. Create a new group called PSMShadowUsers.
C. Reset the PSMAdminConnect user password.
D. Enable load balancing on the PSM server.

Answer: A

NEW QUESTION 9
In which file must the attribute ‘SignAuthnRequest="true™ be added to the PartnerldentityProvider element to support signed SAML requests?

A. saml.config

B. samlconfig.ini

C. PVWAConfig.xml

D. PVConfiguration.xml

Answer: C

NEW QUESTION 10
Which pre-requisite step must be completed before installing a Vault?

A. Join the server to a domain.
B. Install a clean operating system.

C. Install antivirus software.
D. Copy the master CD to a folder on the Vault server.

Answer: B

NEW QUESTION 10
After a PSM session is complete, the PSM server uploads the recording to the Vault for long-term storage.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 14
When SAML authentication is used to sign in to the PVWA, which service performs the actual authentication?

A. Active Directory (AD)

B. Identity Provider (IdP) Most Voted

C. Service Provider (SP)

D. CyberArk Password Vault Web Access (PVWA)

Answer:. B
NEW QUESTION 19
In a SIEM integration it is possible to use the fully-qualified domain name (FQDN) when specifying the SIEM server address(es)

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 22

Which utility should be used to register the Vault in Amazon Web Services?
A. CAVaultManager Most Voted

B. StorageManager

C. CloudVaultManager

D. CACert

Answer: A

NEW QUESTION 27

In which configuration file do you add LoadBalancerClientAddressHeader when you enable x-forwarding on the PVWA loadbalancer?
A. PVconfiguration.xml

B. web.config

C. apigw.ini

D. CyberArkScheduledTasks.exe.config

Answer: B

NEW QUESTION 30
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DRAG DROP
Arrange the steps to failover to the DR CPM in the correct sequence.

Enable the CPM services on the DR CPM,

Validate that the Primary CPM's services are
stopped and set to manual,

On the DR CPM, confirm details in the Vaultini
configuration file, reset the password to the
CPM user, and recreate the credential file.

Review logs to confirm the DR CPM services
are running as expected.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Enabie tha CPM services on the DR CM
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NEW QUESTION 34
Before the hardening process, your customer identified a PSM Universal Connector executable that will be required to run on the PSM.
Which file should you update to allow this to run?

A. PSMConfigureAppLocker.xml
B. PSMHardening.xml
C. PSMAppConfig.xml
D. PSMConfigureHardening.xml

Answer: A

NEW QUESTION 35
You need to add a new PSM server to an existing CyberArk environment. What is the best way to determine the sizing of this server?

A. Review the “Recommended Server Specifications” for PSMs in the CyberArk Documents websit

B. Most Voted

C. Use the specifications of any existing PSM and request a server of the same size.

D. Use the CyberArk Support Knowledgebase, search for “PSM Sizing” and locate the Knowledgebase article related to sizing.

E. Refer to the Microsoft Windows website, determine the minimum specifications required for the Operating System you are installing, and then add 4 Gb of RAM
and 20 GB of disk.

Answer: C

NEW QUESTION 37

What is a prerequisite step before installing the Vault on Windows 2019?

A. Configure the Kerberos authentication method on the default IIS Application pool
B. Check that the server IP address is correctly configured and that it is static

C. In the Network Connection properties, configure Preferred DNS Servers

D. Install Microsoft Windows patch KB4014998

Answer: B

NEW QUESTION 40

What is a valid combination of primary and secondary layers of authentication to a company's two-factor authentication policy?
A. RSA SecurlD Authentication (in PVWA) and LDAP Authentication

B. CyberArk Authentication and RADIUS Authentication
C. Oracle SSO (in PVWA) and SAML Authentication
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D. LDAP Authentication and RADIUS Authentication

Answer: A

NEW QUESTION 42
Does CyberArk need service accounts on each server to change passwords?

A.Ye

B. it requires a domain administrator account to change any password on any server.

C.Ye

D. it requires a local administrator account on any Windows server and a root level account on any Unix server.

E.N

F. passwords are changed by the Password Provider Agent.

G.N

H. the CPM uses the account information stored in the vault to login and change the account's password using its own credentials

Answer: B

NEW QUESTION 45
HTMLS5 Gateway can be installed on which supported UNIX OS versions? (Choose two.)

A. Red Hat Enterprise Linux 7.x
B. CentOS 7.x

C. Ubuntu 20.x

D. AK 7.x

E. Android 11.x

Answer: AB

NEW QUESTION 49

You are installing a CPM.

In addition to Add Safes, Add/Update Users, Reset Users’ Passwords and Manage Server File Categories, which Vault authorization(s) does a CyberArk user
need to install the CPM?

A. Manage Directory Mapping

B. Activate Users

C. Backup All Safes, Restore All Safes
D. Audit Users, Add Network Areas

Answer: B

NEW QUESTION 51
Which statements are correct about the PSM HTML5 gateway? (Choose two.)

A. Smart card redirection is supported

B. It does not support connections to target system where NLA is enabled on the PSM server

C. SSH sessions cannot be established

D. Printer redirection cannot be enabled

E. It does not support session recording capabilities for applications that run outside a web browser

Answer: BD

NEW QUESTION 52
You are configuring SNMP remote monitoring for your organization’s Vault servers.
In the PARAgent.ini, which parameter specifies the destination of the Vault SNMP traps?

A. SNMPHostIP Most Voted
B. SNMPTrapPort

C. SNMPCommunity

D. SNMPVersion

Answer: A

NEW QUESTION 53

What is the purpose of the password Reconcile process?

A. To test that CyberArk is storing accurate credentials for accounts.

B. To change the password of an account according to organizationally defined password rules
C. To allow CyberArk to manage unknown or lost credentials.

D. To generate a new complex password.

Answer: B

Explanation:
Reference: https://www.cyberark.com/blog/securing-privileged-accounts-best-practices- guide-part-4/
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NEW QUESTION 56

When a DR vault server becomes an active vault, it will automatically fail back to the original state once the primary vault comes back online.

A. True, this is the default behavior

B. False, this is not possible

C. True, if the 'AllowFailback' setting is set to yes in the PADR.ini file.
D. True if the 'AllowFailback’ setting is set to yes in the dbparm mi file

Answer: C

NEW QUESTION 58

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be accessible upon a planned Vault

restart? Choose all that apply

A. Store the CD in a physical safe and mount the CD every time vault maintenance is performed.

B. Copy the contents of the CD to the System Safe on the vault

C. Copy the contents of the CD to a folder on the vault server and secure it with NTFS permissions.

D. Store the server key in a Hardware Security Module.
E. Store the server key in the Provider cache

Answer: CD

NEW QUESTION 63
What utility is used to create or update a credential file?

A. CreateCredFile exe

B. CAvVaultManager.exe

C. Central Policy Manager

D. Password Vault Web Access

Answer: A

Explanation:

Reference: https://edoc.site/pas-install-and-configuration-pdf-free.html

NEW QUESTION 68

When integrating a Vault with HSM, which file is uploaded to the HSM device?
A. server.key

B. recpub.key

C. recprv.key

D. mdbase.dat

Answer: A

NEW QUESTION 71

Which parameter must be identical for both the Identity Provider (IdP) and the PVWA?

A. IdP “EntitylD” and “PartnerldentityProvider Name” in PVWA saml.config file
B. IdP “User name” and “SingleSignOnServiceUr!l” in PVWA saml.config file
C. IdP “Audience” and “ServiceProviderName” in the PVWA saml.config file
D. IdP “Secure hash algorithm” and “Certificate” in the PVWA saml.config file

Answer: C

NEW QUESTION 73

What is the purpose of the PSM health check hardening?

A. Remove IIS settings which can be considered security vulnerabilities.
B. Validate that the PSM is ready to be placed behind a load balancer.

C. Confirm that the Windows Services for PSM are running on the server.

D. Ensure that the AppLocker script does not have any syntax errors.

Answer: A

NEW QUESTION 75

What are the operating system prerequisites for installing CPM? Select all that apply.

A. NET 3.51 Framework Feature
B. Web Services Role

C. Remote Desktop Services Role
D. Windows 2008 R2 or higher.
Answer: A

Explanation:

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy PAM-SEN dumps

@ 2 P QsseaqQs LJ https://lwww.2passeasy.com/dumps/PAM-SEN/ (136 New Questions)

Reference: https://www.cse-cst.gc.ca/en/system/files/pdf _documents/cyberark-v91-sec- eng.pdf (11)
NEW QUESTION 80

What would be a good use case for the Disaster Recovery module?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.

B. Integration with an Enterprise Backup Solution is required.

C. Off site replication is required.

D. PSM is used.

Answer: C

NEW QUESTION 84

In order to avoid conflicts with the hardening process, third party applications like Antivirus and Backup Agents should be installed on the Vault server before

installing the Vault.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 87

What are the basic network requirements to deploy a CPM server?
A. Port 1858 to Vault and Port 443 to PVYWA

B. Port 1858 only

C. all ports to the Vault

D. Port UDP/1858 to Vault and all required ports to targets and Port 389 to the PSM

Answer: A

NEW QUESTION 88
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