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NEW QUESTION 1

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage Windows 11 devices.

You need to implement passwordless authentication that requires users to use number matching Which authentication method should you use?

A. Microsoft Authenticator
B. voice calls

C. FIO02 security keys

D. text messages

Answer: A

NEW QUESTION 2

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 100 devices enrolled in Microsoft Intune. You need to review the startup processes and how often each device
restarts.

What should you use?

A. Endpoint analytics

B. Intune Data Warehouse
C. Azure Monitor

D. Device Management

Answer: B

NEW QUESTION 3

- (Exam Topic 4)

You have computers that run Windows 11 Pro. The computers are joined to Azure AD and enrolled in Microsoft Intune. You need to upgrade the computers to
Windows 11 Enterprise. What should you configure in Intune?

A. a device compliance policy
B. a device cleanup rule

C. a device enrollment policy
D. a device configuration profile

Answer: D

NEW QUESTION 4

- (Exam Topic 4)

You have 100 computers that run Windows 10. You have no servers. All the computers are joined to Microsoft Azure Active Directory (Azure AD).

The computers have different update settings, and some computers are configured for manual updates. You need to configure Windows Update. The solution
must meet the following requirements:

> The configuration must be managed from a central location.
> Internet traffic must be minimized.

> Costs must be minimized.
How should you configure Windows Update? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Windows Update technology to use:

Windows Server Update Services (WSUS)
Microsoft Endpoint Configuration Manager
Windows Update for Business

Manage the configuration by using: [

A Group Policy object (GPO)
Microsoft Endpoint Configuration Manager
Microsoft Intune

Manage the traffic by using:

Delivery Optimization
BranchCache

Peer cache

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Windows Server Update Services (WSUS)

Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft product updates. You can use WSUS to
fully manage the distribution of updates that are released through Microsoft Update to computers on your network.

Windows Server Update Services is a built-in server role that includes the following enhancements: Can be added and removed by using the Server Manager
Includes Windows PowerShell cmdlets to manage the most important administrative tasks in WSUS Etc.
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Box 2: A Group Policy object

In an Active Directory environment, you can use Group Policy to define how computers and users can interact with Windows Update to obtain automatic updates
from Windows Server Update Services (WSUS).

Box 3: BranchCache

BranchCache is a bandwidth-optimization feature that has been available since the Windows Server 2008 R2 and Windows 7 operating systems. Each client has a
cache and acts as an alternate source for content that devices on its own network request. Windows Server Update Services (WSUS) and Microsoft Endpoint
Manager can use BranchCache to optimize network bandwidth during update deployment, and it's easy to configure for either of them. BranchCache has two
operating modes: Distributed Cache mode and Hosted Cache mode.

Reference: https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache https://docs.microsoft.com/en-us/windows-
server/administration/windows-server-update-services/deploy/4-conf

NEW QUESTION 5
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name Multi-factor authentication (MFA) status
User1 Disabled
User2 En.ablts_d

You have the devices shown in the following table.
Name Platform |

Device1 Android

Device2 1(

You have a Conditional Access policy named CAPolicyl that has the following settings:

* Assignments

0 Users or workload identities: User 1. Userl

o Cloud apps or actions: Office 365 Exchange Online o Conditions: Device platforms: Windows, iOS
* Access controls

o Grant Require multi-factor authentication

You have a Conditional Access policy named CAPolicy?2 that has the following settings:
Assignments

0 Users or workload identities: Used, User2 o Cloud apps or actions: Office 365 Exch

o Conditions

Device platforms: Android, iOS Filter for devices

Device matching the rule: Exclude filtered devices from policy Rule syntax: device. displayName- contains "1"
Access controls Grant Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer Area

Statements Yes No

If User1 connects to Microsoft Exchange Online from Devicel, the user is prompted for MFA.
If User2 connects to Microsoft Exchange Online from Devicel, the user is prompted for MFA,
User2 can access Microsoft Exchange Online from Device?

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screen shot of a computer Description automatically generated with low confidence

NEW QUESTION 6

- (Exam Topic 4)

You use Microsoft Intune and Intune Data Warehouse.

You need to create a device inventory report that includes the data stored in the data warehouse. What should you use to create the report?

A. the Azure portal app

B. Endpoint analytics

C. the Company Portal app
D. Microsoft Power Bl

Answer: D

Explanation:
You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in
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Power Bl using the OData link. Intune provides connection settings to your tenant so that you can view the following sample reports and charts related to:

Devices Enroliment

App protection policy Compliance policy

Device configuration profiles Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your

reporting client. Follow these instructions to use Power Bl Desktop to connect and create your own reports.
> Sign in to the Microsoft Endpoint Manager admin center.

> Select Reports > Intune Data warehouse > Data warehouse.

> Retrieve the custom feed URL from the reporting blade, for example:

> Open Power Bl Desktop.

> Choose File > Get Data. Select OData feed.

> Choose Basic.

> Type or paste the OData URL into the URL box.

> Select OK.

> If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must
authorize with Azure Active Directory (Azure AD) using OAuth 2.0.

> Select Organizational account.

> Type your username and password.
> Select Sign In.

> Select Connect.

> Select Load.
Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

NEW QUESTION 7

- (Exam Topic 4)

You have a Microsoft Azure subscription that contains an Azure Log Analytics workspace.

You deploy a new computer named Computerl that runs Windows 10. Computerl is in a workgroup. You need to ensure that you can use Log Analytics to query
events from Computerl.

What should you do on Computerl?

A. Join Azure AD.

B. Configure Windows Defender Firewall
C. Create an event subscription.

D. Install the Azure Monitor Agent.

Answer: D

NEW QUESTION 8

- (Exam Topic 4)

You have 100 Windows 10 devices enrolled in Microsoft Intune.

You need to configure the devices to retrieve Windows updates from the internet and from other computers on a local network.

Which Delivery Optimization setting should you configure, and which type of Intune object should you create? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Delivery Optimization setting: I?:m:.'.w;f.'u optimization type = |
Bandwidth optimization type
Download mode
VPN peér caching

Intune object: | A configuration profile ¥ l
Tl UL )

A configuration profile
App configuration policies
Windows 10 and later quality updates

Windows 10 and later update nngs

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Delivery Optimization setting: B. Download mode Intune object: A configuration profile

To configure the devices to retrieve Windows updates from the internet and from other computers on a local network, you need to configure the Download mode
setting in a Delivery Optimization device configuration profile. This setting specifies how the devices use Delivery Optimization to download updates. You can
choose from several options, such as HTTP only, LAN only, or Group. For example, you can set the Download mode to Group and specify a group ID for the
devices to share updates among themselves and with other devices that have the same group ID. You can also set the Download mode to Internet to allow the
devices to download updates from Microsoft or other devices on the internet that use Delivery Optimization. References: https://docs.microsoft.com/en-
us/mem/intune/configuration/delivery-optimization-windows
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NEW QUESTION 9
- (Exam Topic 4)
You have a Microsoft Intune subscription that is configured to use a PFX certificate connector to an on-premises Enterprise certification authority (CA).

You need to use Intune to configure autoenrollment for Android devices by using public key pair (PKCS) certificates.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Obtain the root certificate.

From the Microsoft Endpoint Manager admin center,
create a trusted certificate configuration profile.

From the Enterprise CA, configure certificate @

e

managers.
From the Microsoft Endpoint Manager admin center,

configure enroliment restrictions.

From the Microsoft Endpoint Manager admin center,
create a PKCS certificate configuration profile.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, email Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/certificates-pfx-configure

NEW QUESTION 10
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have the Windows 11 devices shown in the following table.

Name Member of BitLocker Drive Encryption (BitLocker)
Devicel | Group1 Enabled
Device2 | Groupl, Group3 | Disabled

Devices | Group1, Group2 Enabled

You deploy the device compliance policy shown in the exhibit. (Click the Exhibit tab.)
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Basics Edn

Name p':'hc'ji

Description -

Platform Windows 10 and later

Profile type Windows 10/11 compbance pohcy

Compliance settings £

Device Health

Require BitLockes Regquire

Actions for noncompliance Ean

Action Schedule Message template Additional reciplents (via email)
Mark device noncomphliant Immediately

Scope tags Edi
Defauh

Assignments Edit

Included groups

Group
Group
Group3

4 L]

Excluded groups
Group

Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Cewicel will have Pohcy! assigned and will be marked as comphant
DeviceZ will have Policy1 assigned and will be marked as comphiant
Device3 will have Policy1 assigned and will be marked as compliant
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Yes No

Device wall have Policy! assigned and will be marked as comphiant Tol

Device2 will have Policy assigned and will be marked as compliant |

-

Deviced will have Policy] assigned and will be marked as compliant

NEW QUESTION 10

- (Exam Topic 4)

You have a computer named Computer! that runs Windows 11.

A user named Userl plans to use Remote Desktop to connect to Computerl.

You need to ensure that the device of Userl is authenticated before the Remote Desktop connection is established and the sign in page appears.
What should you do on Computerl?

A. Turn on Reputation-based protection.

B. Enable Network Level Authentication (NLA).

C. Turn on Network Discovery.

D. Configure the Remote Desktop Configuration service.

Answer: B
NEW QUESTION 14

- (Exam Topic 4)
Your company uses Microsoft Defender for Endpoint Microsoft Defender for Endpoint includes the device groups shown in the following table.

Rank Name Members
1 Group1 Tag Equals demo And 05 In Windows 10
2 GIDUPE Tag Equals demo
3 Group3 Domain Equals adatum.com
- Group4 Domain Equals adatum.com And 05 In Windows 10
5 Group5 Name starts with COMP
Last ;‘;';?;3::?& Tachmes Not applicable

You onboard a computer to Microsoft Defender for Endpoint as shown in the following exhibit.

E computerl

[ Actions ~~ }

Domain: adatum.com
05: Windows10 64-bit (Build 17134)

Machine IP addresses »

What is the effect of the Microsoft Defender for Endpoint configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Computer1 will be a member of: | v
Group3 only
Group4 only
Grou5 only
Group3, Group4, and Group5 only
If you add the tag demo to Computer1, v
Computer1 will be a member of: Group1 only
Group2 only
Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

A. Mastered
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B. Not Mastered

Answer: A
Explanation:
Answer Area
Computer1 will be a member of: B 4
Group3 only
Group4 only
Grou5 only
Group3, Group4, and Group5 only
If you add the tag demo to Computer1, | v
Computer1 will be a member of; Group1 only
Group2 only
Group1 and Group2 only
Group1, Group2, Group3, Group4, and Group5

NEW QUESTION 19
- (Exam Topic 4)
You have a Microsoft 365 ES subscription that uses Microsoft Intune. Devices are enrolled in Intune as shown in the following table.

Name | Platform Enrolled by using
Devicel [iOS | Apple Automated Device Enrollment (ADE] |
Device?Z iPads Apple Automated Device Enroliment (ADE)
Deviced | iPadOS The Company Portal app

The devices are the members of groups as shown in the following table.

Name Members
Group1 Devicel, Devicel, Device3

Group? Device?

You create an JOS/iPadOS update profile as shown in the following exhibit.
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Create profile

o Basic 0 POME | Y SETLIN S 0 Assgnments o Review « create

Summary

Basics

Update policy settings

] alett dat
e T " ¥ -
St day ST Blrree End oy Emncd Bl
i i AN ' <3 bl
] LN AT J B
Assignments
inciuded groups
Groanp Group Members
i v 1
Excluded groups
G F O Gioup Méembedi
i I & b

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

If an 05 update becomes available on Tuesday at 5 AM, the update is installed on Device!
automatically on Wednesday,

If an iPadOS update becomes available on Thursday at 2 AM. the update is installed on
Device? aulomatically on Thursday

If an iPad(5 update becomes avallable on Friday at 10 PM, the update is installed on
Deviced automatically on Sunday,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

. N { |
If an i0S update becomes available on Tuesday at 5 AM. the update is installed on Device '
automatically on Wadnesday,

If an iPadOS update becomes avatlable on Thursday at 2 AM, the update is instalied on
Device? aulomatically on Thursday

If an iPad(S update becomes available on Friday at 10 PM, the update is installed on I
Deviced aulomatically on Sunday.

NEW QUESTION 22
- (Exam Topic 4)
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You are creating a device configuration profile in Microsoft Intu You need to configure specific OMA-URI settings in the profile. Which profile type template should
you use?

A. Device restrictions (Windows 10 Team)
B. Identity protection

C. Custom

D. Device restrictions

Answer: C

NEW QUESTION 26

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and 100 computers that run Windows 10.

You need to deploy Microsoft Office Professional Plus 2019 to the computers by using Microsoft Office Deployment Tool (ODT).
What should you use to create a customization file for ODT?

A. the Microsoft 365 admin center

B. the Microsoft Intune admin center

C. the Microsoft Purview compliance portal
D. the Microsoft 365 Apps admin center

Answer: D

NEW QUESTION 30

- (Exam Topic 4)
You have a Microsoft Deployment Toolkit (MDT) deployment share named Share 1. You add Windows 10 images to Share! as shown in the following table.
Name | In WIM file Description

Image1 | Installi.wim | Default Windows 10 Pro image from the
Windows 10 installation media

Image2 | Installi.wim | Default Windows 10 Enterprise image
from the Windows 10 installation media
Image3 | Installzwim | Default Windows 10 Pro for Workstations
image from the Windows 10 installation
media

Image4 | Customl.wim | Custom Windows 10 Enterprise image
without any additional applications
ImageS | Custom2.wim | Custom Windows 10 Enterprise image
that includes custom applications

Which images can be used in the Standard Client Task Sequence, and which images can be used in the Standard Client Upgrade Task Sequence?
NOTE: Each correct selection is worth one point.

Answer Area

Standard Client Task Sequence: |

Image3 only

Image3, Imaged4, and Image5 only

Image1, Image2, and Image3 only
Image1l, Image2, Image3, and Image4 only

Image1, !mageZ, ImageS, Image4, and Im&geS

Standard Clent Upgrade Task Sequence: [

Image3 only

Image3, Image4, and Image5 only

Image1, ImageZ, and Image3 only

Image1, Image2, Image3, and Image4 only
Image1, ImageZ, Image3, Image4, and Image>

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Answer Area

Standard Client Task Sequence: [N

Image3 only

Image3, Image4, and Image5 only
Image1, ImageZ, and Image3 only

Image1, ImageZ, Image3, and Image4 only

ImageL [nugez, lmageB, Image4, and ImageS
Standard Client Upgrade Task Sequence: [

Image3 only
Image3, Image4, and Image5 only
Image1, Image2, and Image3 only

Image1, ImageZ2, Image3, and Image4 only
Image1, Image2, Image3, Image4, and Image5

NEW QUESTION 34

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 1,000 Windows 11 devices. All the devices are enrolled in Microsoft Intune.

You plan to integrate Intune with Microsoft Defender for Endpoint.

You need to establish a service-to-service connection between Intune and Defender for Endpoint. Which settings should you configure in the Microsoft Endpoint
Manager admin center?

A. Connectors and tokens

B. Premium add-ons

C. Microsoft Tunnel Gateway
D. Tenant enrollment

Answer: A

Explanation:

Microsoft Defender for Endpoint — Important Service and Endpoint Settings You Should Configure Right Now.

As a prerequisite, however, head to tenant administration > connectors and tokens > Microsoft Defender for Endpoint and confirm the connection is enabled. You
previously set this up in the advanced settings of Microsoft 365 Defender.

Reference: https://petri.com/microsoft-defender-for-endpoint-which-settings-configure-right-now/

NEW QUESTION 38

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains two users named Userl and User2. You need to ensure that the users can perform the following tasks:

» Userl must be able to create groups and manage users.

» User2 must be able to reset passwords for no administrative users. The solution must use the principle of least privilege.

Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area

Global Administrator

Helpdesk Administrator

User1: Role

Securnty Administrator

User2: Role

User Administrator

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Microsoft 365 or Office 365 subscription comes with a set of admin roles that you can assign to users in your organization using the Microsoft 365 admin center.

Each admin role maps to common business functions and gives people in your organization permissions to do specific tasks in the admin centers1.
To ensure that Userl can create groups and manage users, you should assign the User Administrator role to Userl. This role allows Userl to create and manage
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all aspects of users and groups, including resetting passwords for non-administrative users1.
To ensure that User2 can reset passwords for non-administrative users, you should assign the Helpdesk Administrator role to User2. This role allows User2 to
reset passwords, manage service requests, and monito service health for non-administrative usersl.

NEW QUESTION 42

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain. The domain contains two computers named Computerl and Computer? that run Windows 10.
You install Windows Admin Center on Computerl.

You need to manage Computer2 from Computerl by using Windows Admin Center. What should you do on Computed?

A. Update the TrustedHosts list

B. Run the Enable-PSRemoting cmdlet

C. Allow Windows Remote Management (WinRM) through the Microsoft Defender firewall.
D. Add an inbound Microsoft Defender Firewall rule.

Answer: B

Explanation:

To manage a remote computer from Windows Admin Center, you need to enable PowerShell remoting on the remote computer. You can do this by running the
Enable-PSRemoting cmdlet, which configures the WinRM service, creates a listener, and allows inbound firewall rules for PowerShell remoting. The other options
are not sufficient or necessary for this task. References: Installation and configuration for Windows Remote Management

NEW QUESTION 47

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 500 macOS devices enrolled in Microsoft Intune. You need to ensure that you can apply Microsoft
Defender for Endpoint antivirus policies to the macOS

devices. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoint Manager admin center, create a configuration profile.
B. From the Microsoft Endpoint Manager admin center, create a security baseline.

C. Onboard the macOS devices to the Microsoft 365 compliance center.

D. Install Defender for Endpoint on the macOS devices.

Answer: D

Explanation:
Just install, and use Defender for Endpoint on Mac. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint-mac

NEW QUESTION 51

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains two security groups named Groupl and Group2. Microsoft 365 uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices.

You need to assign roles in Intune to meet the following requirements:

* The members of Groupl must manage Intune roles and assignments.

» The members of Group2 must assign existing apps and policies to users and devices.

The solution must follow the principle of least privilege.

Which role should you assign to each group? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Group1: 1 ntune Service Administrator hd

Help Desk Operator
Intune Role Administrator

Policy and Profile Manager

Group?2: | Policy and Profile Manaaef v |
Help Desk Operator
ntune Role Aaministrator

Intune Service Administratol

A. Mastered
B. Not Mastered

Answer: A
Explanation:

To assign roles in Intune to meet the requirements, you should assign the following roles to each group: Groupl: Intune Role Administrator Group2: Help Desk
Operator

> The Intune Role Administrator role is the only Intune role that can manage custom Intune roles and add assignments for built-in Intune rolesl1. This role meets
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the requirement for Groupl to manage Intune roles and assignments.

> The Help Desk Operator role can perform remote tasks on users and devices, and can assign applications or policies to users or devicesl. This role meets the

requirement for Group?2 to assign existing apps and policies to users and devices.

NEW QUESTION 56
- (Exam Topic 4)
Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you modify the User settings and the Device settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 58
- (Exam Topic 4)

You have the MDM Security Baseline profile shown in the MDM exhibit. (Click the MDM tab.) You have the ASR Endpoint Security profile shown in the ASR
exhibit. (Click the ASR tab.)

wdpoint security MDM Securnity Baseline

Horme
LA e

Create profile

Horme

Block Ofhice applications from injecting

code into other processes

Block Office applications from creating

executable content

Block all Office applications from creating

child processes

Block Win32 API calls from Office macro

Block execution of potentially obfuscate

N ¥ - v . .
Endpoint securnty ASR Endpoint se

Edit profile

Attack Surface Reduction Rules

-

local secunty authonty subsystem

{lsass.exe)

Block Adobe Reader from creating child

Processes

Block Office applications from injecting

code into other processas

Block Office a pplications from :rf_-._-;:.-ng

executable content

Block all Office applications from creating

child processes

Block Win32 APl calls from Office macro

Block credential stealing from the Windows

Disable

«T0T: M -+
AUJIt Moge

Audit mod

Disable

Disable

Audit moge

Audit mode

Audit mode

Audit mode

Audit mode

m

e

You plan to deploy both profiles to devices enrolled in Microsoft Intune. You need to identify how the following settings will be configured on the devices:
* Block Office applications from creating executable content
* Block Win32 API calls from Office macro
Currently, the settings are disabled locally on each device.
What are the effective settings on the devices? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
Block Office applications from creating executable content: v
Audit mode
Block
Disable
Wam
Block Win32 API calls from Office macro: v
Audit mode
Block
Disable
Wamn
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Block Office applications from creating executable content: -
Audit mode
Block
Disable
Wamn
Block Win32 API calls from Office macro: v
Audit mode
Block
Disable
Wam

NEW QUESTION 62

- (Exam Topic 4)

Your network contains an Active Directory domain.

You install the Microsoft Deployment Toolkit (MDT) on a server. You have a custom image of Windows 11.
You need to deploy the image to 100 devices by using MDT.

Which three actions should you perform in sequence? To answer, move answer area and arrange them in the correct order.
Actions Answer Area

Enable multicast.

Install Windows Deployment Services (WDS). @

Create a deployment shage,
Add the Windows 11 image.

Create a task sequence

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To deploy the Windows 11 image to 100 devices by using MDT, you should perform the following three actions in sequence:

> Install Windows Deployment Services (WDS) on the server. WDS is a role that enables you to deploy Windows operating systems over the network by using
PXE boot and multicast technologies. You need

to install WDS before you can enable multicast and configure the boot images for MDT. You can install WDS by using the Server Manager or PowerShelll.

> Create a deployment share on the server. A deployment share is a folder that contains the MDT files, scripts, applications, drivers, operating systems, and task
sequences that you use to deploy Windows. You need to create a deployment share by using the MDT Deployment Workbench2.

> Add the Windows 11 image and create a task sequence in the deployment share. An image is a file that contains a snapshot of a Windows installation. A task
sequence is a set of steps that MDT executes to install Windows and configure the settings. You need to add the Windows 11 image by importing it from a source
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folder or a WIM file, and create a task sequence by using a template or customizing your own3.
These are the basic steps to prepare for deploying Windows 11 with MDT. For more details and guidance, you can refer to the web search results | found for you
by using search_web("deploy Windows 11 image with MDT").

NEW QUESTION 64

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and 100 unmanaged iPad devices.

You need to deploy a specific iOS update to the devices. Users must be prevented from manually installing a more recent version of iOS.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Enroll the devices in Microsoft Intune by using the Intune Company Portal.
B. Create a compliance policy.

C. Enroll the devices in Microsoft Intune by using Apple Business Manager.
D. Create an iOS app provisioning profile.

E. Create a device configuration profile.

Answer: CE

Explanation:
To deploy a specific iOS update to the unmanaged iPad devices, you need to perform the following actions:

> Enroll the devices in Microsoft Intune by using Apple Business Manager. Apple Business Manager is a service that allows you to enroll and manage
iOS/iPadOS devices in bulk. You can use Apple Business Manager to assign devices to Microsoft Intune and enroll them as supervised devices. Supervised
devices are devices that have more management features and restrictions than unsupervised

devices. You can also use Apple Business Manager to create device groups and assign roles and permissions12.

> Create a device configuration profile. A device configuration profile is a policy that you can create and assign in Microsoft Intune to configure settings on your
devices. You can use a device configuration profile to manage software updates for iOS/iPadOS supervised devices. You can choose to deploy the latest update
or an older update, specify a schedule for the update installation, and delay the visibility of software updates on the devices34.

The other options are not correct for this scenario because:

> Enrolling the devices in Microsoft Intune by using the Intune Company Portal is not suitable for unmanaged devices. The Intune Company Portal is an app that
users can download and install on their personal or corporate-owned devices to enroll them in Microsoft Intune. However, this method requires user interaction and
consent, and does not enroll the devices as supervised devicesb.

> Creating a compliance policy is not necessary for this scenario. A compliance policy is a policy that you can create and assign in Microsoft Intune to evaluate
and enforce compliance settings on your devices. You can use a compliance policy to check if the devices meet certain requirements, such as minimum
OS version, encryption, or password settings. However, a compliance policy does not deploy or manage software updates on the devices6.

> Creating an iOS app provisioning profile is not relevant for this scenario. An iOS app provisioning profile is a file that contains information about the app and its
distribution method. You can use an iOS app provisioning profile to deploy custom or line-of-business apps to your iOS/iPadOS devices by using Microsoft Intune.
However, an iOS app provisioning profile does not affect the software updates on the devices7.

References: What is Apple Business Manager?, Enroll iOS/iPadOS devices in Intune, Manage iOS/iPadOS software update policies in Intune, Software updates
planning guide and scenarios for supervised iOS/iPadOS devices in Microsoft Intune, Enroll your personal device in Intune, Device compliance policies in Microsoft
Intune, Add an iOS app provisioning profile with Microsoft Intune

NEW QUESTION 69

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune.

You need to ensure that you can deploy apps to Android Enterprise devices. What should you do first?

A. Create a configuration profile.

B. Add a certificate connector.

C. Configure the Partner device management settings.
D. Link your managed Google Play account to Intune.

Answer: D

NEW QUESTION 74

- (Exam Topic 4)

Your network contains an Active Directory domain. The domain contains a user named Adminl. All computers run Windows 10.

You enable Windows PowerShell remoting on the computers.

You need to ensure that Adminl can establish remote PowerShell connections to the computers. The solution must use the principle of least privilege.
To which group should you add Admin1?

A. Access Control Assistance Operators
B. Remote Desktop Users

C. Power Users

D. Remote Management Users

Answer: B

NEW QUESTION 76

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to enable Microsoft Intune enrollment for the following types of devices:

* Existing Windows 11 devices managed by using Configuration Manager

* Personal iOS devices

The solution must minimize user disruption.

Which enroliment method should you use for each device type? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Windows 11 devices managed by using Configuration Manager: Windows Autopilot .
EC{]-rnanagemenf, ‘
| User enroliment

Windows Autopilot

Personal 10S devices: | Automated Device Entoliment (ADE] "’ ’
| Apple Configurator
Automated Device Enwollment (ADE)
| User entoliment

—

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Wincows 11 devices managed by using Configuration Manager: Windows Autopilot -
Co-management
User enrgliment

(L] - LEE L

Personal 105 devices: | Automated Device Enroliment (ADE) "’]
Apple Configurator
Automated Device Enroliment (ADE)
TUSET STTOMenT |

NEW QUESTION 81
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Type
Devicel Windows 10
Devicel 108
Dewvice3 Android Enterpnise

You need to ensure that only devices running trusted firmware or operating system build can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Angwer Area
Regure Bitlocket Device: J
Provent jaowen dences Irom havig Corporate access. A |
Priwent OO devices from having Corporate acess

= N Devced: |
Require Secure Boot 1o be enabled on the devipe

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Settings Answer Area

:chre&tm.n | ! Drrr:t'rl: ™ Regure Bitlocker, _':'|
| Pevenjaroken dvees bom g copte 5. | il (e e e e
e I ---------------------- l
| Prevent tocted devices from having corparat acoess SR N Y SR N N

_"IZ'_';"Z'—_"CI'_'Z':ZZZ"_'Z'Z: Dewced | Prevent ro0ted devices Hom having corporale acoess |

NEW QUESTION 86
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- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune and contains the users shown in the following table.

Name Member of
Usert Group1
User? None
User3 None

You create a policy set named Setl as shown in the exhibit. (Click the Exhibit tab.)

Device management = dil
Device configuration profiles (1)

Name Platform _Prqﬁl_e '!_'y{pe

ConfigurationProfilel  Windows 10 and later Device restrictions
Device compliance policies (1)

Name Platform Profile Type

CompliancePolicy?  Windows 10 and later Windows 10 and later co...

Device enrollment Edi
Windows autopilot deployment profiles

Mo results

Enroliment status pages
No results.
Assignments —dif

Included groups All Users
Excluded groups Group1

You enroll devices in Intune as shown in the following table.

Name Operating system User
Device1 Windows 10 Usert
Device? Windows 11 User?
Device3 Android User3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

If User1 signs into Devicel1, Device1 will have both
ConfigurationProfile1 and CompliancePolicy1 assigned.

If User2 signs into Device2, Device2 will have both
ConfigurationProfile1 and CompliancePolicy1 assigned.

If User3 signs into Device3, Deviced will have both
ConfigurationProfile1 and CompliancePolicy1 assigned.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes No
If User1 signs in to Device1, Device1 will have both o o
ConfigurationProfile1 and CompliancePolicy1 assigned.
If User?2 signs in to Device2, Device2 will have both o o
ConfigurationProfile1 and CompliancePolicy1 assigned.
If User3 signs in to Device3, Device3 will have both O 0
ConfigurationProfile1 and CompliancePolicy1 assigned.

NEW QUESTION 91

- (Exam Topic 4)

You have a Microsoft Intune subscription.

You have devices enrolled in intune as shown in the following table.

Name | Operating system

|
&
]
i

. |

eVl

An app named Appl is installed on each device.
What is the minimum number of app configuration policies required to manage Appl ?

moow»
O WDN PR

Answer: B

Explanation:

The correct answer is B because you need to create two app configuration policies for managed devices, one for iOS/iPadOS devices and one for Android
devicesl. App configuration policies let you customize the settings of apps for iOS/iPadOS or Android devicesl. The settings are assigned to user groups and
applied when the app runsl. The app developer or supplier provides the configuration settings (keys and values) that are exposed to Intunel. You can't use a
single app configuration policy for both i0S/iPadOS and Android devices because they have different configuration settings2. References: 1: App configuration
policies for Microsoft Intune | Microsoft Learn

https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 2: Add app configuration policies for managed iOS/iPadOS devices |
Microsoft Learn https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-use-ios

NEW QUESTION 92
- (Exam Topic 4)
You have the Microsoft Deployment Toolkit (MDT) installed in three sites as shown in the following table.

MDT instance name Site Default gateway
MDT1 New York 10.1.1.0/24
MDT?2 London 10.5.5.0/24
MDT3 Dallas 10.4.4.0/24

You use Distributed File System (DFS) Replication to replicate images in a share named Production. You configure the following settings in the Bootstrap.ini file.
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[Settings]
Priority=DefaultGateway, Default
[DefaultGateway]
10.1.1.1=NewYork
10.5.5.1=London

[NewYork]
DeployRoot=\\MDT1\Production$
[London]
DeployRoot=\\MDT2\Production$

KeyboardLocale=en-gb -
[Default]
DeployRoot=\\MDT3\Production$

KeyboardLocale=en-us -
You plan to deploy Windows 10 to the computers shown in the following table.

Name IP address
LT1 10.1.1.240
DT1 105.5.115
TB1 10.2.2.193

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
TB1 will download the image from MDT3.

DT1 will have a KeyboardlLocale of en-gb.

LT1 will download the image from MDTL.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements Yes No

TB1 will download the image from MDT3. @

DT1 will have a KeyboardlLocale of en-gb. |

= |-rr|

LT1 will download the image from MDT1. |

—

NEW QUESTION 96
- (Exam Topic 3)
You need to prepare for the deployment of the Phoenix office computers. What should you do first?

A. Extract the hardware ID information of each computer to a CSV file and upload the file from the Devices settings in Microsoft Store for Business.
B. Generalize the computers and configure the Mobility (MDM and MAM) settings from the Azure Active Directory blade in the Azure portal.
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C. Generalize the computers and configure the Device settings from the Azure Active Directory blade in the Azure portal.

D. Extract the hardware ID information of each computer to an XLSX file and upload the file from the Devices settings in Microsoft Store for Business.

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/microsoft-store/add-profile-to-devices#manage-autopilot-deployment-profiles

NEW QUESTION 100
- (Exam Topic 3)

To which devices do Policyl and Policy2 apply? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Policy1:

N/

Device1 only

Device2 only

Device3 only

Deviced only

Device2 and Device3 only
Devicel and Device3 only
Devicel, Device2, and Device 3

Policy2:

Device1 only

Device2 only

Device3 only

Device4 only

Device2 and Device3 only
Device1 and Device3 only
Device1l, Device2, and Device 3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/device-profile-assign

NEW QUESTION 104
- (Exam Topic 3)
You are evaluating which devices are compliant.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes
Devicel is compliant O
Device3 is compliant O
Device4 i1s compliant O
A. Mastered

B. Not Mastered
Answer: A

Explanation:

The Leader of IT Certification
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Statements Yes No
Devicel is compliant O O 3
Device3 is compliant O O
Device4 is compliant O _ O

NEW QUESTION 107
- (Exam Topic 3)
You need to meet the technical requirements for the IT department. What should you do first?

A. From the Azure Active Directory blade in the Azure portal, enable Seamless single sign-on.

B. From the Configuration Manager console, add an Intune subscription.

C. From the Azure Active Directory blade in the Azure portal, configure the Mobility (MDM and MAM) settings.
D. From the Microsoft Intune blade in the Azure portal, configure the Windows enrollment settings.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/sccm/comanage/tutorial-co-manage-clients

NEW QUESTION 108
- (Exam Topic 2)
What should you upgrade before you can configure the environment to support co-management?

A. the domain functional level

B. Configuration Manager

C. the domain controllers

D. Windows Server Update Services (WSUS)

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/comanage/tutorial-co-manage-clients

NEW QUESTION 113
- (Exam Topic 2)
You need to meet the OOBE requirements for Windows AutoPilot.

Which two settings should you configure from the Azure Active Directory blade? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.
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©® Overview

Getting started

Manage

Users

Groups

Organizational relationships

Roles and administrators

Enterprise applications

Devices

App registrations

App registrations (Preview)

Application proxy

Licenses

Azure AD Connect

Custom domain names

Mobility (MDM and MAM)

Password reset

Company branding

User settings

Properties

Notifications settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://blogs.msdn.microsoft.com/sgern/2018/10/11/intune-intune-and-autopilot-part-3-preparing-your-environm
https://blogs.msdn.microsoft.com/sgern/2018/11/27/intune-intune-and-autopilot-part-4-enroll-your-first-device/

NEW QUESTION 114
- (Exam Topic 2)

You need to recommend a solution to meet the device management requirements.
What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

For the Research department employees:

For the Sales department employees:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The Leader of IT Certification

N
An app configuration policy
An app protection policy
Azure information Protection
iOS app provisioning profiles
N

An app configuration policy
An app protection policy
Azure information Protection

i0S app provisioning profiles
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Reference:
https://github.com/MicrosoftDocs/IntuneDocs/blob/master/intune/app-protection-policy.md
https://docs.microsoft.com/en-us/azure/information-protection/configure-usage-rights#do-not-forward-option-fo

NEW QUESTION 118

- (Exam Topic 2)

You need to resolve the performance issues in the Los Angeles office.

How should you configure the update settings? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Change Delivery Optimization NS

download mode to: Bypass mode
HTTP blended with internet peering

HTTP blended with peering behind same NAT
Simple download mode with no peering

Update Active Hours Start to:

10AM
11 AM
10PM
11 PM
Update Active Hours End to: I
10AM
11TAM
10PM
11TPM
A. Mastered
B. Not Mastered
Answer: A
Explanation:
A screenshot of a computer Description automatically generated with low confidence
Reference:

https://docs.microsoft.com/en-us/windows/deployment/update/waas-delivery-optimization https://2pintsoftware.com/delivery-optimization-di-mode/

NEW QUESTION 123
- (Exam Topic 2)
You need to meet the device management requirements for the developers. What should you implement?

A. folder redirection

B. Enterprise State Roaming

C. home folders

D. known folder redirection in Microsoft OneDrive

Answer: B

Explanation:
Litware identifies the following device management requirements:

> Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in. Enterprise State Roaming allows for the
synchronization of Microsoft Edge browser setting, including

favorites and reading list, across devices.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-windows-settings-refer

NEW QUESTION 128
- (Exam Topic 1)
Which user can enroll Device6 in Intune?

A. User4 and User2 only

B. User4 and User 1 only

C. Userl, User2, User3, and User4
D. User4. User Land User2 only

Answer: B
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NEW QUESTION 131

- (Exam Topic 1)

You implement Boundaryl based on the planned changes.

Which devices have a network boundary of 192.168.1.0/24 applied?

A. Device2 only

B. Device3 only

C. Device 1. Device2. and Device5 only

D. Device 1, Device2, Device3, and Device4 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/network-boundary-windows

NEW QUESTION 134
- (Exam Topic 1)
Which devices are registered by using the Windows Autopilot deployment service?

A. Devicel only

B. Device3 only

C. Devicel and Device3 only

D. Devicel, Device2, and Device3

Answer: C

Explanation:

Scenario: Windows Autopilot Configuration Assignments

Included groups: Groupl

Excluded groups: Group2 Devicel is member of Groupl.

Device2 is member of Groupl and member of Group2. Device3 is member of Groupl.

Groupl and Group2 have a Membership type of Assigned.

Exclusion takes precedence over inclusion in the following same group type scenarios. Reference: https://learn.microsoft.com/en-us/mem/intune/apps/apps-inc-exl-
assignments

NEW QUESTION 137

- (Exam Topic 1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Device1 is marked as compliant. @ )
Device4 is marked as compliant. O O

O
O

Device5 is marked as compliant.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

NEW QUESTION 139
- (Exam Topic 1)
Which users can purchase and assign Appl?

A. User3 only

B. Userl and User3 only

C. Userl, User2, User3, and User4
D. Userl, User3, and User4 only
E. User3 and User4 only

Answer: B
Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business https://docs.microsoft.com/en-us/microsoft-store/assign-apps-to-
employees

NEW QUESTION 143
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- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains 100 iOS devices enrolled in Microsoft Intune. You need to ensure that notifications of iOS updates are
deferred for 30 days after the updates are released. What should you create?

A. a device configuration profile based on the Device features template

B. a device configuration profile based on the Device restrictions template
C. an update policy for iOS/iPadOS

D. an iOS app provisioning profile

Answer: C

Explanation:

Manage i0OS/iPadOS software update policies in Intune, delay visibility of software updates.

When you use update policies for iOS, you might have need to delay visibility of an iOS software update. Reasons to delay visibility include:
Prevent users from updating the OS manually

To deploy an older update while preventing users from installing a more recent one

To delay visibility, deploy a device restriction template that configures the following settings: Defer software updates = Yes

This doesn't affect any scheduled updates. It represents days before software updates are visible to end users after release.

Delay default visibility of software updates = 1 to 90 90 days is the maximum delay that Apple supports.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/software-updates-ios

NEW QUESTION 148

- (Exam Topic 4)

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you configure automatic mobile device management (MDM) enroliment. From the Microsoft Intune admin center,
you create and assign a device restrictions profile.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 150

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named Userl. Userl has a user principal name (UPN) of userl
@contoso.com.

You join a Windows 10 device named Clientl to contoso.com.

You need to add Userl to the local Administrators group of Clientl.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Administrators /fadd " \userlficontoso.com"”

net accounts AzureAD
net localgroup CONTOSO
net user UPN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Administrators Jadd "

Inetaccounts

net localgroup
net user

\userlficontoso.com"

NEW QUESTION 154
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- (Exam Topic 4)
You have an Azure AD tenant that contains the devices shown in the following table. You purchase Windows 11 Enterprise E5 licenses.
Which devices can use Subscription Activation to upgrade to Windows 11 Enterprise?

A. Devicel only

B. Devicel and Device2 only

C. Devicel and Device3 only

D. Devicel, Device2, Device3, and Device4

Answer: B

NEW QUESTION 157

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription. The subscription contains 25 computers that run Windows 11 and are enrolled in Microsoft Intune. You need to onboard
the devices to Microsoft Defender for Endpoint. What should you create in the Microsoft Intune admin center?

A. an attack surface reduction (ASR) policy

B. a security baseline

C. an endpoint detection and response (EDR) policy
D. an account protection policy

E. an antivirus policy

Answer: C

Explanation:

To onboard the devices to Microsoft Defender for Endpoint, you need to create an endpoint detection and response (EDR) policy in the Microsoft Intune admin
center. This policy enables EDR capabilities on devices that are enrolled in Intune and allows you to configure various settings for EDR functionality. You can then
assign the policy to groups of users or devices. References:

https://docs.microsoft.com/en-us/mem/intune/protect/edr-windows

NEW QUESTION 158

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a user named User! and a web app named Appl. Appl must only accept modern authentication requests.
You plan to create a Conditional Access policy named CAPolicyl that will have the following settings:

 Assignments

° Users or workload identities: Userl

° Cloud apps or actions: Appl

* Access controls

° Grant: Block access

You need to block only legacy authentication requests to Appl. Which condition should you add to CAPolicyl1?

A. Filter for devices
B. Device platforms
C. User risk

D. Sign-in risk

E. Client apps

Answer: E

Explanation:

you can use the client apps condition to block legacy authentication requests to Appll. Legacy authentication is a term that refers to authentication protocols that
do not support modern authentication features such as multi-factor authentication or conditional access2. Examples of legacy authentication protocols include
Basic Authentication, Digest Authentication, NTLM, and Kerberos2. To block legacy authentication requests, you need to configure the client apps condition to
include Other clients, which covers any client that uses legacy authentication protocols13. References: 1: Conditional Access: Block legacy authentication |
Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/block-legacy-authentication 2:

What is legacy authentication? | Microsoft Learn

https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/legacy-authentication 3: Client apps condition in Azure Active Directory Conditional
Access | Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/client-apps-condition

NEW QUESTION 161

- (Exam Topic 4)

You have two computers named Computerl and Computed that run Windows 10. Computed has Remote Desktop enabled.
From Computerl, you connect to Computer2 by using Remote Desktop Connection.

You need to ensure that you can access the local drives on Computerl from within the Remote Desktop session.

What should you do?

A. From Computer 2, configure the Remote Desktop settings.

B. From Windows Defender Firewall on Computer 1, allow Remote Desktop.

C. From Windows Defender Firewall on Computer 2, allow File and Printer Sharing.
D. From Computerl, configure the Remote Desktop Connection settings.

Answer: D

NEW QUESTION 165

- (Exam Topic 4)

Your network contains an Active Directory domain. Active Directory is synced with Microsoft Azure Active
Directory (Azure AD).

There are 500 Active Directory domain-joined computers that run Windows 10 and are enrolled in Microsoft Intune.
You plan to implement Microsoft Defender Exploit Guard.
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You need to create a custom Microsoft Defender Exploit Guard policy, and then distribute the policy to all the computers.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Tool to use to configure the settings: v
Security & Compliance in Microsoft 365
Windows Security app
Microsoft Endpoint Manager admin center
Distribution method: v
An Azure policy
An Endpoint Protection configuration profile
An Intune device compliance policy
A device restrictions configuration profile
A. Mastered

B. Not Mastered
Answer: A

Explanation:

A screenshot of a computer Description automatically generated

Reference:

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/import-export-expl https://docs.microsoft.com/en-us/intune/endpoint-
protection-windows-10

https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/enable-exploit-prot

NEW QUESTION 166

- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Intune to manage personal and corporate devices. The tenant contains three Windows 10 devices as shown
in the following exhibit.

Name Enabled OS Version Join Type Owner MDM Compliant
B LON-CL2 Yes Windows 10.0.1/763.615  Azure AD registered lser?  Microsoft Intune Yes
8 LON-CL4 Yes Windows 10.0.17763.107  Azure AD joined Userl  Microsoft Intune Yes

How will Intune classify each device after the devices are enrolled in Intune automatically? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Identified by Intune as a personal device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

Identified by Intune as a corporate device: v

LON-CL2 only

LON-CL4 only

Both LON-CL2 and LON-CL4
Neither LON-CL2 or LON-CL4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-azure-ad-join https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-
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azure-ad-register

NEW QUESTION 171

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You create an app protection policy for Android devices named Policyl as shown in the following exhibit.

i L
rnome =05
L E e

Create policy - X

0 Basics o Apps

Choose how you want 1o apply this policy to apps on different devices. Then add at least one app

Device types * (0 Unmanaged v J

S <

Target policy to | All Apps v |

o We'll continue to sdd managed apps to your policy 85 they become avadable in Intune. View 8 list of
spps that will be targeted

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

To apply Policy to an Android device, you must (answer choice). (I

nstall the Company Portal app on the dewice

install the Microsoft Authenticator app on the device
onboard the device to Microsoft Defender for Endpoint
onboard the device to the Microsoft 365 comphance center

When Policy! is assigned, the policy wil apply to [answer choice). [

users only
dewices only
users and devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Install the Intune Company Portal app on the device

On Android, Android devices will prompt to install the Intune Company Portal app regardless of which Device type is chosen.

Bix 2: Devices only

For Android devices, unmanaged devices are devices where Intune MDM management has not been detected. This includes devices managed by third-party
MDM vendors.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policies#app-protection-policies-for-iosipado

NEW QUESTION 176

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have 10 computers that run Windows 10 and are enrolled in mobile device management (MDM). You need to deploy the Microsoft 36S Apps for enterprise
suite to all the computers.

What should you do?

A. From the Microsoft Intune admin center, create a Windows 10 device profile.
B. From Azure AD, add an app registration.

C. From Azure A

D. add an enterprise application.

E. From the Microsoft Intune admin center, add an app.

Answer: D

Explanation:
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To deploy Microsoft 365 Apps for enterprise to Windows 10 devices that are enrolled in Intune, you need to add an app of type “Windows 10 app (Win32)” in the
Microsoft Intune admin center and configure the app settings. You can then assign the app to groups of users or devices. References:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-win32-app-management

NEW QUESTION 178

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices. Azure AD joined Windows devices enroll
automatically in Intune. You have the devices shown in the following table.

Name | Operating system Azure AD | Line-of-business (LOB) |
.l joined apps installed
Device ! &4-bit version of Yes No
.. Windows 10 Pro
Device? 32-bit version of NO Yes |
Windows 10 Pr¢
: Device3 | 64-bit version of No Yes .E
| Windows 10 Pro J

You are preparing to upgrade the devices to Windows 11. All the devices are compatible with Windows 11. You need to evaluate Windows Autopilot and in-place
upgrade as deployment methods to implement

Windows 11 Pro on the devices, while retaining all user settings and applications.

Which devices can be upgraded by using each method? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Arca

Windows Autopilot: | Device1 and Device3 only {.’jl
None of the devices
Devicel only

Devicel and Device3 only

Dewvicel, Dewicel, and Device3

In-place upgrade: | Devicel and Device3 only v]
None of the devices
Devicel only

Devicel and Device3 only

Dewicel, Device, and Device3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Arca
Windows Autopilot [ Dewcel and Deviced only 5
None of the devices
Device 1 only

Devicel and Device3 only

e . LW ANG LeVices

In-place upgrade: | Devicel and Dewice3 only ]

Mone of the devices
‘ i wial.

I Dewcel and Device3 only

NEW QUESTION 179

- (Exam Topic 4)

Your network contains an Active Directory domain named adatum.com, a workgroup, and computers that run Windows 10. The computers are configured as
shown in the following table.

Name | Member of Active Windows Defender
Firewall profile

Computer! | Adatum.com Domamn

-

Computer? | Adatum.com Domain

Computer3 | Workgroup Public

The local Administrator accounts on Computed, Computed, and Computed have the same user name and password.
On Computed. Windows Defender Firewall is configured as shown in the following exhibit.
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[ Ramcts Pt s O D o
[ Bt st Ll et O o o
i g e B D '
= Ll = L]
Y sk
L) L ]
- o
Status  Mame Displaytlame
Stopped RashAuto Remcte Access Auto Connection Manager
Running RasMan Remote Access Connection Manager
Stopped RemoteAccess Routing and Remote Access
Stopped RemoteRegistry Remote Repistry
Stopped RetailDemo Retail Demo Service
Running &mSve Radio Management Service
Running RpcEptMapper RPC Endpoint Mapper
Stopped Rpclocator Remote Procedure Call (RPC) Lecator
Running RpcSs Remote Procedure Call (RPC)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements
From Computer2, you can use Disk Management to manage Computer! remotely.
From Computer2, you can use Registry Editor to edit the registry of Computer remotely.
From Computer3, you can use Performance Monitor to monitar the performance of Computer!
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements

From Computerd, you can use Disk Management 1o manage Computer! remotely. L

L
[

From Computer?, you can use Registry Editor to edit the registry of Computer! remotely, -

From Computer3, you can use Performance Monitor to monitar the periormance of Computert
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NEW QUESTION 184
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the users shown in the following table.

Name | Role

You have a computer named Computerl that runs Windows 10. Computerl is in a workgroup and has the local users shown in the following table.
Name Member of

" . =i

UserA joins Computerl to Azure AD by using userl@contoso.com.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Tes No
o
erlE f nember of Al { P an pule
Admir antoso.com can confiqure the firewall and Microsoft Defender on Computer!
o | - "-.I""-r'ﬁ | '.il IE:.-: i u"" | -rnh ‘HII
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements j}:s No
f COHY I migmi [ i u Lrat o e
Admint@contoso.com can configure the firewall and Microsoft Defender on Compute

NEW QUESTION 186

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 100 Windows 10 devices enrolled in Microsoft Intune. You plan to use Endpoint analytics.
You need to create baseline metrics.

What should you do first?

A. Create an Azure Monitor workbook.
B. Onboard 10 devices to Endpoint analytics.
C. Create a Log Analytics workspace.
D. Modify the Baseline regression threshold.

Answer: C

Explanation:
Onboarding from the Endpoint analytics portal is required for Intune managed devices. Reference: https://docs.microsoft.com/en-us/mem/analytics/enroll-intune

NEW QUESTION 187

- (Exam Topic 4)

You have 1,000 computers that run Windows 10 and are members of an Active Directory domain. You need to capture the event togs from the computers to
Azure.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Azure service to provision:

An Azure Storage account
Azure Cosmos DB

Azure 5QL Database

Log Analytics

Action to perform on the computers: P\/

Create a collector-initiated subscription
Install the Microsoft Monitoring Agent

Enroll in Microsoft Intune

Register to Azure Active Directory (Azure AD)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Azure service to provision: N

An Azure Storage account
Azure Cosmos DB

Azure 5QL Database

Log Analytics

Action to perform on the computers: . P\/

- Create a collector-initiated subscription
 Install the Microsoft Monitoring Agent

Enroll in Microsoft Intune
' Register to Azure Active Directory (Azure AD)

NEW QUESTION 188

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl. The subscription contains devices enrolled in Microsoft intune as shown in the following
table.

Name | Platform | Member of T i _ D&cﬁpt_idn - _
| Devicel | Windows 11 aroup 1 | Disk encryption is not configured

Device2 | Windows 1 3IOUf 1, k encryption figured

Device3 . Android [ Sroup 3 T Device local storage is not encrypted

Microsoft Edge is available on all the devices.
Intune has the device compliance policies shown in the following table.

= e

Name Platform | Setting Applied to
Comphancel | Windows 10 and Require encryption of Group?2
aler data storage on gevice
- : - —— ——: * .———- e — - —— — -‘ - ——— st ——— - —_—— - T— —‘. —_—
Comphiance2 | Android Enterprise | Require encryption of Group:
jata storage on device

The Compliance policy settings are configured as shown in the exhibit. (Click the Exhibit tab.) You create the following Conditional Access policy:
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& Compliance policies | Compliance policy settings *-

These settings conhgure the way the comphance service treats devices. Each dewvice evaluates these as 3

"Built-in Dente Comphance Policy”, whach o reliected m device mondonng

Mark devices with no comphance policy

assigned s () Compliant

L Mt 3 b Lad
Enhanced jailbreak detection ] Lhsatied

w -

Compliance statys valigrty penod (days) © 30

* Name: Policyl

» Assignments

0 Users and groups: Userl

o Cloud apps or actions: Office 365 SharePoint Online

» Access controls

0 Grant Require device to be marked as compliant

 Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can access Microsoft SharePoint Online from Dewice by using Microsoft Edge.
User1 can access Microsoft SharePoint Online from Device by using Microsoft Edge

User1 can access Microsoft SharePoint Online from Dewvice3 by using Microsoft Edge.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

User1 can access Microsoft SharePoint Online from Device1 by using Microsoft Edge. !
User1 can access Microsoft SharePoint Online from Dewviced by using Microseft Edge

User1 can access Microsoft SharePoint Online from Dewice3 by using Microsoft Edge, |

NEW QUESTION 192
- (Exam Topic 4)
You have a Microsoft 365 subscription that uses Microsoft Intune and contains the users shown in the following table.

Name Member of | License
User? Group1 None
User?2 Group? “Tah::rilifl t 365 E3
User3 | Group2 | Microsoft 365 ES

Group2 has been assigned in the Enroliment Status Page. You have the devices shown in the following table.
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Name Operating system Department

You capture and upload the hardware IDs of the devices in the marketing department. You configure Windows Autopilot.
For each of the following statements, select Yes if the statement is true. Otherwise select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
i 16| ¥ !' [ [ f
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No

NEW QUESTION 193

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company has an Azure AD tenant named contoso.com that contains several Windows 10 devices. When you join new Windows 10 devices to contoso.com,
users are prompted to set up a four-digit pin. You need to ensure that the users are prompted to set up a six-digit pin when they join the Windows 10

devices to contoso.com.

Solution: From the Microsoft Entra admin center, you configure the Authentication methods. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 196

- (Exam Topic 4)

You are replacing 100 company-owned Windows devices.

You need to use the Microsoft Deployment Toolkit (MDT) to securely wipe and decommission the devices. The solution must meet the following requirements:
» Back up the user state.

* Minimize administrative effort.

Which task sequence template should you use?

A. Standard Client Task Sequence

B. Standard Client Replace Task Sequence
C. Litetouch OEM Task Sequence

D. Sysprep and Capture

Answer: B
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NEW QUESTION 201

- (Exam Topic 4)

You have the Microsoft Deployment Toolkit (MDT) installed. You install and customize Windows 11 on a reference computer
You need to capture an image of the reference computer and ensure that the image can be deployed to multiple computers.
Which command should you run before you capture the image?

A. dism

B. wpeinit

C. sysprep
D. bcdedit

Answer: C

Explanation:

To capture an image of a reference computer and make it ready for deployment to multiple computers, you need to run the sysprep command with the /generalize
option. This option removes all unique system information from the Windows installation, such as the computer name, security identifier (SID), and driver cache.
The other commands are not used for this purpose. References: Sysprep (Generalize) a Windows installation

NEW QUESTION 202

- (Exam Topic 4)

Your company uses Microsoft Intune.

More than 500 Android and iOS devices are enrolled in the Intune tenant.

You plan to deploy new Intune policies. Different policies will apply depending on the version of Android or iOS installed on the device.
You need to ensure that the policies can target the devices based on their version of Android or iOS. What should you configure first?

A. groups that have dynamic membership rules in Azure AD
B. Device categories in Intune

C. Corporate device identifiers in Intune

D. Device settings in Azure AD

Answer: B

NEW QUESTION 204

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to deploy and manage Windows devices.

You have 100 devices from users that left your company.

You need to repurpose the devices for new users by removing all the data and applications installed by the previous users. The solution must minimize
administrative effort.

What should you do?

A. Deploy a new configuration profile to the devices.

B. Perform a Windows Autopilot reset on the devices.

C. Perform an in-place upgrade on the devices.

D. Perform a clean installation of Windows 11 on the devices.

Answer: B

NEW QUESTION 205

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Intune Suite.

You use Microsoft Intune to manage devices.

You need to ensure that the startup performance of managed Windows 11 devices is captured and available for review in the Intune admin center.
What should you configure?

A. the Azure Monitor agent

B. a device compliance policy

C. a Conditional Access policy

D. an Intune data collection policy

Answer: D

NEW QUESTION 210

- (Exam Topic 4)

You use a Microsoft Intune subscription to manage iOS devices.

You configure a device compliance policy that blocks jailbroken iOS devices. You need to enable Enhanced jailbreak detection.
What should you configure?

A. the Compliance policy settings
B. the device compliance policy
C. a network location

D. a configuration profile

Answer: D

NEW QUESTION 211
- (Exam Topic 4)
In Microsoft Intune, you have the device compliance policies shown in the following table.
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Name Type Encryption Windows Mark device as [ Assigned
Defender not compliant to
antimalware

Policyl | Windows 8.1 and | Require Not applicable 5 days Group1
later

Policy2 | Windows 10 and | Not Require 7 days Group?2
later configured

Policy3 | Windows 10 and | Require Require 10 days Group?2
later

The Intune compliance policy settings are configured as shown in the following exhibit.

These settings configure the way the compliance service treats devices, Each device evaluates these as a "Built-in Device Compliance Policy”,
which is reflected in device monitoring.

Mark devices with no compliance policy

| Compliant
ES-SZQ‘F--ED as
Compliance status validity period {days) 30
On June 1, you enroll Windows 10 devices in Intune as shown in the following table.
Name Use BitLocker Drive Windows Member of
Encryption (BitLocker) Defender
Devicel | No Enabled | Groupi
Device? | No Enabled | Group?

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

Yes

On June 4, Device1 is marked as compliant. O

On June 6, Device1 is marked as compliant. O

OnJune 9, Device?2 is marked as compliant. O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

No

Device 1 is Windows 10 - and policy 1 is for Windows 8. Default compliance for devices without a policy is not compliant so first 2 questions are NO.
Then the third device has 2 policies, the first one is compliant and the second policy is not compliant but the device is not marked as non-compliant due to the fact
that mark device as non-compliant is set to 10 days. This means that the machine will be compliant until june 10th.

Source:

Mark device non-compliant: By default, this action is set for each compliance policy and has a schedule of zero (0) days, marking devices as noncompliant

immediately.

When you change the default schedule, you provide a grace period in which a user can remediate issues or become compliant without being marked as non-

compliant.

This action is supported on all platforms supported by Intune. https://docs.microsoft.com/en-us/mem/intune/protect/actions-for-noncompliance

NEW QUESTION 215
- (Exam Topic 4)

You have an Azure AD tenant named contoso.com.
You have a workgroup computer named Computer! that runs Windows 11. You need to add Computerl to contoso.com.

What should you use?

A. dsreecmd.exe

B. Computer Management
C. netdom.exe

D. the Settings app

Answer: A

NEW QUESTION 220
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- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the devices shown in the following table.

Name Operating system
Devicel | Windows 10
Device2 | Android 8.0
Device3 | Android
Deviced | 10S 11.0
DeviceS | i0S 11.4.1

AH devices contain an app named Appl and are enrolled in Microsoft Intune.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which type of policy and how many policies should you create in Intune? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Policy type: | App protection palicy vl
App conhguration policy {J'
App protection policy

Conditional access policy
Device compliance policy

Minimum number of policies:

1 -
4
J

A. Mastered
B. Not Mastered

Answer: A

Explanation:

of Corre Answer Only: The correct answer is app protection policy because it allows you to customize the settings of apps for iOS/iPadOS or Android devicesl.
One of the settings you can configure is Restrict cut, copy, and paste between other apps, which lets you prevent users from copying data from Appl and pasting
the data into other apps2. You only need one policy to apply this setting to all devices that have Appl installeld.

References: 1: App configuration policies for Microsoft Intune | Microsoft Learn https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-
overview 2: Troubleshoot restricting cut, copy, and paste between applications - Intune | Microsoft Learn
https://learn.microsoft.com/en-us/troubleshoot/mem/intune/app-protection-policies/troubleshoot-cut-copy-paste

NEW QUESTION 222

- (Exam Topic 4)

Your company implements Azure AD, Microsoft 365, Microsoft Intune, and Azure Information Protection. The company's security policy states the following:
* Personal devices do not need to be enrolled in Intune.

» Users must authenticate by using a PIN before they can access corporate email data.

 Users can use their personal iOS and Android devices to access corporate cloud services.

» Users must be prevented from copying corporate email data to a cloud storage service other than Microsoft OneDrive for Business.

You need to configure a solution to enforce the security policy. What should you create?

A. a device configuration profile from the Microsoft Intune admin center

B. a data loss prevention (DIP) policy from the Microsoft Purview compliance portal
C. an insider risk management policy from the Microsoft Purview compliance portal
D. an app protection policy from the Microsoft Intune admin center

Answer: B

NEW QUESTION 223
- (Exam Topic 4)
You have an Azure AD tenant that contains the devices shown in the following table.

E—

Name Dptr_at_ing .';y_stem_ _ Azure AD__i"a::.uin t}:p_e

L'eviCe 1 v MUY pid? ! "1

& . LA ol we 11 D

-
T
1
L

[ EWILE : Inlil' ..!' Wi s q-.- FI" inred

5 i i . ™ .
eviced Windows Pr Reqistered

Which devices can be activated by using subscription activation?

A. Device 1 only
B. Devicel and Device2 only
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C. Devicel and Device3 only
D. Devicel, Device2. Device3, and Device4

Answer: C

NEW QUESTION 226

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1.000 Windows 11 devices enrolled in Microsoft Intune. You plan to use Intune to deploy an application named
Appl that contains multiple installation files.

What should you do first?

A. Prepare the contents of Appl by using the Microsoft Win32 Content Prep Tool.
B. Create an Android application package (APK).

C. Upload the contents of Appl to Intune.

D. Install the Microsoft Deployment Toolkit (MDT).

Answer: A

NEW QUESTION 227

- (Exam Topic 4)

You have computers that run Windows 10 and are configured by using Windows AutoPilot. A user performs the following tasks on a computer named Computerl.:
> Creates a VPN connection to the corporate network

> Installs a Microsoft Store app named Appl

> Connects to a Wi-Fi network

You perform a Windows AutoPilot Reset on Computerl.

What will be the state of the computer when the user signs in? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The Wi-Fi coennection will be: e ' = : i N/
o | _L__:
Removed i
| Retained and the passphrase wili be retained '
Retained but the passphrase will be reset
App1 will be: ' h N N N N TN
Reinstalled at sign-in
Removed
L_Hetalqed o
The VPN connection will be: | B - - - - - B — NS
Removed
| Retained and the credentials will be cached |
| Retained but the credentiais will be reset !

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-reset

NEW QUESTION 228

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 1,000 Android devices enrolled in Microsoft Intune. You create an app configuration policy that contains the
following settings:

* Device enrollment type: Managed devices

* Profile Type: All Profile Types

« Platform: Android Enterprise

Which two types of apps can be associated with the policy? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Built-in Android app

B. Managed Google Play store app
C. Web link

D. Android Enterprise system app
E. Android store app

Answer: BD
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NEW QUESTION 232

- (Exam Topic 4)

You use the Microsoft Deployment Toolkit (MDT) to deploy Windows 11.

You create a new task sequence by using the Standard Client Task Sequence template to deploy Windows 11 Enterprise to new computers. The computers have
a single hard disk.

You need to modify the task sequence to create a system volume and a data volume.

Which phase should you modify in the task sequence?

A. Initialization
B. State Restore
C. Preinstall

D. Postinstall

Answer: C

NEW QUESTION 235

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share.

From the Deployment Workbench, you open the New Task Sequence Wizard and select the Standard Client Upgrade Task Sequence task sequence template.
You discover that there are no operating system images listed on the Select OS page as shown in the following exhibit.

Mew Task Sequence Wizard b4

gg Select 05

General Settings The following operating sysiem images are available to be deploved with this lask sequence. Select
Select T the one to use

["5-g38 Operating Systems

Speciy Product Key

05 Seftings

Admin Passwaord

Surnmary

Progress
Contimmation

povo ==

You need to be able to select an operating system image to perform a Windows 11 in-place upgrade. What should you do?

A. Enable monitoring for the deployment share.
B. Import a full set of source files.

C. Import a custom image file.

D. Run the Update Deployment Share Wizard

Answer: D
NEW QUESTION 237

- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the objects shown in the following table.

Name Type

i . n
] 11 .-

In the Microsoft Intune admin center, you are creating a Microsoft 365 Apps app named Appl. To which objects can you assign App1?

A. Group3 and Group4 only
B. Adminl, Group3, and Group4 only
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C. Groupl, Group3, and Group4 only
D. Groupl, Group2, Group3, and Group4 only
E. Adminl, Groupl. Group2, Group3, andGroup4

Answer: C

Explanation:

In the Microsoft Intune admin center, you can assign apps to users or devices. Users can be assigned to apps by using user groups or individual user accounts.

Devices can be assigned to apps by using device groups. In this scenario, the objects shown in the table are as follows:

> Adminl is an individual user account that belongs to the Global administrators
> Groupl is a user group that contains 100 users.

> Group?2 is a device group that contains 50 devices.

> Group3 is a user group that contains 200 users.

> Group4 is a device group that contains 150 devices.

role group.

Since Appl is a Microsoft 365 Apps app, it can only be assigned to users, not devices. Therefore, Group2 and Group4 are not valid objects for app assignment.
Adminl is also not a valid object for app assignment, because individual user accounts can only be used for testing purposes, not for production deployment.
Therefore, the only valid objects for app assignment are Groupl and Group3, which are user groups.

NEW QUESTION 240
- (Exam Topic 4)

You use Windows Admin Center to remotely administer computers that run Windows 10.
When connecting to Windows Admin Center, you receive the message shown in the following exhibit.

This site is not secure

This might mean that someone’s trying to fool
you or steal any info you send to the server.
You should close this site immediately

-

Your PC doesn't trust this website’s security

certificate.

(0 on 1o the we

You need to prevent the message from appearing when you connect to Windows Admin Center.
To which certificate store should you import the certificate?

A. Personal

B. Trusted Root Certification Authorities

C. Client Authentication Issuers

Answer: B

NEW QUESTION 245

- (Exam Topic 4)
You have a Hyper-V host that contains the virtual machines shown in the following table.
Name Generation Virtual processors Memnrjr
VM1 1 4 16 GB
VM2 |2 1 8 GB 1!
VM3 |2 P I EX- RN

On which virtual machines can you install Windows 117

A. VM1 only

B. VM3only

C. VM1 and VM2 only
D. VM2 and VM3 only
E. VM1, VM2, and VM3

Answer: E
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NEW QUESTION 247
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.
You add apps to Intune as shown in the following table.

App type

App1 Android store app

App2 Android line-of-business app

App3 Managed Google Play app

You need to create an app configuration policy named Policyl for the Android Enterprise platform. Which apps can you manage by using Policyl1?

A. App2 only

B. App3 only

C. Appl and App3 only
D. App2 and App3 only
E. Appl, App2, and App3

Answer: D
NEW QUESTION 252

- (Exam Topic 4)
You have a Microsoft 365 subscription.

You use Microsoft Intune Suite to manage devices.
You have the iOS app protection policy shown in the following exhibit.

Access requirements

PIN for access
Sample PEN

Select memmum PIN length

Touch 1D instead of PIN for access (105

8+ /IP3d0s)
Overnde biometncs with PIN after
bmeout

Timéoul [minutes of mactnaty)

Face ID mstead of PIN for acceds (1OS

11+/iPadO5)
PIN reset after number of days
Number of days

App PIN when dewvce PIN 15 st

Work or school account credentuals for

eSS

Recheck the access reguirements after

{minutes of inactivity)

Conditional launch
Setting
Max PIN attempts
Offline grace penod

Offline grace penod

Jadlbroken/rooled dewvices

Require
Numenc
Allowy

6

Al

Requira

30
Block

No

Require
Requwre

Value

L

s |
Y]
o

Action

Reset PIN

Block access (minutes)
Wipe data (days)

Block access

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct

selection is worth one point,
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Answer Ares

After 30 minutes of inactivity, 2 wuser wall be prompled for their [andwer cholce]. | PIN only # |
account credentials onky 5
PIN and account cradentials

Entering the wiong PIN five imes will [answer chodce]. | bBlock sccess i
resel the app FiN
regel the device PN
wipe Company’ data
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1 = PIN only
Box 2 = reset the PIN app

iOS/iPadOS app protection policy settings - Microsoft Intune | Microsoft Learn https://learn.microsoft.com/en-us/mem/intune/apps/app-protection-policy-settings-ios

NEW QUESTION 254
- (Exam Topic 4)
You have devices that are not rooted enrolled in Microsoft Intune as shown in the following table.

Name Platform | IP address

B A - ™ - -
o 0 BLPONY F ) \

The devices are members of a group hamed Groupl.

In Intune, you create a device compliance location that has the following configurations:
* Name: Networkl

* IPv4 range: 192.168.0.0/16

In Intune. you create a device compliance policy for the Android platform. The policy has the following configurations:
* Name: Policyl

» Device health: Rooted devices: Block

* Locations: Location: Networkl

» Mark device noncompliant: Immediately

* Assigned: Groupl

The Intune device compliance policy has the following configurations:

» Mark devices with no compliance policy assigned as: Compliant

» Enhanced jailbreak detection: Enabled

» Compliance status validity period (days): 20

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Device1 is marked as compliant
Devicel 1s marked as compliamt
Device3 is marked as compliant

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Devicel is marked as compliant. = No Device2 is marked as compliant. = Yes Device3 is marked as compliant. = No

> Devicel is marked as noncompliant because it is rooted and the device compliance policy Policyl blocks rooted devices under the Device health settingl.

> Device?2 is marked as compliant because it is not rooted and it is within the network location Networkl that is specified in the device compliance policy
Policy11.

> Device3 is marked as noncompliant because it is outside the network location Network1 that is specified in the device compliance policy Policyll. The device
compliance location setting requires devices to be in a specific network range to be compliant2.

NEW QUESTION 256
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- (Exam Topic 4)
Your company has a computer named Computerl that runs Windows 10. Computed was used by a user who left the company.
You plan to repurpose Computerl and assign the computer to a new user. You need to redeploy Computerl by using Windows Autopilot.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
Actons Answer Area

piad 10 Tibe By using Microsoft [ntune

(samsrale & U5V Gl that contains the compute: information

0 @
Q 9

Genecnie 3 [SON Gl that confars the computer miormatson

Upload the fle Oy TN §2C 000 . &t

A. Mastered
B. Not Mastered

Answer: A

Explanation:
To redeploy Computerl by using Windows Autopilot, you need to perform the following three actions in sequence:

> Generate a JSON file that contains the computer information. This file specifies the Autopilot profile to be applied during the deployment. You can use the Get-
AutopilotProfilesForExistingDevices PowerShell script to generate this filel.

> Reset the computer. You can use the Windows Automatic Redeployment feature to trigger a reset from the login screen by pressing Ctrl + R and providing an
administrator account2. Alternatively, you can use the Windows Autopilot Reset feature to remotely reset the device from Intunel.

> Upload the file by running azcopy.exe. This step copies the JSON file to a blob storage account in Azure, where it can be accessed by the device during the
deployment. You need to specify the storage account name, access key, and container name as parameters for azcopy.exel.

NEW QUESTION 261
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name | Member of
Userl [ Group]
| User2 | GroupZ

You have devices enrolled in Microsoft Intune as shown in the following table.

—

.~ Name | Platform Member of |
Devicel | Windows 10 | Group1 |
| Device2 | Android | Group!

Device3 | 105 GroupZ
From Intune, you create and send a custom notification named Notification1 to Groupl.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 receives Notification1 on Device1. O O

User2 receives Notification1 on Device?2.

O
O

User1 receives Notification1 on Device3. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
A screenshot of a computer Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/mem/intune/remote-actions/custom-notifications
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NEW QUESTION 265
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Description

Groupl Azure AD group that contains a user named Userl

Group?2 Azure AD group that contains iOS devices

You create a Conditional Access policy named CAPolicyl that will block access to Microsoft Exchange Online from iOS devices. You assign CAPolicyl to Groupl.
You discover that Userl can still connect to Exchange Online from an iOS device. You need to ensure that CAPolicyl is enforced.
What should you do?

A. Configure a new terms of use (TOU).

B. Assign CAPolicyl to Group2.

C. Enable CAPolicyl

D. Add a condition in CAPolicyl to filter for devices.

Answer: B

Explanation:

Common signals that Conditional Access can take in to account when making a policy decision include the following signals:

* User or group membership

Policies can be targeted to specific users and groups giving administrators fine-grained control over access.

* Device

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access policies.
Use filters for devices to target policies to specific devices like privileged access workstations.

* Etc.

Reference: https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/overview

NEW QUESTION 268

- (Exam Topic 4)

You have a Microsoft Intune subscription that has the following device compliance policy settings: Mark devices with no compliance policy assigned as: Compliant
Compliance status validity period (days): 14

On January 1, you enroll Windows 10 devices in Intune as shown in the following table.

BitLocker Drive Scope
Name Encryption Firewall (Tags) Member of
(BitLocker)
Device1 Enabled Off Tag1 Group1
Device2 Disabled on Tag2 GroupZ

On January 4, you create the following two device compliance policies:
> Name: Policyl

> Platform: Windows 10 and later

> Require BitLocker: Require

> Mark device noncompliant: 5 days after noncompliance

> Scope (Tags): Tagl

> Name: Policy2

> Platform: Windows 10 and later

> Firewall: Require

> Mark device noncompliant: Immediately

> Scope (Tags): Tag2

On January 5, you assign Policyl and Policy2 to Groupl.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
On January 7, Device1 is marked as compliant. O O
On January 8, Device1 is marked as compliant. O O
On January 8, Device? is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: No.
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Policyl and Policy2 apply to Groupl which Devicel is a member of. Devicel does not meet the firewall requirement in Policy2 so the device will immediately be
marked as non-compliant.

Box 2: No

For the same reason as Box1. Box 3: Yes

Policyl and Policy2 apply to Groupl. Device2 is not a member of Groupl so the policies don’t apply.

The Scope (tags) have nothing to do with whether the policy is applied or not. The tags are used in RBAC.

NEW QUESTION 272

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and a computer that runs Windows 11. You need to create a customized installation of Microsoft 365 Apps for
enterprise.
Which four actions should you perform in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in the
correct order.

Actions Anpwer Area

B A sristh Y
BN setup. ene ANQ SDACITY IhE /packager SWECH

i the Micraseh Ofice Declowment Toal [ and run the seil-eviractng eacutable | s

O

oy 0

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Download ODT application

* 2. Create a configuration file (XML)

* 3. setup.exe /download to download the installation files

* 4, setup.exe /configure to deploy the application
https://learn.microsoft.com/en-us/deployoffice/deploy-microsoft-365-apps-local-source

NEW QUESTION 273

- (Exam Topic 4)

You have 100 computers that run Windows 10.

You plan to deploy Windows 11 to the computers by performing a wipe and load installation. You need to recommend a method to retain the user settings and the
user data.

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Actions Argwer Area

Conhgure kngwn folder redeechion m Microsoft Orelrwe
Run seanttate. eve
RLn Joadstate. oue

Enabie Enterprise State Roaming

(raate 3 gystem mage backup

.0
O,

Deploy Windows 11

Restore & System image backuy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 278

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All computers are enrolled in Microsoft Intune.

You have business requirements for securing your Windows 11 environment as shown in the following table.

Requirement Ensure that Microsoft Exchange Online
can be accessed from known locations

I.T‘IF‘IE}-
RequirementZ Lock a cevice that has a high Microsoft
Defender for Endpoint nsk score.

What should you implement to meet each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.

Answer Area

A_conditional access
A conditional access policy
A device compliance policy
| A device cr:unfng_u:atmn profile

Requirement1;

Requirement2: A device compliance policy v
A conditional access policy

A device compliance policy
| A device configuration profile

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Requirement1;
A device compliance policy
A device configuration profile
rRequirement2: A device compliance paolicy b

A device compliance policy

' A device configuration profile

NEW QUESTION 279

- (Exam Topic 4)

You have a Microsoft 365 subscription.

Users have iOS devices that are not enrolled in Microsoft 365 Device Management.

You create an app protection policy for the Microsoft Outlook app as shown in the exhibit. (Click the Exhibit

tab.)
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Dashboard > Chent apps - App protection pobicies > Create policy » Settings
Create policy X Settings X
::'1“':' Data protechon Y
Pl’.ﬂlﬂyi v} Default settings configured
Description SRR TR
Default settings configured
>

Default settings conhigured

0 scopels) selected

* App types @
Apps on unmanaged devices v |

&
i

1 app selected

TS
Default settings configured

You need to configure the policy to meet the following requirements:
> Prevent the users from using the Outlook app if the operating system version is less than 12.0.0.

> Require the users to use an alphanumeric passcode to access the Outlook app.
What should you configure in an app protection policy for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Prevent the users from using Outlook if the

_ s : v
operating system version is less than 12.0.0; ACCesS requirements
Conditional launch
Data protection
Scope
Require the users to use an alphanumeric v
passcode to access Outlook: _
Access requirements

Conditional launch
Data protection
Scope

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/app-protection-policy-settings-ios

NEW QUESTION 282

- (Exam Topic 4)

You have a Microsoft Deployment Toolkit (MDT) deployment share named DS1.

in the Out-of-Box Drivers node, you create folders that contain drivers for different hardware models.

You need to configure the Inject Drivers MDT task to use PnP detection to install the drivers for one of the hardware models.
What should you do first?

A. Import an OS package.
B. Create a selection profile.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version MD-102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MD-102-dumps.html (98 Q&AS)

C. Add a Gather task to the task sequence.
D. Add a Validate task to the task sequence.

Answer: B

NEW QUESTION 284

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 500 computers that run Windows 11. The computers are Azure AD joined and are enrolled in Microsoft Intune.
You plan to manage Microsoft Defender Antivirus on the computers. You need to prevent users from disabling Microsoft Defender Antivirus, What should you do?

A. From the Microsoft Intune admin center, create a security baseline.

B. From the Microsoft 365 Defender portal, enable tamper protection.

C. From the Microsoft Intune admin center, create an account protection policy.

D. From the Microsoft Intune admin center, create an endpoint detection and response (EDR) policy.

Answer: B

Explanation:

Tamper protection is a feature of Microsoft Defender Antivirus that prevents users or malicious software from disabling or modifying the antivirus settings. Tamper
protection can be enabled from the Microsoft 365 Defender portal for devices that are Azure AD joined and enrolled in Microsoft Intune. This will prevent users
from turning off Microsoft Defender Antivirus or changing its configuration through Windows Security, PowerShell, Registry, or Group Policy. References: [Enable
tamper protection]

NEW QUESTION 287

- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant. The tenant contains the users
shown in the following table.

Name @ Member of | On-premises sync
oy T Isabled

You assign Windows 10/11 Enterprise E5 licenses to Gtoupl and Uset2. You deploy the devices shown in the following table.
Name @ Operating system Joined to

[ { 4 4 M .
il 7

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
s s in t e, Device is uparaded to Windows 11 Enterprise automatica i
t Liserd signsinto ad. Device? iz upgraded to Windows 11 Enterprise automa Iy
I UserZ signs in to Uewiced, Dewices 15 upgraded 1o Windos Enlerprise au ally
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Ared
Statements Yes No
f Ueart gians o to Device. Dewice) i upagrade W e 11k B aiitomaticaty .
tUserd sians in to Ueviced, Deviced is upgraded to Windows 11 Enterprise automatic

NEW QUESTION 290
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- (Exam Topic 4)
You have a Microsoft 365 subscription that uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.

You plan to create Windows 11 device builds for the marketing and research departments The solution must meet the following requirements:
» Marketing department devices must support Windows Update for Business.

» Research department devices must have support for feature update versions for up to 36 months from release. What is the minimum Windows 11 edition
required for each department? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point

Answer Area

Marketing: Windows 11 Pro o
 Windows 11 Enterprise
Windows 11 Pro
| Windows 11 Pro for Workstations

Research: | Windows 11 Enterprise ¥
Windows 11 Enterpnse
| Windows 11 Pro
| Windows 11 Pro for Workstations

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Marketing: Windows 11 Pro v
!Wmdowa 11 Enterpnse

Windows 11 Pro

Windows 11 Pro for Workstations

Research: | Windows 11 Enterpri

Windows 11 Enterpnse
Windows 11 Pro

L\f}*ll‘!d?%‘ii 11 Pro for Workstations

NEW QUESTION 291
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