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NEW QUESTION 1
CCM: Cloud Controls Matrix (CCM) is a completely independent cloud assessment toolkit that does not map any existing standards.

A. True
B. False

Answer: B

NEW QUESTION 2
What is true of searching data across cloud environments?

A. You might not have the ability or administrative rights to search or access all hosted data.

B. The cloud provider must conduct the search with the full administrative controls.

C. All cloud-hosted email accounts are easily searchable.

D. Search and discovery time is always factored into a contract between the consumer and provider.
E. You can easily search across your environment using any E-Discovery tool.

Answer: A

NEW QUESTION 3
Which cloud storage technology is basically a virtual hard drive for instanced or VMs?

A. Volume storage
B. Platform

C. Database

D. Application

E. Object storage

Answer: A

NEW QUESTION 4
CCM: The Architectural Relevance column in the CCM indicates the applicability of the cloud security control to which of the following elements?

A. Service Provider or Tenant/Consumer
B. Physical, Network, Compute, Storage, Application or Data
C. SaaS, PaaS or laaS

Answer: C

NEW QUESTION 5
How can key management be leveraged to prevent cloud providers from inappropriately accessing customer data?

A. Use strong multi-factor authentication

B. Secure backup processes for key management systems

C. Segregate keys from the provider hosting data

D. Stipulate encryption in contract language

E. Select cloud providers within the same country as customer

Answer: C

NEW QUESTION 6
What item below allows disparate directory services and independent security domains to be interconnected?

A. Coalition

B. Cloud

C. Intersection
D. Union

E. Federation

Answer: E

NEW QUESTION 7

Which type of application security testing tests running applications and includes tests such as web vulnerability testing and fuzzing?
A. Code Review

B. Static Application Security Testing (SAST)

C. Unit Testing

D. Functional Testing

E. Dynamic Application Security Testing (DAST)

Answer: E

NEW QUESTION 8
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Any given processor and memory will nearly always be running multiple workloads, often from different tenants.

A. False
B. True

Answer: B

NEW QUESTION 9
A defining set of rules composed of claims and attributes of the entities in a transaction, which is used to determine their level of access to cloud-based resources
is called what?

A. An entitlement matrix
B. A support table

C. An entry log

D. A validation process
E. An access log

Answer: D

NEW QUESTION 10
Which of the following is one of the five essential characteristics of cloud computing as defined by NIST?

A. Multi-tenancy

B. Nation-state boundaries
C. Measured service

D. Unlimited bandwidth

E. Hybrid clouds

Answer: C

NEW QUESTION 10
What is true of a workload?

A. Itis a unit of processing that consumes memory
B. It does not require a hardware stack

C. Itis always a virtual machine

D. It is configured for specific, established tasks

E. It must be containerized

Answer: A

NEW QUESTION 15
ENISA: Which is a potential security benefit of cloud computing?

A. More efficient and timely system updates

B. ISO 27001 certification

C. Provider can obfuscate system O/S and versions

D. Greater compatibility with customer IT infrastructure
E. Lock-In

Answer: A

NEW QUESTION 17
What type of information is contained in the Cloud Security Alliance's Cloud Control Matrix?

A. Network traffic rules for cloud environments

B. A number of requirements to be implemented, based upon numerous standards and regulatory requirements
C. Federal legal business requirements for all cloud operators

D. A list of cloud configurations including traffic logic and efficient routes

E. The command and control management hierarchy of typical cloud company

Answer: B
NEW QUESTION 22
When configured properly, logs can track every code, infrastructure, and configuration change and connect it back to the submitter and approver, including the test

results.

A. False
B. True

Answer: B

NEW QUESTION 27
Which concept provides the abstraction needed for resource pools?
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A. Virtualization
B. Applistructure
C. Hypervisor
D. Metastructure
E. Orchestration

Answer: A

NEW QUESTION 31
CCM: The Cloud Service Delivery Model Applicability column in the CCM indicates the applicability of the cloud security control to which of the following elements?

A. Mappings to well-known standards and frameworks

B. Service Provider or Tenant/Consumer

C. Physical, Network, Compute, Storage, Application or Data
D. SaaS, PaaS or laaS

Answer: D

NEW QUESTION 32
Network logs from cloud providers are typically flow records, not full packet captures.

A. False
B. True

Answer: B

NEW QUESTION 36
The containment phase of the incident response lifecycle requires taking systems offline.

A. False
B. True

Answer: B

NEW QUESTION 39
How does virtualized storage help avoid data loss if a drive fails?

A. Multiple copies in different locations

B. Drives are backed up, swapped, and archived constantly
C. Full back ups weekly

D. Data loss is unavoidable with drive failures

E. Incremental backups daily

Answer: A
NEW QUESTION 41
Your cloud and on-premises infrastructures should always use the same network address ranges.

A. False
B. True

Answer: A
NEW QUESTION 43
If the management plane has been breached, you should confirm the templates/configurations for your infrastructure or applications have not also been

compromised.

A. False
B. True

Answer: A

NEW QUESTION 44

ENISA: Which is not one of the five key legal issues common across all scenarios:
A. Data protection

B. Professional negligence

C. Globalization

D. Intellectual property

E. Outsourcing services and changes in control

Answer: C

NEW QUESTION 48
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Which statement best describes why it is important to know how data is being accessed?

A. The devices used to access data have different storage formats.

B. The devices used to access data use a variety of operating systems and may have different programs installed on them.
C. The device may affect data dispersion.

D. The devices used to access data use a variety of applications or clients and may have different security characteristics.
E. The devices used to access data may have different ownership characteristics.

Answer: D

NEW QUESTION 53
ENISA: An example high risk role for malicious insiders within a Cloud Provider includes

A. Sales

B. Marketing

C. Legal counsel
D. Auditors

E. Accounting

Answer: D

NEW QUESTION 57
In which type of environment is it impractical to allow the customer to conduct their own audit, making it important that the data center operators are required to
provide auditing for the customers?

A. Multi-application, single tenant environments
B. Long distance relationships

C. Multi-tenant environments

D. Distributed computing arrangements

E. Single tenant environments

Answer: C

NEW QUESTION 60
Which of the following statements is true in regards to Data Loss Prevention (DLP)?

A. DLP can provide options for quickly deleting all of the data stored in a cloud environment.
B. DLP can classify all data in a storage repository.

C. DLP never provides options for how data found in violation of a policy can be handled.

D. DLP can provide options for where data is stored.

E. DLP can provide options for how data found in violation of a policy can be handled.

Answer: E

NEW QUESTION 61
CCM: A company wants to use the laaS offering of some CSP. Which of the following options for using CCM is NOT suitable for the company as a cloud
customer?

A. Submit the CCM on behalf of the CSP to CSA Security, Trust & Assurance Registry (STAR), a free, publicly accessible registry that documents the security
controls provided by CSPs

B. Use CCM to build a detailed list of requirements and controls that they want their CSP to implement

C. Use CCM to help assess the risk associated with the CSP

D. None of the above

Answer: D

NEW QUESTION 63
What are the encryption options available for SaaS consumers?

A. Any encryption option that is available for volume storage, object storage, or PaaS
B. Provider-managed and (sometimes) proxy encryption

C. Client/application and file/folder encryption

D. Object encryption Volume storage encryption

Answer: B

NEW QUESTION 66

What is true of companies considering a cloud computing business relationship?

A. The laws protecting customer data are based on the cloud provider and customer location only.

B. The confidentiality agreements between companies using cloud computing services is limited legally to the company, not the provider.
C. The companies using the cloud providers are the custodians of the data entrusted to them.

D. The cloud computing companies are absolved of all data security and associated risks through contracts and data laws.

E. The cloud computing companies own all customer data.

Answer: C
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NEW QUESTION 70
In volume storage, what method is often used to support resiliency and security?

A. proxy encryption

B. data rights management
C. hypervisor agents

D. data dispersion

E. random placement

Answer: D

NEW QUESTION 75
What are the primary security responsibilities of the cloud provider in the management infrastructure?

A. Building and properly configuring a secure network infrastructure

B. Configuring second factor authentication across the network

C. Properly configuring the deployment of the virtual network, especially the firewalls
D. Properly configuring the deployment of the virtual network, except the firewalls

E. Providing as many API endpoints as possible for custom access and configurations

Answer: D

NEW QUESTION 77
CCM: In the CCM tool, ais a measure that modifies risk and includes any process, policy, device, practice or any other actions which modify risk.

A. Risk Impact
B. Domain
C. Control Specification

Answer: C

NEW QUESTION 81
When investigating an incident in an Infrastructure as a Service (laaS) environment, what can the user investigate on their own?

A. The CSP server facility

B. The logs of all customers in a multi-tenant cloud
C. The network components controlled by the CSP
D. The CSP office spaces

E. Their own virtual instances in the cloud

Answer: E

NEW QUESTION 85
ENISA: Lock-in is ranked as a high risk in ENISA research, a key underlying vulnerability causing lock in is:

A. Lack of completeness and transparency in terms of use
B. Lack of information on jurisdictions

C. No source escrow agreement

D. Unclear asset ownership

E. Audit or certification not available to customers

Answer: A

NEW QUESTION 90
Which of the following is a perceived advantage or disadvantage of managing enterprise risk for cloud deployments?

A. More physical control over assets and processes.

B. Greater reliance on contracts, audits, and assessments due to lack of visibility or management.
C. Decreased requirement for proactive management of relationship and adherence to contracts.
D. Increased need, but reduction in costs, for managing risks accepted by the cloud provider.

E. None of the above.

Answer: B

NEW QUESTION 91

Who is responsible for the security of the physical infrastructure and virtualization platform?
A. The cloud consumer

B. The majority is covered by the consumer

C. It depends on the agreement

D. The responsibility is split equally

E. The cloud provider

Answer: E
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NEW QUESTION 94
When mapping functions to lifecycle phases, which functions are required to successfully process data?

A. Create, Store, Use, and Share
B. Create and Store

C. Create and Use

D. Create, Store, and Use

E. Create, Use, Store, and Delete

Answer: A
NEW QUESTION 99
REST APIs are the standard for web-based services because they run over HTTPS and work well across diverse environments.

A. False
B. True

Answer: B

NEW QUESTION 104
Your SLA with your cloud provider ensures continuity for all services.

A. False
B. True

Answer: A

NEW QUESTION 107
Without virtualization, there is no cloud.

A. False
B. True

Answer: B

NEW QUESTION 111
Which statement best describes the Data Security Lifecycle?

A. The Data Security Lifecycle has six stages, is strictly linear, and never varies.

B. The Data Security Lifecycle has six stages, can be non-linear, and varies in that some data may never pass through all stages.
C. The Data Security Lifecycle has five stages, is circular, and varies in that some data may never pass through all stages.

D. The Data Security Lifecycle has six stages, can be non-linear, and is distinct in that data must always pass through all phases.
E. The Data Security Lifecycle has five stages, can be non-linear, and is distinct in that data must always pass through all phases.

Answer: B

NEW QUESTION 113

What is a core tenant of risk management?

A. The provider is accountable for all risk management.

B. You can manage, transfer, accept, or avoid risks.

C. The consumers are completely responsible for all risk.

D. If there is still residual risk after assessments and controls are inplace, you must accept the risk.

E. Risk insurance covers all financial losses, including loss of customers.

Answer: B

NEW QUESTION 117
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