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NEW QUESTION 1
Which statement is correct regarding the use of application control for inspecting web applications?

A. Application control can identify child and parent applications, and perform different actions on them.
B. Application control signatures are organized in a nonhierarchical structure.

C. Application
D. Application

Answer: A

control does not require SSL inspection to identify web applications.
control does not display a replacement message for a blocked web application.

NEW QUESTION 2

Which timeout

A.SSLVPNid

setting can be responsible for deleting SSL VPN associated sessions?

le-timeout

B. SSL VPN http-request-body-timeout
C. SSL VPN login-timeout
D. SSL VPN dtls-hello-timeout

Answer: A

NEW QUESTION 3
Refer to the exhibit showing a debug flow output.

id=20085 trace id=1 func=print pkt detail line=5594 msg="vd-root:0 received a packet (proto=1,
10.0.1.10:19938->10.0.1.250:2048) from portl. type=8, code=0, 1id=19938, seg=1."
id=20085 trace id=1 func=init_ ip session common line=5760 mag="allocate a new session-00003dd:"
1d=20085 trace_id=1 func=vf ip route_input common line=2598 msg="find a route: flag=84000000 gw-
10.0.1.250 via root"
id=20085 trace id=2 func=print pkt detail line=5594 msg="vd-root:0 received a packet (proto=1,
10.0.1.250:19938->10.0.1.10:0) from local. type=0, code=0, id=19938, seg=1."

id=20085 trace_id=Z func=resolve_ip tuple fast line=5%675 msg="Find an existing session, id-

00003dd5, reply direction”

What two conclusions can you make from the debug flow output? (Choose two.)

A. The debug flow is for ICMP traffic.

B. The default

route is required to receive a reply.

C. Anew traffic session was created.
D. A firewall policy allowed the connection.

Answer: AC

NEW QUESTION 4
Refer to the exhibits.
Exhibit A shows system performance output. Exhibit B shows a FortiGate configured with the default configuration of high memory usage thresholds.

Exhibit A | ExRibit B

¥ get s
CPUI sta

ystem performance status
tes: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

CPUD states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softireg

Hemory:
Average
minutes
AveTage
Average
10 minu

2061108k total, 1854997k used (20%), 106111k free (5.1%), 100000k freeable (4.8%)
network usage: 83 /f 0 kbps in 1 minute, 81 f O kbps in 10 minutes, 81 / O kbps in 30

segsions: 5 sessions in 1 minute, 3 sessions in 10 minutes, 3 sessions in 30 minotes
spssion setup rate: O sessions per second in last 1 minote, 0 sessions per second in last
tas, 0 sessions per second inm last 30 minutes

Virus caught: 0 tetal in 1 minute
IPs attacks blocked: 0 total in 1 minute

Uptime:

10 days, 3 hours, 28 minutes

Exhibit A'| Exhibit B

cont

end

1g system global
set memory-use-threshold-red 88
set memory-use-threshold-extreme 95

set memory-use-threshold-green 82

Based on the system performance output, which two results are correct? (Choose two.)

A. FortiGate will start sending all files to FortiSandbox for inspection.
B. FortiGate has entered conserve mode.

C. Administrators cannot change the configuration.

D. Administrators can access FortiGate only through the console port.
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Answer: BD

NEW QUESTION 5

An administrator has configured the following settings:
config system settings

set ses-denied-traffic enable

end

config system global

set block-session-timer 30

end

What are the two results of this configuration? (Choose two.)

A. Device detection on all interfaces is enforced for 30 minutes.

B. Denied users are blocked for 30 minutes.
C. The number of logs generated by denied traffic is reduced.
D. A session for denied traffic is created.

Answer: AC

NEW QUESTION 6
Refer to the exhibit.

Which contains a session diagnostic output. Which statement is true about the session diagnostic output?

A. The session is in SYN_SENT state.

B. The session is in FIN_ACK state.

C. The session is in FTN_WAIT state.

D. The session is in ESTABLISHED state.

Answer: A

Explanation:

Indicates TCP (proto=6) session in SYN_SENT state (proto=state=2) https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 7

In consolidated firewall policies, IPv4 and IPv6 policies are combined in a single consolidated policy. Instead of separate policies. Which three statements are true

about consolidated IPv4 and IPv6 policy configuration? (Choose three.)

A. The IP version of the sources and destinations in a firewall policy must be different.

B. The Incoming Interfac
C. Outgoing Interfac

D. Schedule, and Service fields can be shared with both IPv4 and IPv6.

E. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 or IPv4 and IPv6 sources and destinations.
F. The IP version of the sources and destinations in a policy must match.

G. The policy table in the GUI will be consolidated to display policies with IPv4 and IPv6 sources and destinations.

Answer: BDE

NEW QUESTION 8

Which two statements explain antivirus scanning modes? (Choose two.)

A. In proxy-based inspection mode, files bigger than the buffer size are scanned.

B. In flow-based inspection mode, FortiGate buffers the file, but also simultaneously transmits it to the client.

C. In proxy-based inspection mode, antivirus scanning buffers the whole file for scanning, before sending it to the client.
D. In flow-based inspection mode, files bigger than the buffer size are scanned.

Answer: BC
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Explanation:

An antivirus profile in full scan mode buffers up to your specified file size limit. The default is 10 MB. That is large enough for most files, except video files. If your
FortiGate model has more RAM, you may be able to increase this threshold. Without a limit, very large files could exhaust the scan memory. So, this threshold
balances risk and performance. Is this tradeoff unique to FortiGate, or to a specific model? No. Regardless of vendor or model, you must make a choice. This is
because of the difference between scans in theory, that have no limits, and scans on real-world devices, that have finite RAM. In order to detect 100% of malware
regardless of file size, a firewall would need infinitely large RAM--something that no device has in the real world. Most viruses are very small. This table shows a

typical tradeoff. You can see that with the default 10 MB threshold, only 0.01% of viruses pass through.

NEW QUESTION 9
Which statement about video filtering on FortiGate is true?

A. Full SSL Inspection is not required.

B. It is available only on a proxy-based firewall policy.

C. It inspects video files hosted on file sharing services.

D. Video filtering FortiGuard categories are based on web filter FortiGuard categories.

Answer: B

NEW QUESTION 10
Refer to the exhibit.

# diagnose test application ipsmonitor

1: Display IPS engine information
: Toggle IPS engine enable/disable status
Display restart log
Clear restart log
Toggle bypass status
Stop all IPS engines
Restart all IPS engines and monitor

Examine the intrusion prevention system (IPS) diagnostic command.

Which statement is correct If option 5 was used with the IPS diagnostic command and the outcome was a decrease in the CPU usage?

A. The IPS engine was inspecting high volume of traffic.

B. The IPS engine was unable to prevent an intrusion attack .
C. The IPS engine was blocking all traffic.

D. The IPS engine will continue to run in a normal state.

Answer: A

NEW QUESTION 10

You have enabled logging on your FortiGate device for Event logs and all Security logs, and you have set up logging to use the FortiGate local disk . What is the

default behavior when the local disk is full?

A. Logs are overwritten and the only warning is issued when log disk usage reaches the threshold of 95%.
B. No new log is recorded until you manually clear logs from the local disk .

C. Logs are overwritten and the first warning is issued when log disk usage reaches the threshold of 75%.
D. No new log is recorded after the warning is issued when log disk usage reaches the threshold of 95%.

Answer: C

NEW QUESTION 15
What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scope of application control to the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.
C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

Answer: B

NEW QUESTION 19

Which statement about the IP authentication header (AH) used by IPsec is true?
A. AH does not provide any data integrity or encryption.

B. AH does not support perfect forward secrecy.

C. AH provides data integrity bur no encryption.

D. AH provides strong data integrity but weak encryption.

Answer: C

NEW QUESTION 22

An administrator needs to increase network bandwidth and provide redundancy.
What interface type must the administrator select to bind multiple FortiGate interfaces?
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A. VLAN interface

B. Software Switch interface
C. Aggregate interface

D. Redundant interface

Answer: C

NEW QUESTION 25

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 fails to come up. The

administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they match.

paort1 port2

HQ-FortiGate [ 10.10.100.10 .. 14 200.10

Remote-FortiGate
w b
Hetwork M Daark
P Version 2= 1P Warsinn Ly P
Rmt e Gatewary Static IP Address - Remote Gatiwiry Static IP Address .
IP Adidness 10.10.200.10 1P Address 1010100 10
Inbes fage = portl - Inderface = port! -
Local Gateway » Lital Gateway o
Mode Config | Mioele Config
MAT Traversal m Disshis  Forced NAT Traversal m Disable  Forced
Keepalive Frequency 10 Keepalhve Frequency 10
Dead Peer Detection Dicabie m On Demand Dead Peer Detection Disable  On idie
Forwand Ennar Cormection Egress [ Ingress Foreand Error Cormection Egress [ Ingress
8 Advanced... B Advanced...
Authenticathon Authenticatkon
Wtethioed Pre.shared Key - Maethod Pre-shared Key -
Prie-shared Ky sEssReEs - Pre-shared Ky SEREERES x
IKE IKE
Version 2 s 1 |
ks ot PO . 0 - cecion)
Main (ID protection) i l_mﬂ b Lo
Encryption AES256 = Agthentication SHAZ2S6 - M

Peer Options
Accept Types 32 H 30 29 o i S

Diffie-Hellman Group 21 2019 E1wOTE8

Aty peer D ¥ s EMEDs 201

Phase 1 Propoial | € Add Key Lifetime (seconds) | 86400
Encryption AES128 = Authentication SHA1 * X Local ID

Enciyplion AES2588 = Authentication SHAZ568 = X

3z 3 30 29 28 O 27
Diffie-Hellman Group 21 20 19 18 17 16
15 4 5 0 2 1

Key Lifetime (seconds) | 86400
Local ID

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, set IKE mode to Main (ID protection).

B. On both FortiGate devices, set Dead Peer Detection to On Demand.
C. On HQ-FortiGate, disable Diffie-Helman group 2.

D. On Remote-FortiGate, set port2 as Interface.

Answer: AD

NEW QUESTION 26
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