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NEW QUESTION 1

Your application consists of 10% writes and 90% reads. You currently service all requests through a Route53 Alias Record directed towards an AWS ELB, which
sits in front of an EC2 Auto Scaling Group. Your system is getting very expensive when there are large traffic spikes during certain news events, during which
many more people request to read similar data all at the same time. What is the simplest and cheapest way to reduce costs and scale with spikes like this?

A. Create an S3 bucket and asynchronously replicate common requests responses into S3 object

B. When a request comes in for a precomputed response, redirect to AWS S3.

C. Create another ELB and Auto Scaling Group layer mounted on top of the other system, adding a tier to the syste

D. Serve most read requests out of the top layer.

E. Create a CloudFront Distribution and direct Route53 to the Distributio

F. Use the ELB as an Origin and specify Cache Behaviours to proxy cache requests which can be served late.

G. Create a Memcached cluster in AWS ElastiCach

H. Create cache logic to serve requests which can be served late from the in-memory cache for increased performance.

Answer: C

Explanation:

CloudFront is ideal for scenarios in which entire requests can be served out of a cache and usage patterns involve heavy reads and spikiness in demand.

A cache behavior is the set of rules you configure for a given URL pattern based on file extensions, file names, or any portion of a URL path on your website (e.qg.,
*jpg). You can configure multiple cache behaviors for your web distribution. Amazon CloudFront will match incoming viewer requests with your list of URL
patterns, and if there is a match, the service will honor the cache behavior you configure for that URL pattern. Each cache behavior can include the following
Amazon CloudFront configuration values: origin server name, viewer connection protocol, minimum expiration period, query string parameters, cookies, and
trusted signers for private content.

Reference: https://aws.amazon.com/Cloudfront/dynamic-content/

NEW QUESTION 2
You need to perform ad-hoc business analytics queries on well-structured data. Data comes in constantly at a high velocity. Your business intelligence team can
understand SQL. What AWS service(s) should you look to first?

A. Kinesis Firehose + RDS

B. Kinesis Firehose + RedShift
C. EMR using Hive

D. EMR running Apache Spark

Answer: B

Explanation:

Kinesis Firehose provides a managed service for aggregating streaming data and inserting it into RedShift. RedShift also supports ad-hoc queries over well-
structured data using a SQL-compliant wire protocol, so the business team should be able to adopt this system easily.

Reference: https://aws.amazon.com/kinesis/firehose/detail|s/

NEW QUESTION 3
What is server immutability?

A. Not updating a server after creation.
B. The ability to change server counts.
C. Updating a server after creation.

D. The inability to change server count

Answer: A

Explanation:

disposable upgrades offer a simpler way to know if your application has unknown dependencies. The underlying EC2 instance usage is considered temporary or
ephemeral in nature for the period of deployment until the current release is active. During the new release, a new set of EC2 instances are rolled out by
terminating older instances. This type of upgrade technique is more common in an immutable infrastructure.

Reference: https://d0.awsstatic.com/whitepapers/overview-of-deployment-options-on-aws.pdf

NEW QUESTION 4

You run a clustered NoSQL database on AWS EC2 using AWS EBS. You need to reduce latency for database response times. Performance is the most important
concern, not availability. You did not perform the initial setup, someone without much AWS knowledge did, so you are not sure if they configured everything
optimally. Which of the following is NOT likely to be an issue contributing to increased latency?

A. The EC2 instances are not EBS Optimized.

B. The database and requesting system are both in the wrong Availability Zone.
C. The EBS Volumes are not using PIOPS.

D. The database is not running in a placement grou

Answer: B

Explanation:

For the highest possible performance, all instances in a clustered database like this one should be in a single Availability Zone in a placement group, using EBS
optimized instances, and using PIOPS SSD EBS Volumes. The particular Availability Zone the system is running in should not be important, as long as it is the
same as the requesting resources.

Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/placement-groups.html

NEW QUESTION 5
Fill the blanks: helps us track AWS API calls and transitions, helps to understand what resources we have now, and allows auditing credentials and logins.
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A. AWS Config, CloudTrail, IAM Credential Reports
B. CloudTrail, IAM Credential Reports, AWS Config
C. CloudTrail, AWS Config, IAM Credential Reports
D. AWS Config, IAM Credential Reports, CloudTrail

Answer: C

Explanation:

You can use AWS CloudTrail to get a history of AWS API calls and related events for your account. This includes calls made by using the AWS Management
Console, AWS SDKs, command line tools, and higher-level AWS services.

Reference: http://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

NEW QUESTION 6
You need to scale an RDS deployment. You are operating at 10% writes and 90% reads, based on your logging. How best can you scale this in a simple way?

A. Create a second master RDS instance and peer the RDS groups.

B. Cache all the database responses on the read side with CloudFront.
C. Create read replicas for RDS since the load is mostly reads.

D. Create a Multi-AZ RDS installs and route read traffic to standb

Answer: C

Explanation:

The high-availability feature is not a scaling solution for read-only scenarios; you cannot use a standby replica to serve read traffic. To service read-only traffic, you
should use a Read Replica. For more information, see Working with PostgreSQL, MySQL, and NlariaDB Read Replicas.

Reference: http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.NIultiAZ.html

NEW QUESTION 7
When thinking of DynamoDB, what are true of Global Secondary Key properties?

A. The partition key and sort key can be different from the table.

B. Only the partition key can be different from the table.

C. Either the partition key or the sort key can be different from the table, but not both.
D. Only the sort key can be different from the tabl

Answer: A

Explanation:

Global secondary index — an index with a partition key and a sort key that can be different from those on the table. A global secondary index is considered "global*
because queries on the index can span all of the data in a table, across all partitions.

Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Secondarylndexes.html

NEW QUESTION 8
You need to process long-running jobs once and only once. How might you do this?

A. Use an SNS queue and set the visibility timeout to long enough forjobs to process.

B. Use an SQS queue and set the reprocessing timeout to long enough forjobs to process.
C. Use an SQS queue and set the visibility timeout to long enough forjobs to process.

D. Use an SNS queue and set the reprocessing timeout to long enough forjobs to proces

Answer: C

Explanation:

The message timeout defines how long after a successful receive request SQS waits before allowing jobs to be seen by other components, and proper
configuration prevents duplicate processing.

Reference: http://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/MessagelLifecycle.ht ml

NEW QUESTION 9
You are designing a service that aggregates clickstream data in batch and delivers reports to subscribers via email only once per week. Data is extremely spikey,
geographically distributed, high-scale, and unpredictable. How should you design this system?

A. Use a large RedShift cluster to perform the analysis, and a fileet of Lambdas to perform record inserts into the RedShift table

B. Lambda will scale rapidly enough for the traffic spikes.

C. Use a CloudFront distribution with access log delivery to S3. Clicks should be recorded as querystring GETSs to the distributio

D. Reports are built and sent by periodically running EMR jobs over the access logs in S3.

E. Use API Gateway invoking Lambdas which PutRecords into Kinesis, and EMR running Spark performing GetRecords on Kinesis to scale with spike
F. Spark on EMR outputs the analysis to S3, which are sent out via email.

G. Use AWS Elasticsearch service and EC2 Auto Scaling group

H. The Autoscaling groups scale based on click throughput and stream into the Elasticsearch domain, which is also scalabl

I. Use Kibana to generate reports periodically.

Answer: B

Explanation:

Because you only need to batch analyze, anything using streaming is a waste of money. CloudFront is a Gigabit-Scale HTTP(S) global request distribution service,
so it can handle scale, geo-spread, spikes, and unpredictability. The Access Logs will contain the GET data and work just fine for batch analysis and email using
EMR.

Can | use Amazon CloudFront if | expect usage peaks higher than 10 Gbps or 15,000 RPS? Yes. Complete our request for higher limits here, and we will add
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more capacity to your account within two business days.
Reference: https://aws.amazon.com/Cloudfront/faqs/

NEW QUESTION 10

Your system automatically provisions EIPs to EC2 instances in a VPC on boot. The system provisions the whole VPC and stack at once. You have two of them per
VPC. On your new AWS account, your attempt to create a Development environment failed, after successfully creating Staging and Production environments in
the same region. What happened?

A. You didn't choose the Development version of the AMI you are using.

B. You didn't set the Development flag to true when deploying EC2 instances.
C. You hit the soft limit of 5 EIPs per region and requested a 6th.

D. You hit the soft limit of 2 VPCs per region and requested a 3r

Answer: C

Explanation:
There is a soft limit of 5 E|Ps per Region for VPC on new accounts. The third environment could not allocate the 6th EIP.
Reference: http://docs.aws.amazon.com/general/latest/gr/aws_service_|imits.html#limits_vpc

NEW QUESTION 10
To monitor API calls against our AWS account by different users and entities, we can use to create a history of calls in bulk for later review, and use for reacting to
AWS API calls in real-time.

A. AWS Config; AWS Inspector

B. AWS CloudTrail; AWS Config

C. AWS CloudTrail; CloudWatch Events
D. AWS Config; AWS Lambda

Answer: C

Explanation:
CloudTrail is a batch API call collection service, CloudWatch Events enables real-time monitoring of calls through the Rules object interface.
Reference: https://aws.amazon.com/whitepapers/security-at-scale-governance-in-aws/

NEW QUESTION 15
How does Amazon RDS multi Availability Zone model work?

A. A second, standby database is deployed and maintained in a different availability zone from master, using synchronous replication.
B. A second, standby database is deployed and maintained in a different availability zone from master using asynchronous replication.
C. A second, standby database is deployed and maintained in a different region from master using asynchronous replication.

D. A second, standby database is deployed and maintained in a different region from master using synchronous replication.

Answer: A

Explanation:
In a Multi-AZ deployment, Amazon RDS automatically provisions and maintains a synchronous standby replica in a different Availability Zone.
Reference: http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html

NEW QUESTION 18
Which of these is not an instrinsic function in AWS CloudFormation?

A. Fn::Equals
B. Fn:|f

C. Fn::Not

D. Fn::Parse

Answer: D

Explanation:

This is the complete list of Intrinsic Functions...: Fn::Base64, Fn::And, Fn::Equals, Fn::If, Fn::Not, Fn::Or, Fn::FindInMap, Fn::GetAtt, Fn::GetAZs, Fn::Join,
Fn::Select, Ref

Reference:

http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference.htmi

NEW QUESTION 23
What is the scope of an EC2 security group?

A. Availability Zone
B. Placement Group
C. Region

D. VPC

Answer: C
Explanation:

A security group is tied to a region and can be assigned only to instances in the same region. You can't enable an instance to communicate with an instance
outside its region using security group rules. Traffic
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from an instance in another region is seen as WAN bandwidth.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/resources.htmi

NEW QUESTION 28
You are building out a layer in a software stack on AWS that needs to be able to scale out to react to increased demand as fast as possible. You are running the
code on EC2 instances in an Auto Scaling Group behind an ELB. Which application code deployment method should you use?

A. SSH into new instances that come online, and deploy new code onto the system by pulling it from an S3 bucket, which is populated by code that you refresh
from source control on new pushes.

B. Bake an AMI when deploying new versions of code, and use that AMI for the Auto Scaling Launch Configuration.

C. Create a Dockerfile when preparing to deploy a new version to production and publish it to S3. Use UserData in the Auto Scaling Launch configuration to pull
down the Dockerfile from S3 and run it when new instances launch.

D. Create a new Auto Scaling Launch Configuration with UserData scripts configured to pull the latest code at all times.

Answer: B

Explanation:

the bootstrapping process can be slower if you have a complex application or multiple applications to install. Managing a fileet of applications with several build
tools and dependencies can be a challenging task during rollouts. Furthermore, your deployment service should be designed to do faster rollouts to take
advantage of Auto Scaling.

Reference: https://d0.awsstatic.com/whitepapers/overview-of-deployment-options-on-aws. pdf

NEW QUESTION 33
You need to perform ad-hoc analysis on log data, including searching quickly for specific error codes and reference numbers. Which should you evaluate first?

A. AWS Elasticsearch Service
B. AWS RedShift

C. AWS EMR

D. AWS DynamoDB

Answer: A

Explanation:

Amazon Elasticsearch Service (Amazon ES) is a managed service that makes it easy to deploy, operate, and scale Elasticsearch clusters in the AWS cloud.
Elasticsearch is a popular open-source search and analytics engine for use cases such as log analytics, real-time application monitoring, and click stream
analytics.

Reference:

http://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/what-is-amazon-elasticsearch-s ervice.html

NEW QUESTION 38
When thinking of AWS Elastic Beanstalk's model, which is true?

A. Applications have many deployments, deployments have many environments.
B. Environments have many applications, applications have many deployments.
C. Applications have many environments, environments have many deployments.
D. Deployments have many environments, environments have many application

Answer: C

Explanation:

Applications group logical services. Environments belong to Applications, and typically represent different deployment levels (dev, stage, prod, fo forth).
Deployments belong to environments, and are pushes of bundles of code for the environments to run.

Reference: http://docs.aws.amazon.com/elasticbeanstalk/latest/dg/ANelcome.html

NEW QUESTION 43

You are building a deployment system on AWS. You will deploy new code by bootstrapping instances in a private subnet in a VPC at runtime using UserData
scripts pointing to an S3 zip file object, where your code is stored. An ELB in a public subnet has network interfaces and connectMty to the instances. Requests
from users of the system are routed to the ELB via a Route53 A Record Alias. You do not use any VPC endpoints. Which is a risk of using this approach?

A. Route53 Alias records do not always update dynamically with ELB network changes after deploys.
B. If the NAT routing for the private subnet fails, deployments fail.

C. Kernel changes to the base AMI may render the code inoperable.

D. The instances cannot be in a private subnet if the ELB is in a public on

Answer: B

Explanation:

Since you are not using VPC endpoints, outbound requests for the code sitting in S3 are routed though the NAT for the VPC's private subnets. If this networking
fails, runtime bootstrapping through code

download will fail due to network unavailability and lack of access to the Internet, and thus Amazon S3. Reference:
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_NAT _Instance.html

NEW QUESTION 45
For AWS Auto Scaling, what is the first transition state a new instance enters after leaving steady state when scaling out due to increased load?
A. EnteringStandby

B. Pending
C. Terminating:Wait
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D. Detaching
Answer: B

Explanation:

When a scale out event occurs, the Auto Scaling group launches the required number of EC2 instances, using its assigned launch configuration. These instances
start in the Pending state. If you add a lifecycle hook to your Auto Scaling group, you can perform a custom action here. For more information, see Lifecycle
Hooks.

Reference: http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/AutoScalingGroupLifecycle.html

NEW QUESTION 46

Your serverless architecture using AWS API Gateway, AWS Lambda, and AWS DynamoDB experienced a large increase in traffic to a sustained 400 requests per
second, and dramatically increased in failure rates. Your requests, during normal operation, last 500 milliseconds on average. Your DynamoDB table did not
exceed 50% of provisioned throughput, and Table primary keys are designed correctly. What is the most likely issue?

A. Your API Gateway deployment is throttling your requests.

B. Your AWS API Gateway Deployment is bottlenecking on request (de)serialization.

C. You did not request a limit increase on concurrent Lambda function executions.

D. You used Consistent Read requests on DynamoDB and are experiencing semaphore loc

Answer: C

Explanation:

AWS API Gateway by default throttles at 500 requests per second steady-state, and 1000 requests per second at spike. Lambda, by default, throttles at 100
concurrent requests for safety. At 500 milliseconds (half of a second) per request, you can expect to support 200 requests per second at 100 concurrency. This is
less than the 400 requests per second your system now requires. Make a limit increase request via the AWS Support Console.

AWS Lambda: Concurrent requests safety throttle per account -> 100

Reference: http://docs.aws.amazon.com/general/latest/gr/aws_service_limits.htm|#[imits_|ambda

NEW QUESTION 51
Why are more frequent snapshots or EBS Volumes faster?

A. Blocks in EBS Volumes are allocated lazily, since while logically separated from other EBS Volumes, Volumes often share the same physical hardwar
B. Snapshotting the first time forces full block range allocation, so the second snapshot doesn't need to perform the allocation phase and is faster.

C. The snapshots are incremental so that only the blocks on the device that have changed after your last snapshot are saved in the new snapshot.

D. AWS provisions more disk throughput for burst capacity during snapshots if the drive has been pre-warmed by snapshotting and reading all blocks.

E. The drive is pre-warmed, so block access is more rapid for volumes when every block on the device has already been read at least one time.

Answer: B

Explanation:

After writing data to an EBS volume, you can periodically create a snapshot of the volume to use as a baseline for new volumes or for data backup. If you make
periodic snapshots of a volume, the snapshots are incremental so that only the blocks on the device that have changed after your last snapshot are saved in the
new snapshot. Even though snapshots are saved incrementally, the snapshot deletion process is designed so that you need to retain only the most recent
snapshot in order to restore the volume.

Reference: http://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/ebs-creating-snapshot.html

NEW QUESTION 52
Which of these is not a Pseudo Parameter in AWS CloudFormation?

A. AWS::StackName

B. AWS::Accountld

C. AWS::StackArn

D. AWS::NotificationARNs

Answer: C

Explanation:

This is the complete list of Pseudo Parameters: AWS::Account|d, AWS::NotificationARNs, AWS::NoValue, AWS::Region, AWS::Stackld, AWS::StackName
Reference:

http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.htmi

NEW QUESTION 53
What is the scope of an EBS volume?

A.VPC

B. Region

C. Placement Group
D. Availability Zone
Answer: D
Explanation:

An Amazon EBS volume is tied to its Availability Zone and can be attached only to instances in the same Availability Zone.
Reference: http://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/resources.htmi

NEW QUESTION 55
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You are experiencing performance issues writing to a DynamoDB table. Your system tracks high scores for video games on a marketplace. Your most popular
game experiences all of the performance issues. What is the most likely problem?

A. DynamoDB's vector clock is out of sync, because of the rapid growth in request for the most popular game.
B. You selected the Game ID or equivalent identifier as the primary partition key for the table.

C. Users of the most popular video game each perform more read and write requests than average.

D. You did not provision enough read or write throughput to the tabl

Answer: B

Explanation:

The primary key selection dramatically affects performance consistency when reading or writing to DynamoDB. By selecting a key that is tied to the identity of the
game, you forced DynamoDB to create a hotspot in the table partitions, and over-request against the primary key partition for the popular game. When it stores
data, DynamoDB dMdes a table's items into multiple partitions, and distributes the data primarily based upon the partition key value. The provisioned throughput
associated with a table is also dMded evenly among the partitions, with no sharing of provisioned throughput across partitions. Reference:
http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GuidelinesForTables.html#Guideli nesForTables.UniformWorkload

NEW QUESTION 59

You meet once per month with your operations team to review the past month's data. During the meeting, you realize that 3 weeks ago, your monitoring system
which pings over HTTP from outside AWS recorded a large spike in latency on your 3-tier web service API.

You use DynamoDB for the database layer, ELB, EBS, and EC2 for the business logic tier, and SQS, ELB, and EC2 for the presentation layer.

Which of the following techniques will NOT help you figure out what happened?

A. Check your CloudTrail log history around the spike's time for any API calls that caused slowness.
B. Review CloudWatch Metrics graphs to determine which component(s) slowed the system down.
C. Review your ELB access logs in S3 to see if any ELBs in your system saw the latency.

D. Analyze your logs to detect bursts in traffic at that tim

Answer: B

Explanation:

Metrics data are available for 2 weeks. If you want to store metrics data beyond that duration, you can retrieve it using our GetMetricStatistics API as well as a
number of applications and tools offered by AWS partners.

Reference: https://aws.amazon.com/cloudwatch/faqs/

NEW QUESTION 64
Which of these is not an intrinsic function in AWS CloudFormation?

A. Fn::Split

B. Fn::FindInMap
C. Fn::Select

D. Fn::GetAZs

Answer: A

Explanation:

This is the complete list of Intrinsic Functions...: Fn::Base64, Fn::And, Fn::Equals, Fn::If, Fn::Not, Fn::Or, Fn::FindInMap, Fn::GetAtt, Fn::GetAZs, Fn::Join,
Fn::Select, Ref

Reference:

http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference.htmi

NEW QUESTION 66
For AWS CloudFormation, which is true?

A. Custom resources using SNS have a default timeout of 3 minutes.

B. Custom resources using SNS do not need a <code>ServiceToken</code> property.

C. Custom resources using Lambda and <code>Code.ZipFile</code> allow inline nodejs resource composition.
D. Custom resources using Lambda do not need a <code>ServiceToken</code>property

Answer: C

Explanation:

Code is a property of the AWS::Lambda::Function resource that enables to you specify the source code of an AWS Lambda (Lambda) function. You can point to a
file in an Amazon Simple Storage Service (Amazon S3) bucket or specify your source code as inline text (for nodejs runtime environments only). Reference:
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-custom-resources.html

NEW QUESTION 69
Your team wants to begin practicing continuous delivery using CloudFormation, to enable automated builds and deploys of whole, versioned stacks or stack
layers. You have a 3-tier, mission-critical system. Which of the following is NOT a best practice for using CloudFormation in a continuous delivery environment?

A. Use the AWS CloudFormation <code>ValidateTemplate</code> call before publishing changes to AWS.

B. Model your stack in one template, so you can leverage CloudFormation's state management and dependency resolution to propagate all changes.

C. Use CloudFormation to create brand new infrastructure for all stateless resources on each push, and run integration tests on that set of infrastructure.
D. Parametrize the template and use <code>Mappings</code> to ensure your template works in multiple Regions.

Answer: B

Explanation:
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Putting all resources in one stack is a bad idea, since different tiers have different life cycles and frequencies of change. For additional guidance about organizing
your stacks, you can use two common frameworks: a multi-layered architecture and service-oriented architecture (SOA).

Reference:

http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/best-practices.html#organizingstack

NEW QUESTION 73
What is required to achieve gigabit network throughput on EC2? You already selected cluster-compute, 10GB instances with enhanced networking, and your
workload is already network-bound, but you are not seeing 10 gigabit speeds.

A. Enable biplex networking on your servers, so packets are non-blocking in both directions and there's no switching overhead.
B. Ensure the instances are in different VPCs so you don't saturate the Internet Gateway on any one VPC.

C. Select PIOPS for your drives and mount several, so you can provision sufficient disk throughput.

D. Use a placement group for your instances so the instances are physically near each other in the same Availability Zone.

Answer: D

Explanation:

You are not guaranteed 10gigabit performance, except within a placement group.

A placement group is a logical grouping of instances within a single Availability Zone. Using placement groups enables applications to participate in a low-latency,
10 Ghps network. Placement groups are recommended for applications that benefit from low network latency, high network throughput, or both. Reference:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/placement-groups.html

NEW QUESTION 77
You need to create an audit log of all changes to customer banking data. You use DynamoDB to store this customer banking data. |t's important not to lose any
information due to server failures. What is an elegant way to accomplish this?

A. Use a DynamoDB StreamSpecification and stream all changes to AWS Lambd

B. Log the changes toAWS CloudWatch Logs, removing sensitive information before logging.

C. Before writing to DynamoDB, do a pre-write acknoledgment to disk on the application sewer, removing sensitive information before loggin

D. Periodically rotate these log files into S3.

E. Use a DynamoDB StreamSpecification and periodically flush to an EC2 instance store, removing sensitive information before putting the object
F. Periodically flush these batches to S3.

G. Before writing to DynamoDB, do a pre-write acknoledgment to disk on the application sewer, removing sensitive information before loggin

H. Periodically pipe these files into CloudWatch Logs.

Answer: A

Explanation:

All suggested periodic options are sensitive to sewer failure during or between periodic flushes. Streaming to Lambda and then logging to CloudWatch Logs will
make the system resilient to instance and Availability Zone failures.
Reference: http://docs.aws.amazon.com/lambda/latest/dg/with-ddb.html

NEW QUESTION 79

You have an asynchronous processing application using an Auto Scaling Group and an SQS Queue. The Auto Scaling Group scales according to the depth of the
job queue. The completion velocity of the jobs has gone down, the Auto Scaling Group size has maxed out, but the inbound job velocity did not increase. What is a
possible issue?

A. Some of the newjobs coming in are malformed and unprocessable.

B. The routing tables changed and none of the workers can process events anymore.

C. Someone changed the IAM Role Policy on the instances in the worker group and broke permissions to access the queue.
D. The scaling metric is not functioning correctl

Answer: A

Explanation:

The IAM Role must be fine, as if it were broken, NO jobs would be processed since the system would never be able to get any queue messages. The same
reasoning applies to the routing table change. The scaling metric is fine, as instance count increased when the queue depth increased due to more messages
entering than exiting. Thus, the only reasonable option is that some of the recent messages must be malformed and unprocessable.

Reference:

https://github.com/andrew-templeton/cloudacademy/blob/fca920b45234bbe99cc0e8efbh9c65134884dd48 9/questions/null

NEW QUESTION 84

Your company wants to understand where cost is coming from in the company's production AWS account. There are a number of applications and services
running at any given time. Without expending too much initial development time, how best can you give the business a good understanding of which applications
cost the most per month to operate?

A. Create an automation script which periodically creates AWS Support tickets requesting detailed intra-month information about your bill.

B. Use custom CloudWatch Metrics in your system, and put a metric data point whenever cost is incurred.

C. Use AWS Cost Allocation Tagging for all resources which support i

D. Use the Cost Explorer to analyze costs throughout the month.

E. Use the AWS Price API and constantly running resource inventory scripts to calculate total price based on multiplication of consumed resources over time.

Answer: C

Explanation:

Cost Allocation Tagging is a built-in feature of AWS, and when coupled with the Cost Explorer, provides a simple and robust way to track expenses.

You can also use tags to filter views in Cost Explorer. Note that before you can filter views by tags in Cost Explorer, you must have applied tags to your resources
and activate them, as described in the following sections. For more information about Cost Explorer, see Analyzing Your Costs with Cost Explorer. Reference:
http://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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NEW QUESTION 89
Which of the following tools does not directly support AWS OpsWorks, for monitoring your stacks?

A. AWS Config

B. Amazon CloudWatch Nletrics
C. AWS CloudTrail

D. Amazon CloudWatch Logs

Answer: A

Explanation:

You can monitor your stacks in the following ways: AWS OpsWorks uses Amazon CloudWatch to provide thirteen custom metrics with detailed monitoring for each
instance in the stack; AWS OpsWorks integrates with AWS CloudTrail to log every AWS OpsWorks API call and store the data in an Amazon S3 bucket; You can
use Amazon CloudWatch Logs to monitor your stack's system, application, and custom logs. Reference:
http://docs.aws.amazon.com/opsworks/latest/userguide/monitoring.htmi

NEW QUESTION 93
What is a circular dependency in AWS CloudFormation?

A. When a Template references an earlier version of itself.

B. When Nested Stacks depend on each other.

C. When Resources form a DependOn loop.

D. When a Template references a region, which references the original Templat

Answer: C

Explanation:

To resolve a dependency error, add a DependsOn attribute to resources that depend on other resources in your template. In some cases, you must explicitly
declare dependencies so that AWS CloudFormation can create or delete resources in the correct order. For example, if you create an Elastic IP and a VPC

with an Internet gateway in the same stack, the Elastic IP must depend on the Internet gateway attachment. For additional information, see DependsOn Attribute.
Reference: http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.htm|#troubjeshootin g-errors-dependence-error

NEW QUESTION 96

You are designing a system which needs, at minimum, 8 m4.large instances operating to service traffic. When designing a system for high availability in the us-
east-1 region, which has 6 Availability Zones, you company needs to be able to handle death of a full availability zone. How should you distribute the

servers, to save as much cost as possible, assuming all of the EC2 nodes are properly linked to an ELB? Your VPC account can utilize us-east-1's AZ's a through
f, inclusive.

A. 3 servers in each of AZ's a through d, inclusive.
B. 8 servers in each of AZ's a and b.

C. 2 servers in each of AZ's a through e, inclusive.
D. 4 servers in each of AZ's a through c, inclusiv

Answer: C

Explanation:

You need to design for N+1 redundancy on Availability Zones. ZONE_COUNT = (REQUIRED_INSTANCES / INSTANCE_COUNT_PER_ZONE) + 1. To minimize
cost, spread the instances across as many possible zones as you can. By using a though e, you are allocating 5 zones. Using 2 instances, you have 10 total
instances. If a single zone fails, you have 4 zones left, with 2 instances each, for a total of 8 instances. By spreading out as much as possible, you have increased
cost by only 25% and significantly de-risked an availability zone failure.

Reference:

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#concepts- regions-availability-zones

NEW QUESTION 101
You need to create a Route53 record automatically in CloudFormation when not running in production during all launches of a Template. How should you
implement this?

A. Use a <code>Parameter</code> for <code>environment</code>, and add a <code>Condition</code> on the Route53 <code>Resource</code> in the template
to create the record only when<code>environment</code> is not <code>production</code>.

B. Create two templates, one with the Route53 record value and one with a null value for the recor

C. Use the one without it when deploying to production.

D. Use a <code>Parameter</code> for <code>environment</code>, and add a <code>Condition</code> on the Route53 <code>Resource</code> in the template
to create the record with a null string when<code>environment</code> is <code>production</code>.

E. Create two templates, one with the Route53 record and one without i

F. Use the one without it when deploying to production.

Answer: A
Explanation:
The best way to do this is with one template, and a Condition on the resource. Route53 does not allow null strings for records.

Reference:
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html

NEW QUESTION 102
What is the scope of an EBS snapshot?

A. Availability Zone
B. Placement Group
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C. Region
D. VPC

Answer: C

Explanation:

An EBS snapshot is tied to its region and can only be used to create volumes in the same region. You can copy a shapshot from one region to another. For more
information, see Copying an Amazon EBS Snapshot.

Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/resources.htmi

NEW QUESTION 106
When thinking of AWS Elastic Beanstalk, which statement is true?

A. Worker tiers pull jobs from SNS.
B. Worker tiers pull jobs from HTTP.
C. Worker tiers pull jobs from JSON.
D. Worker tiers pull jobs from SQ

Answer: D

Explanation:

Elastic Beanstalk installs a daemon on each Amazon EC2 instance in the Auto Scaling group to process Amazon SQS messages in the worker environment. The
daemon pulls data off the Amazon SQS queue, inserts it into the message body of an HTTP POST request, and sends it to a user-configurable URL path on the
local host. The content type for the message body within an HTTP POST request is application/json by default.

Reference:

http://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features-managing-env-tiers.html

NEW QUESTION 108
Your company needs to automate 3 layers of a large cloud deployment. You want to be able to track this deployment's evolution as it changes over time, and
carefully control any alterations. What is a good way to automate a stack to meet these requirements?

A. Use OpsWorks Stacks with three layers to model the layering in your stack.

B. Use CloudFormation Nested Stack Templates, with three child stacks to represent the three logicallayers of your cloud.

C. Use AWS Config to declare a configuration set that AWS should roll out to your cloud.

D. Use Elastic Beanstalk Linked Applications, passing the important DNS entires between layers using the metadata interface.

Answer: B

Explanation:

Only CloudFormation allows source controlled, declarative templates as the basis for stack automation. Nested Stacks help achieve clean separation of layers
while simultaneously providing a method to control all layers at once when needed.

Reference:

https://blogs.aws.amazon.com/application-management/post/TxIT9JYOOS8ABYI/Use-Nested-Stacks-to- Create-Reusable-Templates-and-Support-Role-
Specialization

NEW QUESTION 109
Your application's Auto Scaling Group scales up too quickly, too much, and stays scaled when traffic decreases. What should you do to fix this?

A. Set a longer cooldown period on the Group, so the system stops overshooting the target capacit

B. The issue is that the scaling system doesn't allow enough time for new instances to begin servicing requests before measuring aggregate load again.

C. Calculate the bottleneck or constraint on the compute layer, then select that as the new metric, and set the metric thresholds to the bounding values that begin
to affect response latency.

D. Raise the CloudWatch Alarms threshold associated with your autoscaling group, so the scaling takes more of an increase in demand before beginning.

E. Use larger instances instead of lots of smaller ones, so the Group stops scaling out so much and wasting resources as the OS level, since the OS uses a higher
proportion of resources on smaller instances.

Answer: B

Explanation:

Systems will always over-scale unless you choose the metric that runs out first and becomes constrained first. You also need to set the thresholds of the metric
based on whether or not latency is affected by the change, tojustify adding capacity instead of wasting money.

Reference: http://docs.aws.amazon.com/AutoScaling/latest/DeveloperGuide/policy_creating.htmi

NEW QUESTION 111

You need the absolute highest possible network performance for a cluster computing application. You already selected homogeneous instance types supporting
10 gigabit enhanced networking, made sure that your workload was network bound, and put the instances in a placement group. What is the last optimization you
can make?

A. Use 9001 MTU instead of 1500 for Jumbo Frames, to raise packet body to packet overhead ratios.

B. Segregate the instances into different peered VPCs while keeping them all in a placement group, so each one has its own Internet Gateway.
C. Bake an AMI for the instances and relaunch, so the instances are fresh in the placement group and donot have noisy neighbors.

D. Turn off SYN/ACK on your TCP stack or begin using UDP for higher throughpu

Answer: A
Explanation:

For instances that are collocated inside a placement group, jumbo frames help to achieve the maximum network throughput possible, and they are recommended
in this case. For more information, see Placement Groups.
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Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network _mtu.htm|#jumbo_frame_instances

NEW QUESTION 112
Your CTO is very worried about the security of your AWS account. How best can you prevent hackers from completely hijacking your account?

A. Use short but complex password on the root account and any administrators.

B. Use AWS IAM Geo-Lock and disallow anyone from logging in except for in your city.

C. Use MFA on all users and accounts, especially on the root account.

D. Don't write down or remember the root account password after creating the AWS accoun

Answer: C

Explanation:

For increased security, we recommend that you configure multi-factor authentication (MFA) to help protect your AWS resources. MFA adds extra security because
it requires users to enter a unique authentication code from an approved authentication device or SMS text message when they access AWS websites or services.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

NEW QUESTION 117
If you're trying to configure an AWS Elastic Beanstalk worker tier for easy debugging if there are problems finishing queue jobs, what should you configure?

A. Configure Rolling Deployments.

B. Configure Enhanced Health Reporting
C. Configure Blue-Green Deployments.
D. Configure a Dead Letter Queue

Answer: D

Explanation:

Elastic Beanstalk worker environments support Amazon Simple Queue Service (SQS) dead letter queues. A dead letter queue is a queue where other (source)
gueues can send messages that for some reason could not be successfully processed. A primary benefit of using a dead letter queue is the ability to sideline and
isolate the unsuccessfully processed messages. You can then analyze any messages sent

to the dead letter queue to try to determine why they were not successfully processed. Reference:
http://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features-managing-env-tiers.html#worker-d eadletter

NEW QUESTION 121
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