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NEW QUESTION 1

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features, Q 8
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. 0 O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. & o
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
All Azure Active Directory (Azure AD) license editions include the same features, Q Q
You can manage an Azure Active Directory (Azure AD) tenant by using the Azure portal. 2 O
You must deploy Azure virtual machines to host an Azure Active Directory (Azure AD) tenant. & L8
NEW QUESTION 2
HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
w provides best practices from Microsoft employees, parners, and customers,
Azure Blueprints including toots and guidance to assist in an Azure deployment
Azure Policy
The Microsoft Cloud Adoption Framework for Azure
Aresource lock
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

w provides best practices from Microsoft employees, parners, and customers,
Azure Blueprints including tools and guidance to assist in an Azure deployment.
Azure Policy
The Microsoft Cloud Adoption Framework for Azure
A resource lock

NEW QUESTION 3
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

w» is used to identify, hold, and export elecironic
Customer Lockbox information that might be used in an investigation.
Data loss prevention (DLP)
eDiscovery
A resource lock

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

« s used to identify, hold, and export electronic
Customer Lockbox information that might be used in an investigation

jon (DLP)
eDiscovery
resource oc

NEW QUESTION 4

HOTSPOT

Select the answer that correctly completes the sentence.
Answer Area

You can manage Microsoft Intune by using the “
Azure Active Directory admin center.
Microsoft 265 compliance center.
Microsoft 365 security center,
Microsoft Endpoint Manager admin center.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

You can manage Microsoft Intune by using the v
Azure Active Directory admin center.
Microsoft 365 compliance center.
Microsoft 365 security center.
Microsoft Endpoint Manager admin center.

NEW QUESTION 5
Which score measures an organization's progress in completing actions that help reduce risks associated to data protection and regulatory standards?

A. Microsoft Secure Score

B. Productivity Score

C. Secure score in Azure Security Center
D. Compliance score

Answer: D

NEW QUESTION 6
In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?

A. the management of mobile devices

B. the permissions for the user data stored in Azure
C. the creation and management of user accounts
D. the management of the physical hardware

Answer: D

NEW QUESTION 7
In a hybrid identity model, what can you use to sync identities between Active Directory Domain Services (AD DS) and Azure Active Directory (Azure AD)?

A. Active Directory Federation Services (AD FS)
B. Azure Sentinel

C. Azure AD Connect

D. Azure Ad Privileged Identity Management (PIM)

Answer: C
NEW QUESTION 8
HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal. 0O @)
Conditional access policies apply before first-factor authentication is O O
complete.
Conditional access policies can trigger multi-factor authentication 0 @)

(MFA) if a user attempts to access a specific application.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Conditional access policies can use the device state as a signal. 0 O
Conditional access policies apply before first-factor authentication is @] (@]
complete.
Conditional access policies can tngger multi-factor authentication @) @)

(MFA)If a user attempls to access a specific application,

NEW QUESTION 9

HOTSPOT
Select the answer that correctly completes the sentence.
Hot Area:
Answer Area
« Is a cloud-based solution that leverages on-premises Active Directory signals
Microsoft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
Microsoft Defender for Identity
Microsoft Defender for Office 365
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

« is a cloud-based solution that leverages on-premises Active Directory signals
Microsoft Cloud App Security to identify, detect, and investigate advanced threats,
Microsoft Defender for Endpoint
Microsoft Defender for Identity
Microsoft Defender for Office 365

NEW QUESTION 10
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

Azure Active Directory (Azure AD) is -
an extended detection and response (XDR) system

used for authentication and authonization. | ap identity provider

a management group

a security infarmation and event management (SIEM) system

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

Azure Active Directory (Azure ADY) 15 -

an extended detection and response (XDR) systemn
used for authentication and authonzation. | an identity provider

a management group
a secunty information and event management (SIEM) system

NEW QUESTION 10
HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area

» can use condifional access policies
Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to control sessions in real time
Azure Defender
Azure Sentinel
Microsoft Cloud App Securnty

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

« can use conditional access policies
Azure Active Directory {Azure AD) Privileged ldentity Management (PIM) | to control sessions in real time
Azure Defender
Azure Sentinel
Microsoft Cloud App Security

NEW QUESTION 15

HOTSPOT

Select the answer that correctly completes the sentence.

Hot Area:

Answer Area
Azure DDoS Protection Standard can be used to protect

Azure Active Directory (Azure AD) applications.
Azure Active Directory (Azure AD) users,
resource groups.
virtual networks.

A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Azure DDoS Protection Standard can be used to protect

Azure Active Directory (Azure AD) applications.

Azure Active Directony (Azure AD) users.
rESOUNCE groups.
virtual networks.

NEW QUESTION 18

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
Statements Yes Mo
Azure Defender can detect vulnerabilities and threats for Azure Storage. o o
Cloud Security Posture Management (CSPM) is available for all Azure subscriptions. O O
Azure Security Center can evaluate the security of workloads deployed to Azure or on- O O
premises,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
Azure Defender can detect vulnerabilities and threats for Azure Storage. Q 8
Cloud Security Posture Management (CSPM) is available for all Azure subscriplions. 0 i
Azure Security Center can evaluate the security of workloads deployed to Azure or on- O O

premises,

NEW QUESTION 23

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

With Advanced Audit in Microsoft 365, you can identify when O O
email items were accessed.

Advanced Audit in Microsoft 365 supports the same retention O O
period of audit logs as core auditing.

Advanced Audit in Microsoft 365 allocates customer-dedicated O O
bandwidth for accessing audit data.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes -

The MailltemsAccessed event is a mailbox auditing action and is triggered when mail data is accessed by mail protocols and mail clients.

Box 2: No -

Basic Audit retains audit records for 90 days.

Advanced Audit retains all Exchange, SharePoint, and Azure Active Directory audit records for one year. This is accomplished by a default audit log retention
policy that retains any audit record that contains the value of Exchange, SharePoint, or AzureActiveDirectory for the Workload property (which indicates the service
in which the activity occurred) for one year.

Box 3: yes -

Advanced Audit in Microsoft 365 provides high-bandwidth access to the Office 365 Management Activity API.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/advanced-audit?view=0365-worldwide https://docs.microsoft.com/en-
us/microsoft-365/compliance/auditing-solutions-overview?view=0365-worldwide#licensing-requirements https://docs.microsoft.com/en-us/office365/servicedescripti
ons/microsoft-365-service-descriptions/microsoft-365-tenantlevel-services-licensing-guidance/microsoft-365-security-compliance-licensing-guidance#advanced-
audit

NEW QUESTION 25

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes

Azure Active Directory (Azure AD) Identity Protection can add users to (0]

groups based on the users’ risk level

Azure Active Directory (Azure AD) ldentity Protection can detect whether O

user credentials were leaked to the public.

Azure Active Directory (Azure AD) Identity Protection can be used to O

invoke Multi-Factor Authentication based on a user's risk level.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes

Azure Active Directory (Azure AD) Identity Protection can add users to ®)
groups based on the users’ risk level.

Azure Active Directory (Azure AD) Identity Protection can detect whether O
user credentials were leaked to the public.

Azure Active Directory (Azure AD) Identity Protection can be used to @
invoke Multi-Factor Authentication based on a user's risk level,

NEW QUESTION 30

No

No

Which Microsoft 365 compliance center feature can you use to identify all the documents on a Microsoft SharePoint Online site that contain a specific key word?

A. Audit

B. Compliance Manager
C. Content Search

D. Alerts

Answer: C
NEW QUESTION 31

HOTSPOT
Select the answer that correctly completes the sentence.

Answer Area
Compliance Manager assesses compliance data -
continually
maonthly
on-demand
quarterly
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Compliance Manager assesses compliance data -
continually
monthly
on-demand
quarterly
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NEW QUESTION 35
Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?

A. Content Search
B. sensitivity labels
C. retention policies
D. eDiscovery

Answer: B

NEW QUESTION 37

What is a use case for implementing information barrier policies in Microsoft 365?

A. to restrict unauthenticated access to Microsoft 365

B. to restrict Microsoft Teams chats between certain groups within an organization

C. to restrict Microsoft Exchange Online email between certain groups within an organization
D. to restrict data sharing to external email recipients

Answer: B

NEW QUESTION 39

What can you use to provision Azure resources across multiple subscriptions in a consistent manner?
A. Azure Defender

B. Azure Blueprints

C. Azure Sentinel

D. Azure Policy

Answer: B

NEW QUESTION 41
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