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NEW QUESTION 1
Which of the following BEST indicates that a change management process has been implemented successfully?

A. Maturity levels

B. Degree of control

C. Process performance
D. Outcome measures

Answer: C

NEW QUESTION 2
Which of the following roles should approve major IT purchases to help prevent conflicts of interest?

A. IT steering committee

B. Chief information officer (CIO)

C. Chief compliance officer

D. Project management office (PMO)

Answer: A

NEW QUESTION 3
Two large financial institutions with different corporate cultures are engaged in a merger. From a governance perspective, which of the following should be the
GREATEST concern?

A. Technology infrastructure

B. Risk appetite

C. Combined cost of operations

D. Enterprise architecture (EA) integration

Answer: D

NEW QUESTION 4
Which of the following is the BEST approach to assist an enterprise in planning for iT-enabled investments?

A. Enterprise architecture (EA) .
B. IT process mapping

C. Task management

D. Service level management

Answer: A

NEW QUESTION 5
A financial institution with a highly regarded reputation for protecting customer interests has recently
deployed a mobile payments program. Which of the following key risk indicators (KRIs) would be of MOST interest to the CIO?

A. Number of failed software updates on mobile devices
B. Percentage of incomplete transactions

C. Failure rate of point-of-sale systems

D. Total volume of suspicious transactions

Answer: D

NEW QUESTION 6
An enterprise has identified potential environmental disasters that could occur in the area where its data center is located. Which of the following should be done
NEXT?

A. Implement an early warning detection and notification system.
B. Assess the likelihood and impact on the data center.

C. Relocate the data center to minimize the threat.

D. Assess how the data center is protected against the threat.

Answer: B

NEW QUESTION 7

Which of the following should be identified FIRST when determining appropriate IT key risk indicators (KRIs)?
A. IT-related risk

B. IT controls

C. IT threats

D. IT objectives

Answer: C
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NEW QUESTION 8

An enterprise is developing several consumer-based services using emerging technologies involving sensitive personal data. The CIO is under pressure to ensure
the enterprise is first to market, but security scan results have not been adequately addressed. Reviewing which of the following will enable the CIO to make the
BEST decision for the customers?

A. Acceptable use policy

B. Risk register

C. Ethics standards

D. Change management policy

Answer: B

NEW QUESTION 9
Which of the following should be the MOST important consideration for a hospital planning to use cloud services and mobile applications?

A. Privacy requirements
B. Data classification

C. Acceptable use policy
D. Internet connectivity

Answer: A

NEW QUESTION 10
An IT value delivery framework PRIMARILY helps an enterprise

A. increase transparency of value to the enterprise
B. assist top management in approving IT projects
C. improve value of successful IT projects

D. optimize value to the enterprise.

Answer: D

NEW QUESTION 10
When evaluating the process for acquiring third-party IT resources, management identified several suppliers with repeated downtime issues impacting the
enterprise. Which of the following is the BEST approach to help ensure future service delivery in accordance with business objectives?

A. Establish key performance indicators (KPIs)
B. Appoint a procurement oversight committee
C. Establish key risk indicators (KRIs).

D. Implement contract monitoring.

Answer: A

NEW QUESTION 15
An IT governance committee is defining a risk management policy for a portfolio of IT-enabled investments Which of the following should be the PRIMARY
consideration when developing the policy?

A. Risk management framework

B. Possible investment failures

C. Value obtained with minimum risk
D. Risk appetite of the enterprise

Answer: D

NEW QUESTION 17

Which of the following is MOST important to review during IT strategy development?
A. Industry best practices

B. IT balanced scorecard

C. Current business environment

D. Data flows that indicate areas requiring IT support

Answer: C

NEW QUESTION 22

The use of an enterprise architecture (EA) framework BEST supports IT governance by providing:
A. key information for IT service level management.

B. reference models to align IT with business.

C. IT standards for application development

D. business information for IT capacity planning.

Answer: D

NEW QUESTION 25
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Which of the following would BEST help to improve an enterprise's ability to manage large IT investment projects?

A. Creating a change management board

B. Reviewing and evaluating existing business cases

C. Implementing a review and approval process for each phase
D. Publishing the IT approval process online for wider scrutiny

Answer: C

NEW QUESTION 28
Following a re-prioritization of business objectives by management, which of the following should be performed FIRST to allocate resources to IT processes?

A. Perform a maturity assessment.

B. Implement a RACI model.

C. Refine the human resource management plan.
D. Update the IT strategy.

Answer: C

NEW QUESTION 33
Which of the following is the BEST way for an organization to minimize the difference between expected and delivered services when acquiring resources?

A. Negotiate service level agreements (SLAS)

B. Measure service delivery using industry benchmarks
C. Require quarterly benefits realization reporting

D. Include a right-to-audit clause in the contract.

Answer: A

NEW QUESTION 36
A CIO believes that a recent mission-critical IT decision by the board of directors is not in the best financial interest of all stakeholders. Which of the following is the
MOST ethical course of action?

A. Share concerns with the legal department.

B. Request a meeting with the board.

C. Engage an independent cost-benefit analysis.

D. Request an internal audit review of the board's decision.

Answer: B

NEW QUESTION 40
A major data leakage incident at an enterprise has resulted in a mandate to strengthen and enforce current data governance practices. Which of the following
should be done FIRST to achieve this objective?

A. Assess data security controls.
B. Review data logs.

C. Analyze data quality.

D. Verify data owners.

Answer: A

NEW QUESTION 41
A board of directors is concerned that a major IT implementation has the potential to significantly disrupt enterprise operations. Which of the following would be
MOST helpful in identifying the extent of the potential impact of the disruption?

A. An analysis of the current enterprise risk appetite

B. An earned value analysis (EVA) of the implementation

C. Arisk assessment of the implementation

D. A review of lessons learned from previous implementations

Answer: C

NEW QUESTION 43

An enterprise is trying to increase the maturity of its IT process from being ad hoc to being repeatable. Which of the following is the PRIMARY benefit of this
change?

A. Process optimization is embedded across the organization.

B. Required outcomes are mapped to business objectives.

C. Process performance is measured in business terms.

D. Required outcomes are more frequently achieved.

Answer: D

NEW QUESTION 46
Which of the following would BEST support an enterprise's initiative to incorporate desired organizational behaviors into the IT governance framework?
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A. Enterprise code of ethics

B. Risk mitigation strategies and action plans

C. Documented consequences for noncompliance
D. Enterprise RACI matrix

Answer: A

NEW QUESTION 49
When establishing a risk management process which of the following should be the FIRST step?

A. Determine the probability of occurrence
B. Identify threats

C. Identify assets

D. Assess risk exposures

Answer: C

NEW QUESTION 53
A business has outsourced IT operations to several third-party providers, but service level agreements (SLAs) are not clearly defined in all cases. Which of the
following is the GREATEST risk to the business?

A. Costs are not measurable.

B. Third parties could provide overlapping services.
C. The scope of work is not clearly defined.

D. Quality of services is not enforceable.

Answer: D

NEW QUESTION 55
An organization's board of directors has questioned the value provided by IT key performance indicators (KPIs). Which of the following is the BEST way to
determine whether the KPIs adequately support organizational objectives?

A. Define a strategy for IT measurement.

B. Define policies and procedures around current KPIs.

C. Review the KPIs with key business executives.

D. Work directly with the CEO to identify what measures should be used.

Answer: C

NEW QUESTION 58
From a governance perspective, the PRIMARY goal of an IT risk optimization process should be to ensure:

A. IT risk thresholds are defined in the enterprise architecture (EA).
B. the IT risk mitigation strategy is approved by management.

C. IT risk is mapped to the balanced scorecard.

D. the impact of IT risk to the enterprise is managed.

Answer: D

NEW QUESTION 59
An enterprise incurred penalties for noncompliance with privacy regulations. Which of the following is MOST important to ensure appropriate ownership of access
controls to address this deficiency?

A. Authenticating access to information assets based on roles or business rules.
B. Implementing multi-factor authentication controls

C. Granting access to information based on information architecture

D. Engaging an audit of logical access controls and related security policies

Answer: A

NEW QUESTION 60

Which of the following BEST supports the implementation of an effective data classification policy?

A. Monitoring with key performance indicators (KPIs)

B. Implementation of data loss prevention (DLP) tools

C. Clear guidelines adopted by the business

D. Classification policy approval by the board

Answer: C

NEW QUESTION 62

An enterprise learns that a new privacy regulation was recently published to protect customers in the event of a breach involving personally identifiable information

(PIl). The IT risk management team's FIRST course of action should be to:

A. evaluate the risk appetite for the new regulation.
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B. define the risk tolerance for the new regulation.

C. determine if the new regulation introduces new risk.
D. assign a risk owner for the new regulation.

Answer: C

NEW QUESTION 64
Which of the following is the BEST indication that information security requirements are taken into consideration when developing IT processes?

A. The database is deployed in a distributed processing platform
B. The information architecture incorporates data classification
C. Customer profiles are stored with a domestic service provider
D. The integrity of sensitive information is periodically reviewed

Answer: B

NEW QUESTION 69
An IT steering committee wants the enterprise's mobile workforce to use cloud-based file storage to save non-sensitive corporate data, removing the need for
remote access to that information. Before this change is implemented, what should be included in the data management policy?

A. A mandate for periodic employee training on how to classify corporate data files

B. A mandate for the encryption of all corporate data files at rest that contain sensitive data
C. A process for blocking access to cloud-based apps if inappropriate content is discovered
D. A requirement to scan approved cloud-based apps for inappropriate content

Answer: A

NEW QUESTION 73
When developing effective metrics for the measurement of solution delivery, it is MOST important to:

A. establish project controls and monitoring objectives.
B. perform an objective analysis of the project roadmap.
C. establish the objectives and expected benefits.

D. specify quantitative measures for solution delivery.

Answer: A

NEW QUESTION 77
Which of the following is a responsibility of an IT strategy committee?

A. Providing oversight on enterprise strategy implementation
B. Approving the business strategy and its IT implications

C. Advising the board on the development of IT goals

D. Tracking projects in the IT investment portfolio

Answer: C

NEW QUESTION 78
Of the following, who should approve the criteria for information quality within an enterprise?

A. Information architect
B. Information analyst
C. Information steward
D. Information owner

Answer: D

NEW QUESTION 80
Which of the following is MOST critical to support IT governance cultural changes within an organization?

A. Established IT monitoring and measuring
B. Regularly scheduled governance training
C. Demonstrated management commitment
D. IT governance process manuals

Answer: C

NEW QUESTION 83
A CIO just received a final audit report that indicates there is inconsistent enforcement of the enterprise's mobile device acceptable use policy throughout all
business units. Which of the following should be the FIRST step to address this issue?

A. Incorporate compliance metrics into performance goals.
B. Review the relevance of existing policy.

C. Mandate awareness training for all mobile device users.
D. Implement controls to enforce the policy.
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Answer: B

NEW QUESTION 85
Which of the following aspects of the transition from X-rays to digital images would be BEST addressed by implementing information security policy and
procedures?

A. Establishing data retention procedures

B. Training technicians on acceptable use policy

C. Minimizing the impact of hospital operation disruptions on patient care
D. Protecting personal health information

Answer: D

NEW QUESTION 89

An enterprise embarked on an aggressive strategy requiring the implementation of several large IT projects impacting multiple business processes across all
departments. Initially employees were supportive of the strategy, but there is growing fatigue and frustration with the ongoing new capabilities which must be
learned. Which of the following would be the BEST action performed by senior management?

A. Incorporate an organizational change management program.

B. Establish "Reward and Recognition" efforts to boost employee morale.
C. Improve the system development life cycle (SDLC) process.

D. Assess current business and IT competencies.

Answer: B

NEW QUESTION 94
The MAIN responsibility of the board of directors regarding the management of enterprise risk is to:

A. ensure a risk process exists which addresses the risk appetite.
B. sustain investment in staff training regarding IT risk.

C. promote a benefits-driven culture throughout the enterprise.

D. maintain awareness of IT risk to the business.

Answer: A

NEW QUESTION 96
Which of the following is the MOST important reason for selecting IT key risk indicators (KRIs)?

A. Demonstrating the effectiveness of IT risk policies
B. Assessing the current IT controls model

C. Enabling comparison against similar IT KRIs

D. Increasing the probability of achieving IT goals

Answer: A

NEW QUESTION 99
Which of the following is the PRIMARY consideration when developing an information asset management program?

A. Operational requirements
B. Industry best practice

C. Cost benefit

D. Regulatory requirements

Answer: A

NEW QUESTION 101
IT maturity models measure:

A. performance.
B. value.

C. capabilities.
D. outcome.

Answer: C

NEW QUESTION 105

An enterprise incurred penalties for noncompliance with privacy regulations. Which of the following is MOST important to ensure appropriate ownership of access
controls to address this deficiency?

A. Granting access to information based on information architecture

B. Engaging an audit of logical access controls and related security policies

C. Implementing multi-factor authentication controls

D. Authenticating access to information assets based on roles or business rules

Answer: D
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NEW QUESTION 110

A global enterprise is experiencing an economic downturn and is rapidly losing market share. IT senior management is reassessing the core activities of the
business, including IT, and the associated resource implications. Management has decided to focus on its local market and to close international operations. A
critical issue from a resource management perspective is to retain the most capable staff. This is BEST achieved by:

A. reviewing current goals-based performance appraisals across the enterprise.
B. ranking employees across the enterprise based on their compensation.

C. ranking employees across the enterprise based on length of service.

D. retaining capable staff exclusively from the local market.

Answer: D

NEW QUESTION 114
What is the BEST criterion for prioritizing IT risk remediation when resource requirements are equal?

A. Deviation from IT standards
B. IT strategy alignment

C. IT audit recommendations
D. Impact on business

Answer: D

NEW QUESTION 117

An IT strategy committee has reviewed an audit report indicating sales employees are using personal smartphones to conduct corporate business. Although the
committee appreciates the business benefits, it is also concerned with the security risk. To deliver the business benefit, what should be the committee's FIRST
recommendation?

A. Document procedures for securing personal devices.

B. Improve training courses on securing corporate information.

C. Perform a risk assessment on personal device data protection.
D. Update the corporate security policy to include personal devices.

Answer: B

NEW QUESTION 119
The BEST way for a CIO to monitor the alignment between the business and IT strategy is to regularly review

A. key risk indicators (KRIS)

B. IT services supporting business processes
C. the balanced scorecard

D. the risk register

Answer: B

NEW QUESTION 122
An enterprise has been focused on establishing an IT risk management framework. Which of the following should be the PRIMARY motivation behind this
objective?

A. Promoting responsibility throughout the enterprise for managing IT risk.
B. Increasing the enterprise's risk tolerance level and risk appetite.

C. Engaging executives in examining IT risk when developing policies.

D. Maintaining a complete and accurate risk registry to belief manage IT risk

Answer: A

NEW QUESTION 123
An internal audit revealed a widespread perception that the enterprise's IT governance reporting lacks transparency Which of the following should the CIO do
FIRST?

A. Add stakeholder transparency metrics to the balanced scorecard
B. Develop a communication and awareness strategy

C. Meet with key stakeholders to understand their concerns

D. Adopt an industry-recognized template to standardize reports.

Answer: C

NEW QUESTION 124

Which of the following should be the MOST important consideration when designing an implementation plan for IT governance?
A. Principles and policies

B. Roles and responsibilities

C. Risk tolerance levels

D. Organizational culture

Answer: D
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NEW QUESTION 129
An enterprise has launched a series of critical new IT initiatives that are expected to produce substantial value Which of the following would BEST provide the
board with an indication of progress of the IT initiatives?

A. Portfolio management review

B. Full life cycle cost-benefit analysis

C. Demonstration of prototype and user testing
D. Critical risk and issue walk-through

Answer: A

NEW QUESTION 130
Which of the following is the BEST way to ensure all enterprise employees understand the corporate code of business conduct?

A. Conduct scheduled and random compliance audits.

B. Mandate annual ethics training that includes an exam.

C. Require external business activities be documented and reported.
D. Distribute a copy of the code and require a signature.

Answer: B

NEW QUESTION 131
An enterprise is implementing a new IT governance program. Which of the following is the BEST way to increase the likelihood of its success?

A. The IT steering committee approves the implementation efforts.

B. The CIO communicates why IT governance is important to the enterprise.
C. Implementation follows an IT audit recommendation.

D. The CIO issues a mandate for adherence to the program.

Answer: A

NEW QUESTION 133
Which of the following is the MOST important attribute of an information steward?

A. The information steward manages the systems that process the relevant data.
B. The information steward has expertise in managing data quality systems.

C. The information steward is closely aligned with the business function.

D. The information steward is part of the information architecture group.

Answer: A

NEW QUESTION 134
An enterprise has established a new department to oversee the life cycle of activities that support data management objectives. Which of the following should be
done NEXT?

A. Develop a business continuity plan (BCP).
B. Assess the current data business model.
C. Review data privacy requirements.

D. Establish a RACI chart

Answer: D

NEW QUESTION 137
A newly hired CIO has been told the enterprise has an established IT governance process, but finds it is not being followed. To address this problem, the CIO
should FIRST

A. gain an understanding of the existing governance process and corporate culture.

B. replace the current governance process with one the CIO has successfully used before.
C. establish personal relationships with executive-level peers to leverage goodwill,

D. engage audit to review current governance processes and validate the CIO's concerns.

Answer: A

NEW QUESTION 140

An IT investment review board wants to ensure that IT will be able to support business initiatives. Each initiative is comprised of several interrelated IT projects.
Which of the following would help ensure that the initiatives meet their goals?

A. Review of project management methodology

B. Review of the business case for each initiative

C. Establishment of portfolio management

D. Verification of initiatives against the architecture

Answer: B
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NEW QUESTION 141
An enterprise's internal audit group has scheduled a control review of a payroll system project but has been told to wait until the system is implemented. Which of
the following is the GREATEST risk associated with the delay?

A. delay in the development of new key performance indicators (KPIs)
B. Continued dependency on compliant legacy systems

C. Increased cost to mitigate deficiencies

D. Lack of adherence to industry best practices

Answer: C

NEW QUESTION 142
Which of the following is the BEST way to maximize the value of an enterprise’s information aseet base?

A. Seek additional opportunities to leverage existing information assets .
B. Facilitate widespread user access to ail information assets

C. Regularly purge information assets to minimize maintenance costs
D. Implement an automated information management platform

Answer: D

NEW QUESTION 143
Which of the following roles is accountable for the confidentiality integrity and availability of information within an enterprise?

A. Risk manager

B. Data owner

C. Lead legal counsel
D. Data custodian

Answer: B

NEW QUESTION 148
Which of the following provides the BEST evidence of an IT risk-aware culture across an enterprise?

A. Business staff report identified IT risks.

B. IT risks are communicated to the business.
C. IT risk-related policies are published.

D. The IT infrastructure is resilient.

Answer: A

NEW QUESTION 150
Which of the following BEST indicates the success of an enterprise's IT governance framework after implementation?

A. A high percentage of business owners involved with the approval of the IT strategic plan
B. A high percentage of IT systems complying with corporate information security standards
C. A high percentage of IT projects delivered on time and on budget

D. A high percentage of IT investments delivering expected benefits

Answer: D

NEW QUESTION 154
Business management is seeking assurance from the CIO that controls are in place to help minimize the risk of critical IT systems being unavailable during month-
end financial processing. What is the BEST way to address this concern?

A. Create a communication plan with risk owners.

B. Outsource infrastructure hosting.

C. Restrict and monitor user access.

D. Develop key risk indicators (KRIs) and action plans.

Answer: D

NEW QUESTION 157

An enterprise's board of directors can BEST manage enterprise risk by:

A. mandating board-approved enterprise risk management (ERM) modifications.

B. requiring the establishment of an enterprise risk management (ERM) framework.
C. requiring the establishment of an enterprise-wide program management office.
D. ensuring the cost-effectiveness of the internal control system.

Answer: B

NEW QUESTION 162
Which of the following is the MOST important consideration for data classification to be successfully implemented?
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A. Users should be provided with clear instructions that are easy to follow and understand.
B. The data classification tools integrate with other tools that help manage the data.

C. The classification scheme should be closely aligned with the IT strategic plan.

D. Senior management should be properly trained in monitoring compliance.

Answer: B

NEW QUESTION 165
Which of the following are PRIMARY factors in ensuring the success of an enterprise quality assurance program?

A. Enterprise risk appetite and tolerance

B. Risk management and control frameworks

C. Continuous improvement plans

D. A process maturity framework and documented procedures

Answer: C

NEW QUESTION 166
An enterprise will be adopting wearable technology to improve business performance Whtch of the following would be the BEST way for the CIO to validate IPs
preparedness for this initiative?

A. Request an enterprise architecture (EA) review.
B. Request reprioritization of the IT portfolio.

C. Perform a baseline business value assessment
D. Identify the penalties for noncompliance.

Answer: C

NEW QUESTION 171
Which of the following is the GREATEST impact to an enterprise that has ineffective information architecture?

A. Poor desktop service delivery
B. Data retention

C. Redundant systems

D. Poor business decisions

Answer: D

NEW QUESTION 174
The BEST way to ensure an IT steering committee meets enterprise objectives is to:

A. require a member of the committee to have IT governance expertise.
B. benchmark against industry best practices.

C. establish key performance indicators (KPIs).

D. have key business stakeholders represented on the committee.

Answer: D

NEW QUESTION 175
Which of the following should be the FIRST step in planning an IT governance implementation?

A. Assign decision-making responsibilities.

B. Obtain necessary business funding.

C. Define key business performance indicators.
D. Identify business drivers.

Answer: D

NEW QUESTION 180
Which of the following would be MOST useful for prioritizing IT improvement initiatives to achieve desired business outcomes?

A. Budget variance analysis

B. Enterprise architecture (EA)
C. IT skills matrix

D. Portfolio management

Answer: D

NEW QUESTION 184

Which of the following would be of MOST concern regarding the effectiveness of risk management processes?
A. Key risk indicators (KRIs) are not established.

B. Risk management requirements are not included in performance reviews.

C. The plans and procedures are not updated on an annual basis.
D. There is no framework to ensure effective reporting of risk events.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure CGEIT dumps!
rJ CEFtShEI,I"Ed https://www.certshared.com/exam/CGEIT/ (413 Q&AS)

Answer: A

NEW QUESTION 188
The BEST time to identity metrics to measure the performance of an IT-enabled investment is during:

A. system implementation

B. project initiation

C. investment feasibility analysis
D. business case development.

Answer: D

NEW QUESTION 189
A global financial enterprise has been experiencing a substantial number of information security incidents that have directly affected its business reputation. Which
of the following should be the IT governance board's FIRST course of action?

A. Require revisions to how security incidents are managed by the IT department.
B. Request an IT security assessment to identify the main security gaps.

C. Execute an IT maturity assessment of the security process.

D. Mandate an update to the enterprise's IT security policy.

Answer: B

NEW QUESTION 191
Which of the following should a new CIO do FIRST to ensure information assets are effectively governed?

A. Quantify the business value of information assets
B. Perform an information gap analysis

C. Review information classification procedures

D. Evaluate information access methods

Answer: C

NEW QUESTION 195
To enable the development of required IT skill sets for the enterprise, it is MOST important to define skill requirements based on:

A. training needs.

B. one set of skills applicable to all IT staff.
C. a best practices framework.

D. each role within the IT department.

Answer: D

NEW QUESTION 198

Which of the following has PRIMARY responsibility to define the requirements for IT service levels for the enterprise?
A. The business manager

B. The help desk

C. The CIO

D. The business continuity vendor

Answer: A

NEW QUESTION 199

Which of the following is the BEST approach when reviewing The security status of a new business acquisition?
A. Embed IT risk management strategies in service level agreements (SLAS).

B. Establish a committee to oversee the alignment of IT security in new businesses.

C. Incorporate IT security objectives to cover additional risks associated with new businesses.

D. Integrate IT risk assessment into the overall due diligence process.

Answer: D

NEW QUESTION 204

Which of the following BEST supports an enterprise's ability to comply with privacy laws and regulations?

A. Complete inventory of enterprise data

B. Implementation of a breach notification process

C. Accurate classification of enterprise data

D. Robust enterprise policy related to data retention

Answer: C

NEW QUESTION 206
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An enterprise is about to complete a major acquisition, and a decision has been made that both companies will be using the parent company's IT infrastructure.
Which of the following should be done NEXT?

A. Update the enterprise architecture (EA).

B. Perform a business impact analysis (BIA.

C. Conduct a gap analysis.

D. Develop a communication plan to support the merger.

Answer: C

NEW QUESTION 209
An IT governance committee wants to ensure there is a clear description of the "data owner" in the enterprise data policy. Which of the following would BEST
define the owner of data stored in an external cloud?

A. The business leader who is most impacted by the loss of data.

B. The risk manager who is responsible for protecting data stored in the cloud.
C. The contract manager who monitors the security of the cloud provider.

D. The vendor who submits the data to the organization via online forms

Answer: A

NEW QUESTION 212
A CEO determines the enterprise is lagging behind its competitors in consumer mobile offerings, and mandates an aggressive rollout of several new mobile
services within the next 12 months. To ensure the IT organization is capable of supporting this business objective, what should the CIO do FIRST?

A. Request an assessment of current in-house mobile technology skills.

B. Create a sense of urgency with the IT team that mobile knowledge is mandatory.
C. Procure contractors with experience in mobile application development.

D. Task direct reports with creating training plans for their teams.

Answer: A

NEW QUESTION 214
As the required core competencies of the IT workforce are anticipated and identified, what is the NEXT step in strengthening the department's human resource
assets?

A. Develop a responsible, accountable, consulted, and informed (RACI) chart.
B. Create an effective recruitment, retention, and training program.

C. Commit to the board performance metrics and bonus structure.

D. Develop personnel requirements for third-party assurance.

Answer: B

NEW QUESTION 216
Which of the following should be the MOST important consideration when defining an information architecture?

A. Frequency and quantity of information updates
B. Information to justify business cases

C. Incorporation of emerging technologies

D. Access to and exchange of information

Answer: D

NEW QUESTION 221

To minimize the potential mishandling of customer personal information in a system located in a country with strict privacy regulations which of the following is the
BEST action to take?

A. Update the information architecture

B. Revise the IT strategic plan

C. Implement data loss prevention (DLP)

D. Establish new IT key risk indicators (KRIs)

Answer: A

NEW QUESTION 223

Which of the following is MOST important to the successful implementation of enterprise architecture (EA)?
A. Developing data modeling tools

B. Managing the challenge of change

C. Reducing the cost of IT investments

D. Establishing key performance indicators (KPIs)

Answer: B

NEW QUESTION 225
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The PRIMARY reason for implementing an IT governance program in an enterprise is to

A. balance the demand for information and the ability to deliver.

B. comply with regulatory requirements

C. reduce risks due to improved compensating controls.

D. decrease the scale of investment in information systems due to budgetary controls.

Answer: A

NEW QUESTION 230
A board of directors wants to ensure the enterprise is responsive to changes in its environment that would directly impact critical business processes. Which of the
following will BEST facilitate meeting this objective?

A. Scheduling frequent threat analyses

B. Monitoring key risk indicators (KRIs)

C. Regularly reviewing the enterprise risk appetite
D. Implementing a competitive intelligence tool

Answer: B

NEW QUESTION 235
Which of the following is the BEST way to address an IT audit finding that many enterprise application updates lack appropriate documentation?

A. Enforce change control procedures.

B. Conduct software quality audits

C. Review the application development life cycle.
D. Add change control to the risk register.

Answer: B

NEW QUESTION 240
Which of the following would provide the BEST input for prioritizing strategic IT improvement initiatives?

A. Business dependency assessment
B. Business process analysis

C. Business case evaluation

D. Business impact analysis (BIA)

Answer: D

NEW QUESTION 241

Which of the following is the BEST approach to assist an enterprise in planning for iT-enabled investments'?
A. Enterprise architecture (EA).

B. IT process mapping

C. Task management

D. Service level management

Answer: A

NEW QUESTION 246

The responsibility for the development of a business continuity plan (BCP) is BEST assigned to the:
A. business risk manager.

B. business owner.

C. chief executive officer (CEO).

D. IT systems owner.

Answer: A

NEW QUESTION 251
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