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NEW QUESTION 1
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC

NEW QUESTION 2
When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)

A. 2000::/3
B. 2002::5
C. FC00::/7
D. FF02::1
E. FF02::2

Answer: DE

NEW QUESTION 3
Which option about JSON is true?

A. uses predefined tags or angle brackets () to delimit markup text
B. used to describe structured data that includes arrays

C. used for storing information

D. similar to HTML, it is more verbose than XML

Answer: B

NEW QUESTION 4
Which IPv6 address type provides communication between subnets and cannot route on the Internet?

A. global unicast
B. unigue local
C. link-local

D. multicast

Answer: B

NEW QUESTION 5
What are two southbound APIs? (Choose two )

A. OpenFlow
B. NETCONF
C. Thrift

D. CORBA
E. DSC

Answer: CD

NEW QUESTION 6
Which type of wireless encryption is used for WPA2 in preshared key mode?

A. TKIP with RC4
B. RC4

C. AES-128

D. AES-256

Answer: D

NEW QUESTION 7
Which type of address is the public IP address of a NAT device?

. outside global
. outsdwde local
. inside global

. insride local

. outside public
. inside public

mTmoOO >

Answer: C
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NEW QUESTION 8
Refer to the exhibit.

nternet i
== 10.10.11.0/30 Rt
>%—-101L 10028 — 3
T TP D -.‘.'*.-iE*! ? U-f:l'__l-' 1 . : ,—.
g ) Router1 Switch1 Host A
MPLS 10.10 13214

Routeri#show ip route
Gateway of last resorl is 10.10.11.2 to network 0.0.0.0

209.165.200.0/27 s subnetted, 1 subnets

B 200 165 200224 [2000] va 101012 2, 03-22:14

209 165 201 0/27 s subnetted. 1 subnets
B 209.165.201.0 [20/0] via 10.10.12.2, 02.26:33

209.165.202.0/27 is subnetted. 1 subnets
B 2-:- 165.202 128 [20/0] via 10.10.12 2, 02:26:03

10 0.0 (V8 15 vanably subnefted. 8 subnets, 4 masks
C 12 1010 028 = directly connecled, GigabitEthemnet(v0
Cc 10.10.11.0/30 is directly connected, FastEthernet2/0
C 10.10.12.0/30 is directly connected, GigabitEthernet0/1
O  10.10.13.0/25 [110/2] via 10.10.10.1, 00:00-04, GigabitEthemet0/0 B
0 10 1013 128728 [110/2] wia 10 10 10 1, 00-00-04, GigabiEthemet(/0
0 1010 =3 144728 [110:2] wia 10 10.10.1, 00:00:04, GigabilEthemet(/0
O 10.10.13.180/29 [110/2] via 10.10.10.1, 00.00.04, GigabilEthernetd/0
0 0.10.13.208/29 [110/2] via 10.10.10.1, 00:00:04, GigabilEthemet0/0
5" D'J,Cﬂ[‘ﬂ]vaﬂ‘.'}“,!

Which prefix does Router 1 use for traffic to Host A?

A.10.10.10.0/28
B. 10.10.13.0/25
C. 10.10.13.144/28
D. 10.10.13.208/29

Answer: C

NEW QUESTION 9
Which configuration is needed to generate an RSA key for SSH on a router?

A. Configure the version of SSH
B. Configure VTY access.

C. Create a user with a password.
D. Assign a DNS domain name

Answer: B

NEW QUESTION 10

A Cisco IP phone receive untagged data traffic from an attached PC. Which action is taken by the phone?
A. It allows the traffic to pass through unchanged

B. It drops the traffic

C. It tags the traffic with the default VLAN

D. It tags the traffic with the native VLAN

Answer: C

NEW QUESTION 10

What is a benefit of using a Cisco Wireless LAN Controller?

A. Central AP management requires more complex configurations
B. Unique SSIDs cannot use the same authentication method

C. It supports autonomous and lightweight APs

D. It eliminates the need to configure each access point individually
Answer: D

NEW QUESTION 13
Refer to Exhibit.
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SW2

vip domain cisco

vip Eode TEARSPATGAT

vtp passwerd ciscotest

intarface fastetharnet(/1
dageriprion connectisn to Swl
switchport mods trunk
switchport trunk encapsulation dotlg

How does SW2 interact with other switches in this VTP domain?

A. It processes VTP updates from any VTP clients on the network on its access ports.

B. It receives updates from all VTP servers and forwards all locally configured VLANSs out all trunk ports
C. It forwards only the VTP advertisements that it receives on its trunk ports.

D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports

Answer: C

NEW QUESTION 15
Which unified access point mode continues to serve wireless clients after losing connectivity to the Cisco Wireless LAN Controller?

A. sniffer

B. mesh

C. flexconnect
D. local

Answer: B

NEW QUESTION 19
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages

B. It minimizes spanning-tree convergence time

C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A

NEW QUESTION 24

What is the default behavior of a Layer 2 switch when a frame with an unknown destination MAC address is received?
A. The Layer 2 switch drops the received frame

B. The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN.

C. The Layer 2 switch sends a copy of a packet to CPU for destination MAC address learning.

D. The Layer 2 switch forwards the packet and adds the destination MAC address to its MAC address table

Answer: B

NEW QUESTION 27
Refer to the exhibit.

ip arp inspsction wvian 5-10

interface fastethernet 0/1
:I':‘_'L-J.".pn:hrt wods ACCHES
:u:'r_-ﬂ‘._:m:'r_ AocaEs Vian 5

What is the effect of this configuration?

A. All ARP packets are dropped by the switch

B. Egress traffic is passed only if the destination is a DHCP server.

C. All ingress and egress traffic is dropped because the interface is untrusted

D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 29
Refer to the exhibit.

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global
tep 172.23.104.3:43268 10.4.4.4:43268 172.23.103.10:23 172.23.103.10:23
tep 172.23.104.4:45507 10.4.4.5:45507 172.23.103.10:80 172.23.103.10:80
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An engineer configured NAT translations and has verified that the configuration is correct. Which IP address is the source IP?

A.10.4.4.4
B.10.4.4.5
C.172.23.103.10
D. 172.23.104.4

Answer: C

NEW QUESTION 34
Refer to the exhibit.

Rl# show ip routa

192 168 16 . 0/26 [90/2679326] wia 152 168.1.1
192 168 .16.0/24 [120/3) wvias 1592.168.1.2
152.168.16.0/21 [110/2) wia 152.168.1.3

L1 19%2.168 . 16.0/27 [115/30] via 192 . 1€8.1.4

= 0®0O

Which route does R1 select for traffic that is destined to 192 168.16.27
A. A.-192.168.16.0/21B.192.168.16.0/24C.192.168 26.0/26D.192.168.16.0/27

Answer: B

NEW QUESTION 38

Which IPv6 address block sends packets to a group address rather than a single address?

A. 2000::/3
B. FC00::/7
C. FE80::/10
D. FF00::/8

Answer: C

NEW QUESTION 42
Refer to the exhibit.

[rootiEoscTes: ~]§ 1ip routs
default via 192.168.1.1%3 dev ethl prote static
192.168.1.0/26 dev ethl proto kecnel scope link src 192.168.1.200 metcic 1

[root@BostTest ~]§ ip addr show ethl
ethl: =ty 1500 qdisc pfifo_fast gqlen 1000
link/achar 00:0C:22:83:79:A3 brd ff: ff-ff - fe-FE:-ryf
inet 192.168.1.200/26 brd 192 . 168.1.255% scops global sthl
inats fef0::20cC:290L:fedd:TO02/64 scops link
valid l1ft forever prafarred lft foraver

Drag and drop the networking parameters from the left onto the correct values on the right. Check the answer below.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 46

An engineer configured an OSPF neighbor as a designated router. Which state verifies the designated router is in the proper mode?

A. Exchange
B. 2-way

C. Full

D. Init

Answer: B

NEW QUESTION 51

An engineer is asked to protect unused ports that are configured in the default VLAN on a switch. Which two steps will fulfill the request? (Choose two)

A. Configure the ports in an EtherChannel.
B. Administratively shut down the ports

C. Configure the port type as access and place in VLAN 99
D. Configure the ports as trunk ports
E. Enable the Cisco Discovery Protocol
Answer: AD
NEW QUESTION 54
Refer to the exhibit.
Web Server
-y -
] i
/AR — T [~ IP address
10 30 0 100724
VLAN 20
|
i

Switch A

VLAN 10
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A network engineer must block access for all computers on VLAN 20 to the web server via HTTP All other computers must be able to access the web server

Which configuration when applied to switch A accomplishes this task?

config t
ip access-list extended wwwblock
deny tcp any host 10.30.0.100 =g 80

int vlan 10

ip access-group wwwblock in

config t

ip access-1list extended wwwblock
deny tocp any host 10.30.0.100 eqg 80
permit ip any any

int vlan 20

ip access-group wwwbhlock in

config t

ip access-list extended wwwbhlock
permit ip any any

deny tcp any host 10.30.0.100 eg B0
int vlan 30

ip access-group wwwblock in

config t

ip access-list extended wwwhlock
permit ip any any

deny tcp any host 10.30.0.100 eq 80
int vlan 20

ip access-group wwwblock in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 58

Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable What is the result of this configuration?

A. The link is in a down state.

B. The link is in an error disables state
C. The link is becomes an access port.
D. The link becomes a trunk port.

Answer: D

NEW QUESTION 63

A user configured OSPF in a single area between two routers A serial interface connecting R1 and R2 is running encapsulation PPP By default which OSPF

network type is seen on this interface when the user types show ip ospf interface on R1 or R2?
A. port-to-multipoint

B. broadcast

C. point-to-point

D. nonbroadcast

Answer: C

NEW QUESTION 64
Refer to the exhibit.
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SW1#sh lacp neighbor
Flags: S - Device 1s requesting Slow LACPDUs
F - Device 1s requesting Fast LACPDUs
A - Device 1s 1n Active mode

Channel group 35 neighbors

Partner's information:

P - Device 15 1n Passive mode

Admin

LACP port
Port Flags Priority Dev ID Age key
Et1/0 SP 32768 aabb.cc80.7000 8s  0x0
Etl/1 SP 32768 aabb.cc80.7000 8s  0x0

Oper  Port Port
Key  Number State
Ox23 Ox101 Ox3C
Ox23  0x102  Ox3(

Based on the LACP neighbor status, in which mode is the SW1 port channel configured?

A. passive
B. mode on
C. auto

D. active

Answer: A

NEW QUESTION 66
Which two outcomes are predictable behaviors for HSRP? (Choose two)

A. The two routers share a virtual IP address that is used as the default gateway for devices on the LAN.

B. The two routers negotiate one router as the active router and the other as the standby router

C. Each router has a different IP address both routers act as the default gateway on the LAN, and traffic is load balanced between them.D The two routers

synchronize configurations to provide consistent packet forwarding

D. The two routed share the same IP address, and default gateway traffic is load-balanced between them

Answer: AB

NEW QUESTION 69
Refer to the exhibit.

R Se000 §
Se0/0/0 Washington
Atlanta Lo3
Lot 20121126 M

2023./126

5e0/0/1

Se0/0/0 "y

4

New-York
L02

Configured routers IPv6 addresses
Atlanta
Senal 0/0/0 . 2012.1/126
Loopback1 2000:1/128
- New York
Senal 0/0/0 - 2012-2/126
Senal 01011 2023 2/126
Loopback2 2000 2/128
Washington
Senal 0/0/0 - 2023:.3/126
Loopbackd: 2000 3/128

The New York router is configured with static routes pointing to the Atlanta and Washington sites. Which two tasks must be performed so that the Serial0/0/0

interfaces on the Atlanta and Washington routers can reach one another? (Choose two.)
A. Configure the ipv6 route 2012::/126 2023::1 command on the Washington router

B. Configure the ipv6 route 2023::/126 2012::1 command on the Atlanta router.
C. Configure the Ipv6 route 2012::/126 s0/0/0 command on the Atlanta router
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D. Configure the ipv6 route 2023::/126 2012::2 command on the Atlanta router
E. Configure the ipv6 route 2012::/126 2023::2 command on the Washington router

Answer: CE

NEW QUESTION 71

Which result occurs when PortFast is enabled on an interface that is connected to another switch?
A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down

D. After spanning tree converges PortFast shuts down any port that receives BPDUSs.

Answer: A

NEW QUESTION 73

What makes Cisco DNA Center different from traditional network management applications and their management of networks?

A. It only supports auto-discovery of network elements in a greenfield deployment.

B. It modular design allows someone to implement different versions to meet the specific needs of an organization

C. IT abstracts policy from the actual device configuration
D. It does not support high availability of management functions when operating in cluster mode

Answer: A

NEW QUESTION 77

Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.

F1P

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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FTe

proviges relabaty when aong an 105 mage upon DOOt ud prowides rebabity when lbading an 108 Mmage upon Hoot up

goes not regQuere yser authentication

usespots 20 and 21

ysas TCR
uses port &9 .

:

uses ports 20 and 21 does not reguire yser authentication

uses TCP uses pot &9

uses UDP uses JOP

NEW QUESTION 79
Drag drop the descriptions from the left onto the correct configuration-management technologies on the right.

ANSCis
fundamental configuration elemants are stored in 2 manfest
uses TCP port 10002 for configuration push jobs
_ Chef
uses Rudy for fundamental configuraton elements

uses SSH for remote device CommunCaton

uwses TCP 8140 for communiCadon

uses YAML for fundamental configuration slements

i

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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uses Rudy for fundamental configuranon element

Jnspis

-

Bt TOF t 10002 f 'r':,,‘:_- n oush e
i uSes TCP 8130 for communcaton !
|
|
_ ———————
LISES Uty TOF TUnNcamens LONMIGUE 00N MmN

JSeS SSH for remote device CommunCaton uses SSH for remote device communication
k.
uses TCP 8140 for CommumCaon Pupoet ;
uses YAML for fundamental configuration siements
usas YAML for fundamental configuration slements
| fundamental configuration dlements are stored n 2 manifest
| |
NEW QUESTION 82
Refer to the exhibit.
—— B
-~ -q.‘\"__ -
ra ™~
Vg Gi 0:1@ Gi 0/2 Gi 0/1
internet I
\

iy

v’
hxh_‘ h . f,-'l Gi /3
Sl —
-i
10.0.20.0/26 i
——

10.0.10.0726

q?l#‘:rf:; t

T o = =
RZ (config) $access-list 1
10.0.10.0 0.0.0.€3 eqg smt
RZ2 (config) $access-1list 1
1 ™ =~ %" ' e 3 - -
LU. U 10,0 U.0.0.03 & Wad
#-* - 4 sl 9

o . :u:‘i:_-.:lid.tl-.- :J.. .

T e e - L - -
R2 (config-1f)# 1p access

.-j_.-._r-- -_— 10
b -_’ '\""'-l:- o
—;:.r'-- - 1T 0
A B il -
R -
11T [ 11-.
il ot ol - LR

— -

R T W e e 8w -
o - - -
" |

= = s W W =

An extended ACL has been configured and applied to router R2 The configuration farted to work as intended Which two changes stop outbound traffic on TCP
ports 25 and 80 to 10.0 20 026 from the 10.0.10 0/26 subnet while still allowing all other traffic? (Choose two)

A. Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.
B. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic

C. The source and destination IPs must be swapped in ACL 101
D. The ACL must be configured the Gi0/2 interface inbound on R1
E. The ACL must be moved to the Gi0O/1 interface outbound on R2

Answer: AE
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NEW QUESTION 86

Which mode must be used to configure EtherChannel between two switches without using a negotiation protocol?

A.on

B. auto

C. active

D. desirable

Answer: D

NEW QUESTION 91
Which MAC address is recognized as a VRRP virtual address?

A. 0000.5E00.010a
B. 0005.3711.0975
C. 0000.0C07.AC99
D. 0007.C070/ABO1

Answer: A

NEW QUESTION 96

If a notice-level messaging is sent to a syslog server, which event has occurred?
A. A network device has restarted

B. An ARP inspection has failed

C. Arouting instance has flapped

D. A debug operation is running

Answer: A

NEW QUESTION 99
Refer to the exhibit.

Fl§ show ip route | begin gaTaway
Gateway of last resort is 209 165.200.246 to network 0.0.0.0
E* 0.0.0.0/0 [1/0] wia 209, 163 .200. 246, Seciald/l/0
is directly connected, Searisldfl1/0
172.16.0.0/16 is variably subnetted, 3 subnets, 3 masks
5 172.16.0,0/24 [1/0] wia 207 . 163 200.230, Seriald/0/0
172.1&.0.128/25 [110/38443) via Z07.165.200.254, 00:00:23, SarialdS 071

[=]

D 172.16.0.152/2% [50/3184439) wia 207.16% 200.254, 00:00:25, Sarial0d/0/1
Z09.165,.200.0/24 is variably subnetted, 4 subnets, 2 =masks

cC 209.165 . 200.248/30 18 directly connectad, Sarisldfof0

L 209.165 .200.249/32 is directly connacted, Seriall/f0/0

c 209, 163 . 200,.232/30 1s directly connected, Ssriall/0/1

L 209163 .200.253/32 is directly connected, Sariald 071

With which metric was the route to host 172.16.0.202 learned?
A. 110

B. 38443

C. 3184439

Answer: C

NEW QUESTION 102
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