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NEW QUESTION 1
- (Exam Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Office 3657?

A. executive
B. marketing
C. security
D. sales

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-for-spo-odb-and-teams? view=0365-worldwide

NEW QUESTION 2

- (Exam Topic 1)

You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.

What should you recommend for each threat? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Internal threat v
Add resource locks to the key vault

Modify the access policy settings for the key vault

Modify the role-based access control (RBAC) settings for the key vault

External threat v
Implement Azure Firewall

Modify the Key Vault firewall settings

Modify the network security groups (NSGs)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/secure-your-key-vault

NEW QUESTION 3
- (Exam Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Endpoint?

A. executive
B. sales
C. marketing

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft- defender-atp-ios

NEW QUESTION 4

- (Exam Topic 2)

You need to create the analytics rule to meet the Azure Sentinel requirements. What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled

Configure the playbook to include: v

Diagnostics settings
A service principal

A trigger

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled |

Configure the playbook to include: v

Diagnostics settings
A service principal
A tngger |

NEW QUESTION 5

- (Exam Topic 2)

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Log Analytics workspace to use v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center
LA1

Windows security events to collect v
All Events
Common
Minimal

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 6

- (Exam Topic 2)

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements. What should you do? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.
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In the Cloud App Security portal: v

Add a security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal: v
Add a data connector
Add a workbook
Configure the Logs settings

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/cloud-app-security/siem-sentinel

NEW QUESTION 7

- (Exam Topic 3)

You have an Azure subscription.

You plan to implement an Microsoft Sentinel workspace. You anticipate that you will ingest 20 GB of security log data per day.

You need to configure storage for the workspace. The solution must meet the following requirements:

» Minimize costs for daily ingested data.

» Maximize the data retention period without incurring extra costs.

What should you do for each requirement? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point.

Minimize costs for daily ingested data: | Use a commitment tier 'J

Apply a dailly cap
Use the Pay-As-You-Go (PAYG) model

Maxmize the data retention penod without
Incumng extra costs: | Set retention to 90 days @I
Set retention to 31 days

Set retention to 90 days.

Set retention to 365 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Minimize costs for dailly ingested data: | Use a commutment bier b 4

Apply adailycap _ _
Juse a commitmenttiee |

Use the Pay-As-You-Go (PAYG) model
-

Maxmize the data retention penod without
INCUIMNG extra costs: | Set retenhion to 90 days El
Setretention to 31 days
Set retention 10 90 days.

Set retention 1o 365 days

|

NEW QUESTION 8

- (Exam Topic 3)

You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vmz2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)
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Secure Score Recommendations status Resource health
Unhealthy

(=) B cempleted centrel 10 Toral ol 2

oss%( 30 of 45 points) P— N & ——
e 'ﬂ ml l|I' I|
L 'LTGTA-L 1
16 completed 21 Toml s

Y= recommendations m |' f;ﬂ&pﬂtﬂi&

= B = H
Resource exemption (preview)
<@ Now you can exempt irmelevant resources so they do not affect your secure score. 2

Leam mare

Each security controd below represents a secunty risk you should mitigate.
Address the recommendations in each control, fogusing on the controls worth the most points.
To gﬂ the max score. fix all recommendatians for all resources in 3 contrel. Leam more >
£ Search recommendations | Confrol status” 2 Selected Recommendation status: 2 Selected

Recommendation matunty. All Resource type: All Quick fix available: All
- o - Reset Group by controls:

filters m On

Controlks Potential score increase Unhealthy resources Resource Health
2 Restnict unauthorized network access +99%, (4 pﬂlﬂtﬂ} 2 of 2 resources _—
? Secure management ports +9% (4 points) 1 of 2 resources —e—— @000
2 Enable encryption at rest +9% (4 pointg} 2 of 2 resources .
? Remediate security configurations +4% (2 p(]mts} 1 of 2 resources e
2  Apply adaptive apphcation control +3% (2 points) 1 of 2 resources _—
?  Apply system updates @ Completed +0% {0 pUIrItS} MNone _
# [Enable endpoint protection @ Compilefed +0% [ﬂ WI"!S} MNone _—
> Remediate vuinerabiities @ Completed +0% (0 points) None
?  Implement security best practices @ Completed +{)% (0 points) MNone e
> Enable MFA @ Completed +0% (0 points) None S—
> Manage access and permissions @ Compileted +0% (0 p‘.}il"ltﬁ} MNone
Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)
Home * Policy
Policy - Compliance
b G Assign policy G Asssgn mitiatnee D Refresh
G ' Scope Type Compliance state Search
- m 1 - It
e Microsoft Azure | - Al definition types | All compliance states w
i Gotting started
5 Complisnce Overall resource compliance (& Resources by compliance state (0 Mon-compliant initiatives
o
P 1 00% ~ 0 - Comphliant 0 &
0 - Exermpt
0 cutel 0
Authoring W 1 - Non-compliam
W 0 - Conflicting

& Assignments -
Mon-comphant policies 12

Defintions 0 >
@ Exemphions out of
Related Services w— T4 Scope T Complhance T Resource compliance

By Blueprints (preview) Mo assignments to display within the given scope ;. Non-Compliant Resources T4 Non-compliant policies

“s Resource Graph

& User privacy

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access

from either Any or Internet ranges. 2 O

Both virtual machines have management ports exposed O o
directly to the internet

If you enable just-in-time network access controls on all virtual
machines, you will increase the secure score by four point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-ac https://techcommunity.microsoft.com/t5/azure-
security-center/security-control-secure-management-ports/ba-p/1

NEW QUESTION 9

- (Exam Topic 3)

You are investigating an incident in Azure Sentinel that contains more than 127 alerts. You discover eight alerts in the incident that require further investigation.
You need to escalate the alerts to another Azure Sentinel administrator. What should you do to provide the alerts to the administrator?

A. Create a Microsoft incident creation rule
B. Share the incident URL

C. Create a scheduled query rule

D. Assign the incident

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

NEW QUESTION 10
- (Exam Topic 3)
You have a Microsoft subscription that has Microsoft Defender for Cloud enabled You configure the Azure logic apps shown in the following table.
- . : -

l Name Trigger Action
| LogicApp1 | When a Detender for Cloud Send an email
: recommendaton is reatéd or inggered
= == = = e v
P LogicApp? When a Defender for Cloud alert 1s created Send an email
ol "'._;f._]f,'n: ]

You need to configure an automatic action that will run if a Suspicious process executed alert is triggered. The solution must minimize administrative effort.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

_onfiguee the Suppress similar Bherts semings @
Conhgure the Mitigate the thieal satings @
= ier by abert Ttk

Seiect Take action

_anfigure the Prévent future atTadcs SeThings

SRNCUTE The T FOET BUlOMSTE&d Tes0ndgs "l-'r"'l_j

A. Mastered
B. Not Mastered

Answer: A
Explanation:
* A. Configure the Trigger automated response settings in the Azure Security Center or Azure Logic App,

* B. Filter by alert title (e.g. "Suspicious process executed").
* C. Select "Take action” (e.g. "Mitigate the threat").
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NEW QUESTION 10

- (Exam Topic 3)

You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are
received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

P ———
Lasulces

Ype ' automations™,;
Microsoft Automahon |
Microsoft Logic
Microsoft Secunty
apiVersion®™: “2019=-01- -preview”,
name”;: " [parameters(‘namea’)]"”,;
"location® e arameters(‘'location’) | ¥,
‘dascription” format (variables( ‘description’), ° ‘s paramaters
{ *subscriptionId’}) 1%,
“18Enabled™ true,
yetions"
LogichApp™.,
ourcelag [resourceld( ‘*ITEM2 /workflows’, parameters
(*appName’)) 1",
ri*: “[listCallbackURL (resourceld(parameters (‘*subscriptionId’),
parameters ( ‘resourceGroupName’ ) h k£l
"L il - ’ W /workflows/triggers’,
Microsoft. Automation
Microsoft Logic
Microsoft Secunty
parameters (‘appName” ), 'manual’), '2015-05-01").valusa]"”
L]
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

NEW QUESTION 11

- (Exam Topic 3)

You have an Azure Sentinel workspace.

You need to test a playbook manually in the Azure portal. From where can you run the test in Azure Sentinel?

A. Playbooks

B. Analytics

C. Threat intelligence
D. Incidents

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook#run-a-playbook-on-demand

NEW QUESTION 16

- (Exam Topic 3)

You create a custom analytics rule to detect threats in Azure Sentinel. You discover that the rule fails intermittently.
What are two possible causes of the failures? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. The rule query takes too long to run and times out.

B. The target workspace was deleted.

C. Permissions to the data sources of the rule query were modified.

D. There are connectivity issues between the data sources and Log Analytics

Answer: AD

NEW QUESTION 20
- (Exam Topic 3)
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You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point

Values Answer Area
| project LogonFailures=count()

| summarize LogonFailures=count()
by DeviceName, LogonType

[|] where ActiconType == FailureReason

| where DeviceName in (“CFOLaptop™,
[“"CEQLaptop”, YCOOLaptop™)

actionType == “LogonFailed”
| ActionType == FailureReason
DeviceEvants

DevicelogonEvents

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Values Answer Area

P T O T T O O S . — -

project LogonFailures=count ()

L]

h
I
Il | summarize LogonFailures=scounti() |

— o s e e e m mee e s e e s e s

and

| where ActionType == Failur&Reascn'E DevicelogonEvents
------------------- J 1

———————— e [ o
iI whare DeviceName in ("CFOLaptop™, ||| where DeviceName in (“CFOLaptop”, |
“CEQLaptop”™, “COOLaptop™) JI“CEQLaptcp", "COooLaptop™)
N —-_—_————————s=iyy il e e e e e !
'P.-::::fﬁn'?ype == “LogonFailed” ActionType == FailureReason

[ | summarize LogonFailures=counti()
[ :
.by NPeviceName, LogonType

NEW QUESTION 21
- (Exam Topic 3)

and

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You receive an alert that there was an

unusually high volume of delete operations on the blobs in storagel.
You need to identify which blobs were deleted. What should you review?

A. the Azure Storage Analytics logs
B. the activity logs of storagel

C. the alert details

D. the related entities of the alert

Answer: B

NEW QUESTION 24
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- (Exam Topic 3)

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. What should you do?

A. From Security alerts, select the alert, select Take Action, and then expand the Prevent future attacks section.
B. From Security alerts, select Take Action, and then expand the Mitigate the threat section.

C. From Regulatory compliance, download the report.

D. From Recommendations, download the CSV report.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 25

- (Exam Topic 3)

You provision a Linux virtual machine in a new Azure subscription.

You enable Azure Defender and onboard the virtual machine to Azure Defender.

You need to verify that an attack on the virtual machine triggers an alert in Azure Defender.

Which two Bash commands should you run on the virtual machine? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. cp /bin/echo .Jasc_alerttest_662]fi039n

B. ./alerttest testing eicar pipe

C. cp /bin/echo ./alerttest

D. .Jasc_alerttest_662jfi039n testing eicar pipe

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation#simulate-alerts-on-your- azure-vms-linux

NEW QUESTION 27

- (Exam Topic 3)

You have a Microsoft Sentinel workspace that contains the following incident. Brute force attack against Azure Portal analytics rule has been triggered.
You need to identify the geolocation information that corresponds to the incident. What should you do?

A. From Overview, review the Potential malicious events map.

B. From Incidents, review the details of the iPCustomEntity entity associated with the incident.

C. From Incidents, review the details of the AccouncCuscomEntity entity associated with the incident.
D. From Investigation, review insights on the incident entity.

Answer: A

Explanation:

Potential malicious events: When traffic is detected from sources that are known to be malicious, Microsoft Sentinel alerts you on the map. If you see orange, it is
inbound traffic: someone is trying to access your organization from a known malicious IP address. If you see Outbound (red) activity, it means that data from your
network is being streamed out of your organization to a known malicious IP address.

NEW QUESTION 32

- (Exam Topic 3)

You are responsible for responding to Azure Defender for Key Vault alerts.

During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
What should you configure to mitigate the threat?

A. Key Vault firewalls and virtual networks

B. Azure Active Directory (Azure AD) permissions

C. role-based access control (RBAC) for the key vault
D. the access policy settings of the key vault

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/network-security

NEW QUESTION 33

- (Exam Topic 3)

You receive an alert from Azure Defender for Key Vault.

You discover that the alert is generated from multiple suspicious IP addresses.

You need to reduce the potential of Key Vault secrets being leaked while you investigate the issue. The solution must be implemented as soon as possible and
must minimize the impact on legitimate users.

What should you do first?

A. Modify the access control settings for the key vault.
B. Enable the Key Vault firewall.
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C. Create an application security group.
D. Modify the access policy for the key vault.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/defender-for-key-vault-usage

NEW QUESTION 35

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that is linked to a hybrid Azure AD tenant.

You need to identify all the changes made to Domain Admins group during the past 30 days. What should you use?

A. the Azure Active Directory Provisioning Analysis workbook

B. the Overview settings of Insider risk management

C. the Modifications of sensitive groups report in Microsoft Defender for Identity
D. the identity security posture assessment in Microsoft Defender for Cloud Apps

Answer: C

NEW QUESTION 40

- (Exam Topic 3)

You plan to create a custom Azure Sentinel query that will track anomalous Azure Active Directory (Azure AD) sign-in activity and present the activity as a time
chart aggregated by day.

You need to create a query that will be used to display the time chart. What should you include in the query?

A. extend

B. bin

C. makeset
D. workspace

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/logs/get-started-queries

NEW QUESTION 41

- (Exam Topic 3)

Your company has an on-premises network that uses Microsoft Defender for Identity.

The Microsoft Secure Score for the company includes a security assessment associated with unsecure Kerberos delegation.
You need remediate the security risk. What should you do?

A. Install the Local Administrator Password Solution (LAPS) extension on the computers listed as exposed entities.
B. Modify the properties of the computer objects listed as exposed entities.

C. Disable legacy protocols on the computers listed as exposed entities.

D. Enforce LDAP signing on the computers listed as exposed entities.

Answer: B

Explanation:

To remediate the security risk associated with unsecure Kerberos delegation, you should modify the properties of the computer objects listed as exposed entities.
Specifically, you should set the Kerberos delegation settings to either "Trust this computer for delegation to any service' or 'Trust this computer for delegation to
specified services only'. This will ensure that the computer is not allowed to use Kerberos delegation to access other computers on the network.

Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/microsoft-defender-for-iden

NEW QUESTION 42

- (Exam Topic 3)

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named Userl and User2.
You plan to deploy Azure Defender.

You need to enable Userl and User2 to perform tasks at the subscription level as shown in the following table.

User ' Task i
Userl ®  Assign initiatives
e Edit security policies
¢ Enable automatic provisioning
User? ¢ View alerts and recommendations
¢ Apply security recommendations
L] Dismiss alerts

The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.
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Roles Answer Area
Contributor Userl:
Owner User2:
Security

administrator

Security reader

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Owner

Only the Owner can assign initiatives. Box 2: Contributor

Only the Contributor or the Owner can apply security recommendations.
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions

NEW QUESTION 45

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.

Solution: You add each account as a Sensitive account. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts

NEW QUESTION 46

- (Exam Topic 3)

You use Azure Defender.

You have an Azure Storage account that contains sensitive information.

You need to run a PowerShell script if someone accesses the storage account from a suspicious IP address. Which two actions should you perform? Each correct
answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Azure Security Center, enable workflow automation.

B. Create an Azure logic appthat has a manual trigger

C. Create an Azure logic app that has an Azure Security Center alert trigger.
D. Create an Azure logic appthat has an HTTP trigger.

E. From Azure Active Directory (Azure AD), add an app registration.

Answer: AC

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage-configure?tabs=azure-security-c https://docs.microsoft.com/en-us/azure/security-
center/workflow-automation

NEW QUESTION 49
- (Exam Topic 3)
You have the resources shown in the following table.
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Name Description
SWi1 An Azure Sentinel workspace
CEF1 A Linux sever configuredto forward Common Event Format
(CEF) logs to SWi1
Server1 | A Linux server configuredto send Common Event Format
(CEF) logs to CEF1
Server2 | A Linux server configured to send Syslog logs to CEF1

You need to prevent duplicate events from occurring in SW1.

What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not
at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Resources Answer Area

| SW1
From the Syslog configuration, remove the facilities
' CEF1 | thatsend CEF messages.

From the Log Analytics agent, disable Syslog

Server1 L
' synchronization.

Server2 '_

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-log-forwarder?tabs=rsyslog

NEW QUESTION 53

- (Exam Topic 3)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.

Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 58

- (Exam Topic 3)

You have an Azure subscription that has Azure Defender enabled for all supported resource types. You create an Azure logic app named LA1.
You plan to use LAL to automatically remediate security risks detected in Defenders for Cloud. You need to test LA1 in Defender for Cloud.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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et the LA tngger to: | When a Defender for Cloud Recommendation 15 created or

When a Defender for Cloud Recommendahion 1s created or inggered
When a Defender for Cloud Alert is created or tnggered

When a response 10 a Defender for Cloud alert i tnggered

Trigger the execution of LA1 from Regulatory comphance standards H
Recommendahons
Secunty alerts
Regulatory comphance standards

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Set the LAT tngger to: | When a Defender for Cloud Recommendation s created or thggered ﬂ

When a Defender for Cloud Recommendation is created or tnggered
When a Defender for Cloud Alert 15 created or tnggered
When a response to a Defender for Cloud alert i tnggered

Tngger the execution of LA from: § Requiatory compliance standaras ‘J
Recommendations {J

Secunty alerts .

Regulatory comphance standards

NEW QUESTION 62

- (Exam Topic 3)

You are configuring Microsoft Cloud App Security.

You have a custom threat detection policy based on the IP address ranges of your company’s United

States-based offices.

You receive many alerts related to impossible travel and sign-ins from risky IP addresses. You determine that 99% of the alerts are legitimate sign-ins from your
corporate offices. You need to prevent alerts for legitimate sign-ins from known locations.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Override automatic data enrichment.

B. Add the IP addresses to the corporate address range category.

C. Increase the sensitivity level of the impossible travel anomaly detection policy.
D. Add the IP addresses to the other address range category and add a tag.

E. Create an activity policy that has an exclusion for the IP addresses.

Answer: AD

NEW QUESTION 64

- (Exam Topic 3)

You have an Azure subscription that contains a Log Analytics workspace.

You need to enable just-in-time (JIT) VM access and network detections for Azure resources. Where should you enable Azure Defender?

A. at the subscription level
B. at the workspace level
C. at the resource level

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/enable-azure-defender

NEW QUESTION 69

- (Exam Topic 3)

You need to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate incidents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Create a rule by using the Changes to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

connector

O

Add the Amazon Web Services @

Set the alert logic

From Analytics in Azure Sentinel, create
a custom analytics rule that uses a
scheduled query

Select a Microsoft security service

Add the Syslog connector

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/detect-threats-custom

NEW QUESTION 73

- (Exam Topic 3)

You need to visualize Azure Sentinel data and enrich the data by using third-party data sources to identify indicators of compromise (loC).
What should you use?

A. notebooks in Azure Sentinel

B. Microsoft Cloud App Security

C. Azure Monitor

D. hunting queries in Azure Sentinel

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION 78

- (Exam Topic 3)

A company uses Azure Sentinel.

You need to create an automated threat response. What should you use?

A. a data connector

B. a playbook

C. a workbook

D. a Microsoft incident creation rule

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 79

- (Exam Topic 3)

You deploy Azure Sentinel.

You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution must minimize administrative
effort.
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Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Microsoft Teams: W

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure: v

Custom

Office 365
Security Events
Syslog

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/connect-office-365 https://docs.microsoft.com/en-us/azure/sentinel/connect-syslog

NEW QUESTION 82

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have Linux virtual machines on Amazon Web Services (AWS). You deploy Azure Defender and enable auto-provisioning.

You need to monitor the virtual machines by using Azure Defender.

Solution: You manually install the Log Analytics agent on the virtual machines. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard-machines?pivots=azure-arc

NEW QUESTION 85

- (Exam Topic 3)

You have an Azure subscription that has Azure Defender enabled for all supported resource types. You create an Azure logic app named LAL.
You plan to use LA to automatically remediate security risks detected in Azure Security Center. You need to test LAL in Security Center.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Set the LA1 trigger to: v
When an Azure Secunity Center Recommendation is created or triggered
When an Azure Secunty Center Alert is created or triggered
When a response to an Azure Security Center alert is triggered

Tngger the execution of LA1 from: v
Recommendations
Workflow automation

A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-and-define-whe

NEW QUESTION 88

- (Exam Topic 3)

You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled.

You need to identify all the changes made to sensitivity labels during the past seven days. What should you use?

A. the Incidents blade of the Microsoft 365 Defender portal
B. the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center
C. Activity explorer in the Microsoft 365 compliance center
D. the Explorer settings on the Email & collaboration blade of the Microsoft 365 Defender portal

Answer: C

Explanation:

Labeling activities are available in Activity explorer. For example:

Sensitivity label applied

This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label. It is captured at the time of save in Office native
applications and web applications.

It is captured at the time of occurrence in Azure Information protection add-ins.

Upgrade and downgrade labels actions can also be monitored via the Label event type field and filter. Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification-activity-explorer-available-event

NEW QUESTION 91
- (Exam Topic 3)
You have the following environment:

> Azure Sentinel
> A Microsoft 365 subscription
> Microsoft Defender for Identity

> An Azure Active Directory (Azure AD) tenant

You configure Azure Sentinel to collect security logs from all the Active Directory member servers and domain controllers.

You deploy Microsoft Defender for Identity by using standalone sensors.

You need to ensure that you can detect when sensitive groups are modified in Active Directory. Which two actions should you perform? Each correct answer
presents part of the solution. NOTE: Each correct selection is worth one point.

A. Configure the Advanced Audit Policy Configuration settings for the domain controllers.
B. Modify the permissions of the Domain Controllers organizational unit (OU).

C. Configure auditing in the Microsoft 365 compliance center.

D. Configure Windows Event Forwarding on the domain controllers.

Answer: AD

Explanation:

Reference:

https://docs.microsoft.com/en-us/defender-for-identity/configure-windows-event-collection https://docs.microsoft.com/en-us/defender-for-identity/configure-event-
collection

NEW QUESTION 94

- (Exam Topic 3)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender A remediation action for an automated investigation quarantines a file across multiple
devices. You need to mark the file as safe and remove the file from quarantine on the devices. What should you use m the Microsoft 365 Defender portal?

A. From Threat tracker, review the queries.

B. From the History tab in the Action center, revert the actions.
C. From the investigation page, review the AIR processes.

D. From Quarantine from the Review page, modify the rules.

Answer: B

NEW QUESTION 99

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a livestream from a query. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-200 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-200/ (197 New Questions)

https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 101

- (Exam Topic 3)

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to external sharing of confidential files.
Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for Azure Information Protection classification
labels and content inspection warnings from this tenant

B. Select Investigate files, and then filter App to Office 365.

C. Select Investigate files, and then select New policy from search

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan new files for Azure Information Protection
classification labels and content inspection warnings

E. From Settings, select Information Protection, select Files, and then enable file monitoring.

F. Select Investigate files, and then filter File Type to Document.

Answer: DE

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/tutorial-dip https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

NEW QUESTION 104

- (Exam Topic 3)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a resource group named RG1. RG1. You need to configure just in time (JIT)
VM access for the virtual machines in RG1. The solution must meet the following

* Limit the maximum request time to two hours.

« Limit protocol access to Remote Desktop Protocol (RDP) only.

* Minimize administrative effort. What should you use?

A. Azure AD Privileged Identity Management (PIM)
B. Azure Policy

C. Azure Front Door

D. Azure Bastion

Answer: A

NEW QUESTION 109
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