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NEW QUESTION 1

You have 10 on-premises networks that are connected by using a 3rd party Software Defined Wide Area Network (SD-WAN) solution. You have an Azure
subscription that contains five virtual networks.

You plan to connect the Azure virtual networks and the on-premises networks by using an Azure Virtual WAN with a single virtual WAN hub.

You need to ensure that the Azure Virtual WAN can act as a node in the 3rd party SD-WAN solution.

What should you include in the solution?

A. An Azure Virtual WAN ExpressRoute gateway
B. A Network Virtual Appliance (NVA)

C. A Site to site gateway (VPN gateway)

D. A Point to site gateway (User VPN gateway)

Answer: B

NEW QUESTION 2

HOTSPOT

You have on-premises datacenters in New York and Seattle.

You have an Azure subscription that contains the ExpressRoute circuits shown in the following table.

Name

Azure region Datacenter ERC1

East US New Vork ERC2

West US2 Seattle

You need to ensure that all the data sent between the datacenters is routed via the ExoressRoute circuits. The solution must minimize costs.

Answer Area

ExpressRoute configuration: | Global Reach o |
Direct
FastPath
Premium
Peering: Private -
Microsoft
Public
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Arca
ExpressRoute configuration: | Glohal React v
Peering: | Private -

NEW QUESTION 3

SIMULATION - (Topic 4)

Task 4

You need to ensure that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24 range and the name
storage34280945.pnvatelinicblob.core.windows.net.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24
range and the name stor-age34280945.pnvatelinicblob.core.windows.net:

? To allow access from a specific IP address range, you need to configure the Azure Storage firewall and virtual network settings for your storage account. You
can do this in the Azure portal by selecting your storage account and then selecting Networking under Settings1.

? On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your
storage account except from the networks or resources that you specify.

? Under Firewall, select Add rule, and then enter 10.1.1.0/24 as the IP address or range. You can also enter an optional rule name and descriptionl. This will allow
access from any IP address in the 10.1.1.0/24 range.

? Select Save to apply your changesl.
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? To map a custom domain name to your storage account, you need to create a CNAME record with your domain provider that points to your storage account
endpoint2. A CNAME record is a type of DNS record that maps a source domain name to a destination domain name.

? Sign in to your domain registrar's website, and then go to the page for managing DNS settings2.

? Create a CNAME record with the following information2:

? Save your changes and wait for the DNS propagation to take effect?2.

? To register the custom domain name with Azure, you need to go back to the Azure portal and select your storage account. Then select Custom domain under
Blob service2.

? On the Custom domain page, enter stor- age34280945.pnvatelinicblob.core.windows.net as the custom domain name and select Save2.

NEW QUESTION 4
HOTSPOT - (Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
VWAN1T | Azure Virtual WAN Standard Virtual WAN
Hub1 Azure Virtual WAN hub | Hub for VWAN1
VNet1 Virtual network Connected to Hub1
VNet2 Virtual network Connected to Hub1
VNet3 Virtual network Peered with VNet2
NVAT Virtual machine Hosts a routing appliance deployed to
VNet

You establish BGP peering between NVA1 and Hubl.
You need to implement transit connectivity between VNetl and VNet3 via Hubl by using BGP peering. The solution must minimize costs.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Arcveer Ares

On Hub, propagate route rom conmections fo Vet and Whieid o | A pustos doyde fakds g gauos e the soigted wath ihe wemss ougionms ioile fabeke Tl |
M cubomm rouwte table snd secocabe the poutes with the dedeuk Rouse Table S
A cursborm (oute Lable sl ssocabe tha routes with 1he same cosorn ioute Tekide
The delaskEousteTable and asscciate the routes with the defsbRoutelable
O Whiet3, implement T su-phefived toute -
Aripe Roole Lawer of 8 dechicated sulned
Are VPN Gateway on o dedicated et
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Ardwer Afes
On Hub, propagate route From conmections to VietT and Viiee? 1 LA st soute abide g avsoriate the noutes wath (e same cusion 16 Salsle [l
£ A Cugtomm rowte Wble and Jesocabe the routes with the delsultRoute Tabls i)
A curbom (oute table sl ssocate tha routes with (ke same costom ioute Tebids
The delashBEnieTable and associate the roules with the defauliRoutelable
O Widetl, implemaent s pr-chpfived soute .
Aripe Fogle Lever on 8 dedhicated wulbned

e VPN Gateway o o dedicated pabest

NEW QUESTION 5

SIMULATION - (Topic 4)

Task 3

You plan to implement an Azure application gateway in the East US Azure region. The application gateway will have Web Application Firewall (WAF) enabled.
You need to create a policy that can be linked to the planned application gateway. The policy must block connections from IP addresses in the 131.107.150.0/24
range. You do NOT need to provision the application gateway to complete this task.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for creating a policy that can be linked to the planned application gateway and block connections from IP addresses in the
131.107.150.0/24 range:

? To create a policy, you need to go to the Azure portal and select Create a resource. Search for WAF, select Web Application Firewall, then select Createl.

? On the Create a WAF policy page, Basics tab, enter or select the following information and accept the defaults for the remaining settings:

? On the Custom rules tab, select Add a rule to create a custom rule that blocks connections from IP addresses in the 131.107.150.0/24 range2. Enter or select the
following information for the custom rule:

? On the Review + create tab, review your settings and select Create to create your WAF policyl.

? To link your policy to the planned application gateway, you need to go to the Application Gateway service in the Azure portal and select your application
gateways3.

? On the Web application firewall tab, select your WAF policy from the drop-down list and select Save

NEW QUESTION 6
HOTSPOT - (Topic 3)
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You have an Azure subscription that contains a virtual network gateway named VNetGwyl. VNetGwyl has a public IP address of 20.25.32.214.
You need to query the health probe of VNetGwy1,

How should you complete the URI? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

hitps ¥ f202532.214; 80 ¥  [healthprobe
hitp
443

snmp 8081

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

https bl Bi) ¥  /healthprobe

J120.25.32.214;
T—

Tsamp 8081

NEW QUESTION 7

- (Topic 3)

You have an Azure application gateway named AGW!1 that has a routing rule named Rulel. Rule 1 directs traffic for http://www.contoso.com to a backend pool
named Pooll. Pooll targets an Azure virtual machine scale set named VMSS1.

You deploy another virtual machine scale set named VMSS2.

You need to configure AGW1 to direct all traffic for http://www.adatum.com to VMSS2. The solution must ensure that requests to http://www.contoso.com continue
to be directed

to Pooll.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a backend pool.

B. Modify an HTTP setting.
C. Add an HTTP setting.
D. Add a listener.

E. Add arule.

Answer: ADE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/configuration-overview

NEW QUESTION 8
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Virtual network Subnet Workload
saL1 VNetl Subnetl Microsoft SQL Server 2019
Web1l VNetl Subnetl s
Web2 ViMetl Subnet2 N5
saL2 VNet2 Subnet1 Microsoft SQL Server 2019
Web3 VNet2 Subnetl s
5013 ViNet2 Subnet2 Microsoft 5QL Server 2019

VNetl and VNet2 are NOT connected to each other.

You need to block traffic from SQL Server 2019 to IIS by using application security groups. The solution must minimize administrative effort.
How should you configure the application security groups? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area:

Minimum number of application security groups:

o o Bd

Minimum number of application security group assignments:

0 W P =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

2 ASGs e 3 assignments,

"All network interfaces assigned to an application security group have to exist in the same virtual network that the first network interface assigned to the application
security group is in."

https://learn.microsoft.com/en-us/azure/virtual-network/application-security-groups

NEW QUESTION 9

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG) and associate the NSG to Subnetl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 10

- (Topic 3)

Your company has five offices. Each office has a firewall device and a local internet connection. The offices connect to a third-party SD-WAN.

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl contains a virtual network gateway named Gatewayl. Each office connects to
Gatewayl by using a Site-to-Site VPN connection.

You need to replace the third-party SD-WAN with an Azure Virtual WAN. What should you include in the solution?

A. Delete Gatewayl.

B. Create new Point-to-Site (P2S) VPN connections on the firewall devices.
C. Create an Azure Traffic Manager profile.

D. Enable active-active mode on Gateway1.

Answer: B

NEW QUESTION 10

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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You need to ensure that the URL is accessible through the application gateway. Solution: You add a rewrite rule for the host header.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
https://docs.microsoft.com/en-us/azure/application-gateway/rewrite-http-headers-url#limitations

NEW QUESTION 12

HOTSPOT - (Topic 3)

Your company has 40 branch offices across North America and Europe. You have an Azure subscription that contains the following virtual networks:
» Two networks in the East US Azure region

* Three networks in the West Europe Azure region

You need to implement Azure Virtual WAN. The solution must meet the following requirements:

 Each branch office in North America must have an ExpressRoute circuit and a Site-to-Site VPN that connects to the East US region.

» Each branch office in Europe must have an ExpressRoute circuit and a Site-to-Site VPN that connects to the West Europe region.

« Transitive connections must be supported between all the branch offices and all the virtual networks.

* Costs must be minimized.

What is the minimum number of Virtual WAN resources required? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

Answer Area

Virtual WAN I One Standard wvirtual WaN > |

Oine Basis vartual WAN
One Standard virtual WAN
Two Basic virtual WANs

Two Standard wvirtual WANS
FORLIT VIFTUSH NETWOR K ateways -

Virtual WAN hubc | Two vartual WAN hubs it
One virtual WAN hub
Four wrtual WAN hubs
Frve virtual WAN hubs

Virtual network gateway i Four virtual network gateways "’J
One virtual network gateway
Two virtual network gateways
Four virtual network gateways
Five virtual network gateways

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Virtual WAN: | | One Standard virtual WAN - |
One Basic virtual WAN

One Standard wirtual WAN

Two Basic virtual WANs

Two Standard virtual WAN:
FOUN VIFTUA! NETWOIK Qateways -

Virtual WAN hub: | Two virtual WAN hubs d

Ome wvirtual WAN hub
Two virtual WAN hubs

Four wirtual WAN hubs
Five virtual WAN hubs

Virtual network gateway: | Four virtual network gateways |
One virtual network gateway

Two virtual network gatewa

Four wrtual network gatewsays

Five virtual network gateways

NEW QUESTION 16

DRAG DROP - (Topic 3)

You have an Azure virtual network named Vnetl that connects to an on-premises network.

You have an Azure Storage account named storageaccountl that contains blob storage.

You need to configure a private endpoint for the blob storage. The solution must meet the following requirements:

? Ensure that all on-premises users can access storageaccountl through the private endpoint.

? Prevent access to storageaccountl from being interrupted.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

insiall the DNS server role and configure the forwarding
of biob.core windows.net 1o 168.63.129.16

Configure on-premises DNS servers to forward
bliob.core windows. net 1o the virtual machine

Configure a private endpoint on storageaccount?

and disable public access lo the account @

Configure on-premises DNS server lo forward
blob.core windows, net to 168.63.129.16

Deploy a virtual machine lo a subnet in Vinet1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
*168.63.129.16 is the IP address of Azure DNS which hosts Azure Private DNS zones. It is only accessible from within a VNet which is why we need to forward on-
prem DNS requests to the VM running DNS in the VNet. The VM will then forward the request to Azure DNS for the IP of the storage account private endpoint.

NEW QUESTION 21
HOTSPOT - (Topic 3)
You have an Azure application gateway named AppGW1 that provides access to the following hosts:
* www.adatum.com

* www.contoso.com

* www.fabrikam.com

AppGWT1 has the listeners shown in the following table.

o ["“: i i,;;r:f:z_fir; amc
G s

You Create Azure Web Application Firewall (WAF) poI|C|es for AppGWl as shown in the foIIowmg table -

NEPE Y R
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 23
- (Topic 3)
You have the Azure load balancer shown in the Load Balancer exhibit.

LB2 has the backend pools shown in the Backend Pools exhibit.

You need to ensure that LB2 distributes traffic to all the members of VMSS1.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Add a network interface to VMSS1.

B. Configure a health probe.

C. Add a public IP address to each member of VMSS1.
D. Add a load balancing rule.

Answer: BD
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-load-balancer-standard-public-portal?tabs=option-1-create-load-balancer-standard

NEW QUESTION 28
- (Topic 3)
Your company has offices in Montreal. Seattle, and Paris. The outbound traffic from each office originates from a specific public IP address.
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You create an Azure Front Door instance named FD1 that has Azure Web Application Firewall (WAF) enabled. You configure a WAF policy named Policy! that has
a rule named Rulel. Rulel applies a rate limit of 100 requests for traffic that originates from the office in Montreal.
You need to apply a rate limit of 100 requests for traffic that originates from each office. What should you do?

A. Modify the conditions of Rulel.

B. Create two additional associations.

C. Modify the rule type of Rulel.

D. Modify the rate limit threshold of Rulel.

Answer: A

Explanation:
https://techcommunity.microsoft.com/t5/azure-network-security-blog/rate-limiting-feature-for-azure-waf-on-application-gateway-now/ba-
p/3934957#:~:text=Rate%20limiting%20is%20configured%20using,and%20a%20group%?2 0by%?20variable.

NEW QUESTION 32
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the resource groups shown in the following table.

Name Location
RG1 East US
RG2 UK West

You have the virtual networks shown in the following table.
Vnell contains two virtual machines named VM1 and VM2. Vnet2 contains two virtual machines named VM3 and VM4. You have the network security groups
(NSGs) shown in the following table that include only default rules.

Name Associated to
Nsg1 Sb1
Nsg2 Network interface of VM2
Nsg3 Network interface of VM3
Nsg4 Sb4

You have the Azure load balancers shown in the following table.

Name | Resource | Location | Type | Backend Virtual Rule
group pool machine
Lb1 RG1 East US | Public | Vnetl VM1 Protocol:
TCP
Port: 80
Backend
port: 80
Lb2 RG2 West US | Internal | Vinet2 VM3 Protocol:
TCP
Port:
1433
Backend
port:
1433

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

MNOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Ne
VM2 can be added to the backend poal of Lb2.
VM4 can access VM3 via port 1433 by wsing the frontend address of Lb2.
VM1 can be accessed via port B0 from the intemeat by using the frontend address of Lb1.
A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Area

Statements Yes Ne
V2 can be added to the backend pool of Lb2.

VM4 can access VM3 via port 1433 by wsing the frontend address of Lb2. L

VM1 can be accessed via port B0 from the intemeat by using the frontend address of Lb1. |

NEW QUESTION 36

- (Topic 3)

Your company has a single on-premises datacenter in New York. The East US Azure region has a peering location in New York.

The company only has Azure resources in the East US region.

You need to implement ExpressRoute to support up to 1 Gbps. You must use only ExpressRoute Unlimited data plans. The solution must minimize costs.
Which type of ExpressRoute circuits should you create?

A. ExpressRoute Local
B. ExpressRoute Direct
C. ExpressRoute Premium
D. ExpressRoute Standard

Answer: A

Explanation:
Reference:
https://azure.microsoft.com/en-us/pricing/details/expressroute/

NEW QUESTION 38
HOTSPOT - (Topic 3)
You have an Azure subscription. The subscription contains virtual machines that host websites as shown in the following table.

Name Public host name Location
VM1 site1.us.contoso.com East US
VM2 site1.uk.contoso.com UK West
VM3 site2.us.contoso.com East US
VM4 sitel.uk.contoso.com UK West
VM5 site2 japan.contoso.com | Japan West
You have the Azure Traffic Manager profiles shown in the following table.
___ Name Routing method DNS name Hosted on
Tm1 Performance site’l.contoso.com VM1 and VM2
Tmi2 Priority site2.contoso.com Vi3, VM4, and VM5

You have the endpoints shown in the following table.

Name | Traffic Manager | Azure Routing Status
profile endpoint method
parameter

Ep1 Tm1 VM1 1 Degraded

Ep2 Tm1 VM2 2 | Online

Ep3 Tm2 VM3 1 CheckingEndpoint
Epd Tm2 V4 2 Online

Ep5 Im2 VM5 3 | Online

For each of the following statements, select Yes if the statement is true. Otherwise select No.
NOTE: Each connect selection is worth one point.

Answer Area

Statements Yes No

A user that reguests sitel.contoso.com from the East US Azure region will connect to
Site1,us. coNtoS0.ComL

A user that requests sited.contoso.com from the Bast US Azure region wall connect to
gited ul.contoso.com

A user that requests sile2.contoso.com from the Japan East Azure region will connect to
sited japan.contoso.com

A. Mastered
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B. Not Mastered

Answer: A
Explanation:
Answer Arca
Statements Yes No
.
A user that requests sitel.contoso.com from the East US Azure region will connect to |_ 1

cite 1 Ls.cONToS0.Com

A user that requests site.contoso.com from the Bast US Arure region wall connect to
gites Uk.contoso.00m

A user that requests site2 contoso.com from the Japan East Azure region will connect to | I

sited japan.contoso.com

NEW QUESTION 42

HOTSPOT - (Topic 3)

You have an Azure application gateway named AppGwl1.

You need to create a rewrite rule for AppGw1. The solution must rewrite the URL of requests from https://www.contoso.com/fashion/shirts to
ttps://www.contoso.com/buy.aspx?category-fashion&product=shirts.

How should you complete the rule? To answer NOTE: Each correct selection is worth one point appropriate options in the answer area.

|l Answer Area
| If server warinble QuEny; siring L[ mgundis e whe parteen S0 H )
| LTS { content_type
i Set £ buylaspx and fategorys{van urd path_ 1 j8producte={var_uri pach 2}
Il ! | unipath
_Aeguest Hepder (Common Header B buy.aspy snd categery={var urd path i}iproduct={var_uri path 2}
Reqguest Header [Common Header)
Respanse Header (Commean Header)
(URL [Both URL path and URL gqueny string)
A. Mastered

B. Not Mastered

Answer: A

Explanation:

|l Answer Area

| ::f- server wvariable QueEny; siring L[ mgundis e whe parteen S0 H )

LT { content_type

i Set | £ buylaspx and fategorys{van urd path_ 1 j8producte={var_uri pach 2}
Il ! | uri_path |

Bl Buy . asdy and cavagacy={var wrd path 1 }iproduct= {var_uri_ path_2}

Resprmse Hegar [Comman HeEatér)
(URL [Both URL path and URL gqueny string)

NEW QUESTION 46

- (Topic 3)

You plan to implement an Azure virtual network that will contain 10 virtual subnets. The subnets will use IPv6 addresses. Each subnet will host up to 200 load-
balanced virtual machines.

You need to recommend a load balancing solution for the virtual network. The solution must meet the following requirements:

* The virtual machines and the load balancer must be accessible only from the virtual network.

* Costs must be minimized.

What should you include in the recommendation?

A. Basic Azure Load Balancer

B. Azure Application Gateway v1 Azure Application Gateway v2
C. Azure Standard Load Balancer

D. Azure Application Gateway v2

Answer: C

NEW QUESTION 51

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Azure subscription that contains an Azure Front Door Premium profile named AFD1 and an Azure Web Application Firewall (WAF) policy named
WAF1. AFD1 is associated with WAF1.

You need to configure a rate limit for incoming requests to AFD1. Solution: You configure a managed rule for WAF1.

Does this meet the goal?

A. Yes
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B. No

Answer: B

NEW QUESTION 54
DRAG DROP - (Topic 3)
Your company, named Contoso, Ltd, has an Azure subscription that contains the resources show in the following table.

Name Type Location Description
Applus | Azure App Service East US A website for the
United States office of
Contoso
Appluk | Azure App Service UK West A website for the
United Kingdom office
of Contoso
Stlus Storage account East US Contains images for
the United States
website
Stluk Storage account UK West Contains images for
the United Kingdom
website

You plan to deploy Azure Front Door. The solution must meet the following requirement:

* Requests to a URL of https://contoso.azurefd.net/uk must be routed to Appluk.

» Requests to a URL of https://contoso.azurefd.net/us must be routed to Applus.

* Requests to a URL of https://contoso.azurefd.net/images must be routed to the storage account closest to the user.

What is the minimum number of backend pools and routing rules you should create? To answer, the appropriate number to the correct component. Each number
may be used once, more than once, or not at all. You may need to drag the spilt bar between panes scroll to view content:

Note: Each correct selection is worth one point.

MNumber Answer Arca
1 < Backend poots
3 4 e
& Routing nules
®
&
L]
h -
A. Mastered
B. Not Mastered
Answer: A
Explanation:
MNumber Answer Arca
I 1 18 € ] 2
" | B Backend pools: [ L
— —3 e 1 — )
| NP II_ — Routing rules: | 2 i

h -

NEW QUESTION 58

DRAG DROP - (Topic 3)

You have three on-premises sites. Each site has a third-party VPN device.

You have an Azure virtual WAN named VWANL that has a hub named Hubl. Hubl connects two of the three on-premises sites by using a Site-to-Site VPN
connection.

You need to connect the third site to the other two sites by using Hub1.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Download the VPN configuration file from VIWAN1
In a Hub1, create a VPN gateway @
In a Hub1, create a VPN sile @

In a Hub1, create a connection to the VPN sile

Configure the VPN device

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area

In a Hub1, create a VPN site
I @ uuuuuuuuuuuuuuuuu *

| In a Hub1, create a connection o the VPN sile j | Uownload the VPN configuration fie from VIWAN1

'l Configure the VPN device ' | ]VCunﬁgure the VPN device

B e R~ S S S S

NEW QUESTION 59

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a guestion in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You configure the firewall on storagel to only accept connections from Vnetl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 61
- (Topic 3)

Azure virtual networks in the East US Azure region as shown in the following table.
FIRHiddinnini| |

JI'IIII;I Irlll 'j[lr ‘ll]l"'ll'l1

1l LM ||er

The virtual networks are peered to one another Each virtual network contains four subnets. You plan to deploy a virtual machine named VM1 that will inspect and
route traffic between

all the subnets on both the virtual networks.

What is the minimum number of IP addresses that you must assign to VM1?

00w
o hhDNBE

Answer: B

NEW QUESTION 64

HOTSPOT - (Topic 3)

Your on-premises network contains a VPN device.

You have an Azure subscription that contains a virtual network and a virtual network gateway.
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You need to create a Site-to-Site VPN connection that has a custom cryptographic policy. How should you complete the PowerShell script? To answer, select the
appropriate options

in the answer area.

NOTE: Each correct selection is worth one point.

Angwer Area

~Ikefncryption ARELE -lkelntegrity SHALBL -D&Group DMGroopld -IpsecEncryption ARSILE

ImeSeconds 148480 -SaDataSizedilobytes 102400009

Mew-A7] precTrafficSelectorPolicy
MNew-ArServieEndpointPolicy
Mew-ArvpnClieniipsecPalicy

|h:iv.\--.-i:'-u"u'.|..|.'|IHr:wiﬁrﬂ'ﬁr{cﬁrﬁnﬂn "I «Nama fConnectionlé -Resourcebrouptiome §&51 -VietualNetworiGatewsyl $vaatlge
P AXV LAl Hub
Baw-AzVirtualMetworkGateway

Bew-Ar¥itusiMetworkGatewayConnection

Bew-ArVinualMetworkGatewayhatRule

Honl ~ComnectionType IPsec -IpsecPolicies Spalicy -Sharediey 'Azuredlb2Cy*

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Angwer Area

Fealicy = P Aol pcear Pypler -Ikgfncryptios AESIRE -ThRelnmtegrlty THA3BE -Dhieroup DHO-Supld -IpietEntrypilon ARLEITE
oL T £ isidconds 194080 -2A0ataflzenilebytes 102400000
Mew-AzipeecTrafficSelectorPolicy
Mew-ArSeraceEndpointPolicy
HNew-AZVpnChentipsecPolicy i

INrn AXVIrTusNetwortGatewy Connechon ""I linne §Conmectionls -RescurceGrouplions §RG1 -VirtuslhetworkGetewsy] Swetlge
Mlewy-AZViriualHub

Mew- AV irtualMetworkGateway

New- ArVinuaiNetworbhalrwaylonnochion
Mewe AZVIMualMNetworkGalewayNatRule

donl -ComnectionType IPsec -IpsecPolicles Spolicy -Sharediey ‘Azuredlbld’

NEW QUESTION 68
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
appservicel | Azure App Service | Hosts an app named App1
contoso.com | Azure DNS zone Resolves name requests from the intermet
FD1 Azure Front Door | Standard profile with App1 configured as the origin
KeyVault1 Azure Key Vault Key vault with Permission model set to Vault access policy
KeyVault2 Azure Key Vault Key vault with Permission model set to Azure role-based access control

You purchase a certificate for appl.contoso.com from a public certification authority (CA) and install the certificate on appservicel.

You need to ensure that Appl can be accessed by using a URL of https://appl.contoso.com. The solution must ensure that all the traffic for App1 is routed via
FD1.

Which type of DNS record should you create, and where should you store the certificate? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

Answer Area

DNSrecordtype: TXT ¥
‘:A
|CNAME
| SRV

Store the certificate in: | KeyVauit2 i>]
FD1

KeyWaultl

KeyVault2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

DNS record type:  TXT 1%
| A
CNAME
| SRV
T

Store the certificate in: l Key\Vault2 | Sl ]
|FD1
KeyVauit1

NEW QUESTION 71
FILL IN THE BLANK - (Topic 3)
You have two Azure App Service instances that host the web apps shown the foIIowmg table.

T T,

rﬂ”n)‘a{’:.lil-.. | . .'

(TN TN Tr [

You deploy an Azure application gateway that has one public frontend IP address and two backend pools.

You need to publish all the web apps to the application gateway. Requests must be routed based on the HTTP host headers.

What is the minimum number of listeners and routing rules you should configure? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.

l il ']|I --Ilr"JJ
.l

e

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1,2

NEW QUESTION 73

HOTSPOT - (Topic 3)

You have an Azure Traffic Manager parent profile named TM1. TM1 has two child profiles named TM2 and TM3.
TM1 uses the performance traffic-routing method and has the endpoints shown in the following table.

Name Location
App1 North Europe
App2 East US
App3 Central US
TM2 West Europe
TM3 West US

TM2 uses the weighted traffic-routing method with MinChildEndpoint = 2 and has the endpoints shown in the following table.

Name Location Weight
App4 West Europe | 99
AppS West Europe 1

TM3 uses priority traffic-routing method and has the endpoints shown in the following table.

Name Location
Appb West US
App2 East US

The App2, App4, and App6 endpoints have a degraded monitoring status.
To which endpoint is traffic directed? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point
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Traffic from West Europe: | A 4

App1l !
App2 [
App4

App5 [

Traffic from West US: | v
App1
App2
App3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Traffic from West Europe: | A 4
Appi ! |

App2” |
App4

. App5 [

Traffic from West US: | \4
_ App1
| AppZ _
[APP3 |
Appb6 )

NEW QUESTION 78

- (Topic 3)

You have an Azure subscription that contains a virtual network name Vnetl. Vnetl contains a virtual machine named VM1 and an Azure firewall named FW1.
You have an Azure Firewall Policy named FP1 that is associated to FW1.

You need to ensure that RDP requests to the public IP address of FW1 route to VM1. What should you configure on FP1?

A. an application rule
B. a network rule

C. URL filtering

D. a DNAT rule

Answer: D

NEW QUESTION 83

- (Topic 3)

You have an Azure Front Door instance named FD1 that is protected by using Azure Web Application Firewall (WAF).

FD1 uses a frontend host named appl.contoso.com to provide access to Azure web apps hosted in the East US Azure region and the West US Azure region.
You need to configure FD1 to block requests to appl.contoso.com from all countries other than the United States.

What should you include in the WAF policy?

A. a frontend host association

B. a managed rule set

C. a custom rule that uses a rate limit rule
D. a custom rule that uses a match rule

Answer: D
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NEW QUESTION 87
HOTSPOT - (Topic 3)
You are planning an Azure Front Door

deployment that will contain the resources shown in the following table.

Name Type
ASP93 App Service plan
Webapp93.azurewebsites.net App Service
FD93.azurefd.net Front Door

Users will connect to the App Service through Front Door by using a URL of https://www.fabrikarn.com. You obtain a certificate for the host name of

www . fabfikam.com.

You need to configure a DNS record for www.fabrikam.com and upload the certificate to Azure. What should you do? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

Arnawer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 91
DRAG DROP - (Topic 3)

Upload the certificate to: | A secret in Azure Key Vault 'd]:l‘ |
& cedtificate in Active Dimctory Certific rvices [ADHCS)

A custom nale in Anure Web Application Fiewall (WAF]
Aary entapride applicatson in Adure AD

A weered i Asuine ey Vaull

St the DINS record target tae | ID9 3 asuredd net - r
fatriam. com

FO93 arurefdnet
Webappdl.azunewetnites.net

Upload the certificate tor | A secret in Azure Key Vault 'd]:l‘ *|
& cedtificate in Active Dimctory Certific rvices [ADHCS)
A custom nale in Anure Web Application Fiewall (WAF]
Aary entapridd applicatson in Adure AD

A Leered W Asune Key Vel

St the DINS recodrd tasget 1o ii'-'cl i .i'llrc‘.-.'l it - r

" | Tabkam.com
FD93 anwefdnet
Webappdl.azunewetnites.net

You have two Azure virtual networks named Hubl1 and Spokel. Hubl connects to an on- premises network by using a Site-to-Site VPN connection.
You are implementing peering between Hubl1 and Spokel.
You need to ensure that a virtual machine connected to Spokel can connect to the on- premises network through Hub1.
How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than once, or
not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth

Values

=-AllowForwardedTrattic

-Al lowGatewayTransit

-UseRemoteGateways

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy

one point.

Answer Area

Shub = Get-AZVirtualNetwork -ResourceGroup “BGl” -Hame

$spoke = Get-AZVirtualRetwork -ResourceGroup “RG2"

“Hubl®”

-Hame “Spokel”

Add-AZVirtualHetworkPeering -Hame “Hubl-Spokel” -VirtualMNetwork Shub

-RemoteVirtualletworkId $spoke.id

Value

Add-AZVirtualNetworkPeering -Name “Spokel-Hubl” -VirtualMetwork $spoke

~-RemoteVirtualNetworkId Shub.id

Value
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Values Answer Area

r-—l————!——!'—!—— : & PR o i

|| -AllowForwardedTraffic ] Shub = Get-AZVirtualNetwork -ResourceGroup “RGl" -HName “Hubl
Sspoke = Get-AZVirtualMetwork -ResourceGroup “RGZ™ -Name *Spokel”

~-AllowGatewayTransit . )
Add-AZVirtualHetworkPeering -Hame “Hubl-Spokel” -VirtualNetwork Shub
-— - {___J - -— -— - -— — — J .
-UseRemoteGateways | -RemoteVirtualNetworkId $spoke.id | ~AllowGatewayTransit

Add-AZVirtualNetworkPeering -Name “Spokel-Hubl” -VirtualNetwork $spoke

-RemoteVirtualNetworkId $hub.id 1‘ -UseRemoteGateways |

NEW QUESTION 93

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

You need to ensure that the URL is accessible through the application gateway. Solution: You configure a custom cookie and an exclusion rule.
Does this meet the goal?

Answer: A

NEW QUESTION 95
HOTSPOT - (Topic 3)
You have the Azure firewall shown in the following exhibit.
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- Firewalll =
'-!'1!'-‘--.‘||

E Delete 5 Lock

ﬂ' Visit Azure Firewall Manager to configure and manage this firewall, -

. Essentials

Resource group (chan

={ ]

Location

Morth Europe

Ty

ubscnption (change)

- il

R ] apE

L ] ™
ubscnption ID

;o)

169d1bba-badc-471¢-b513-092ebT063255

Virtual network
Vet

Firewall pohcy
EirewatiPohicy
Frovisioning state
Succeeded

Tags (change)

Chck here to add tags

Firewall sku

Standard

Frrewall subnet

ArureFirewaliSubnet

Firewall publc IP

réwalll -1

Firewall private 1P

10.100.253.4
Management subnet

Management public IP

Private IP Ranges

Managed by Firewall Policy

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

NEW QUESTION

DRAG DROP - (Topic 3)

99

On Firewalll, forced tunnefing [answer choicel l"'"""""'"' b eviatibed 'I"I

On Firewall, management by Azude Firewall Manager [answer cholce]

On Firewall, forced tunnsfing [answer cholce]

You have an on-premises network.

You have an Azure subscription that contains a virtual network named VNetl. VNetl contains an ExpressRoute gateway.

O Firewall1, management by Azure Firewall Manager [answer cholce]

i5 enabled already

cannot be enabled

15 chisabled but can be enabled

i enablad alread, -
15 enatvled already

cannot be enabled
| i5 disabled but can be enabled

lr.mnn'. be enabled -
15 enabled already

L cannot be enabled
is disabled but can be enablad

s

iz enabled already -
s enatdled already

cannot be snabled
| 15 disabled but can be enabled

You need to connect VNetl to the on-premises network by using an ExpressRoute circuit. Which four actions should you perform in sequence? To answer, move

the appropriate

actions from the list of actions to the answer area and arrange them in the correct order.

Actions

Configure Azure public peering.

Create the ExpressRoute croust.

Send a service key 1o your connectivity provider,

Configure Azure private peering

®
©

Create a connection from ViNet1 to the ExpressRoute

a alli

A. Mastered

Answer: A

. Not Mastered
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Explanation:

A s s s s R TIIINIIN s e T AS

| . 1
| Configure Azure public peering, | Create the ExpressRoute circuit. :
. P P R T S T
[ rcbidnd o — I Send a service key to your connectivity provider. ] 1
” L g e = o R e e | o e ety 4
[Send 2 service key 0 your comnecivty provider. | @R TIIIIIIIIIIIIIIIIINIT -2zt
T T e O N R N R N N R R T O R 8, I I

| Configure Azure private peer

Configure Azwre privatepeering. N o o oo 2 AR '
| i o e e ey S O L S e e e ey e Bl a
Linatas sion from VNet! to the E s ,[ i [mgammmwwmmm :
! circuit. e e e 4

NEW QUESTION 101
HOTSPOT - (Topic 2)
You need to meet the network security requirements for the NSG flow logs.

Which type of resource do you need, and how many instances should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 106

DRAG DROP - (Topic 1)

You need to implement outbound connectivity for VMScaleSetl. The solution must meet the virtual networking requirements and the business requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a health probe

Create a public load balancer in the Standard SKU

Create a public load balancer in the Basic SKU @

Create a backend pool that contains VMScaleSeti

Create a NAT rule

Create an outbound rule

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 109
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