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NEW QUESTION 1
What information can be found in the file specified by the status parameter in an OpenVPN server configuration file? (Choose two.)

A. Errors and warnings generated by the openvpn daemon

B. Routing information

C. Statistical information regarding the currently running openvpn daemon
D. A list of currently connected clients

E. A history of all clients who have connected at some point

Answer: BD

NEW QUESTION 2
Which of the following nmap parameters scans a target for open TCP ports? (Choose two.)

-sO
-sZ
-sT
-sU
-sS

moow»

Answer: CE

NEW QUESTION 3
When the default policy for the netfilter INPUT chain is set to DROP, why should a rule allowing traffic to localhost exist?

A. All traffic to localhost must always be allowed

B. It doesn’t matter; netfilter never affects packets addressed to localhost

C. Some applications use the localhost interface to communicate with other applications

D. syslogd receives messages on localhost

E. The iptables command communicates with the netfilter management daemon netfilterd on localhost to create and change packet filter rules

Answer: C

NEW QUESTION 4
CORRECT TEXT
What command creates a SSH key pair? (Specify ONLY the command without any path or parameters)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
ssh-keygen

NEW QUESTION 5
Which of the following statements is true regarding the NFSv4 pseudo file system on the NFS server?

A. It must be called /exports

B. It usually contains bind mounts of the directory trees to be exported
C. It must be a dedicated partition on the server

D. Itis defined in the option Nfsv4-Root in /etc/pathmapd.conf

E. It usually contains symlinks to the directory trees to be exported

Answer: B

NEW QUESTION 6
What word is missing from the following excerpt of a named.conf file?

friends
10.10.0.0/24; 192.168.1.0/24;
i’
options {
allow—query friends; };

-
™ i
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A. networks
B. net

C. list

D. acl

E. group

Answer: D

NEW QUESTION 7
In order to protect a directory on an Apache HTTPD web server with a password, this configuration was added to an .htaccess file in the respective directory:

AuthTvpepe Basic
-
= % % T = i S = ., . = = rr
AuthName “Protected Directorv
L]

S - - = r F Fi w B < - i
AuthUserFile /var/www/dir/ .htpasswd
y : 1 5 3

Reguire valid—-user

Furthermore, a file /var/www/dir/ .htpasswd was created with the following content: usera:S3cr3t
Given that all these files were correctly processed by the web server processes, which of the following statements is true about requests to the directory?

A. The user usera can access the site using the password s3cr3t

B. Accessing the directory as usera raises HTTP error code 442 (User Not Existent)

C. Requests are answered with HTTP error code 500 (Internal Server Error)

D. The browser prompts the visitor for a username and password but logins for usera do not seem to work
E. The web server delivers the content of the directory without requesting authentication

Answer: A

NEW QUESTION 8
Which Apache HTTPD directive enables HTTPS protocol support?

A. HTTPSEngine on
B. SSLEngine on

C. SSLEnable on

D. HTTPSEnable on
E. StartTLS on

Answer: B

NEW QUESTION 9
When using mod_authz_core, which of the following strings can be used as an argument to Require in an Apache HTTPD configuration file to specify the
authentication provider? (Choose three.)

A. method
B. all

C. regex
D. header
E. expr

Answer: ABE

NEW QUESTION 10

CORRECT TEXT

Which directive in a Nginx server configuration block defines the TCP ports on which the virtual host will be available, and which protocols it will use? (Specify
ONLY the option name without any values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
listen

NEW QUESTION 10
In a PAM configuration file, which of the following is true about the required control flag?

A. If the module returns success, ho more modules of the same type will be invoked
B. The success of the module is needed for the module-type facility to succee

C. If it returns a failure, control is returned to the calling application

D. The success of the module is needed for the module-type facility to succee

E. However, all remaining modules of the same type will be invoked

F. The module is not critical and whether it returns success or failure is not important
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G. If the module returns failure, no more modules of the same type will be invoked

Answer: C

NEW QUESTION 12

CORRECT TEXT

What is the name of the root element of the LDAP tree holding the configuration of an OpenLDAP server that is using directory based configuration? (Specify
ONLY the element’s name without any additional information.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
slapd

NEW QUESTION 13
CORRECT TEXT
Which OpenLDAP client command can be used to change the password for an LDAP entry? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Idappasswd

NEW QUESTION 14
CORRECT TEXT
What is the path to the global Postfix configuration file? (Specify the full name of the file, including path.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
letc/postfix/main.cf

NEW QUESTION 17
After the installation of Dovecot, it is observed that the dovecot processes are shown in ps ax like this:

312487 S 0:00 dovecot/imap

31253 7 S 0:00 dovecot/imap-login
In order to associate the processes with users and peers, the username, IP address of the peer and the connection status, which of the following options must be

set?

A. --with-linux-extprocnames for ./configure when building Dovecot
B. sys.ps.allow_descriptions = 1 in sysctl.conf or /proc

C. proc.all.show_status = 1 in sysctl.conf or /proc

D. verbose_proctitle = yes in the Dovecot configuration

E. process_format = “%u %l %s” in the Dovecot configuration

Answer: D

NEW QUESTION 20

CORRECT TEXT

Which action in a Sieve filter forwards a message to another email address without changing the message? (Specify ONLY the action’s name without any

parameters.)

A. Mastered
B. Not Mastered

Answer: A
Explanation:
redirect

NEW QUESTION 22

Which of the following services belongs to NFSv4 and does not exist in NFSv3?

A. rpc.idmapd
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B. rpc.statd
C. nfsd
D. rpc.mountd

Answer: A

NEW QUESTION 27
What does the samba-tool testparm command confirm regarding the Samba configuration?

A. The configuration loads successfully.

B. The service operates as expected.

C. The Samba services are started automatically when the system boots.

D. The netffilter configuration on the Samba server does not block any access to the services defined in the configuration.
E. All running Samba processes use the most recent configuration versio

Answer: A

NEW QUESTION 31
CORRECT TEXT
What command displays NFC kernel statistics? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
nfsstat

NEW QUESTION 34
Given the following Squid configuration excerpt: cache_dir ufs /var/spool/squid3/ 1024 16 256
Which of the following directories will exist directly within the directory /var/spool/squid3/? (Choose two.)

Answer: AC

NEW QUESTION 37
Which option within a Nginx server configuration section defines the file system path from which the content of the server is retrieved?

A. location

B. htdocs

C. DocumentRoot
D. root

E. base_dir

Answer: D

NEW QUESTION 40
With Nginx, which of the following directives is used to proxy requests to a FastCGl application?

A. fastcgi_pass

B. fastcgi_proxy

C. proxy_fastcgi

D. proxy_fastcgi_pass
E. fastcgi_forward

Answer: A

NEW QUESTION 42

To allow X connections to be forwarded from or through an SSH server, what configuration keyword must be set to yes in the sshd configuration file?
A. AllowForwarding

B. ForwardingAllow

C. XlIForwardingAllow

D. XlIForwarding

Answer: D

NEW QUESTION 47
Using its standard configuration, how does fail2ban block offending SSH clients?
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A. By rejecting connections due to its role as a proxy in front of SSHD.

B. By modifying and adjusting the SSHD configuration.

C. By creating and maintaining netfilter rules.

D. By creating null routes that drop any answer packets sent to the client.
E. By modifying and adjusting the TCP Wrapper configuration for SSH

Answer: B

NEW QUESTION 50
Which command is used to administer IPv6 netfilter rules?

A. iptables
B. iptablesv6
C. iptables6
D. ip6tables
E. ipv6tables

Answer: D

NEW QUESTION 55
After running ssh-keygen and accepting the default values, which of the following files are changed or created? (Choose two.)

. ~l.sshfid_rsa.key
. ~l.sshfid_rsa.pub
. ~/.ssh/id_rsa.prv
. ~/.sshfid_rsa.crt
. ~/.sshfid_rsa

mooOw>

Answer: BE

NEW QUESTION 56
Which of these tools provides DNS information in the following format?

www.example.com has address 172.25.25.55

www.example.com has address 172.25.25.63

Wwww.example.com has TIPv6e address fdb4:8fbc:36€el::101f

A. dig

B. nslookup

C. host

D. named-checkconf
E. named-checkzone

Answer: B

NEW QUESTION 60
Which rdnc sub command can be used in conjunction with the name of a zone in order to make BIND reread the content of the specific zone file without reloading
other zones as well?

A. lookup

B. reload

C. fileupdate
D. reread

E. zoneupdate

Answer: AC

NEW QUESTION 65
Which of the following DNS record types is used for reverse DNS queries?

A. CNAME
B. IN
C.PTR

D. REV

E. RIN

Answer: C

NEW QUESTION 68
CORRECT TEXT
According to the configuration below, what is the full e-mail address of the administrator for this domain?
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SORIGIN example.com

@ IN SOA mars.example.com pluto.example.com |

2016073142
1C800

3e00
eC4800
8€400 )

A. Mastered
B. Not Mastered

Answer: A

Explanation:
admin@mars.example.com

NEW QUESTION 70

CORRECT TEXT

Which option in the Postfix configuration makes Postfix pass email to external destinations to another SMTP-server? (Specify ONLY the option name without any
values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

relay server

NEW QUESTION 74

Which of the following statements is INCORRECT regarding the LDIF file format?

A. It contains a dn line that indicates where the attributes listed in the following lines of the file must be added.
B. In the file, a blank line separates one entry from another one.

C. If an attribute contains binary data, some specific configurations must be made for this entry.
D. The LDIF file accepts any type of file encodin

Answer: D

NEW QUESTION 78

Which of the following lines is valid in a configuration file in /etc/pam.d/?

A. authrequired pam_unix.sotry_first_pass nullok

B. authtry_first_pass nullok, require pam_unix.so

C. authrequired:pam_unix.so(try_first_pass nullok)

D. authpam_unix.so(required try_first_pass nullok)

Answer: A

NEW QUESTION 80
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