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NEW QUESTION 1
Refer to the exhibits.
Exhibit A

config wireless-controller wtp-profile
edit “Maln Networks — FAP-320C"
set comment “"Profile with standard networks’
config platform
set type 320C

end

set handoff-rssi 30

set handoff-sta-thresh

set ap-country GB

config radio-1
set band 802.11n
set power-level 50
set channel-utilization enable
set wids-profile “default-wids-apscan-enabled”
set darrp enable
set vap-all manual

1- FF

set vaps “"Main-Wifi” “Contractors” “Gues

"Wifi TOT” “Wifi POS” ™“Staff” “Students”

i 1 o L4 E:J #i LY I 1 i

set channel
end
config radio-2
set band 802.1llac
set channel-bonding 40MH=z
set power-level 60
. channel-utilization enable
wids-profile “default-wids-apscan-enabled”
darrp enable
set vap-all manual
set vaps “"Main-Wifi” “Contractors”
“Wifi IOT"” “Wifi POS” “Staff” "“Students”
N set channel “36” “447 “527 “gQ~

“Guest”™

end
next
end

Exhibit B
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Diagnostics and Tools - Office
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Exhibit C
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A wireless network has been installed in a small office building and is being used by a business to connect its wireless clients. The network is used for multiple
purposes, including corporate access, guest access, and connecting point-of-sale and lo devices.

Users connecting to the guest network located in the reception area are reporting slow performance. The network administrator is reviewing the information shown
in the exhibits as part of the ongoing investigation of the problem. They show the profile used for the AP and the controller RF analysis output together with a
screenshot of the GUI showing a summary of the AP and its neighboring APs.

To improve performance for the users connecting to the guest network in this area, which configuration change is most likely to improve performance?

A. Increase the transmission power of the AP radios

B. Enable frequency handoff on the AP to band steer clients

C. Reduce the number of wireless networks being broadcast by the AP
D. Install another AP in the reception area to improve available bandwidth

Answer: B

NEW QUESTION 2
Which two statements about background rogue scanning are correct? (Choose two.)

A. A dedicated radio configured for background scanning can support the connection of wireless clients

B. When detecting rogue APs, a dedicated radio configured for background scanning can suppress the rogue AP

C. Background rogue scanning requires DARRP to be enabled on the AP instance

D. A dedicated radio configured for background scanning can detect rogue devices on all other channels inits configured frequency band

Answer: CD

NEW QUESTION 3
When configuring Auto TX Power control on an AP radio, which two statements best describe how the radio responds? (Choose two.)

A. When the AP detects any other wireless signal stronger that -70 dBm, it will reduce its transmission power until it reaches the minimum configured TX power
limit.

B. When the AP detects PF Interference from an unknown source such as a cordless phone with a signal stronger that -70 dBm, it will increase its transmission
power until it reaches the maximum configured TX power limit.

C. When the AP detects any wireless client signal weaker than -70 dBm, it will reduce its transmission power until it reaches the maximum configured TX power
limit.

D. When the AP detects any interference from a trusted neighboring AP stronger that -70 dBm, it will reduce its transmission power until it reaches the minimum
configured TX power limit.

Answer: AC

NEW QUESTION 4

Which of the following is a requirement to generate analytic reports using on-site FortiPresence deployment?
A. SQL services must be running

B. Two wireless APs must be sending data

C. DTLS encryption on wireless traffic must be turned off

D. Wireless network security must be set to open

Answer: A

NEW QUESTION 5
What is the first discovery method used by FortiAP to locate the FortiGate wireless controller in the default configuration?
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A. DHCP

B. Static

C. Broadcast
D. Multicast

Answer: B

NEW QUESTION 6

Six APs are located in a remotely based branch office and are managed by a centrally hosted FortiGate. Multiple wireless users frequently connect and roam
between the APs in the remote office.

The network they connect to, is secured with WPA2-PSK. As currently configured, the WAN connection between the branch office and the centrally hosted
FortiGate is unreliable.

Which configuration would enable the most reliable wireless connectivity for the remote clients?

A. Configure a tunnel mode wireless network and enable split tunneling to the local network

B. Configure a bridge mode wireless network and enable the Local standalone configuration option

C. Configure a bridge mode wireless network and enable the Local authentication configuration option
D. Install supported FortiAP and configure a bridge mode wireless network

Answer: A

NEW QUESTION 7
Which two statements about distributed automatic radio resource provisioning (DARRP) are correct? (Choose two.)

A. DARRP performs continuous spectrum analysis to detect sources of interferenc

B. It uses this information to allow the AP to select the optimum channel.

C. DARRP performs measurements of the number of BSSIDs and their signal strength (RSSI). The controller then uses this information to select the optimum
channel for the AP.

D. DARRP measurements can be scheduled to occur at specific times.

E. DARRP requires that wireless intrusion detection (WIDS) be enabled to detect neighboring devices.

Answer: BC

Explanation:

According to Fortinet training: "When using DARRP, the AP selects the best channel available to use based on the scan results of BSSID/receive signal strength
(RSSI) to AC" and "To set the running time for DARRP optimization, use the following CLI command within the wireless controller setting: set darrp-optimize
{integer}. Note that DARRP doesn't do continuous spectrum analysis..."

NEW QUESTION 8

As a network administrator, you are responsible for managing an enterprise secure wireless LAN. The controller is based in the United States, and you have been
asked to deploy a number of managed APs in a remote office in Germany.

What is the correct way to ensure that the RF channels and transmission power limits are appropriately configured for the remote APs?

A. Configure the APs individually by overriding the settings in Managed FortiAPs

B. Configure the controller for the correct country code for Germany

C. Clone a suitable FortiAP profile and change the county code settings on the profile
D. Create a new FortiAP profile and change the county code settings on the profile

Answer: C

NEW QUESTION 9
As standard best practice, which configuration should be performed before configuring FortiAPs using a FortiGate wireless controller?

A. Create wireless LAN specific policies

B. Preauthorize APs

C. Create a custom AP profile

D. Set the wireless controller country setting

Answer: D

NEW QUESTION 10

You are investigating a wireless performance issue and you are trying to audit the neighboring APs in the PF environment. You review the Rogue APs widget on
the GUI but it is empty, despite the known presence of other APs.

Which configuration change will allow neighboring APs to be successfully detected?

A. Enable Locate WiFi clients when not connected in the relevant AP profiles.
B. Enable Monitor channel utilization on the relevant AP profiles.

C. Ensure that all allowed channels are enabled for the AP radios.

D. Enable Radio resource provisioning on the relevant AP profiles.

Answer: D
Explanation:
The ARRP (Automatic Radio Resource Provisioning) profile improves upon DARRP (Distributed Automatic Radio Resource Provisioning) by allowing more factors

to be considered to optimize channel selection among FortiAPs. DARRP uses the neighbor APs channels and signal strength collected from the background scan
for channel selection.
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NEW QUESTION 10
How are wireless clients assigned to a dynamic VLAN configured for hash mode?

A. Using the current number of wireless clients connected to the SSID and the number of IPs available in the least busy VLAN
B. Using the current number of wireless clients connected to the SSID and the number of clients allocated to each of the VLANs

C. Using the current number of wireless clients connected to the SSID and the number of VLANs available in the pool
D. Using the current number of wireless clients connected to the SSID and the group the FortiAP is a member of

Answer: C

Explanation:
VLAN from the VLAN pool based on a hash of the current number of SSID clients and the number of entries in the VLAN pool.

NEW QUESTION 12
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