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NEW QUESTION 1
What are two capabilities of Cisco's NGFW Identity Based Policy Control feature? (Choose two.)

A. security enforced at the DNS layer
B. access to multiple data layers
C. access to Trojan downloader
D. see and share malware details
E. threats stopped from getting in and spreading

Answer: AB

NEW QUESTION 2
Which statement best embodies trust-centric security?

A. Protect users from attacks by enabling strict security policies.
B. Prevent attacks via an intelligence-based policy then detect, investigate, and remediate.
C. Verify before granting access via identity-based policies for users, devices, apps, and locations.
D. Verify before granting access via MDM software.

Answer: B

NEW QUESTION 3
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid
B. Cisco Security Connector
C. Duo
D. Stealthwatch
E. AMP for Endpoints

Answer: AE

NEW QUESTION 4
Which feature of StealthWatch aggregates and normalizes NetFlow data?

A. Netflow analytics
B. Advanced malware protection
C. Forensic investigation
D. FlowCollector

Answer: A

NEW QUESTION 5
What is an attribute of Cisco Talos?

A. Real-time threat information
B. 3rd party applications integrated through comprehensive APIs
C. Blocks threats in real time
D. Detection of threats communicated within 48 hours of occurrence

Answer: A

NEW QUESTION 6
Which two elements does Advanced Malware Protection provide? (Choose two.)

A. dynamic URL filtering
B. advanced analytics
C. dynamic data analysis
D. intrusion analysis
E. reputation analytics

Answer: BC

NEW QUESTION 7
What are two solutions Cisco offers for web security? (Choose two.)

A. CRES
B. NGFW
C. Cloudlock
D. AMP for Web Security
E. Cognitive Intelligence

Answer: DE
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NEW QUESTION 8
What is one of the reasons that customers need a Visibility & Enforcement solution?

A. Businesses can't see or protect devices on their network
B. Network traffic is growing at an exponential rate
C. Storage is moving from on-premises to cloud-based
D. Organizations need the ability to block high-risk websites

Answer: B

NEW QUESTION 9
Which Cisco NGIPS capability provides control over users, applications. devices, threats, and provides insights to network vulnerabilities?

A. global threat intelligence
B. advanced threat protection and rapid remediation
C. contextual awareness
D. security automation

Answer: B

NEW QUESTION 10
Which two attack vectors are protected by Cyber Threat Defense & Network Analytics? (Choose two.)

A. Cloud
B. Email
C. Endpoints
D. Web
E. Data Center

Answer: BE

NEW QUESTION 10
What are three main solutions areas for Advanced Threat? (Choose three.)

A. Network Analytics
B. Threat Analytics
C. Threat Defense
D. Malware Protection
E. NGFW
F. Intrusion Analytics

Answer: AC

NEW QUESTION 15
What percent of threats did ASA with FirePOWER block that earned AMP the highest security effectiveness scores in third-party testing?

A. 99 2%
B. 956%
C. 100%
D. 98 5%

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/products/security/asa-firepower-services/index.html

NEW QUESTION 18
In which two ways should companies modernize their security philosophies? (Choose two.)

A. Expand their IT departments
B. Decrease internal access and reporting
C. Complement threat-centric tactics with trust-centric methods
D. Reinforce their threat-centric security tactics
E. Rebuild their security portfolios with new solutions

Answer: AC

NEW QUESTION 20
Which two products are involved in granting safe access to apps? (Choose two.)

A. SD-Access
B. Duo
C. TrustSec
D. ACI
E. ISE
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Answer: AC

NEW QUESTION 24
What are two solutions Cisco offers for email security? (Choose two.)

A. Cloudlock
B. AMP for Email Security
C. Umbrella
D. Meraki
E. Tetration

Answer: AC

NEW QUESTION 29
What are the competing IT and Operation Technology (OT) priorities that make securing loT difficult?

A. Hackers vs safety
B. Malfunctions v
C. output
D. Security vs availability
E. Innovation v
F. manufacturing

Answer: A

NEW QUESTION 33
Which three customer business objectives does Cisco's Advanced Threat solutions address? (Choose three.)

A. Accelerated firewall implementation
B. Lower TCO through intelligent API management
C. Complete protection with holistic defense
D. Visibility and control with a managed environment
E. Comprehensive support with flexible solutions
F. Secure communications with advanced access

Answer: DE

NEW QUESTION 38
Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic?

A. Event classification
B. Anomaly detection
C. Anomaly modeling
D. Trust modeling

Answer: B

NEW QUESTION 39
What does TrustSec assign to the user or device traffic at ingress that enforces the access policy based on the tag in the infrastructure?

A. Ingress VLAN
B. Security Group Tag
C. VXLAN
D. Access Control List

Answer: B

NEW QUESTION 40
How does AMP's file reputation feature help customers?

A. It increases the protection to systems with exact fingerprinting
B. It increases the accuracy of threat detection with Big Data analytics
C. It enables point in time detection through a one-to-one engine
D. It enables secure web browsing with cognitive threat analytics

Answer: C

NEW QUESTION 43
Which two areas require secure access? (Choose two.)

A. Workforce
B. Workflow
C. Workspace
D. Worktable
E. Workloads
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Answer: BE

NEW QUESTION 45
What is a key feature of Duo?

A. Provides SSL VPN
B. Authenticates user identity for remote access
C. Automates policy creation for IT staff
D. Supports pxGrid

Answer: A

NEW QUESTION 50
What is a continuous protection feature of Advanced Malware Protection?

A. Behavioral Indicators of Compromise
B. Sandboxing File Analysis
C. Global Threat Intelligence
D. File Reputation

Answer: A

NEW QUESTION 53
What are three major features of StealthWatch? (Choose three )

A. Threat-based anomaly detection
B. Malware clustering
C. Netflow monitoring
D. Data Loss Prevention
E. Real-time sandboxing
F. Forensic investigation

Answer: BD

NEW QUESTION 55
......
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